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ABSTRACT

Portable media player (PMP) is a digital device that used for playing audio, video
and graphic files. Despite its popularity feature for storing and playing audio files; it
can also store other types of data, namely .doc, .pdf or .avi. Its portability makes it
easy for user to store any data into the device. Investigators now need to be prepared
for such devices, as they might contain evidence of a crime. To complicate things
further, each PMP may have its own proprietary file system, format and technology.
Problem faced by forensic analyst is that forensic software could not access PMP
with proprietary protocol and found a dead end. The aim of this project is to develop
an application that can update or change media transfer protocol in a PMP to mass
storage class to give access to forensic software without tempering any data or
metadata from the devices. There are five phases in developing this application:
Planning, Analysis, Design and Development, Testing and Further enhancement, and
Delivering application phase. Media Transfer Protocol (MTP) player now is
successfully converted to Mass Storage Class player, but it has to be done manually,
which may consume time. This project proposes an application that can automate

those steps to tackle the time advantage.
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CHAPTER 1
INTRODUCTION

“Portable media player (PMP) is a consumer electronics device that is capable of
storing and playing digital media. Digital audio players (DAP) that can also display
images and play videos are PMPs.”

-iPod Source

1.1 BACKGROUND

Portable media player has evolved from the simple digital audio player (MP3 player)
to high-storage capacity player that comes with colored-screen (MP4 player). This
electronic device advanced from only capable of storing audio files to storing and
viewing video files, pictures, recording voices, receiving FM radio transmission and
some manufacturers even include games in their PMPs. Some PMPs even come with
built-in speaker and touch screen feature. These players gain its popularity especially
among the youth as it offers them to take digital content with them on the go since it

is portable and small. There are four types of PMP available in the market. They are:

i.  Flash-based player
This player stored digital content in its internal flash memory. Example of
flash-based player is Sony Walkman NZ-E443.

Figure 1.1: Sony Walkman NZ-E443
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Memory-card media player
This type of media player relies on external memory card to play media and

store digital files. Example of memory-card media player is Apple iPod

Shuffle.

Figure 1.2: Apple iPod Shuffle

MP3 CD player
This type of player plays MP3 files directly from CDs, without storing any

digital files within its player. Example of MP3 CD player is Phillips
EXP2550.

Figure 1.3: Phillips EXP250

Hard-drive based player

This type of player is the largest and heaviest among others as it contains
hard-drive as a medium to store data. Example of hard-drive based player is
Epson P-3000.

Figure 1.4: Epson P-3000



The capability of this player to store digital content and mass usage of it create new
opportunities for criminal to manipulate the technology. According to London
Evening Standard in 2007, MP3 player had been used by a gang to store information
related to their crime. One team of hackers stole more than £200,000 after using MP3
player to tap in to transactions on free-standing cash machines in London and created
dozens of cloned card on the Internet for cash withdrawals and online purchasing.
One of the criminals, Parsons, attached his MP3 player at the back of an ATM
(Automated Teller Machine) and illegally taps into telephone lines used by customer
during transaction. Data was recorded into his MP3 player and transmitted down the
phone lines. Then, computer technology was used to decode the tones from ATM

transaction to clone new credit cards.

Based on this situation, PMPs are not just another ‘music player’ that it used to be.
Nowadays, PMP’s are capable of storing multiple type and different sizes of data.
Thus, PMPs are among the items that should be seized during raid or seizure
alongside with hard-disks, thumbdrives, mobile phones, etc. Its technology and

complexity should be studied in order to perform forensic analysis on it.

In forensics, best practices and procedures are followed closely as it will affect the
result later on. Digital forensic methodology that was widely follows is as described,
but not limited to:

(1) Identification,

(2) Collection and/or Acquisition,

(3) Preservation,

(4) Analysis and

(5) Reporting and/or Presenting.



Figure 1.5 below illustrates the five phases of digital forensic methodology stated

earlier:

DIGITAL FORENSIC METHODOLOGY

Figure 1.5: Digital Forensic Methodology
Source: Digital Forensics Services, CyberSecurity Malaysia, 2010

Under Identification, investigator must identify evidence that are available at crime
scene and determine the best seizing method depending on type of evidence. For
Collection and /or Acquisition phase, the investigator needs to collect evidence and
bring it to analysis lab without altering it during the process. As for Acquisition,
evidence will be imaged (copied bit by bit) into another working copy and analyzed
in the lab. For Preservation phase, investigator will have to know how to preserve the
evidence from being altered such as kept it in anti-static bag, bubble wrapper, etc. As
for analysis, the working copies (evidence’s image) will be analyzed by forensic
analyst in the lab to extract, simulate and/or interpret findings. Finally, Reporting
and/or Presentation will be mainly about the documentation of how the case being

analyzed and/or solved and present it in the court of law.

In this paper, the term ‘portable media player’, ‘PMP’ and ‘player’ refer to both of
MP3 player and MP4 player, unless it is specified beforehand. As result of this
project, an application will be developed and will be used in the Analysis phase of
the digital forensic methodology. The following section (Section 1.2) will elaborate
further on the problem statement of this project.



1.2 PROBLEM STATEMENT

On 17% May 2010, Digital Forensics Department of CyberSecurity Malaysia
received evidence from Royal Police of Malaysia. The digital evidence was a
portable media player, Creative Zen Mosaic. The objective of the case was to extract

all audio files from the device.

The device was connected to the forensic workstation for acquisition purpose using
EnCase, but failed. EnCase is a commercial forensic software used in CyberSecurity
Malaysia to help the organization in investigating cases. EnCase offers forensically
sound acquisitions, analysis, data searching, internet and e-mail investigation, etc. To
ensure that the workstation is in good working condition, another PMP with similar
brand was tested using the same workstation, but the result was still negative. The
player is using Media Transfer Protocol (MTP) as its transferring protocol, but
forensic software was not able to access player with MTP mode. Thus, a conversion

from MTP mode to Mass Storage Class (MSC) mode is needed.

There are several researches found on iPod technology forensic, but few or almost
none literature review were found on other brands of PMPs. The next section

outlines the objectives of this study and the expected outcome.

1.3 OBJECTIVE

The main objective of this project is to develop an application that can convert MTP
player to MSC player so that forensic software can perform an acquisition on it
without tempering any data or metadata from the devices. Application also shall be

able to list drivers associated with the devices.

1.4 SCOPE OF STUDY
To cope with time provided, this project focuses on certain type of PMP to be tested.
Type of PMP used to be tested is the flash-based player as this type of player uses



proprietary protocol, including MTP. Plus, the player must be a convertible player
from MTP player to MSC player.

In addition to this flash-based type of player, it must be connected to computer via
USB 2.0 port. Apart from that, application that developed at the end of this project is
wtended to be used with Microsoft Windows XP (pre-installed with Windows Media
Player 10 or later version), Windows Vista and Windows 7 as these operating
systems support MTP (Microsoft Corp., 2009).

This project is relevant to help and assist forensic analyst and crime investigator to
perform conversation of MTP player to MSC player with time advantage. With this
advantage, it will get them faster to acquisition phase to complete their tasks and

makes tasks execution more efficient.

Apparently, the initial objective was to successfully convert all MTP players to MSC
mode, but under certain circumstances the nature of the player does not allow the
action to take place. In the end, to make this project’s objective achievable, the study
only focuses on the convertible type of MTP-MSC player.



CHAPTER 2
LITERATURE REVIEW

2.1  BACKGROUND: PORTABLE MEDIA PLAYER

Technology of PMP is rapidly changing to cope with today’s modern world and the
usage of PMP in daily lives is on rise. With its high capability and mass usage, it is
not a surprise that it is listed among those items that needs to be seized (i.e. netbook,
digital camera, USB drives) as it can contains valuable data for the law enforcement
community apart from storing digital audio files. They should treat PMPs as similar

and as important as they treat a seized hard drive.

Profound knowledge on PMP is a necessity to acquire enough amounts of important
data on PMP. Knowledge on PMP especially its file structures are vital as one
mistake could affect its integrity. For one to understand to gain the knowledge, there
are little or almost none literature review on PMP forensic, but there are researches
and studies on iPod forensics which are already available and well-known.
Apparently, iPod forensic and PMP forensic are different, in a sense that certain
PMPs transfer data through MTP. According to Marsico & Rogers (2005), “iPod
uses the Apple HEFS+ file system when the device is run with an Apple system and
uses the FAT32 file system when used with a Windows PC”. Thus, research
conducted on acquiring data from iPod could not be used and applied on PMP which

uses MTP as its transferring protocol.

2.2  PROTOCOLS IN PMP

PMP are divided into two types of player, MTP player and MSC player. MSC player
functions as a mass storage device, and detected on computer as an external drive
(e.g. "E:\"), similar to USB drive or portable hard drive (Morton, 2007).
Additionally, MSC was also defined as a set of computing communications protocols
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that run on the USB (Universal Serial Bus), (Creative Worldwide Support, 2010). As
for MTP, this protocol is used to transfer media files and associated metadata to/from
devices, with optional additional support for reading but restricted content (SanDisk,
2009), which means that host or computer cannot access and control the whole
storage. MTP is a protocol that was design to replace MSC and has the ability to
control media player from transporting/releasing protected digital content which
protect the distribution of purchased or licensed digital audio and video. But when
this MTP is enabled, forensic analysis is impossible to perform as it completely

securing the content of particular media player.

2.3  FORENSICS ANALYSIS ON PMPS

Both of these types require different ways of performing forensics analysis on them.
As for MSC player, the acquiring/imaging process is quite similar to
acquiring/imaging process of the solid-state flash device as it allows computer to
access and control its bulk mass storage. Thus, forensic tools, such as EnCase could
easily detect it as storage device and do acquisition on it. Figure below illustrate how

MSC player appears in My Computer as Removable Storage.

4 Devices with Removabie Storage (2}

oo
-} DVD BW Drive (D) .
= M. 1.58 GB free of 3.60 GB

WALKMANGE) |

Figure 2.1; Workstation recognized MSC player as Removable Storage

But for MTP player, the protocol itself, makes sure that distribution of digital audio
and video content are secure and protected (Kolokowsky & Davis, 2005). Hence, the
device itself was recognized as ‘Portable Device’ in Windows PC and was not
assigned to any letter. This is becanse MTP prevents any direct access to its device.
Thus, forensic software fails to acquire MTP player. MTP needs to be disabled for
MSC to be enabled in order to make workstation detect PMP as a disk drive and
assigned a drive letter to it (i.e. E:\, F:\, G:\, etc) to make forensic analysis possible.
Figure on the next page shows how MTP player appears in My Computer as the
Portable Device.



4 Portable Devices (1)

WALKMAN NWZ-B133F
Portable Media Player

Figure 2.2: Workstation recognized MTP player as Portable Devices

24  FURTHER ENHANCEMENT

In review, to adapt with this technology, advance research had to be done as certain
types of PMP uses proprietary file system to store and manage data. Hence, the
problems that are exist in PMP forensic are the issue of MTP and how to make
forensic software to be able to read data from MTP player or for Windows PC to

recognized it as storage device and assign drive letter to the player.



CHAPTER 3
METHODOLOGY

3.1 DEVELOPMENT LIFE CYCLE: AGILE

Methodology that adopted in this project is the agile methodology. The reason for
choosing agile methodology is based on the ability of agile methodology to adapt
with new added requirement and revised design. This project will be conducted in
five phases, (1) Planning, (2) Analysis, (3) Design and Development, (4) Testing and
Further Enbancement, and (5) Deliver Application. Figure 3.1 below shows the
graphical presentation of the steps taken:

Planning Analysis
Deliver Testing and .
Application <:| Further D%iiﬁ%};ﬁaiit
enhancement b

Figure 3.1: Adapted Agile Methodology to suits this project.

3.1.1 PHASE 1: PLANNING

This phase mainly is about the understanding of current situation and problem from
related works. Even though PMP forensic is not highly available, but almost similar
media player forensic is available, the iPod forensic. Apart from that PMP file
structure and protocols are also being studied. Fundamental knowledge on MTP is

essential as it was the reason why forensic tool fails to acquire from the device. In
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this stage, work plan (Gantt-chart) has been set up to assist and guide project from

drifting in timeline. Scope was also determined during this stage.

3.1.2 PHASE 2: ANALYSIS

For analysis stage, requirements of the application are determined and defined.
Requirement gathering technique that was chosen for this project is interview.
Interview was conducted with Pn. Sarah Taylor; the Industrial Advisory from
CyberSecurity Malaysia through instant messaging. During this stage, activity
diagram was developed to guide this project. Development tools and hardware for
study and development are also being determined during this phase. Further

explanation on tools and hardware are discussed in Section 3.2.

3.1.3 PHASE 3: DESIGN AND DEVELOPMENT OF APPLICATION

Under this phase, MTP player was successfully converted to MSC player but it is
done manually and consists of many steps before conversion was successful. After
conversion, player is tested using forensic software to ensure that it is accessible for

further forensic analysis.

In this phase, application is designed and develbped according to requirement
gathered. Application interface was determined throughout this phase. User-friendly
and easy to use interface will be implemented as users for this application might vary
from forensic analyst (expert) to police officer (novice). This phase also involved
development and coding for this application. Further details are discussed in

Chapter 4.

3.1.4 PHASE 4: TESTING AND FURTHER ENHANCEMENT

After the application is build, it needs to be tested by user with various types of
PMPs to make sure that the application was build as per user requirement. The user
is the end-user/target audience who will be using the application. Iteration of phase 3

and 4 will be conducted if there is a need to do so, in term of changing the
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requirement(s) or application being upgraded before the final product to be released.
Further details of this phase can be found on Chapter 4.

3.1.5 PHASE 5: DELIVER APPLICATION

After met all requirements and being upgraded up to user’s expectation, plus after
passing the testing phase, application are delivered and ready to use. The outcome of
phase 5 would be the final dissertation.

3.2 SOFTWARE/TOOLS

There are two categories of tools that were determined during the analysis phase, (1)
development tools for developing the application, and (2) forensic software to test
and determine the succession of PMP’s mode changes, i.e. whether or not the

forensic software able to access the PMP.
Development tools used are:

(1) DevCon, Version 5.2, is a command-line utility that act as an alternative
to Windows Device Manager (Microsoft Support, 2010). DevCon is used
to detect any PMPs attached to the workstation, determine its driver and
change the PMP mode.

2) |@ft3i@91’ Autolt, Version 3, is a BASIC-like scripting language

designed for automating the Windows GUI (Bennet J., 2010). Autolt is

used to implement the USB write-protect module, which created to
prevent any data and/or metadata changes towards connected PMPs.
Autolt also used to give graphical representation of DevCon command

line for action stated previously.
Forensic freeware used to determine MTP-MSC mode change succession are:

| . -
(1) 1[,‘:3;1 WinHex, Version 15.6

(2) ' 1 Disk Digger, Version 1.0.3

(3) |~=%%l| Recuva, Version 1.39

12



3.3 HARDWARE
Hardware used to assist this study is an Acer Aspire 4738G workstation with

mentioned details;

(1) Windows 7 Home Premium operating system,
(2) Intel(R) Core(TM) i5 CPU, 2.53 GHz processor, and
(3) 4.00 GB RAM.

Apart from that, PMPs selected to assist during this project is MTP-MSC convertible
PMP, Sony Walkman NWZ-E443 (4GB) and PMP, Sony Walkman NWZ-B133F
(1GB).

13



CHAPTER 4
RESULTS AND DISCUSSION

4.1 PLANNING PHASE

As results for phase 1, a Gantt-chart is created to guide this project throughout these
two semesters (see Appendix 4-1). For the first semester, it covers up planning,
analysis and design phases. Preliminary research work starts right after projects
topics were accepted and released. Later on, preliminary report was submitted fo
supervisor. After that, progress report was submitted to supervisor with completion
work still in the early design phase. At the end of the semester, a seminar on progress

reporting was held and interim report was submitted.

For the second semester, design and development phase will be continues alongside
with evaluation and testing. Progress report 1s sent out for evaluation by supervisor.
Later on, poster exhibition and oral presentation (viva) were held. Finally, final

dissertation and technical report were submitted at the end of semester.

42  ACTIVITY DIAGRAM

For phase 2, an activity diagram was created to guide this application’s development.
This diagram combines activities from users and functions from the application.
First, user need to launch the application. Then, turn on the write-protect mode and
plug in PMP(s). Next, the application will detect any PMPs attached and return its
current driver status. If it is MTP mode and convertible to MSC mode, it will
perform the conversion. If the current driver is in MTP mode but not supported for
MSC mode, the application will notify user that the PMP is not convertible to MSC

mode. Application will notify user once conversion is done and user can continue

14



with further forensic analysis. Figure 4.1 below shows the activity diagram for this

Write-Protect N

application.

Write-protect
successful?

A

Perform Write-Protect ON
manually

<
<&

b

/ Plug in PMP

v

| Detect PMP(s) l

PMP(s}
detected?

Check PMP Driver

Driver ==
MTP?

Convert PMIP to MSC Y
mode

r

PMP afready in MSC Driver{s) not
h 4 mode supported

PME converted to
MTP mode

A

Continue to Forensic
Analysis/ Acquisition

&

End

Figure 4.1: Activity diagram
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43 UPDATING PROCESS

In phase 3, MTP player (Sony Walkman NWZ-E443) was successfully updated into
MSC mode player and it was assigned a drive letter by Windows XP SP3, but it was
done manually through Windows Device Manager. Conversion process can only be
done with convertible MTP-MSC player. Below are simplified steps taken to update
MTP player to MSC mode (see Appendix4-2 for details):

(1) Attach PMP to workstation.

(2) Open ‘Device Manager’, and search for PMP.

(3) Click ‘Update Driver’.

(4) Choose ‘USB Mass Storage Device’ and click ‘Next’.

(5) PMP now is also detected under Disk drives in Device Manager.
(6) At My Computer PMP is now detected as removable disk.

After this conversion, MTP player now are updated to MSC player and is detected as
‘Removable Disk’. This means that forensic software 15 able to perform forensic

acquisition onto it.

44 SYSTEM ARCHITECTURE
In analysis phase also system architecture being recognized and determine. Figure

4.2 below is the graphical presentation of the system architecture:

User Interface . l:> Write-protect )
{nput) - - | . LusB Update Windows

s i registry
1
DevCon
Detect PMP. Detect any MTP
o Et.e:‘,.- L device attached
Check driver List PMP's
— @ ' driver
Cutput Change driver Convert MTP
G —— to MSC

Figure 4.2: System architecture
16



Based on Figure 4.2, the application basically interacts with the user through easy
and understandable graphical user interface (GUI). Sequential instructions were
given as guide for users to use the application. Windows registry will be updated to
enable USB write-protect so that the evidence remain secure and valid throughout
the mode updating process. DevCon was used as a third-party command-line utility
to perform device detection, device driver listing, and device driver updating. After
driver updating was successful, user will be notified through visual notification.
Details of the architecture will be break down in more details and discussed in
Section 4.5 below.

4.5 FUNCTIONAL DECOMPOSITION DIAGRAM

Apart from that, functional decomposition diagram was also created. Functional
decomposition diagram as shown in Figure 4.3 was developed from combination of
module or functions derived from activity diagram earlier. There are four main

modules used in developing this application, they are:

{1) USB Write-Protect ON (Read-Only) Module,
(2) PMP Detection Module,

(3) PMP Driver-Check Module, and

(4) Driver-Update Module.

Under USB Write-Protect ON Module, USB port will be turmn to read-only mode, and
any access to PMP will not change it metadata. This is intended to prevent any
overwrite of data towards the evidence itself and maintain its validity. After that, user
will need to attach PMP to the workstation. Then PMP Detection Module will start to
detect how many PMPs are being attached and PMP Driver-Check Module will
determined drivers used by each PMP. Once drivers for a PMP were identified and
listed, user might need to click on ‘Update’ button to trigger Driver-Update Module.
This module then will update/change the mode of the PMP. Then the application will

nofify user once conversion of MTP player to MSC player is successful.

17



USB Write-protect
ON (Read-Only)
Module

¥
PMP Detection
Module

¥
PMP Driver-Check
Module

L 4
Driver Update
Module

End

Figure 4.3: Functional decomposition diagram
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4.6 GRAPHICAL USER INTERFACE

(S

. h;i::: o Mg Toans Pootoed
‘ nﬂq-r)

1. Click the following button to enable USB write-protect mode.
| 2. Insert a portable media player.

3. Click the following button to start.

4. Click the following button to update MTP to MSC.

5. Close this application and proceed with forensic acquisition.

[if

!

THANK YOU

Figure 4.4: Main GUI

Figure 4.4 above illustrate the main GUI that will interact with the user throughout
the process. ‘AMoC’ was abbreviation for ‘Automated Mode-Changer’ given to this
application as title of its dialog box instead of its original long title. However, to
avoid any confusion, the original title was placed at the top center of this application
for user awareness. There are three buttons that represent USB Write-protect
Module, PMP Driver-Check Module and Driver Update Module from the functional
decomposition diagram stated earlier. Details of each module will be explained

further in the next section.

19



Figure 4.5 below shows a code snippet of the main GUI using Autolt:

18 [T Func _Main()
13
20 GUICreate( AloC”, 445, 500)
21 GUISetState()
22 GuiCtriCreatePic{ head?. jpg ,0,0,0,0)
23 snict:rmmate.ubeu 1. Click the following button to enable USB write-protect mode.”, 10, 120)
24 Opt(C ordidoda”™, 1)
25 S.Ddel - mctrlﬂrumttﬂt Enable™, 20, 140, 100)
26 GuiCtriCreatelabel(“2. Iasert a portable mediz ,,-r-.,'cr. . 10, 180)
i GuiCtriCreatelabel|( ‘;. Click the I sta , 10, 210)
28 $mode2 = Gm'ctrl.c:-nmtmt 20 030 mal
29 GuiCtrlCreatelabel( ick lowing b ipdate MTP te MSC.", 10, 270)
30 $mode3 = Mctrmmtm( Uy ' 20 290 100)
31 GuiCtriCreatelabel(~%. Close this application and proceed with forensic acquisition.™, 10, 330)
32 GuiCtriCreatelabel (" THANK T0U", 180, 400)
11
Figure 4.5: Code snippet for main GUI
4.7 USB WRITE-PROTECT MODULE
Below is code snippet for USB write-protect module:
35, Wnile 1
36 Smsg = GUIGetMsg()
37 Salect
38 Case $msg = $GUI_EVENT CLOSE
39 Exitloop
40 Case $msg = §model
41 local $var = RegRead( HI=) LOCAL_MCHRE\STSTEM\Currentontral Sat \Control\StoragedevicePolicies”,
ect”)
42 sMsgBox (0, “Status™, *
43 If §var = 0 Then
44 MsgBox{0, “Status
45 RegWrite | Hi
” AEG DWURD", *0x0D00
46 $var = RegRead!( 1 rage
eF £y
4 MagBoae(0, "Status®, “TOW Write Protect ia : ON7)
48 Elself §var = 1 Then
49 MsgBowe{0, "Status”, “Wrile P A lready turned OB")
50 sReglirite ("HKEY .,CCA.. %@IFE\S“S'E‘\CMMM&: relSet\Control\ScoragedevicePoliciss”
_ "WritePyotect, “REG DWORD™, “0x00000000") :writeprotact OFF
51 y :MsgBox (0, "Status”, "NOW Writs Protest is : " & Svar)
$2 EndIf

Figure 4.6: Code snippet for USB write-protect module

This module is triggered when the button ‘Enable’ was clicked from the main GUI

(refer to Figure 4.4). This module will update the workstation’s registry. First, it will

check the workstation current status for USB write-protection at Windows registry,
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\StorageDevicePolicies.
If the value is true (0x00000001), it means that the USB write-protect is already turn

ON. Then it will prompt user to continue and connect PMP to the workstation.
However, if the return value is false (0x00000000), it means that the USB write-

protect of OFF and this module will turn it on and notify the user to continue.
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This scenario can be explained by illustrations below:

(1) The module is triggered and checks the registry value at
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\StorageDevice
Policies and return the current value as shown (in this case it is false (0), USB
wirte-protect is OFF).

r
Status

Write Protect is : OFF

Figure 4.7: Current status of USB Write-Protect

(2) After modifying the registry and turm on the write-protect mode, the

application will return the current value to user, as shown below:

Status

NOW Write Protect is : ON

x|
o ——————
Figure 4.8: Updated status of USB Write-Protect

(3) This means that user now can safely connect any USB device to the
workstation without any data and/or metadata changes to be made on the
devices.

(4) Apart from that, if the workstation’s write-protect is already enable from the
beginning, USB Write-Protect module will be triggered and return as Figure

4.9 illustrate and hence no modification towards Windows registry.
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Status

Write Protect is already turned ON

)

Figure 4.9: USB Write-Protect is already turned ON

48 PMP DETECTION MODULE

This module detects any connected PMPs to the workstation by returning device’s
name and ID. PMPs can be detected using DevCon application. Figure 4.10 below is
a screenshot of DevCon with command of devcon /hwids *usb*, which will

return every USB devices connected to the workstation. Among the devices listed,

two of them are PMPs connected earlier.

HSNhtl.ﬁBubChlt__PntJ
8988 liazr

» lass_B9
_mln_ssmm_mmammwumamamsmna
Name: WALKMAN NWZ-B133F \

s

USB\U1D_BS4C&P1D_@36 E&REV_0881
amnjm: D_B36E
USB\MS_CO
UEB\Class_PB&EubClass_@6&Prot S8
usmgs_nmwhu_u

| P ..

........

_____ Ty T R P

s
BTONISIIU ONY&PROD_WALKMAN&GREV _1 . mﬂ!??’?ﬁﬂlmlﬂ
mmu UsE Ih ice

us R\RAW
B\WID_B4828PID_9665°682666933888&1
: USH ite Deuice

Figure 4.10: Connected PMPs were detected by DevCon

To narrow down USB devices found, command devcon /hwids *MTP* is
executed. With this command, DevCon only detect devices that contain the word

*MTP* in its ID. From above situation, two PMP were detected. Figure shown

below is the return of MTP player connected to the workstation.
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Civ>devcon shuids »MIP»

ISBNUID_B54C&PID B36£\39EE@IBI?93359339@8259815F726333

Name: WALKMAN NWZ-B133F

Hardware ID's:
USBUID_0854C&PID_O36E&REV_G0G1
USBUID_B54C&PID_0O36E

Compatible ID’'s:
USB\MS_COMP_MTP
USB\Class_88&SubClass_B6&Prot_58
USB\Class_@8&SubClass_@5

USB\Class_|
USBNYID_B54C&P1D_B3FD\OE497976031773
Name: USB Mass Storage Pevice
Hardware ID’s:
USE\UID_B54CEPID_BIFDAREV_GBGL
USE \VID_B54C&PID_83FD

Compatible ID'g:
USBAMS_COMP_MIP
UsSB\Class_B8&SubClass_B6&Prot 50
UsSB\Class_BB8&SubClass_06
USB Class_98

g matching device(s> found.

Figure 4.11: MTP devices found connected to the workstation

This module shall not be viewable by the user, as this module are not important for
the user to know since by default, any attached device to Windows workstation will

be notified by Windows OS itself.

4.9 PMP DRIVER-CHECK MODULE

This module will be executed once the button ‘Check Driver’ was pressed on the
main GUI (refer to Figure 4.4). This module will check and list any associated driver
to attached PMPs. Figure below shows associated driver to the attached PMP:

C:\>devcon drivernodes »m
USB\U1D_B54CE&PID_ GQFD\BE49?976.31??3
Name: USB Mass Storage Device
DriverNode #0:
Inf file is C:\Windows\INF\updmty.inf
Inf section is MIP ]
Driver description is MIP USE Device
Manufacturer name is <Standard MIP Devicel
Provider name is Microsoft
Driver date is 6-21/2006
Driver version is 6.1.7660.16385
Driver node rank is 16719872
Driver node flags ave 00102040
Inf is digitally signed
priverNode #1:
Inf file is C:\Windows\INF\ushstoy.inf
Inf section is USBSTOR_BULK
Priver description is USB Mass Storage Dewice
Manufacturer name is Compatible USB storage device
Provider name is Microsoft
Priver date is 65-21/2006
Priver version is 6.1.7680.16778
Driver node rank is 16719873
Driver node flags ave 90142044
Inf is digitally signed
F matching device(s) found.

Figure 4.12; Driver identified for M TP player
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From Figure 4.12, we can see that the device supported both MTP and MSC driver,
hence updating back-and-forth between these two drivers are possible. By executing
the following command, user can determine current driver used for the PMP as

shown:

INddevcon stack *m
SB-UID_B54C&PID_| I3FD\IE49?9?§|31??3
Name: WALKMAN
Setup Class: {eechad?8-0000-425f-222a—dabf3dedf6%a> WPD
Controlling service:
WUDFRd
Lower filters:
Hinllzh
matching device{s) faund.

Figure 4.13: Current driver status

As per see, the setup class is WPD (Windows Portable Device) which means that the
controlling driver is MTP. Hence, PMP attached was in MTP mode.

410 PMP DRIVER-UPDATE MODULE

This module will be executed once the ‘Update’ button was pressed on the main GUI
(refer to Figure 4.4). This module updates MTP to MSC and assigned drive letter to
the PMP. Update command can be found as follow:

E:vddeveen updetni C:NMbindowshinf\usbhstor.inf smtp |

Figure 4.14: Command for updating driver

After executing the command, result as below could be found:

SN>devcon stack *mt
SBAUID_B54C8PID B3FD\IE49?9?GE31??3
Name: UBB Masz Storage Device
Setup Class: {36fcPebB—c465-11cf—8056-444553540000> USB
Controlling service:
USBSTOR
matching device{s> found.

Figure 4.15: Updated MTP player
This indicates that MTP player was successfully updated into MSC player with the

proof of USBSTOR as its controlling service, which is the driver for USB Mass-

Storage and its setup class is USB. Hence, the updating process was successful.
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4.11 FINAL OUTPUT
As the final output, users are notified with a dialog box to indicate that the updating
of driver or mode from MTP to MSC was success. Figure below shows the

notification that is visible to the user:

Status w

MTP player was successfully updated to MSC mode

, )

Figure 4.16: Dialog box that visible to user at the end of process

Apart from that, user also will be able to see the difference in My Computer.
Previously, MTP player was identified as ‘Portable Media Player’ as shown:

' W ALKMAN Portable Media Player

Figure 4.17: Previously, MTP was identified as Portable Media Player

After the updating process, user will be able to find the following replacing the
‘Portable Media Player’:

WALKMAN (H: Removable Disk

Figure 4.18: Now, MTP player was recognized as Removable Disk

4.12 TESTING PHASE

For Phase 5 (testing phase), three testing was conducted namely, unit testing,
integration testing and system testing. With agile methodology as the project’s
methodology, continuous enhancement and deployment is possible. Hence, testing

phase is important to make sure that the project achieves its objectives.

In umit testing, each module was tested individually by providing the input and

expected output. While in integration testing, two or more modules were combined
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to make sure that the modules were able to work together. Integration between the
module and DevCon also was tested to ensure that it is working. As for system
testing, the system was tested as a whole by covered all possible paths within the
application as per stated in activity diagram (refer to Figure 4.1), i.e. tested while
computer was on USB write-protect mode, and tested while computer was not on

USB write-protect mode, etc.

Apart from that, several PMPs were tested to make sure that the application works
and able to update MTP mode to MSC mode. Table 4.1 below shows a summary of

testing conducted:

Table 4.1: Result of application using convertible PMPs

Able to write-protect? Yes Yes
Able to
identified driver(s)? Yes Yes
Able to update driver?
(MTP-MSC) Yes Yes
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4.13 TESTING WITH FORENSICS SOFTWARE
Under this phase, updated PMP from MTP player to MSC player was tested using
several forensic software stated earlier (refer to Section 3.2). Below are the

illustrations for results of detecting the PMP using stated forensic software:

1S5 Open files )
Look in: B WALKMAN E) >+ OF @ Defauit Edt Mode
1 Name = Date modified Type Size
~% 1. DCM 21172011 453PM  File folder
RecentPlaces | \p pooT 211/2011453PM  File folder
- J. MUSIC 211/2011453PM  File folder
J. PICTURE 211/20114:53PM  File folder
Desktop J, PICTURES 211/2011 453 PM  File folder
s |, VIDEO 21172011 453PM  File folder
= @ capability_00 2A/2011926AM XML Document sKB
Librares  _ Devicelnfo 21172011910 AM  Text Document 1K8
Computer
Network
4

DiskDigger is an easy-to-use utility for recovering lost files (pictures, documents, musi¢, etc) from storage media like
hard drives, memory cards, USB flash drives, and more.

Select one of the following drives 1o scan, then click Next:

Seled aiskto scan | agwanced)] - e ( Em_-fm ‘l
|
|

Drive information
Physical media -

Dmmwm&nw-mmmawm

Removable media (3.59 GB) - SONY WALKMAN USB Device [
W—

Logical drives " \

QC’\HHH GBY - Acer
|
E\ (35 GB) - WALKMAN |

Unregistered copy - buy a license today! o E}

Figure 4.20: PMP was recognized under DiskDigger
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!!Wm E:) v] [ Scan ] - Fiename or path - Qptions...
(B Filorme Path ~ | [ preview |info | reader |
@ You Me At Six - Rescue Me.mp3 EAMUSIC\mil
[ @01 Shoot 1t Out.mp3 EAMUSICtpus
[ @ 01_the_used-take_it_away-phxc.mp3 E\MUSIC\put |
] @ 02 - Vampire Weekend - Holiday.mp3 EAMUSIC\pus |
| @ 02--before_their_eyes-sing_to_me.mp3 EAMUSIC\put
[ | @03 - The Almost - Free Fallin'.mp3 E\MUSIC\pwi
i @03 - The Bravery - Ours.mp3 E:\MUS!C\pu-EE |‘ No preview avaiable
| @ 04 - Duck Sauce - Barbra Streisand.mp3 E\MUSIC\pwt |
& 04-skyway-2ll_these_years.mp3 EAMUSIC\pui ‘
T @05 - Digitalism - Blitz.mp3 E\MUSIC\pur |
] @07 -the_rocket_summer-of_men_and_angels.... E\MUSIC\pu1 |
& 09-motion_city_soundtrack-atat.mp3 EAMUSIC\pui
L @11 - Matt & Kim - Cameras.mp3 EAMUSIC\pw ~ i
¢ 1] L3
FAT32, 3.60 GB. duster size: 16384. Found 123 files (9 ignored) in 0.89 sec. Recover..
| Qi helo Check for uodates... |

Figure 4.21: PMP was recognized by Recuva

Table 4.2 below shows the summary of PMP recognition using several forensic
software after being updated using ‘AMoC":

Table 4.2: Result of PMP recognition using several forensic software

Software used | WinHex (Verl5.6) | Disk Digger (Ver1.0.3) | Recuva (Ver 1.39)
J;E;?to detect Yes Yes Yes

Able to

identified Yes Yes Yes
deleted file(s)?

Able to recover

deleted file(s)? Yes X s

After undergoing this testing, it is proven that MTP player was successfully
converted into MSC mode as these forensic softwares are able to detect the player.
Forensic analyst or investigators now are able to perform forensic acquisition on

MTP player after being updated into MSC mode.
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CHAPTER 5
CONCLUSION

51 CONCLUSION

This project highlights .on the conversion of MTP player to MSC player which will
enable forensic software to perform acquisition onto it as MTP denies any direct
access towards its player. This project will contribute to the world of PMP forensic
and will ease the work investigator and forensic analyst to perform forensic analysis
onto 1it. At the end of development stage, application was tested against
criteria/requirement collected throughout the project and several forensic software

was used to proof the updating of MTP player into MSC mode was successful.

52 RECOMMENDATIONS

This project was focusing on developing an application that will update MTP mode
to MSC mode, with the condition that both drivers are being pre-installed in the
PMP. But during this dissertation was written, there are no method or official paper
available for non-convertible MTP player to be updated into MSC mode. Hence,
none forensic software are able to perform forensic acquisition on non-convertible
MTP player. For further enhancement, studies and research shall be made in order to
make all PMP are convertible to MSC mode or by forensic software to be able to
recognized MTP player.
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APPENDICES

Appendix 4-1: Gantt-chart for project

_1_j "~ Protocol Converter for Portable IlodiuPlayu_ '_ﬂ_cdn_ys_ Wed 8410 Thu 421711 e e e e e
2 = Proposal and Approval ddays  Wed 8410 Tue 81010 W

3 @ Subimit project proposal Odays Wed84A0 Wed8MAD & 84

] Gain spproval on project’s topic Odays Tue8M0N0  Tue BNOAO & 310

? | -m“ﬂehmdm”m 11ld.ys Thu 84240 Mon 31811 *
LT - Phase 1: Planning 9days Thu$1240 Wed 82510 —

T = Undérstand current situstion Sdays " ThuSM2M0 Wed 818M0 =

8 =\ Study and analyze related work Sdays Wed8NBA0  Tue 82410 =

s =\ Research on USB protocol Sdays MonB8MBA0  Mon 82310 =

0= Creste workplan 1day MonS8NBHO MonB8ABHO i

" = Define scope 2days MonSHBAO  Tue 8A7A0 ]

12 = Submit Prefiminary Report Ddays Wed82SHO Wed 82510 & 825

13 | - Phase 2: Analysis 17days  Tue 82410 Wed 91510 F——

"B Gather reuirements 15deys  TueSR4N0 MonSINO =

E—j[g Creste an activity diagram Sdays ThuS@MO0 WedSASNO -l

18 Submit Progress Report Odays WedQMSMD Wed Q4510 1: & o5

| - Phase 3: Design and Development T8 days Mon 91310 Wed 1229710 | e

1= Convert MTP player to MSC player 12days MonSA3AO0  Tue 92810 =]

18 E Presenting Seminar 1 on Progress Report 0 days Fri10A A0 Fri10A A0 & 101

0 = Submi Interim report 0 days "Wed 102010 Wed 102010 & 10720

2 |= Develop application interface 12days Tue1ONSAD Wed 11310

E-T| Develop application 40days Thul14M0 Wed 1272910 2 -h

-3 - Phase 4 Testing and Further enhanceme 46 days Wed 122210 Wed 22341 | e e

u H Evaluste appication 26 days Wed 122210 Wed 12611 ===

% = Conduct testing based on seversitest o 26days Wed 11941 Wed 22311 | =

E:{E; Subinission of Progress Report Odays Sun2/20M1  Sun 27201 & 220

7 - Phase 5: Deliver application 4days Wed 216711 Mon 418/11 e
% |H Deiiver final application 25days Wed 21611  Tue 32211

» = Produce dissertation 18days Thudi24M1  Mond4H8A1 Z _h
0 | - Submission Odays Thu42111  Thu 42141 P
3 |E Subint project dissertation Odays Thud2ii1  Thud21m1 &
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Appendix 4-2: Steps of conversion from MTP player to MSC player

1. Attach PMP to workstation.
2. My Computer will detect as such:

Name Type Total Size Free Space
cwwLocal Disk (C:) Local Disk 468 6.37G8
SerLocal Disk (D) Local Disk HAGB 14668
WMYDATADZ (E)  Local Desk 15.5G8 12068
S OVDJCD-RW Driv...  CD Drive

- A(G)  Remavable Disk

(ZShared Documents s Foider

)Administrator’s D...  File Foider

[ ] Portable Medsa Player

3. Then, right click on My Computer (Desktop icon), Click Manage.
4. Computer Management window will open.
5. Click on Device Manager, and search for PMP.

+ ) OVDJCD-ROM drives
* &) 1DE ATAJATAP! controllers
+ &G IEEE 1394 Bus host controllers
+ Lo Koyboards
% ") Mice and other ponting devices
. Modens
Mordtor s
* Wetwork adapters
= Other devices
A} Base System Device
+ B POMCIA adapters
= [ Portable Devices
wF
& Y Ports (COM&LPT)
' 4 Processors
+ @ Sound, video and game cortroers
+ Sen Storage vohumes
* System devices
. Universal Serial Bus controliers

.

6. Right click on the PMP.
7. Click Update Driver.

- ﬁPmablaDevm

o [T
+ y ports (com o L RN

+ ¥ Processors

+ @ sound, video a
+ 4 Storage volume
* System device:

Disable
Uninstal

Scan for hardware changes

+ Universal Serla

Properties

8. Choose to ‘Install from a list or specific location [Advanced]’ and click Next.

Hardware Update Wizard

Welcome to the Hardware Update
Wizard

Thee wnzaed helps you melall soltveare for
WALKMAN NWZ E443

If your hardwate came with an installation CD
o floppy disk, insent it now

What do you want the wizard 1o do?

) Install the soltware automatically (Recommended]
(5) Inatall om & sl o specihic localion [Advanced)

Click Next o continue

9. Choose ‘Don't search. I will choose driver to install’, and click Next.
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Hardware Update Wizard

Please choose your seaich and installation options,

(O Search for the best diiver in these localions.

Use the check boxes below to lml or expend the delaull seaich, which inchides local
paths and removable media. The best daver found will be installed.

(® Don't search. | wil choose the diives to install

Choose thix option lo select the device diver from a isl. Windows does nol guarantee that
the diives you choose will be Lhe best malch for yout hardwaie.

[(Beck ;I Next > ](Dmodj

10. Choose ‘USB Mass Storage Device’ and click Next.

Hardware Update Wizard

Select the device driver pou want to install for this hardware.

Select the manufacturer and model of your hardware device and then click Neat. if you
m have a disk that conlains the diver you want to instal, chok Have Disk.

[¥] Show compatible hatdvate
| Mode!
| S MTP Device

R ——

11. Wait until the installation is done (Wizard will notify once it is done).

Hardware Lipdate Wizard

Completing the Hardware Update
Wizard

The wizard has fnished nstaling the software los:
G USB Mass Storage Device

Click Finish to close the wizaid

12. Click ‘Finish’ button, and notice the change under [/SB controllers..

L2
(]



* Locat Users and Lroups + PLMICIA agapters
# @] Performance Logs and Alert: # ¥ Ports (COM&LPT)

Device Manager + & Processors
2 (& Storage # @ Sound, video and game controllers
® [ Removable Storage * & Storage volumes
Disk Defragmenter i System devices
(@ Services and Appications Generic USB Hub
Generic USE Hub

Intel{R) 82801D8/08M USB Universal Host Controller - 24C2

USB Mass Storage Device
USB Mass Storage Device
USB Root Hub
US8 Root Hub
USB Root Hub
USB Root Hub
< >
13. ..and Disk drives.
& gy System Tooks Ho® Sm
* (g} Event Viewer + W Computer
& Shared Folders = “e# Disk drives
#+ M Local Users and Groups S FUNTSU MHV20B0AT
] Performance Logs and Alert.| “e* Kingston DT 101 [1 USB Device
Device Manager -
= (5 Storage + W Display adepters
+ i Removable Storage + b DVD/CD-ROM drives
Disk Defragmenter + () IDE ATAJATAP] controllers
Nigk Mananamant + G TFFF 1304 Ruse howet rredendiare

14. Now, go to My Computer and PMP is detected as removable disk.

| Mame - Type Total Sze Froe Space
SeLocal Disk (C:) Local Disk 24468 6.35G8
<eLocal Disk (D:) Local Disk WAE 145G
SeMYDATADZ (E)  Local Disk 155G 12068
SDVDJCORW Driv,.. (D Drive

s~ ~(G)  Removable Disk

(2)Shared Documents  Fils Foldar
()Administrator's 0., File Folder
Removable Disk
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