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ABSTRACT

The emergence of the internet since the evolution of Web 2.0 has brought many people
attentions towards the security of the internet itself. For many years, the online community in
the world including Malaysia has increase dramatically. The people are using the internet
mostly to interact and socialize with others and to do the online transactions such as selling
and buying things. Such progress of the online environment has raised the issue such as the
security, privacy and also the trust issue. On the first part of this research paper, the author
will prove that there is the need of one system or platform that can be used to verify user’s
identity on the internet. The author will do this by examine the current issues regarding
cybercrimes in Malaysia and linked it to the various researches and media related materials.
The author is choosing Malaysia as the reference for this research is because there is no
particular system yet that is being built in order to verify the user’s online identity.
Additionally, there is the urge from Prime Minister of Malaysia that there is a need for
Malaysia government to study a proposal for all bloggers and portal owners to identify
themselves on their sites. In this paper, the author will focus on the trust issue of the online
community by analyzing the online identity representation. The author is more interested in
finding the right identity attributes and the way of how they can be used to verify the person’s
real identity. To examine this, the author will study the previous researches and current
products that are available in order to help conducting this research. After the correct
materials and data have been found, the author will design the research methodology that is
specifically fit the purpose of this research. Among the methodology that being suggested is
qualitative study, profile modelling and testing, algorithm analysis and testing, and feedback
analysis. At the end of this paper, there will be a suggestion on how the end system should
looks like. The author will address about what are lacking on the current related system that
have been built and what functions that can be improved. Additionally, there will be
suggestion from the author on the important features that the end system should have.



ACKNOWLEDGEMENTS

Firstly, I would like to thanks Allah S.W.T for giving me strength to complete this Final Year

project research.

This Final Year Project certainly would not be completed without support from the people
around me. Thus, this appreciation goes to my parents, family and friends which always been
there to support me, giving ideas and so on until this final year project have completed.
Through this acknowledgements, | also would like to express my greatest and sincere
gratitude to my supervisor which always been very helpful and giving me valuable guidance,

supports and advices.

Lastly, | would like to thank everyone that involved in this project either directly or indirectly.
Without all of your advices, helps, and support, this project would never has become what it is

today.

Thank you,

RIZAL BIN YUSOFF



Contents

CERTIFICATION OF APPROWVAL .....oiitiitiitettetee sttt sttt sttt st sbe st nbe st eesbe e 1
CERTIFICATION OF ORIGINALITY .eetettetteittestte sttt ettt ettt st st sttt e bt e s b e smeesaeesateebeenbeesaeesanenas 2
ABSTRACT ..ttt ettt sttt ettt e bt e s bt e s a e st e bt e bt e bt e s bt e she e s ae e e a et e b e e e b e e e he e eaeesan e e b e e bt e bt e nbeeenee et e enrean 3
ACKNOWLEDGEMENTS ...ttt ettt ettt ettt sbeeshe e st e e et esbeesaeesaeesatesabe e b e e bt enbeesneesneeennean 4
CHAPTER L.ttt ettt ettt b e sttt e e et e s bt e s bt e sheesae e s ae e ea b e e b e e bt e sbeesmeeeaeeeateenbeenbeesaeesanenas 8
INTRODUCTION ...ttt ettt ettt sttt ettt e b e s bt e sae e sat e st et e e b e e sbeesbeesabeea b e enbeesbeesbeesaeesmnesabeenbeenns 8
1.1 BacKgroUNd OF STUAY ..eeeecuiiiei ettt ettt tee e e e bee e e e ba e e e eeabae e e enbteeeeenbeeeeennrenas 8
O 0 A B T T T o o oY il o =T o | 1 YRR 8
1.1.2 Online Identity and Self-Representation..........ccccecueeieeciieee e e 9

1.2 Problem STatEMENT ....coouiiii ettt sttt e she e s sane e 10
1.2.1 Self-representation Of [AENTITY .....ccceeiieciiie e e e 10
1.2.2 Lack of Identity Verification SYSTEM .......c.ueiiiiiiiri e e 11
1.2.3 Lack of trust Man@gemMENT .......ceeiiiiiie ettt et ee e e e e ebre e e e ebae e e e entae e e e abaee e enrenas 11

IR 0] o JT<Yor 1 1YY ST PRPOt 12
Yoo o Tl oY (U o YU UURT 12
1.4.1 ReSEAICH QUESTIONS ..ccueeeiiietietieeite ettt ettt ettt ettt e bt e s bt e sat e st e st e e beebeesbeesaeeeateenrean 13

1.5 ReleVANCY OF TNE PrOJECT....coi ittt et e e e et e e e et e e e e e bte e e e ebteeaeenteeaeennes 13
1.5.1 Rise of Social Networking Site and Cybercrime Cases .......cccucueeeeecrieeeeeiiieeeecreee e eeveee e 13
CHAPTER 2.ttt ettt ettt et ettt e e e e e e e bbbttt e e e e e e e a bbbt e e e e e e e e e anbebeeeeeesaaaannbeneeaeeeeeaannneeeeeens 19
LITERATURE REVIEW ... snsssnnnnnes 19
2.1 Online Identity Representation SYySteMS.......c.euiiiiiie e e 19
0 0 4 0 11O T o OO PT PSP PUROUPPPRRN 19

2. 1.2 NOEVEIITY ettt e ettt e e e et e e e e e bt e e e e eebteeeeebeeeeeebtaeaeesbeeeeesteeaeansraeananses 20
2.1.3 ClAIMID ittt ettt s e e s e st e e b e e s e e be e e ne e e s re e e snreeenreeeneeesareeeane 21

2.2 Online ldentity EVAlUGtION .......coei i it e et e e e e s e e ab e e e e e e e e e ennraaeeee s 23
2.3 FAKE [AENTIIES ...eeeeeeieeieee ettt ettt ettt s bt e e st e s bt e e s e e e sabeeesaseesareesaneeesareenane 24
2.4 User’s Identity VerifiCation ...ttt e e e e e e aeee e 25



L8 e 1 27

IMETHODOLOGY ....cutiitieteeiteenite sttt et sb e st st st e e bt e bt e sbeesaeesaeesae e eabe e bt e bt e abeesaeesaeeenteenbeenbeenseesanenas 27
3.1 Method of CoNdUCEING RESEAICR ......cccuiiiiiciee et e e aree e e earaeas 27
3.1.1 Quantitative and QUalItative STUAY .......ccccuiiiieiiiee e e e 27
3.1.2 Profile Modelling and TESHING.......ccouciiiiieciiie et e et e e e e e e e ra e e e e eaees 27
3.1.3 Algorithm Analysis aNd TESTING ...eeeiieiieiieciee e e et e e e erre e e s e sree e e s erreeeeeanes 27
3.1.4 FEedbacks ANAIYSIS .....uuiiiiciiiieiiiiit ettt e st e e st e e e e s te e e s ebee e e s sanraeeeenes 28

3.2 Requirement Analysis and SPecification .........cooocuiiiiiiiiiiice e 29
3.2.1 FUNCLIONAl REQUIFEMENTES ..oiiiiiiiiiieiciiiee ettt ettt e e st e e e sate e e e sbteeeesbeeeeesseeeeesanes 29
3.2.2 Non-Functional REQUIFEMENTS ...cccivciieeiiiiiiee ittt e ceiieee ettt e e s st e e e site e e s sveeeessreeeesssreneeesanes 29
3.2.3 DOMAIN REQUIREMENT ...eiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeseeeeeseessessseeenes 30

3.3 Project Method and ACHIVITIES ....cuuiii i ee e s e s ree e e 31
CHAPTER 4 ...ttt ettt ettt et et et e e et et e e et et e e et et e e et et e e et et e ea e e e e e e e e s e e e e e e e e e e e e e e e eeeeeaeeseeaeaseaeees 32
RESULT & DISCUSSION ...ttt ettt ettt sttt ettt et sttt sttt e n e n e sre e smeesaeeeaneeneenneesneesnnenas 32
o RV (=] o ¢ [ @ g Tol= o | PP PRORURORORURORTRTRPRORRN 32
4.2 SYSTEM AFCNILECLUIE oo e e e et e e et te e e e sabae e e eabteeeesabeeeeenareeas 34
4.3 System DesSign (UPated) ....ccuuiiciieiiee ettt ettt et ate e e te e e are e et e e are e ebaeeeans 35
e 0 B U= Y =T o I D= T =4 o F O PP PPPP PP 35
4.3.2 AdMinistrator SECLION DESIGN ..c.cuuiiiiiciiieicirie ettt et e e e srae e e s sarae e e ssabaeeesnnsaeeeeas 38

4.4 System IMPIeMENTAtioN ......occuieiiiiee e e e ebre e e e araeas 40
4.4.1 Sample of IMPOrtant COUS....ccoiuiiiiiiiiie ittt e e e e e rtae e e s aareeessnaaeeeens 40
4.4.2 Example of E-mykad Usage/Implementation.........c.coeeveeieeeiieeireenieenree e e e eveesvee e 44

N o 1= e =T DI F={ o SO OORUPRUTO U ORRRRPRORRN 46
TEST CASE 1 ..ottt st sttt et e b e bt e sae e st st e bt e b e b e e s beesatesaneeareenneesneesnnenas 46
TEST CASE 2 ...ttt ettt sttt et et e b e s bt s he e st s bt e bt e bt e b e e s be e saeesaneeareenbeesneesnee e 46
TEST CASE 3 ettt ettt ettt st st et e bt e s bt e s he e s et e s bt e bt e bt e be e s beesae e sane et e e beenreennee e 47
TEST CASE 4 ...ttt sttt ettt e bt e s bt e s ht e st e et e e bt e bt e beesbeesatesase e b e enbeesneesneenas 47



TEST CASE 5 .

TEST CASE B ..

TEST CASE 7 e e

TEST CASE 8 .. e

TEST CASE O .o s

TEST CASE 10 ..

TEST CASE 11 ettt a et e e s s s ea e e e e e s s s srnreeeeee s

TEST CASE 12 ...ttt ettt e e st e e s s s e et e e e e s s e rnreeeeee s

4.6 Discu

SSION Of FINAING/RESUILS .....veitieiecciie ettt ettt e sbe et e e s te e s besabeebeebeesbaesteesaneens

4.6.1 Finding from Qualitative & Quantitative StUdY ........ccccevieiiiiiiieiiie e

4.6.2 Finding from Profile Modelling and TeStING ......cvviiieciiiiiiiiieeccee e

4.6.3 Algorithm Analysis anNd TESEING ....uveiiiiiiieiciiie e e e s e e e e sraaeeeens

4.6.4 FeedDaCKS ANAIYSIS ....c..cviiiieirieeee e

CHAPTER 5

CONCLUSION & RECOMMENDATION ....oiiiiiiiiiiiiiiiiiieiit sttt sre e sre s

REFERENCE



CHAPTER 1
INTRODUCTION

1.1 Background of Study

Digital identity or online self-representation is the active research area with many inputs or
evident came from the large collection of recent and past papers being published by
researchers from a range of diverse fields. By studying those papers, it could give us the
understanding on the current research problem and the approaches to be taken to solve those

problems.

In this chapter, the author will specifically present a clear understanding of the research
background by first defined the definition of identity and ‘online identity and self
representation’ in Section 1.1.1 and Section 1.1.2 .Then the author will state on the
importance of having the digital self-representation by analyzing the Rise of Social

Networking Site and Cybercrime cases in Section 1.1.3.

1.1.1 Definitions of Identity

The definition of identity could be different depending on the field of the study and situation.
For examples, in the physical world (Pato, 2003) defines the identity of an individual as the
set of information known about that person. This set of information, could be in term of name,
date of birth, place of birth, nationality, aces, religion and so on, that can be used to
distinguish one person from another. These unique attributes allow us to verify the legitimacy
of someone’s claim to the identity by using the numerous method of authentication such as by

using DNA, fingerprints, and legal documents such as birth certificate and identification card.

In the other case such as in mathematics, identity is often said to be a relation each thing bears
to itself and to no other thing (Relative Identity, 2007 ) . This means, ‘x’ is the same to
exactly ‘x’ and equivalent in its value. From this perspective, if we analyze the case in term of
person’s identity we can say that two persons cannot both be the same person and sharing a

single identity.



On the other hand, in the social context, a person usually imposes different personalities
within different situations. For example, a person can be a patient when he goes to hospitals to
seek for treatment, a person can also be a citizen of a country as well as being a part of family
members. In each character, the person will usually very selective in term of what information
they expose. Thus, in this context, the author defines identity as the attributes of a person that

he/she might reveal in a certain situation.

1.1.2 Online Identity and Self-Representation

In the paper of Self-Representation of Online Identity in Collected Hyperlinks, (Russell &
Stutzman) defined online identity as the representation of one’s persona in a digital
context. By referring to the website named claimID (http://claimID.com), they added that the
primary factor in this representation is the collection of links that represent an individual in
search. The author believes that this approach in the person’s online representation is a valid
approach since most of our works online nowadays has references. Take blogging activity as
the example. Most of the blog’s author has their own profile’s link that could represent
him/her as the blogger. The profile’s link is apparently a link that will show a website page
that contains the user’s or the blog author’s information which can be used to described who

is the person behind the writing.

Since the emergence of the social networking sites such as Friendster (www.friendster.com),
Myspace (www.myspace.com) and Facebook (www.facebook.com), this kind of digital
profile has become a current trend for presenting one’s identity on the internet. This statement
is supported by (Danah & Jeffrey, 2006) in their paper of “Profiles as Conversation:
Networked Identity Performance on Friendster”. It gives the chance for people to describe
who they really are or who they would like to be. Thus usually, the digital profile created will
often consist of the information such as what the person looks like, how the person behave,

where he live, and how the other person can contact or get in touch with him/her.



1.2 Problem Statement

The rising of Internet has endangered more people than it could before. For example, the
emergence of social networks has created many of the problems that we haven’t experience in
the past such as identity fraud, multiple identities and privacy issue. Thus, studying online
identity representation perhaps will give us clearer view on how we could solve or reduce all

of these problems.

Within this section, the author will address some major problems with the internet users
nowadays in relation to online identity representation. First, there will be the explanation on
why people don’t reveal their true self’s identity on the internet (Section 1.2.1). Then, the
author will address the lack of identity verification system (Section 1.2.2) and finally the lack

of trust management on online social networking sites.

1.2.1 Self-representation of Identity

In real-world, identity can be presented by physical appearance, person’s behavior and body
language but in the online world, it is difficult for us to put a standard of measure in order to
trust the representation of the identity. This is because, interaction in an online environment

are mainly based on texts and images.

There are two types of people in online environment. One is the person that will reveal a
variety of information on their profile, and one is the person that is uncertain on how to
represent their identity. Thus, making people to hide their identity by making fantasy
character, impersonate other known people, and even appear to be anonymous. This
anonymity enables people to wuse various personalities and often lead towards

misrepresentation (Ford & Strauss, 2008).
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1.2.2 Lack of Identity Verification System

We see millions of people sign up for different types of web services nowadays, but there is
no method being implemented yet to really verify the identity of these people. The best
method of verification system that has been implemented nowadays is the sms verification.
This verification method is usually being implemented on the social network to prove the
person’s identity. Unfortunately, this verification method is usually optional for the user’s and
contains many loop holes and limitation. For example, someone could just borrowing
someone’s phone to receive the SMS code and just use that code to verify the fake profile or
information that he/she just created. Furthermore, this verification method need to be
implemented repeatedly depending on how many sites that the user need to be verified as
there is no centralize system that can be use across the online network. According to
(Fairhurst, 2003), one method that can be used to verify the identity is to use biometric to
translate physical identifiers into digital terms. The physical identifiers that could be used to
authenticate users are including fingerprints, iris scan and facial scan. Unfortunately, at this
point of writing, there is no comprehensive implementation yet for the usage of internet users.
Even though it is possible, the technology itself would require the third party device such as
fingerprints scanner to be implemented, which would require every person that want to use

this service to invest their money.

1.2.3 Lack of trust Management

As the profile information can be misinterpreted for privacy and personal reasons, this will
create new threats and security issues. The question is, how is that for us to get the users trust

so that they will share their personal information in order to verify themselves?

This will require a huge efforts and thinking in order to make this collaboration successful.
Even if the end system would be automatic, participants have every rights to ask where did
the information goes after the process of verification is over. By understanding this trust
management problem, the author could propose an identity models that could be used in
gaining trust from the participants. An identity model that is reliable combined with the good

verification system, would make the internet a better and safer place for everyone.
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1.3 Objectives

In the virtual world, it is really difficult to verify one’s identity either by looking at his/her
online profile or examine one’s behavior such as in writing. Thus, the objective of this

research is:-

e To develop a web-based system that consists of user’s profile which can be used by
people to determine how much they can trust a person in an online world.

e To analyze different types of identity to discover how people hide or fake their
identities on the internet.

e To investigate important identity attributes in order to create a verified online identity
representation system’s profile.

e To identify best algorithm in building the level of trust for the person’s identity
profile.

e To analyze whether people’s communication patterns can help supporting the level of

trust about people’s identity.

By having the understanding on these five things, it is perhaps that a good end system of
online identity representation could be built. These five things will help the system in having

more control on the mechanism to verify one’s identity whether it is true or not.

1.4 Scope of Study

In this research paper, the author will focus more on how to validate identity information and
how the users could use their verified identity information to convince others that they are
who they say they are. While validating the identity is the main focus area, the issues on
protecting the identity is not. Protecting the identity could raise the different concerns like
privacy, anonymity, multiple identities and identity fraud which are out of the scope of this

research.

For the scope of users, the author will target the Universiti Teknologi Petronas students as the
beta tester of the end system. This is because, it will be easier for the author to get the results
and feedbacks regarding the end system. Later, in order to get more feedbacks and in order to

12



test more on the system performance, the author will try to release the system to the students

of other universities.

1.4.1 Research Questions

There are some research questions that are important to be analyzed based on this research
paper’s objectives:

1) What types of identities that people often used to hide and fake their identities on the
internet?

2) What identity attributes are important in order to build user’s profile?
3) What algorithm is best to be used in indicating trust level of a person/profile?

4) How are people’s feedbacks and rating can help increasing the level of trust of
person’s identity?

1.5 Relevancy of the Project

1.5.1 Rise of Social Networking Site and Cybercrime cases

Social networking site or service is a platform to build social networks or social relations
among people who, for example, share interests, activities, backgrounds, or real-life
connections (Social Networking Service, 2013) . They are increasingly attracting the attention
of academic and industry researchers intrigued by their affordances and reach (Boyd &
Ellison, 2008) . In general, the social network sites itself can be categorized into four different
category which is forum and event listing sites, work related contexts, relationship and dating
services, college communities network of friends as well as music and other interests. Some
examples of the websites are Orkut, LinkedIn, Match and Facebook. The number of these
kinds of social networking sites is growing rapidly since the emergence of Web 2.0. Web 2.0
is the second phase in the Web's evolution, harnesses the Web in a more interactive and

collaborative manner, emphasizing peers' social interaction and collective intelligence, and
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presents new opportunities for leveraging the Web and engaging its users more effectively
(Murugesan, 2007) .

Apart from this, in February 2013, The Malaysian Insider reported that there are about 13.6
million Facebook users in Malaysia out of a 28.3 million-strong population, which is a 48 per
cent penetration of the population, according to monitoring website socialbakers.com (Zahiid,
2013). It is also stated that, according to the Oxford Internet Institute, Malaysia along with
Brazil, has the highest Twitter use in the world. Apparently, this shows us that nearly half of
Malaysian populations are using social media as the medium of interaction.

As the number the number of social media interaction increases, it raises concerns on how
secure this new medium of interaction is. According to (Yun, 2013) , seventy-nine out of 100
people who tend to spend at least 49 hours a week on social network, will fall victim to
cybercrime, said CyberSecurity Malaysia chief executive officer Dr Amirudin Abdul Wahab.
With Malaysian being the world’s biggest social network addict (Russell J. , 2010), this has
put Malaysian people at high risk to involve with cybercrime cases. Example of cybercrime
cases which involve social media that are mostly reported are fraud and scam. One example
of fraud cases is a person with unconfirmed identity was posing as another person to take

advantage on other peoples in a forum site (www.carigold.com).

= Trader Rating: (21)
SayaAndaKita® @ Join Date: Feb 2011

Location: tengah bawa netboolk guna lori ais kiub...ha ha
Posts: 5,651
Poster Rank: #523

well-Known
Member

Blog Entries: 61
i Thanked 168 Times

J.'J' -
SMS|Blaster,

Active Level

LlMDHI] IZAT HELMI BIN UMAR -Izat Scammer Menyamar Selipar2010 |

Wahai Mohd Aizat Helmi 017 9944032 , sampai bila la ko nak buat keja macam ni
Rentetan:

Den ada masuk bid kat thread selipar 2010 tetapi bid den terlepas masa 1.01am yg mmg tak valid utk menang bid tu. Den faham condition bid selipar2010.
http:/ /www.carigold.com/portal/forum...4#post17326564

Namun, besoknya, 29.5.2013 pada jam 12.02pm, masa tu den berada kat luar, bergegas ke site , masa itulah juga munculnya sms tawaran dari 'selipar2010’ seperti 3gp
di bawah:

htip://s1124.photobucket. com/user/sa...b9861.mp4.himl
Den sangka sms dari selipar2010, lantas den cakap ok, den cakap kasi no akaun den akan singgah cdm cimb sb den on the way ke site
htip:/{s1124.photobucket comfuser/sa...b13c4.mp4.html

dan tanpa syak wasangka lalu den cdm RM180

FIGURE 1.1 : SCREENSHOT OF SCAM ISSUE ON CARIGOLD.COM (01-06-2013)
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FIGURE 1.1 told us that there is a scammer with the name of lIzat has posing as Selipar2010
(the other user’s nickname) in order to trick victims into transferring their money to his bank’s
account. The scammer simply tells his victims that he is in oversea and there is some
interesting deal from him. As he was telling this under the popular name in the forum

(‘Selipar2010°) , he was easily gaining trust from others.

Meanwhile, there is also a fraud case which involves UTP (Universiti Teknologi
PETRONAS). Recently, on 22" of June 2013 there is a post on SRCUTP Facebook page,
which informing that there is the ex-student of UTP which has been scamming the UTP’s
student into transferring money into his bank’s account. Based on the people respond, he
usually tricked his victims by promising them that he will return the money twice the amount
that they have given him. The amount that he asked will usually be around RM50, and he
promised his victims that when he got money, he will return RM100 to them when he got

money. The screenshots below will tell more about this case:

Rakib Hasan
Fraud Case
B Name: Aboubakar Moussa Adam

Mationality: Chad

Status: Ex-UTP Foundation, Current MMU

Fraud details: Asks UTP students to lend him money {usually RM50)
through Facebook. He promises to return the loan as soon as possible,
tells that he is in Putrajaya and convinces the person to transfer him
money by CIMB. Once the person transfer the money, he never replies. In
worst cases, he asks the person money again some menths later and
acts like nothing happened before.

_JE Comment * Follow Post * Share

FIGURE 1.2 : ORIGINAL POST FROM FACEBOOK
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Aboubakar Moussa Adam
Hello man 0

m Rakib Hasan
hi

Aboubakar Moussa Adam
how are u doin

m Rakib Hasan
: fine

Aboubakar Moussa Adam

my brother made a mistake to send the right name Wester
Union then i have to wait on monday

can u do me a favor to send me rm 50
later i'll send u rm 100

on monday

FIGURE 1.3 : CONVERSATION BETWEEN SCAMMER AND HIS VICTIM

l Mohamad Amirul Zolkefle
if you can come to klcc it's better.

i can't go there.

i am at work

08070001517209

Mohamad Amirul Zolkefle
how?

. Aboubakar Moussa Adam
u can send me

I
you said your card is not working?
o

Aboubakar Moussa Adam
u can transfer

Yeah

FIGURE 1.4 : CONVERSATION BETWEEN SCAMMER AND HIS VICTIM

The above conversation’s screenshots were taken from the replies of the students on the
original Facebook post about this fraud case (refer FIGURE 2) . These screenshots tell us how
this ex-student of UTP tricked his victim. Based on the replies, many of his victims were

happens to be his friends and that is how he could easily gaining trust from them.

So, based on these two cases, we can see that trust issue is playing important role here. The
victims usually were too easy to believe the person that they were dealing with. This happens
because there is no standard measure to identify whether or not they can trust that person or

not. On the national and global scale level, we can see that there is really a need for a person
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to state or verify who they really are, so that fewer cases on this will happen. When we really
know who that person really is on the internet, there will be less possibility that the person
will doing any scam or fraud cases. Indeed, there will be less cases of insulation. The example
of insulation case is when ‘Woman detained for allegedly insulting Agong on Facebook’
(Zolkepli, 2013).

This trust and insulation issue on social media is not only limited to the site like Facebook,
indeed there is also the need for us to pay attention on the other important sites such as
blogging platform and portals. There is a lot of owners of the blog and portal out there that
often write awful things that may result in insulting other peoples. Usually, this kind of matter
increase rapidly during the important events like Malaysia’s General Election 2013. During
this events, many writers tend to write anonymously to either write something bad about
others or spread false information to confuse other people such as the election’s results. These
cases were getting worse if the writer writes anonymously. Meaning, we don’t know who is
behind the writings, not even their name and this worries us, as anybody could write anything

freely about anybody or anything.

Thus, it was a good thing to hear that our Prime Minister, Dato’ Seri Najib Razak said that
government of Malaysia to study a proposal for all bloggers and portal owners to identify
themselves on their sites (PM: Bloggers may be asked to state identity, 2013) . Furthermore,
he also said in NST (New Straits Times) on 12 June 2013, that “l want to urge the people to
propose the best form of monitoring and control to ensure what is written in the social media

do not breach the laws” (Practice freedom of speech within Msian norms - Najib, 2013) .

(fz.com) - The government will study a proposal for all bloggers and portal
awners to identify themselves on their sites, Prime Minister Datuk Seri Majib
Fazak =aid.

FIGURE 1.3 DATO' SERI NAJIB'S QUOTE 1

There will na longer be "anonymous’ writers in the social media, blogs or
portals as there are now,” he said. Earlier, Majib said that lies were found to be
widespread in the social media especially during the 13th general election, and
if left unchecked, this would be detrimental to the country's future.

FIGURE 1.4 DATO' SERI NAJIB'S QUOTE 2
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Thus, the author suggests that the end system that acts like physical identity card which users
can use to verify themselves in an online world. This an system should contains the user’s
identity attributes that have been verified such as their names, address, phone number and so
on.
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CHAPTER 2
LITERATURE REVIEW

This chapter aims to review some works related with the ideas for detecting and providing the
online identity representation. Several previous researches have stated what approaches that
they were using including data mining while some of them were addressing the problem on
how to verify online identities. These researches are including (Airoldi & Malin, 2004) ,
(Russell & Stutzman, 2007) and (Stutzman & Russell, 2006) , and

However, there is little similarity between this research paper and those researches as none of
them propose a method to directly solve the problem of detecting and verifying the identity of
the person and how the identity could be distributed and use across the online network.

Thus, this section will highlight some of the projects that provide the nearly same solution to
these research paper’s problems (Section 2.1) and some of the researches related to the

evaluation of the online communities (Section 2.2)

2.1 Online Identity Representation Systems

An online identity representation system is a system that manages to represent the person
identity across the online worlds. It will acts like the digital signature or identification card for

the virtual world so that the persons can use it to verify they really are who they say they are.

At this point of writing, there was no online identity representation system specifically for
Malaysian yet, but there are few of them that were developed for a certain countries. The

example of these systems is miiCard, Netverify.

2.1.1 miiCard

miiCard is a service that uses bank-account data to verify online identities. (Which firms will
profit from proving your identity online?, 2013) . The reason of they using the bank-account
data to verify the user’s identity is because links between the online and offline world are
often cumbersome and ineffective. This means that there is the uncertainty on how the method
such as e-mailing a scanned copy of a passport, for example, or showing a utility bill, really
prove the identity of the person. This concerns being raised because all of those documents,

even they are genuine, they may have been stolen, faked, cloned or borrowed, and utility bills
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can be forged. But by using user’s bank-account data to verify online identities, there will be
possibilities that it will pop up more questions than it answers. Privacy issue for example, will
be really hard to be handled.

Whatever it is, there were only several countries that can use this miiCard system, and
Malaysia is not one of them (see FIGURE 2.1 below).

o
g reend S e |

it

United States

New Zealand

FIGURE 2.1 LIST OF COUNTRIES SUPPORTED BY MIICARD

2.1.2 Netverify

Unlike miiCard, Netverify is a platform which provides users with real-time ID verification.
Rather than focusing on building the profile of online identity representation like this research
paper is intended to, Netverify on the other hand focusing on building the system that could
be used as a scanner for user’s identity document such as identity card, driver license and
passport. The site’s focus is more on e-commerce system transaction .Based on what written
on it’s website, Netverify enable the person’s web-site or mobile app with ID and document

scanning and verification.

For smartphone users, it creates the authentication by using Android and iOS smartphone
cameras and government issued driver’s licenses, ID cards and passports (Griffin, 2013).
Other than being used for online transactions, it also can be can be used for hiring new
employees, a babysitter, caretaker and business models where verifications are a critical part

of their operations, such as car rentals.
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However, Netverify system is more on providing the developer or the owner of a site a

platform for their buyers to easily making the online activities with them.

Below are the screenshots on how someone can use their legal identity document to verify

themselves by using Netverify

Enter CVV with mouse

—
L1V

& ) Finish payment

1. Your customer clicks the ‘Pay Now' 2. ... holds up the credit card to web 3. ... and completes the transaction by
button on your website... camera to initiate the scan... entering the CVV with a secure keypad.

FIGURE 2.2 EXAMPLE ON HOW SOMEONE CAN USE NETVERIFY

One of the drawback of Netverify from the author’s opinion is that the system is focusing
more on the activities which involve transactions such as online payments and rental services.
Thus, there is the limitation in which case the person cannot use their Netverify info for
general purpose like informing other users that he/she is a verified person on the internet by
just showing some link or credential. Indeed, rather than acts like a digital identification on
the internet, Netverify is more of an aiding tool for making data entry of the person’s

credential easier.

2.1.3 ClaimID

ClaimID is a service that lets you claim the information that is about you online (Cashmore,
2006). That information is then will be linked with your name, providing people an easy way
to distinguish what information is about you and what information isn't about you online. By
doing so, people will get more relevant information about you and this will offer much help
for people that are applying for a job for example. By using ClaimID, the potential employer
could know what online information is actually about his/her potential employee and what
online information are not about that other person which share that potential employee’s

name. The value proposition of ClaimID is that, rather than using search engine to gain
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information about someone, people nowadays can just refer to that specific person’s ClaimID
profile to know about his/her online information. But the problem is, people would eventually
end up of using the search engine anyway due to lack of information on the someone’s

ClaimlID profile.

Below is the screenshot of Fred Stutzman's profile (co-founder of ClaimlID) :

: Fred Stutzman

Contacts  Verified

Personal ~

My places

My Homepage - ibiblio.org/fred . veipe
P thoert bhe | By M= Tagged with: ibiblio academio personal
Bio and other information.
My Blog - Unit Structures - vermes
P Akt Mhe | By Me Tagged with: blog writing academia

Thoughts about information, social networks, identity and technolosy .

* Personal Information - veses

e | By M= From 2003

Information about me, including miy bio-statment.

Curriculum Vitae - veres
B Aot bhe | By M= From 2008 Tagged with: academio vitae

Ny vitas

* Consulting and the 5Scaling Social Networks workshop - vesse
P Akt Mhe | By Me From 2008 Tagged with: social_networks faceboo

My consulting s=rvices

Projects ~

| work on these projects.

Fred 5tutzman - Software
P Akt Mhe | By Me From 2008 Tagged with: softeare design academic

Warious software projects | work on

claimlD.com
P Aot bhe
ClaimlD is the fres, easy way to manage your online identity with OpenlD.

By M= Tagged with: olaimid projeots

. L T L | .

FIGURE 2.3 EXAMPLE OF CLAIMID’S PROFILE
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2.2 Online Identity Evaluation

The evaluation of online identity is important as it will tell us which identity attributes are
important so that the good end system for online identity representation could be built. To do
this, the author will analyze the past research paper within this particular section.

As the result of enormous expansion of online social networking, many of the important
identity attributes could be analyze through the social network sites. Based on the online
searching, it has been found out that many studies related to social network analysis have
been carried out. These studies could be traced back as early as 1995 through (Bechar-Israeli,
1995) which indicates that there is a strong link between one’s nickname and personality.
Meanwhile, (Stutzman, 2006) was comparing common identity elements being used in the
social networking sites (refer FIGURE 2.4).

Commeon Identity Elements | UNC Dir. | TheFacebook MySpace Friendster
Name Yes Yes™ Yes™ Yes™
Email Address Yes Yes™ Yes™ Yes™
Physical Address Yes Yes No No
Phone Number Yes Yes No No
Academic Classification Yes Yes™ No No
Major Yes Yes No No
Website,/Rss Yes Yes No Yes
Academic Status Yes Yes No No
Gender No Yes Yes*® Yes™
Hometown No Yes Yes Yes
Birthdate No Yes Yes™ Yes™
Photo No Yes Yes Yes
Friend Network No Yes Yes Yes
Group Affiliation No Yes Yes Yes
Sexnal Orientation No Yes Yes Yes
Relationship Status No Yes Yes Yes™
Interests No Yes Yes Yes
Job/Occupation No Yes Yes Yes
Favorite Music No Yes Yes Yes
Favorite Books No Yes Yes Yes
Favorite Movies No Yes Yes Yes
Personal Statement No Yes Yes Yes
Favaorite TV Shows No No Yes Yes
School Information Implied Yes*® Yes Yes
Zip Code Implied Yes Yes™ Yes™
Country Implied No Yes™ Yes™

FIGURE 2.4 COMMON IDENTITY ELEMENTS

Although Friendster has already changed it’s type of operation into gaming social network,
most of the identity elements that being used before such as name, email address and gender

are still being used. These identity elements of course are not just being used by these three
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social networks and indeed many of the current social networks, forums and portals were also

using these.

2.3 Fake Identities

One of the challenges in developing online identity representation system is to make sure that
the user is using their real name for their profile. So, we could built a database which contains
list of possible fake name such as “anonymous”, “robocop” and many more. To built this kind
of database a research need to be done to see which kind of fake names that the users usually
use. Furthermore, the database can also be built from the list that we can found on the
internet. The example is from (Bracey, 2007) which in her article has listed several lists of
fake names categorizes as “Punny” names, Fictional characters and Biblical characters. Refer

the figure below :

“Punny” names: Fictional and Biblical Purely made up:
characters:
@ Patty 31 Melody Sunshine
R RSOISNS 2 Dustin Trailblazer
SRR S 3 Donald Canard (Donald
2 Hazel Nutt [z Ralph and Alice Kramden Duck)

T

2 Chris P. Bacon I Holly Golightly 3 Michael J. Reynard (Michael

3l Marsha Mellow 3 Liza Doolittle JFon

3 Olive Yew & Henry Higgins = Michael Souris (Mickey

Mouse)

3 Barb Akew [z Joseph Arimathea
3 Aida Bugg [z Mary Magdalene
= Maureen 2 Simon Cyrene

Bilogist [ Dixie Normous (“Austin
3 Teri Dactyl Powers”)
3 Peg Legge 2 Felicity Shagwell {(“Austin

Powers”)

3 Allie Grater

5 Liz Erd 3 lvana Humpalot (“Austin

Powers”)
3 A. Mused 4
[z Plenty O’Toole ("Bond”
3] Constance movies)
Noring el . .
[z Tiffany Case ("Bond™ movies)
3l Lois Di Shady T “Bond® movi
Narifaies ady Tree ("Bond™ movies)

51 Mifiiiia van 2% Kissy Suzuki ("Bond™ movies)
Ryder [# Pussy Galore ("Bond™ movies)

3 Lynn O’Leeum [zl Honey Ryder (*Bond™ movies)

3 P. Ann 3 Sylvia Trench (“Bond” movies)
O'Recital [z Lupe Lamora (*Bond” movies)

2 Ray O’Sun [z May Day ("Bond™ movies)

2 Ray Sin @ Jenny Flex (‘Bond” movies)

2 E’;E?r:l; [z Penelope Smallbone (“Bond”

movies)

FIGURE 2.5 EXAMPLE OF FAKE NAMES
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2.4 User’s Identity Verification

The other challenge of building the identity representation system is to verify that the user that
registered is the real user/person. Meaning he/she is not using somebody else’s identity for the
account that he/she registered. To solve this there is a couple of method that can be used and
referred to such as the manual verification method from lelong.com.my site and the automatic
method from paypal.com. Below is the comparison of both of the two methods :

Lelong.com.my

Paypal.com

Screenshot

0 Buyer/Seller

Buying & selling at lelong.

REQUIRED
- Mykad
- * Bill header

Please confirm your debit or credit card
To complete verification of your financial details, follow the steps:

1. Check your online credit card statement or bank statement (for
ebj diforthe unique 4-digit code which will appear as:

Note: To generate your code, was made to
your MasterCard X-4924 on Nov 22, 2013. After you've successfully
verified your card, the small charge will be reimbursed to your
PayPal account within 24 hours.

2. Enterthe four numbers below and click Confirm Card.
Important:

* You'll have three attempts to enter the correct cade before the
Verification is considered unsuccessful. If this happens, you'll need to
Contact Us to complete the process.

Card to confirm

Enter PayPal code (4 numbers)

Having trouble finding the code we sent on Nov 22, 20132

Confirm Card | | Cancel |

Things
required from
user

Mykad, Bill header

Credit card/Debit card
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Process

Administrator from
government body or
somebody which is
related will manually
approve and verify the
user.

Paypment gateway such as :

-
WorldPay O

Internet Payment Solutions

ipay8s
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CHAPTER 3
METHODOLOGY

3.1 Method of Conducting Research

3.1.1 Quantitative and Qualitative Study

One of the research approaches that being used in this research is Quantitative Study and
Qualitative Study. These two methods were used to analyse Question 1 of this research’s
question. These methods of study were conducted by using interviews, surveys and
questionnaires that were distributed to the students and lecturers of Universiti teknologi
PETRONAS.

In the survey, there was a series of questions. For example, in one section, the participants
were asked to create a fake profile for themselves by inserting fake information about them.
From the answers given, the author then analysed the fake informations and categorized the

profiles into different types.

3.1.2 Profile Modelling and Testing

The author has created a simple web page that contains a couple of profiles. There were two
simple profile created (namely profile A and Profile B) and each profile has different identity
attributes such as gender, email address and others. The link to this simple web page was
spread around, and the person that open up this web page were have to choose whether they
prefer to deal an activities with the person of from Profile A or the person from Profile B.

Based on the result, a chart has been drawn to clearly show which identity attributes have
most influence.

3.1.3 Algorithm Analysis and Testing

The best algorithm has been chosen in order to build the level of trust for each profile in the
end system. To see which algorithm is the best, the author has conducted the algorithm

analysis and testing.
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For this, the author has created the dummy profile. On the front-end of this profile, there was
a section to show the ‘level of trust’ for that profile. This ‘level of trust’ section is simply an
indicator to show how many percent that this profile can be trusted. For the back-end of this
section, the author has attempted to apply the codes based on several different algorithm to

see which performance is better and accurate.

To begin with, the author suggest on using Evolutionary Algorithm. In artificial intelligence,
an evolutionary algorithm (EA) is a subset of evolutionary computation, a generic population-
based metaheuristic optimization algorithm (Evolutionary algorithm, 2013). An EA uses
mechanisms inspired by biological evolution, such as reproduction, mutation, recombination,

and selection.

BEGIN
INITIALISE population with random candidate solutions;
EVALUATE each candidate;
REPEAT UNTIL ( TERMINATION CONDITION is satisfied ) DO
1 SELECT parents;
2 RECOMBINE pairs of parents;
3 MUTATE the resulting offspring;
4 FEVALUATE new candidates:
5 SELECT individuals for the next generation;
oD
END

FIGURE 3.1 THE GENERAL SCHEME OF AN EVALUTIONARY ALGORITHM IN PSEUDOCODE

3.1.4 Feedbacks Analysis

The author has analysed what is the best way for people to give feedback for the users. The
author has manually refer to the known websites that already used the feedbacks and rating
system such as youtube.com, imdb.com, and so on, and will then select the feedback and

rating concept that best suit the end system.
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3.2 Requirement Analysis and Specification

3.2.1 Functional Requirements

3.2.1.1 User Requirement

The user’s profile from the system shall be used as a representation tool/platform for people to

verify themselves on the internet.

3.2.1.2 System Requirement

e The system shall has form for new user to register and use the system

o The system shall enable user to share link of their profile to the other site of the internet

e The system shall enable user to share their online E-Mykad picture to the other site of the
internet

e The system shall enable user to leave feedbacks/rating to the other users profile.

e The system shall enable user to report bad/fake profile to the administrator.

e The system shall have form for the user to upload or fill their details such as full name,
identity card and bill in order for them to get verified.

o The system shall allow user to use their credit card data to verify themselves.

e The system shall allow administrator to approve/deny any users.

3.2.2 Non-Functional Requirements

3.2.2.1 User Requirement

The system shall be accessible both by the registered and also the non-registered users at any

time except if the server goes down.
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3.2.2.2 System Requirement

e The registered user could access their profile section and others’ but not the

administrator section.
e The administrator can access both the profile and the administrator sections.

e Public user can view the profiles of the registered users but wont be able to leave
feedback or rating.

3.2.3 DOMAIN REQUIREMENT

3.2.3.1 User Requirement

The system shall be accessible by the user using any browser or devices.

3.2.3.2 System Requirement

o The system shall be accessible even if the users are using different type of browser such as
Internet Explorer, Mozilla Firefox or Google Chrome.

e The system shall be accessible even if the users are using different type of devices such as
Android Phone, Apple Iphone or Windows Phone.
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3.3 Project Method and Activities

Submission of Progress Report
Project Deplogyment

- Gather the feedback and results from the test
- Evaluates the response

- Find the defect and the improvement that could be made
- Fix the defect

- Release the update version to be tested

- Gather the results for the updated version
Release the full version in GooglePlay

- Prepare for the pre-SEDEX presentation
Pre-SEDEX 2
Project Closing

- Documents all the results and discussion made

-Make a conclusion onit

Submission of Draft Report i
- Start documenting the technical paper

- Finalize the technical paper

Submission of Technical Paper

- Finalize the dissertation

Submission of Dissertation (soft bound) -
- Prepare the slides for the presentation

- Prepare the pitch for the presentation

Oral Presentation

- Compile all the report into one dissertation

- Final check-up for any error in the report

- Get the approval from the supervisor

Submission of Project Dissertation (Hard Bound)

Task 1 #1112 13 14 15 # 17 13 19 # # # # # # # # #
Project Initiation

- Selecting the target user

- Selecting the suitable topic for healthcare

- Selecting the suitable platform for the project

- Selecting the suitable type of project delivery

- Analyse the project scope

- Understand the target user and its constraint

- Tabulating the project requirements

Submission of Extended Proposal

Project Planning

- Estimate the time to complete the project

- Selecting the tool to be used

- Selecting the programming language to be used
Proposal Defence

Project Design

- Sketching the storyboard for the game

- Create the simple prototype of the game

- Finalizing the storyboard flow

- Start designing the real graphic using the Photoshop
- Prepare 3 type of voices for narration

- Selecting the background music/sound for the game
Project Develop

- Start developing the interface for the game

- Proceed with the adding the listeners to the interface
- Inserting the graphic and narration for the games

- Complete the whole games

- Implement the procedure and guide to play the games
- Make the unit testing

- Make the system testing

- Release the Beta version for user acceptance testing
Submission of Interim Draft Report
Submission of Interim Report

L
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CHAPTER 4
RESULT & DISCUSSION

4.1 System Concept

The end system is an online platform (http://www.emykad.com) which anyone can register
and get an e-mykad profile for themselves. Once they completed their profile, they can share
the link of their profile to anyone that having a problem of trusting themselves.

Of course, in order to make other people to trust them more, they have to get their profile
verified. There are two ways to get a verified profile, which is the manual way and also the
automatic way.

The manual way will require the user to fill in a couple details about themselves such as their
full name and address and is required to upload the copy of their mykad (physical/real identity
card) together with the header of their bills (electrical bills, water bill etc.) and wait for the
admininstrator to approve it manually. While the automatic way will require the users to fill in
their credit card details. The small amount of money (eg. RM10) wiil be charged to the users
credit card account and will then be reimbursed as soon as the user entered the verification
code that they received from their credit card transaction history.

Interface of manual verification Interfaces of auto verification

Fill in your detalls to get verified ||| Fillin your details to get verified

FULL NAME Card number: , B ‘@E“Nﬁ;u@

Expiration date: mm |y | CVC: Whats this?

Name:

Lacation: ] v

Address:

City/Town: I
State: i v
Zip: I

Phone number:

OTHER DETAILS (OPTIONAL)

‘Will be used in case of order problems and for account
IDENTITY CARD (IC) verification.

Choose File | No file chosen

Choose File | No file chosen
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http://www.emykad.com/

Please confirm your debit or credit card

To complete verification of your profile, follow the steps :

1. Check your online credit card statement or bank statemet (for debit card) for the unique 4-digit code wihich will
appear as; EEXXXXCODE

Note : To generate your code, RM10.00 MYR charge was made to your MasterCard X-4925 on Nov 22,
2013 After you've successfully verified your card, the small charfe will be reimbursed to your bank’s account
within 24 hours

2. Enter the four numbers below and dick Confirn Card

Enter your code here ;

Confirm Card Cancel |

This verification steps is needed so that we know that the one that registered for e-mykad
profile is the real person. This way of verification have been used in popular site such as
lelong (manual verification) and paypal (auto verification). Thus, it is a great to able to
implement this system in order to verify users’ profile which the users can globally used on
the internet to gain other people’s trust.

To make sure that the user can gain even more trust from peoples, the author have also
implemented a couple of extra things on the end system such as the feedback section, rating
system and also the list of the user’s sales/services page. This way, people will know what is
the other people are saying about the user and could use that as the indicator of wether or not
to trust them.

For the users, they can use the unique code given in their profile to display their own e-mykad
on their own website (blog, online store, sales page etc.), so that the other people can straight
away view their e-mykad profile whenever they feel it is needed. The user can also choose to
provide the link to their e-mykad profile only when other people ask for it :

Hi, may i have link to your e-mykad profile please? thanks.

Hi Alia, sure. this is mine :

http://www.emykad.com/profile.php?user=ryza

FIGURE 4.0 : EXAMPLE OF E-MYKAD USAGE




4.2 System Architecture

This section will describe the process flow of how the system works.

New Yes
usef Register
No
< Login
v

Verified No

? Auto

Manual Verification
Yes e
Verification Choose
Verification ]

A

\ 4

Continue to other activities, like rating
other people, give feedback, and use
given code to display e-mykad on user’s
own website.

Use e-mykad plugin for their CMS to
prevent user commenting on their blog

A 4

Fill in details such as
name and address

and upload identity

card, and bill header

\ 4

Wait for admin to
approve it manually.

A 4

Wait for admin to

without their e-mykad profile’s link.

l

approve it manually.

A

Method

A 4

Fill in details of their
credit/debit card.

A 4

A small amount of
money (eg. RM 1) will
charged to their bank’s
account and unique
code will be displayed
on the user’s bank
transaction

User will enter code
that they received
from the transaction
history into the
website.

v

The money will be
reimbursed into the
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4.3 System Design (Updated)

4.3.1 User Section Design

e m Welcome to e-mykad, your online identity certification to getyour's now.

Malaysia Online Identity Card

Copyright © 2013 emykad.com

FIGURE 4.5 : HOMEPAGE

e m Welcome to e-mykad, your online identity certification to getyour's now.

=)

icebook, Twitteroryouremail t nir

Sign in to E-Mykad

1ave a E-Mykad account yet? No worries, joining is easy

Copyright © 2013 emykad.com

FIGURE 4.6 : SIGN IN PAGE
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Join with your email address

FULL NAME GENDER
Please select v
USERNAME PASSWORD
EMAIL DATE OF BIRTH
IC NUMBER ORIGIN
Please select i
=

| acknowledge that | have read and accept the Terms of Use Agreement and consent
i to the Privacy Policy. Create Account

FIGURE 4.3 SIGN UP PAGE

FOUND 1 PROFILE(s)

Alia Farhana

Please enter the name of the person thatyou want to search below

FIGURE 4.4 SEARCH & SEARCH’S RESULT PAGE
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GDG DevF . - .-
sl \our profile has been verified.

Ryzal's Info Ryzal's E-mykad

Full Name : Rizal Yusoff IC Number : 910117-08-6227

DOB: 17 Jan 1991 Gender : Male

Email : ryzalyusoff@gmail.com Origin : Selangor MALAYSIA ONLINE IC

RIZAL YUSOFF

Ryzal's Statistics

ust Level : 50% Feedbacks:3 Rating : 9/10

Copy and paste the code below on your website

<iframe src="http:/Mocalhostemykad/card.php?
uid=iIW7RMjGqY3;" width="327" height="165" scrolling="no
style="width:327px height:165px;border:none; > <fiframe=

FIGURE 4.5 PROFILE PAGE

On this profile page, there is notification that stated whether or not the user has been verified.
Then, there is the user’s profile picture, user’s details and also the image of user’s e-mykad and
little code so that user can display their e-mykad on their website.

GDG DevFest Feedback form Overall Rating Total Feedbacks

# Kuala Lumpur / 2013

o
RATING: 1/[wv//10 m Sales/Service Pages

Add link below:

Feedbacks for Ryzal v add

Fai http:/iryzalyusoff. com/services/
alz (Rating given - 8/10

great service. project was completed and delivered on time!

Alia (Rating given : 10110
g Good seller and fast shipment. Highly recommended!

Nadya (Rating given : 8/10

Response by SMS was brief but fast. Committed to delivery & exceeded
expectations

FIGURE 4.6 FEEDBACK PAGE

On this feedback page, other registered users can leave feedback for the user as well as give the
rating for the products or services that they delivered. Other than that, user can also see the
overall rating of that particular user as well as the URL / links to their sales or services web pages.
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4.3.2 Administrator Section Design

e m Welcome to e-mykad, your online identity ceriification.

Copyright © 2013 emykad.com

FIGURE 4.7 ADMINISTRATOR HOMEPAGE

DASHBOARD Date Name Verification ID Status Actions
Approval
27 Nov, 2013 Alia Farhana =
23 Nov, 2013 Rizal Yusoff 34 PENDING

FIGURE 4.8 ADMINISTRATOR APPROVAL PAGE
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Picture Details IC Bill

GDG DevFest Name - Rizal Yusoff ‘W"@"% m

¥ xualaLumpur / 2013 Username : ryzal 10T ORAT =
DOB : 17 Jan 1991 e R
Registration : 14 Jun 2013 %
Email hong ol
ryzalyusoff@gmail.com m" o e
Address

No 2 Jin Suria Tropika 1¢
Tmn Suria Tropika 43300
Seri Kembangan, Selangor

VERIFICATION ID : 34

STATUS - PENDING O Renarks

e _

FIGURE 4.9 APPROVAL DETAILS PAGE

FIGURE 4.10 APPROVAL DETAILS BEING ZOOMED IN

39



4.4 System Implementation
4.4.1 Sample of Important Codes

4.4.1.1 Check User’s Registration

<?php

include 'include/credential.php';

if (isset($ POST['register'])) |
$nama = $ POST['nama'l];
Susername = $ POST['username'];
$password = $ POST['password'];
$level = 'user';
$email = $ POST['email'];

$gender = $ POST['gender'];
$dob = $ POST['dob'];

$ic num = $ POST['ic num'];
$origin = $§ POST['origin'];

Sverified = '0';

$bad_name:array(”anonymous”,”robocop",”thor”,"superman",”batman");

$bad match = 0;

for ($i=0; $i<count ($bad name); $Si++ ) {
if (Snama == $bad name[$i]) {

$bad match = 1;

40




if ($bad match == 0) {

// generate user id (UID)
$length = ;

SrandomString =
substr (str_shuffle("0123456789%abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRS
TUVWXYZ"), , $length);

One of the way to make sure that the users reveal the true identity of themselves is by
checking whether or not they use the real name. The sample code above is a prototype of the
end system which at the beginning of it will compare the name that user entered to the
sample list of the bad names . Of course, later this code will be improved so that it will
compare the names to the huger database (refer Figure 2.5)

4.4.1.2 Overall User’s Rating

This overall rating is generated by figuring out the average rating from all the rating that the user
got from other people.

<?php
// GENERATE OVERALL RATING ATA
$total rating = 0;

$sql = mysql query ("SELECT * FROM feedback WHERE mid='Smid'");
S$total comments = mysql num rows ($Ssql);

while (Srow = mysql_ fetch array($sql)) {
Srating = Srow['rating'];

$total rating += $row['rating'];

}

if ($total rating > 0) {
$overal rating = Stotal rating/$total comments;
} else {

$overall rating = 1;

}

?>




4.4.1.3 Administrator Approval

When the administrator choose to approve the user, the code will update the database with
verified=1 but if the administrator choose to deny the user, the code will update the database with
verified=-1;

if (isset($ _POST['approve']l)) {

Svid

$ POST['vid'];

Suid

S POST['uid'];

$reason = $ POST['reason'];

$admin = $ POST['admin'];

$sqgql = "UPDATE verify SET verified='l' WHERE id='$vid'";
$sgl2 = "UPDATE users SET verified='l' WHERE uid='$uid'";
$sqgl3 = "UPDATE verify SET reason='$reason' WHERE id='$vid'";
$sqgl4 = "UPDATE verify SET admin='$admin' WHERE id='$vid'";

if (mysql_query ($sgl) && mysql_query (Ssgl2) && mysql _query ($sql3) &&
mysql query ($sqld) ) {

//echo "success";
header ("Location: vdetails.php?vid=".8$vid."supdate=success");
} else {

echo "error" . mysql error();

} else if (isset($ POST['deny'])) {
Svid $ POST['vid'];

Suid $ POST['uid'];
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Sreason = $ POST['reason'];

$admin = $ POST['admin'];

$sqgql = "UPDATE verify SET verified='-1' WHERE id='$wvid'";
$sgl2 = "UPDATE users SET verified='-1' WHERE uid='$uid'";
$sgl3 = "UPDATE verify SET reason='S$reason' WHERE id='$vid'";
$sgld = "UPDATE verify SET admin='S$admin' WHERE id='$vid'";

4.4.1.4 Wordpress Plugin

Sfields = array (
'author' => '<p class="comment-form-author">"' . '<label
for="author">' .  ( 'Name' ) . ( Sreqg ? ' <span class="required">*</span>'
') . '</label> !

'<input id="author" name="author" type="text" wvalue=""'

esc_attr( Scommenter[‘commentiauthor‘] )y . '"" size="30"" . $aria_req .
/></p>",
'email' => '<p class="comment-form-email"><label for="email">'
__( 'Email' ) . ( Sreq ? ' <span class="required">*</span>' : '' )
'</label> '
'<input id="email" name="email" ' . ( S$html5 *?
'type="email""' : 'type="text"' ) . ' value="' . esc attr(
$commenter['commentiauthoriemail'] )y . '"" size="30""' . $aria_req !
/></p>",
'url! => '<p class="comment-form-url"><label for="url">' .  (
|'E—m kad Profile' )|. ( Sreqg ? ' <span class="required">*</span>' : '' )
'</label> '
'<input id="url" name="url" ' . ( $html5 ? 'type="url"'
'type="text"' ) . " value="' . esc attr( Scommenter[‘commentiauthoriurl‘]

) . '"" size="30" /></p>"',

)7

By using the wordpress plugin, wordpress user can add one more field to their blog’s comment
section which is the E-mykad URL field. So the user that want to comment on their blog, need to fill
in this field first before being able to comment.




4.4.2 Example of E-mykad Usage/Implementation

widget section for their website’s sidebar to display their e-mykad.

1) For user that uses wordpress blogging platform, they could paste the code from their profile to the

Main Sidebar E-MYKAD

em and deiete their

Appears on
optional Fron
own widgets

age template, which has its

Text

Title:
E-mykad

= MALAYSIA ONLINE IC

RIZAL YUSOFF

[ Automatically add paragraphs

Delete | Close m

2) The user can also embed the code directly into their sales page to display their e-mykad.

Iphone 5 16gb White

» Age of item is around 1 month old

» Condition 95% good

e Warranty till 17th October 2014 by Apple Store Malysia
» Packages come with full set

My E-mykad Profile :

MALAYSIA ONLINE IC

RIZAL YUSOFF




3) The user can also just providing the link to their emykad-profile when being ask by other people.

Alia
December 2, 2013 at 2:5% am

Rizal
December 2, 2013 at 3:03 am

Hi Alia, sure. this is mine :

http://www.emykad.com/profile.php?user=ryza

4) The user can install plugin on their wordpress platform, to urge people to provide their E-mykad URL
before commenting.

Reply Comment

Your email address will not be published. Required fields are marked *
Name *

Rizal

Email *
rizalyusoff@gmail.com

E-mykad Profile *
htepy/fwww.emykad.com/profile.php?user=ryzal

Comment

Hi, great product! this seller is very excellentin the past. i can guarantee that|

You may use these HTML tags and attributes: <a hre£="" cicle=""> <abbr title=""> <acronym title=""> <b> <blockguote cite=""> <cite> <code> <del datetime=""> <em>

<i> <g cite=""> <=vrike> <=trong>
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4.5 Experiment Design

TEST CASE 1

Objective of the test : To verify whether user can login correctly by using correct credentials
Validation test / Fault test : Validation test

Component being tested : System’s login form

Input being tested : Correct user’s username and password

Expected output : User logged in successfully and being redirected to his/her profile.

Actual output : User logged in successfully and being redirected to his/her profile.

TEST CASE 2

Objective of the test : To verify whether user can login if using wrong credentials
Validation test / Fault test : Fault test

Component being tested : System’s login form

Input being tested : Wrong user’s username and password

Expected output : User fail to log in and system display error message.

Actual output : User fail to log in and system display error message.
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TEST CASE 3

Objective of the test : To verify whether user can login if using sql query on the login form
Validation test / Fault test : Fault test

Component being tested : System’s login form

Input being tested : Sql query on the password’s field

Expected output : User fail to log in and system display error message.

Actual output : User fail to log in and system display error message.

TEST CASE 4

Objective of the test : To verify whether user can login if using random symbols on the

login form

Validation test / Fault test : Fault test

Component being tested : System’s login form

Input being tested : Random symbols on username’s and password’s field
Expected output : User fail to log in and system display error message.

Actual output : User fail to log in and system display error message.

TEST CASE 5

Objective of the test : To verify whether user can login correctly if entered very long input

on username’s and password’s field

Validation test / Fault test : Fault test
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Component being tested : System’s login form
Input being tested : Very long input on username’s and password’s field
Expected output : User fail to register and system display error message.

Actual output : User fail to register and system display error message.

TEST CASE 6

Objective of the test : To verify whether user can login correctly if entered very short input

on username’s and password’s field

Validation test / Fault test : Fault test

Component being tested : System’s login form

Input being tested : Very short input on username’s and password’s field
Expected output : User fail to register and system display error message.

Actual output : User fail to register and system display error message.

TEST CASE 7

Objective of the test : To verify whether user can register correctly if using correct input
(allowed words (A-Z , 0-9)/symbols (!@#$"&*) ) on username’s and password’s field

Validation test / Fault test : Validation test
Component being tested : System’s registration form

Input being tested : Allowed words and symbols on username’s and password’s field
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Expected output : User successfully registered and user being redirected to the system’s

login page.

Actual output : User successfully registered and user being redirected to the system’s login
page.

TEST CASE 8

Objective of the test : To verify whether user can register correctly if using wrong input

(unallowed symbols(%* +;,2/~\) ) on username’s and password’s field

Validation test / Fault test : Validation test

Component being tested : System’s registration form

Input being tested : Unallowed symbols (%* +;,?/~\) on username’s and password’s field

Expected output : User successfully registered and user being redirected to the system’s
login page.

Actual output : User successfully registered and user being redirected to the system’s login

page.

TEST CASE 9

Objective of the test : To verify whether user can register correctly if entered very long

input on username’s and password’s field

Validation test / Fault test : Fault test

Component being tested : System’s registration form

Input being tested : Very long input on username’s and password’s field

Expected output : User fail to register and system display error message.

49



Actual output : User fail to register and system display error message.

TEST CASE 10

Objective of the test : To verify whether user can correctly share their own “E-Mykad”

picture on the other site on the internet.

Validation test / Fault test : Validation Test

Component being tested : User’s Profile “E-mykad”

Input being tested : “E-mykad” code being embedded onto other site’s file

Expected output : User’s “E-mykad” picture will be shown at the site which the code has

been put.

Actual output : User’s “E-mykad” picture being shown at the intended place.

TEST CASE 11

Objective of the test : To verify whether user can leave comments/feedback on user’s profile
if very short input has been entered/sent.

Validation test / Fault test : Fault test

Component being tested : Users’ profile feedback form

Input being tested : Very short input on feedback’s form field

Expected output : User fail to leave feedback and system display error message.

Actual output : fail to leave feedback and system display error message.
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TEST CASE 12

Objective of the test : To verify whether user can leave comments/feedback on user’s profile

if very long input has been entered/sent.

Validation test / Fault test : Fault test

Component being tested : Users’ profile feedback form

Input being tested : Very long input on feedback’s form field

Expected output : User fail to leave feedback and system display error message.

Actual output : User fail to leave feedback and system display error message.
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4.6 Discussion of Finding/Results

4.6.1 Finding from Qualitative & Quantitative Study

4.6.1.1 Finding from Qualitative Study

The participants from this study were interviewed with one big open-ended question. The

questions is as follows :
QUESTION : How do you know that a profile is fake?

ANSWER 1 : [ know it is fake when the profile don’t even have a profile picture, meaning

that he/she just use a default profile picture.

ANSWER 2: The profile is fake if the number of his/her friend is very little even if the profile

already registered long time ago.

ANSWER 3: The profile is fake if the user use weird kind of name, or names of other

known/famous person such as “Presario 300", “John Doe”, or “Albert Einstein”.

Based on the answers given, we can see that if more information are provided, it could help to
gain the user’s trust. For example, from Answer 1, if the user just simply change the default
profile picture to a his/her real picture, he/she could gain more user trust. Same thing for
Answer 2 and Answer 3, if the user put more effort in be friend with other and also put

his/her real name, he/she could also gain more trust from others.

4.6.1.2 Finding from Quantitative Study

There are 43 participants that were taken part in this study. The participants from this study
were given a questionnaire with a series of close-ended question. The questions and their

results are as follows:
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QUESTION 1: Which type of names that you think people often used in order to hide their
identity?

RESULT:

Type of names people used to hide their identity

» Artist/Celebrity ® Fictional Character Anonymous

42.55%

25.53%

Question one was asked to find out what type of names were mostly used by people to hide
their identity on the internet. From the result, it is known that the type of name that are most
popular is “Anonymous” .This means that most of the internet users are prefer to appear
completely unknown while they are on the internet. By having this fact, it will shows how
much that this research project is really relevance to be done, because one of the major reason
of why this research project being conducted is because of urge from the Prime Minister of

Malaysia itself which said that all blog or portal owner must reveal their identities.

One of the main reason of why people prefer to appear as ‘Anonymous “ is simply because
they are able to do so. If we look at most of the blog section nowadays (mostly on Blogger
platform), we can see that user can select whether they want to verify themselves by using
already registered account or they want to appear as “Anonymous”. Most people will simply
choose “Anonymous because” it will take less time to submit their comment. Additionally,

sometime they just forgot the password for their account that already being registered.
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So, if we have some system that is really reliable that can be used as the method of
representing ourselves on the internet, a plugin or something can be developed to be
integrated with blogger , wordpress or other blogging platform which will encourage and

educate people to start verifying themselves.

QUESTION 2: What range of age of a person that you will consider belong to fake profile?

RESULT:

Age of a person that belong to fake profile

50-70 = 70-80 ® Above 80

11.63%

23.26%

From the above result, we can see that most of the participants agree that most of the fake
profiles are using range of age that is above 80 years old. Meaning, the older the age of the

person on the profile, the most unlikely that we can trust that person.

There is two important things that can be getting from this finding. Firstly, as we know that
there is most unlikely that a person of age more than 80 will actively using the internet, the
author can design the system by limiting the age of a person up until 80 only. The second
thing is that the author can just design and develop the system without worrying about the
design or process of the system itself whether it will be feasible or not for people above the

age of 80.
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QUESTION 3: Which gender that you believe the most by having a look at just a profile?

RESULT:

Gender that people believe the most

m Male ®m Female

23.26%

76.74%

By looking at the chart above, it can be seen that people are most likely to believe in female
user rather than male user. The significant of this result shows that gender is an important
attributes that shall not be left out when designing the profile because it is one of the

important key factor that could effect user’s trust.
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4.6.2 Finding from Profile Modelling and Testing

C'  [3 http://www.emykad.com/survey/profile.php
"7 General (] Blog (C] TopBlog (] Tech (] Tutorials (] SEO (] Interesting (] Must Download (] Download Page ("] Works (] Client (]

FULL NAME : Muhammad Fikri FULL NAME : Siti Juliana
HOMETOWN: PERAK AGE: 35 years old.
PHONE NUMBER : 013-5445272 ADDRESS : No, 2 JIn Permai 1, Tmn Suria Indah, Kuala Lumpur

EMAIL ADDRESS : fik@gmail.com GENDER : female

QUESTION : Which person from the above profile you prefere to deal an activity with?

O Profile A O Profile B

RESULT:

m Profile A m Profile B

38.83%

61.17%
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Based on the result above, it seems that Profile B is the most preferable profile compare to
profile A. If we look back, Profile A has details such as Full Name, Hometown, Phone
Number and also Email Address while Profile B has details such Full Name, Age, Address

and Gender.

There are many possibilities of the reason why people choose Profile B over Profile A, but for
the sake of the study, we are assuming that it is all related with the difference of the identity

attributes between these two profiles.

The only identity attributes that are the same for both profile is the “full name”. Thus, it is
safe to assume that Full name is important. However, as the result indicate, we can see that
age, address and gender are more important that hometown, phone number and email address.

Thus, these identity attributes are the best to be put and used on the user’s profile.

4.6.3 Algorithm Analysis and Testing

This part of study involves both the fourth and fifth objective of this research as it involve
investigating and analysing what best algorithm to be used in the trust indicator as well as

feedback rating for user’s profile.

There are two algorithm that the author has identified which can be used for the end system
for this research. The first one is the Evolutionary Algorithm and the second one is Bayesian
Rating algorithm.

4.6.3.1 Evolutionary Algorithm

The Evolutionary Algorithm ) is a subset of evolutionary computation, a generic population-
based metaheuristic optimization algorithm. An EA uses mechanisms inspired by biological

evolution, such as reproduction, mutation, recombination, and selection.

57



BEGIN
INITIALISE population with random candidate solutions;
EVALUATE each candidate;
REPEAT UNTIL ( TERMINATION CONDITION is satisfied ) DO
1 SELECT parents;
2 RECOMBINE pairs of parents;
3 MUTATE the resulting offspring;
4 FVALUATE new candidates;
§ SELECT individuals for the next generation;
oD
END

FIGURE 3.1 THE GENERAL SCHEME OF AN EVALUTIONARY ALGORITHM IN PSEUDOCODE

This pseudo code will be used to code the trust level indicator on the user’s profile. This trust leave
indicator will be label as profile strength.

PROFILE STRENGTH

(TTL 0%

Below is the sample of code for displaying the progress bar :

for($i=1; $i<=$total; $i++){

$percent = intval($i/$total * 100)."%";

echo '<script language="javascript">
document.getElementById("progress").innerHTML="<div sty
le=\"width:"'.$percent. ' ;background-
color:#ddd;\">&nbsp;</div>";
document.getElementById("information").innerHTML="".$1i.
row(s) processed.";
</script>';
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4.6.3.2 Bayesian Ratings Algorithm

There will be the rating indicator on the profile section. The rating given to user are based on
couple of things/ couple of ways. For example, the user could just select from the dropdown

box, how much they would like to rate a person in the scale of 1 to 10.

To accumulate it and give the overall rating based on this activity is quite simple. Below is

part of the code used in developing this part of the end system:

// GENERATE OVERALL RATING DATA
$total rating = 0;

$sql = mysql_query ("SELECT * FROM feedback WHERE mid='S$mid'");
$total comments = mysql num rows (S$Ssql);
while (Srow = mysql_ fetch_array ($sql)) {
Srating = Srow['rating'];
$total rating += Srating;
}

if ( Stotal rating > 0) {
$overall rating = $total rating/Stotal comments;
} else {

$overall rating ;

}

From the above code, we could see that what we have to do is just dividing the accumulated

rating and divide it with the total number of people that give the rating.

That is quite a simple thing to do if there is only way of giving a rating to a user. But how if
there is other method involves? For example, if there is the like and dislike button, and each

like and dislike from the user will be counted as part of the whole rating system?

Fortunately, a Bayesian Rating system could help us to get through this.

The bayesian rating can be given as:

Cm+3Y" 7

T =
C4+n

br = ( (C* avg_rating) + (this_num_votes * this_rating) ) / (C + this_num_votes)

59



Where

avg_rating: The average rating of each item (again,
of those that have num_votes>0)

this_num_votes: number of votes for this item

this_rating: the rating of this item

C: is an ad-hoc constant. If it’s high. It will require more votes for the adjusted (dampened)
rating of an item to approach its original unadjusted value.

There is no point requiring 1000 votes for the item to rank 60% when each item only gets a
handful of votes in average. So if the system receives less votes in general, C should be

smaller.

To make the system adaptive we can assign C a self-adjusting value, such as “average number

of votes”. Which makes our formula.

br = ( (avg_num_votes * avg_rating) + (this_num_votes * this_rating) ) /
(avg_num_votes + this_num_votes)

This formula works statistically better than the former one (i.e. dampenint the votes by record
age).

That damping by record age algorithm was very dependent on time. On the contrary, this
rating formula is totally independent of time.

It can be fine-tuned by adding :
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-Dampening effect of time,
-Trustablility (karma) of voters
-Page views and site activity at the time of vote

-If we’re voting a link, metadata for that link such as google pagerank, alexa rank etc.

4.6.4 Feedbacks Analysis

Many popular sites have been implemented the feedback system to help their user giving

rating to the certain element of their site such as the users, movies etc.

To look at the example of this system, the author has taken a couple websites such as

youtube.com , facebook .com and imdb.com to look into.

4.6.4.1 Youtube.com

On youtube.com, the feedback system for its video is supported by its rating system
(like/dislike). The user can choose separately whether to just leaving feedback for the
particular video, or contribute to the video’s rating by clicking what they called as like/dislike

button.

All Comments (3533)

120,935

Leave a comment
; p e 5,135 @0 188

4.6.4.2 Facebook.com

For facebook.com, their feedback and rating system are the same like youtube.com, but

instead for video, their feedback and rating system are for the user’s status.
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Unlike * Comment * Unfollow Post * Share

You, Mohammad Sharul Mizwan, Murul Madiah, En Aleem and 19 others like this,

ﬁ Firdaus Tuff hamboi Hanis Foslan & Murul Harmiza sedondon... eheerrmmmm
August 18 at 3:28pm - Like - 52

F Hanis Roslan ("
ﬁ August 18 at 3:50pm via mobile - Like

But the unique thing with facebook feedback system, is that they allow user to post a picture

as the respond or feedback to the user’s status

4.6.43 Imdb.com

Different from youtube or facebook, imdb allowing it’s user to leave both rating and the
feedback for the film simultaneously. User can select to vote for the movie in the scale of 1/10
by selecting the dropdown rating field that is provided and then continue giving the

comment/feedback before click submit.

Review preferences: edit
Name: ryzalyusoff
Location: Malaysia

Enter review below:

Contains [] If you write a spoiler without warning
spoiler: automatically and unread. See the gui

., your name will be added to a blacklist and all your future reviews will be discarded
for more information.

Summary:

Vote: Your Vote v| out of 10

Review:
(maximum of
1,000 words,
minimum of 10
lines, see
quidelines for
details)

Your review is not yet ready for submission.
By submitting this review you are agreeing to the terms laid out in our Copyright Statement. Your submission must be your own original
work. Your review will normally be posted on the site within 2-3 business days. Reviews that do not meet the guidelines will not be posted.

Please write in English only. HTML or boards mark-up is not supported though paragraph breaks will be inserted if you leave a blank line
between paragraph.

Preview
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Avengers Assemble (2012) s 90
"The Avengers" {original title)
143 min - Action | Fantasy - 26 April 2012 (UK)

Your rating: v v o o o o W o 8

q.2 Ratings: 8.2 from 547,043 us - 69,100
. ) .. | Click to rate: 8 | .
Reviews: 1,489 user | 629 critic hitic.com

So, by using concepts from all these sites, the author came out with the feedback system
which is almost similar to this :

Feedback form Overall Rating Total Feedbacks

really great and friendly seller!

RATING: 8 |v//10 m Sales/Service Pages

Add link below:

Feedbacks for Ryzal v add

Faiz (Rating given : 8/10

great service. project was completed and delivered on time!

b Alia (Rating given : 10/10
Eﬁ Good seller and fast shipment. Highly recommended!

Nadya (Rat

Response by SMS was brief but fast. Committed to delivery & exceeded
expectations.

http://goo.gl/XGIcKE

The above is the screenshot of the end system’s feedback section. On the left top part, there
is the feedback form which user can enter their own feedback for the user and select rating
ranging from 1 to 10. On the left bottom section, there is the previous feedbacks and rating
given from the other people. On the top right side, there is the overall rating (based on the
average rating), and also the number of the total feedbacks. And on the bottom right side,
there is the links to the user’s sales/service pages
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CHAPTER 5
CONCLUSION & RECOMMENDATION

In this paper, the author has discussed several aspects of online identity representation. On the
first chapter of this paper, the author has addressed the importance and the need of having
online identity representation system by stating the most recent cases of cybercrimes on the

online worlds today.

The rise of social networking sites together with the rise of cyber crimes’ rate has made the
need of having something that can act as our digital identity becomes so much important. By
having something that acts as an online identity representation for ourselves, it will solve
many of the problems that today’s online community are facing. There were some of the
system that nearly solves this problem, but unfortunately, the implementations of the system
are not comprehensive. Meaning some system might have some good features but still they
lack of something.

Thus, the author suggest that the end system with the name of e-Mykad (stands for electronic
Mykad), which combines the features that the current systems have on one platform. The
example of these features are like bank-data verification and hyperlinked claimed collection.
On top of these features, there will be the additional features such as people’s rating and
comment sections where other peoples can give feedback to the specific person on his/her
profile. By looking at the ratings given and feedbacks from the other peoples, it will increase
the level of trust on that particular person, thus ensure peoples that he/she is safe to be having

the online activity with.

However, the end system is focussing only on Malaysia community first as right now there is
no any online identity representation system yet that focussing on Malaysia community.
Additionally, there will be a lot easier to gain trust from peoples in Malaysia community if the
system itself is focussing on Malaysia community only. For example, in term of giving the
personal information, there will a lot easier for peoples in Malaysia to trust the Malaysia
product or system rather than the system from outsiders. Furthermore, it will be a lot easier
for the person that verify the user’s credentials or information’s to validate or verify the user

as he/she is familiar with the Malaysian community.
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At the time of this writing, the author has successfully built the system but with some
limitations. Firstly, the automatic verification is still not being implemented yet because of the
high security reason, money that need to be invested for the system, and the time range which
is really short in order to build the system itself. Secondly, eventhough the system is already
capable to be used for the users, we still need to find a way on how to encourage users to use
this system while they are on the internet. Thirdly, it is probably a rational thing for the
government to enforce a law which is related to this issue so that there will no longer be
anonymous users as per suggestion of our prime minister, and this is probably the most
difficult thing.

Lastly, as the users need to reveal themselves on the internet, there will of course a concern
about the privacy of the users, and this will be the most difficult thing to solve. It is because,
while there is the urge for us to encourage users to reveal themselves on the internet, we will
still need to take care of the users privacy at the same time. So, of course there is a lot of

trouble in order to encourage people to use the system itself.

Whatever it is, the author believes that as the crimes rate involving internet and Web 2.0 keep
rising, we will need to start thinking and finding ways in order to decrease it. So , as the first
step, we could use this E-mykad platform and see how far it can be used to help solving this
issue. Later in the future, the author hopes that we can solve a few problem that the current
system has, and a better version of E-mykad can be developed to help all people using the

internet comfortably and safely.
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