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This chapter is divided into two sections; the first is the conclusion of our works. The

second section present a recommendation for future works.

6.1 Conclusions

Networked systems are created by composing a complex set of hardware and software
components that are subject to continuous upgrade, replacement, and scaling. The
networked systems’ behavior is highly dynamic, in response to unpredictable events such
as anomalies (hardware failures, residual software defects, intrusions, DoS, performance
failures, power loss, bandwidth limitations etc.) They must be anticipated and viewed as
“routine” properties of this environment. Networked system resilience can be determined

by its ability to recover rapidly from anomalies.

In respond to these malicious we implement the capability of Autonomic computing
which is self-regenerative system. Autonomic computing systems are those systems that
automatically manage themselves by carrying out tasks that have been traditionally
performed by computer specialists. Its ultimate aim is to develop computer systems
capable of self-management, to overcome the rapidly growing complexity of computing
systems management, and to reduce the barrier that complexity poses to further growth.
In other words, autonomic computing refers to the self-managing characteristics of
distributed computing resources, adapting to unpredictable changes whilst hiding intrinsic
complexity to operators and users. An autonomic system makes decisions on its own,
using high-level policies; it will constantly check and optimize its status and
automatically adapt itself to changing conditions.

Self regenerative system is to develop technology for building computing systems that
provide critical functionality at all times, in spite of damage caused by unintentional
errors or attacks. All current systems suffer eventual failure due to the accumulated

effects of errors or attacks. Regeneration means reproducing or reconstructing of a lost or
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injured body part. In computer science, To achieve the SRS program goals, the program
will address several key technology areas, such as detection, configuration, updating, ect.
We extract our model from biological process which is cell internal operation.

We implement our model using four agents, An agent can characterize an individual
with capabilities to perceive and react to events in the environment, and, thus perform
certain activities, the activities that we describe to our agent are the procedure of self

regenerative goal.

Our model consist of four agents, the first is the D agent is for detection of and
activation of the RC agent, then if the RC agent has activated by D agent then the RC
agent will perform replication of component then the configuration of the component up
to the normal mode, the prevention agent is dedicated to prevent the replication as well as

suspected malicious initialization,

Theoretical formulation has been done to form and describe the process of the agents
by finite state automata, and it indicate that every agent has it own state and action to
perform and will end to a finale state
Case study

We prototype our mode using (JADE) java agent development framework. Afterward
map the model to the distributed software, in result of this we get a system that is self-
regenerative and all the procedure of the survivability are hiding from the user.

We implement two case study, the first is peer to peer system, and the second is cluster
system, the result in the two case study are presented and show significant availability of
the component .
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6.2 Recommendation for Future Works

In order to totally fulfill the self-regenerative function, there are several challenges and

requirement need to be pondered:

The implementation of the model is done by java agent development framework,
farther investigation can be conducted to look for a suitable agent development
tools. Agents are the core of this model, and the agent has to be deployed in every
node, the dependency of agent is an issue here and need to be solved in future
works.

This work has not covered the situation where the network is ad hoc. In ad hoc
nodes are joining the domain and leaving . we can see new node joing and does
not have the agent deployed , therefore we need to specify in future an algorithm
to monitor and deploy agent in new nodes .

Further investigation need to be conducted in order to combines self-healing of
fault protection to our model, in self-healing there is a monitor for a fault in the
component itself and not in the attacks. Therefore if we combine these two

approaches we can have a more reliable distributed component.
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