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Assess the effectiveness of using data analytics tools in enhafiéiﬁg the
efficiency and effectiveness of IT audit procedures.
FREE et RA R BT Sy e L TR . [8 marks]

Each of these frameworks and standards plays a crucial role in improving

standérds
Define each one:

ii. NIST Cybersecurity Framework

ii. Information Technology Infrastructure Library (ITIL) Library Framework

iv. Sarbanes-Oxley Act (SOX) Regulation
[3 marks]
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Design an audit plan that incorporates a combination of sampling,

observation, and reperformance techniques for auditing user activity and

[14 marks]

accuracy.

[6 marks]
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Describe THREE (3) types of IT audit evidence commonly used in T audits.

[6 marks]

You are an IT auditor tasked' with -assessing the effectivehess of access
controls in an information system for a large financial institution. The
organization recently implemented a new ldentity and Access Management
(IAM) system to centralize user access and enhance security. However,
there are concerns about the adequacy of access controls and the potential

for unauthorized access to sensitive financial data.

The information system contains critical financial data, including customer
accounts, transaction records, and sensitive corporate information. Access
to this data must be carefully controlled to prevent unauthorized disclosure,
alteration, or misuse. Your objective is to evaluate the effectiveness of
access controls within the information system and identify any weaknesses
or vulnerabilities that could compromise the confidentiality, integrity, or

availability of data.

Given the scenario, select and justify TWO (2) appropriate audit evidence
gathering technique for assessing the effectiveness of access controls in an
information system.

[8 marks]

Examine the consequences of relying on insufficient or inappropriate audit
evidence in an IT audit.
[6 marks]
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Explain THREE (3) categories of IT General Controls (ITGC) and IT
Application Controls (ITAC).
[14 marks]

Propose ONE (1) example of IT General Controls (ITGC) and IT Application
Controls (ITAC) for Hospital Management System.

[6 marks]



Analyze TWO (2) advantages an TWO (‘2) disadva
controls versus manual controls in IT applications, using an e-commerce
platform as an example.

Identify on how segregation of duties can be implemented in a university
examination department to enhance internal controls. e

[NOTE: Use example to enhance the explanation]

[12 marks]
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