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Chapter 1. Introduction

The User Access Control Management System is created to assist the intranet’s
administrator in limiting or expanding the user access to other system. This system has all
the necessary data that are maintained by a higher access of user. It even maintained data
up to the specified level such as the page data and function data on a page. By
administrating all of these data, the administrator will have a better control over each
system. In each system, there are assign several group with different level of access to a
system. With different level of access, each group can access to different sets of pages
and functions in a system. Furthermore, user can view other user access rights, which

means that it can display user access and group in the other system.

11 Abstract

Access control mechanisms are needed in almost every system nowadays to
control what kind of access each user has to which resources and when. On the one hand
access control systems need to be flexible to allow the definition of the access rules that
are actually needed. But they must also be easy to administrate to prevent rules from
being in place without the administrator realizing it. | present the implementation and
architecture of a system that allows definition of access rights down to the single function
and user level. I use hierarchies on users and groups, hierarchies on access rights and
hierarchies on system page and function. These hierarchies allow a maximum of
flexibility and still keep the system easy enough to administrate. User Access Control
Management System supports positive as well as negative permissions.

1.2 Problem Statement

As an administrator or an IT administrator, | have analyzed if there are any
potential problem when user is using applications or system inside the intranet. As | have
experience the industrial internship in a factory (Komag(M) Sdn.) in Penang, there are a
lot of applications and system that are inside the intranet. Basically, there are some
problems that occurred regarding the user access in the intranet. As | can see, the

applications and system inside the intranet does not have a central control. Basically each



application have its own control, furthermore if it is a later version, it does not has any
control at all. In my understanding, in a factory, if any user can tampered with any
information in the intranet, someday it will create a big threat to the company.

As the users are using the intranet, users have accesses to most of the system.
There are some systems with an authentication control such as user need to enter user id
and password to control user from accessing it. However this control may be included
only on the recently develop system. In other situation, there is some system that should
not be access by the user from different department. There are some system that user
shouldn’t have any access to so that administrator can control its private information.
This is because, most of the system in the intranet are all a live system. These systems
will actually effect the production in Komag. In each system, there is no limitation to
users when they can access it. Each user can go to any page that they want to view and
can use any function on the page. With this unlimited access, each user can actually
effected productivity intentionally or unintentionally. As an example, in university
intranet situation, if there a lot of applications and systems where users (students,
lecturers, finance staffs, etc) have access to enter, then the administrator will have a

problem to secure finance information from a lecture or other users.

1.2  Objectivesof Project

The IT department has found some solution to the problem that they are
analyzing. In their opinion, they need to create a user friendly interface where the
administrator can actually control the access of each user to every system. By developing
this access control they can actually control every user that want to access to a system.

Furthermore, this access control can actually control up to the page and the
function level. By having this access control, each user will be group into several groups.
This group will have different set of access to every system. By grouping the user, the
administrator can manage and control easily and precisely.

The User Access Control Management System will be helping the administrator
of a system to grant and limit an access to the system. With this access control, the
administrator can have a better control over the users that are using the system.

In this system, each system will have few groups of users. Each group will have

different set of access to a system. With these accesses, each group can only access some



parts of the system. By doing so, the other parts cannot be access due to the user may not
need to use it.

This User Access Control Management System needs all the information about a
system. This also includes the information about a System Page and also information
about Functions on each page. By having all of this information, the system can maintain
this information and manage each group more precisely.

In this system, the higher access user will have a better access. With this access,
they can manage the other entire group in the system. They also can edit the access
granted to the other group in a system. User will have a user friendly environment, where

the layout of the page will be consistent, user can go to the entire system with few clicks.

1.4  Scope of Study

As for the part 1, I have done the proposal of the User Access Control
Management System project. Inside this proposal | have explained a little bit about the
system and the suggested software and hardware. Then I proceed with the preliminary
report which | have been explaining about the project in more detail such as the problem
statement, project objective, and the methodology. As in the progress report, | add few
other parts such as project abstract, scope of study of the project and literature review
which helps this project. Lastly in the Interim Report, | have done the introduction part
where it contains problem statement, objective and few others, literature review part
where | included all the research that | have done, methodology part where | explain the
method | am using, the result and discussion part where | will show a suggested system
architecture, the UML design of the system, the database design and the interface design
of the system and finally the conclusion part where | conclude my interim report.

As for the part 2, in the implementing stage, | will create the whole system base
on the design that | have created and will do some modification according to the current
situation. After that, I will proceed to the testing part where I will test my system to make
sure that it will function according to project needs. If there are any problem on the
coding side, I can do some research on the internet to find solution to my problem. My
second option is to ask the lecturer which has the expertise on the problem or | might ask
my Supervisor, Mr. A. I1zzudin Zainal Abidin for some advice.



Chapter 2: Literature Review and Theory

21  Implementation of Hierarchical Authorization For A Web Based Digital
Library

In the [5] the authors have presented an access control system that is used for a
hybrid library and other web-based applications. The major aim of the proposed system is
high flexibility in the definition of permissions which is accomplished by introducing
hierarchical relationships on the subjects, the privileges and the objects. Subjects are
users or user groups and objects can be different types of resources identified by a
combination of resource type and resource identifier. Subjects and objects are organized
in a hierarchy of supergroups and subgroups by partial order relationships, whereas the
partial order on the privileges expresses implication of a privilege by another. Authors
have introduced the propagation rules for positive and negative permissions using a
conflict resolution policy that always lets negative permissions prevail. Some motivating
examples of the application of the hierarchies show how the flexibility can be exploited
in practical situations. Authors have described the architecture and detailed
implementation of the function for checking access. The system presented here is
implemented on a central server.

As | finished analyzing this journal | find some similarities of my intended system
with [5]. The similarities of this journal project and my project are that we are using the
hierarchical authorization meaning a system containing few groups and in each group
having several users. This also imply to the relation of System, Pages and Functions.
With this journal, | find that | can manage a flexible access control over other system
using my system. Furthermore inside the architecture, the author is emphasizing that the
hierarchical Authorization was supposed to be implemented in the central server and |

find that is very useful for my system.



2.2  Why Internet-Based Softwarels The Future Of Corporate Computing

In [6] stated that, traditional desktop based software running or using your
resources of your computer where it will used up all the space on your hard disk, the
memory, the processor power etc. Your computer is a world unto itself. Not only that, the
used of individual computer needs to do maintenance, upgrade, installations or even
troubleshooting. We are not only talking about individual computers, but imagine a
company that has many staff and many computers for each and everyone. Department of
MIS then will have a headache when it comes to maintenance of the individual
computers. In this case, organization has to purchase one copy of the software for every
computer and include the upgrade of the operating system, of a new version of the

software installed.

When we used the internet-based application, the program is access as a website.
Normally, such application has the ability to connect with the database such as Microsoft
Access, Oracle, Ms SQL server etc. The platform is the web browser itself. Each data is
stored into the database and it is receive using the web browser, according to the user
needs. The different between the traditional forms is the data centralized using the power
of the technology. The database is stored at the remote location, the server instead of your

individual computer, the local hard drive. You only require the web browser to view.

Internet-based application lowers the hard cost, long term cost, platform
independence, location independence and up-to-date information and the information on

the server can be protected.



2.3  Rapid Application Development

As explained in [7], businesses now operate in a global rapidly changing
environment. They have to respond to new opportunities and markets, changing
economic condition and the emerges of competing products and services. Software,
application and system is part of almost all business operations so it is essential that new
software is developed quickly and take advantage of new opportunities and to respond to
competitive pressure. Rapid development and delivery is therefore now often the most
critical requirement for software, application and system. In fact, many businesses
nowadays are willing to trade of quality and compromise on requirements against rapid
software, application and system delivery.

Rapid application development processes are designed to produce useful software
quickly. Generally, there are iterative processes where specification, design, development
and testing are interleaved. The application is not developed and deployed in its entirely
but in a series of increments, with each increment including new system functionality.
Although there are many approaches to rapid software development, they share some
fundamental characteristics:

1. The processes of specification, design and implementation are concurrent. No
detailed system specification. Design documentation is minimized.

2. System is developed in series of increment. End-users are involved in specifying
and evaluating each increment. They may include changes or new requirements
need to be implemented.

Advantages of rapid application development are:

1. Accelerated delivery of customer services. Early increments of the system can
deliver high-priority functionality so that customers can get value from the system
early in its development. Customer can evaluate and specify any requirements to
be incorporated.

2. User engagement with the system. User of the system has to be involved in the
incremental development process to evaluate and give feedback. This will shows
that the system is meeting their requirements and the end-user also wants the

system to work



24  User Interface Design

As in the [8], the author is emphasizing the importance of user interface design.
Many technological innovations rely upon User Interface Design to elevate their
technical complexity to a usable product. Technology alone may not win user acceptance
and subsequent marketability. The User Experience, or how the user experiences the end
product, is the key to acceptance. And that is where User Interface Design enters the
design process. While product engineers focus on the technology, usability specialists
focus on the user interface. For greatest efficiency and cost effectiveness, this working

relationship should be maintained from the start of a project to its rollout.

When applied to computer software, User Interface Design is also known as
Human-Computer Interaction or HCI. While people often think of Interface Design in
terms of computers, it also refers to many products where the user interacts with controls
or displays. Military aircraft, vehicles, airports, audio equipment, and computer

peripherals, are a few products that extensively apply User Interface Design.

Optimized User Interface Design requires a systematic approach to the design
process. But, to ensure optimum performance, Usability Testing is required. This
empirical testing permits naive users to provide data about what does work as anticipated
and what does not work. Only after the resulting repairs are made can a product be

deemed to have a user optimized interface.

The importance of good User Interface Design can be the difference between
product acceptance and rejection in the marketplace. If end-users feel it is not easy to
learn, not easy to use, or too cumbersome, an otherwise excellent product could fail.
Good User Interface Design can make a product easy to understand and use, which

results in greater user acceptance.



25  Ten Usability Heuristics

Below are the ten general principles for user interface design suggest by the author Jakob
Nielsen in [9]. They are called "heuristics™ because they are more in the nature of rules of

thumb than specific usability guidelines.

1. Visibility of system status
The system should always keep users informed about what is going on, through

appropriate feedback within reasonable time.

2. Match between system and the real world
The system should speak the users' language, with words, phrases and concepts
familiar to the user, rather than system-oriented terms. Follow real-world

conventions, making information appear in a natural and logical order.

3. User control and freedom
Users often choose system functions by mistake and will need a clearly marked
"emergency exit" to leave the unwanted state without having to go through an

extended dialogue. Support undo and redo.

4. Consistency and standards
Users should not have to wonder whether different words, situations, or actions

mean the same thing. Follow platform conventions.

5. Error prevention
Even better than good error messages is a careful design which prevents a problem
from occurring in the first place. Either eliminate error-prone conditions or check
for them and present users with a confirmation option before they commit to the

action.



6. Recognition rather than recall
Minimize the user's memory load by making objects, actions, and options visible.
The user should not have to remember information from one part of the dialogue to
another. Instructions for use of the system should be visible or easily retrievable

whenever appropriate.

7. Flexibility and efficiency of use
Accelerators -- unseen by the novice user -- may often speed up the interaction for
the expert user such that the system can cater to both inexperienced and experienced

users. Allow users to tailor frequent actions.

8. Aesthetic and minimalist design
Dialogues should not contain information which is irrelevant or rarely needed.
Every extra unit of information in a dialogue competes with the relevant units of

information and diminishes their relative visibility.

9. Help users recognize, diagnose, and recover from errors
Error messages should be expressed in plain language (no codes), precisely indicate

the problem, and constructively suggest a solution.

10. Help and documentation
Even though it is better if the system can be used without documentation, it may be
necessary to provide help and documentation. Any such information should be easy
to search, focused on the user's task, list concrete steps to be carried out, and not be

too large.



2.6  User Interface Design Tipsand Technique.

There are a lot of tips and technique that can be consider in [10] because all of the tips
and technique are generally needed to develop a good interface. However | only took
some which I find very useful for me. There are:

1. Consistency, consistency, consistency. The most important thing that can
possibly do is ensure the user interface works consistently. If double-clicking on
items in one list and something will happen, then double-clicking on other item in
other list should provide with the same function. Buttons should be place in
consistent places on all windows, use the same wording in labels and messages,
and use a consistent color scheme. Consistency in user interface enables users to
build an accurate mental model of the way it works, and accurate mental models

lead to lower training and support costs.

2. Set standardsand stick to them. The only way to ensure consistency within

application is to set user interface design standards, and then stick to them.

3. Navigation between major user interfaceitemsisimportant. If it is difficult to
get from one screen to another, then users will quickly become frustrated and give
up. When the flow between screens matches the flow of the work the user is
trying to accomplish, then the application will make sense to users. Because
different users work in different ways, the system needs to be flexible enough to

support their various approaches.

4. Word your messages and labels effectively. The text display on screens is a
primary source of information for users. If the text is worded poorly, then the
interface will be perceived poorly by users. Using full words and sentences, as
opposed to abbreviations and codes, makes text easier to understand. Messages
should be worded positively, imply that the user is in control, and provide insight

into how to use the application properly. For example, which message is more

10



6.

appealing “You have input the wrong information” or “An account number
should be eight digits in length.” Furthermore, messages should be worded

consistently and displayed in a consistent place on the screen.

Follow the contrast rule. If color is used in the application, then all the screen
should still be readable. The best way to do this is to follow the contrast rule: Use
dark text on light backgrounds and light text on dark backgrounds. Reading blue
text on a white background is easy, but reading blue text on a red background is
difficult. The problem is not enough contrast exists between blue and red to make
it easy to read, whereas there is a lot of contrast between blue and white.

Align fields effectively. When a screen has more than one editing field, the fields
should be organized in a way that is both visually appealing and efficient. It is
always found the best way to do so is to left-justify edit fields: in other words,
make the left-hand side of each edit field line up in a straight line, one over the
other. The corresponding labels should be right-justified and placed immediately
beside the field. This is a clean and efficient way to organize the fields on a

screen.

Take measuresto minimize errors. Inside a system, there is a place where users
need to input data such ad the textbox or any other input box. Make sure that there
are instructions so that user will easily know what kind of data should be input.
Example Date is 2/23/2007 or 23" February 2007.

11



27 Color Test

The author of [11] from Stephen F. Austin State University in Nacogdoches,
Texas has conducted a test where it was assisted by the internet users. It was designed to

measure the readability of various text/background color combinations. Below is a
summary of the results of this survey and a discussion of the research project which was

designed to study this topic further.
Left Bar - short text
Right Bar - long text
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Figure 1 : Results of Color Test
Discussion of Resultsand Continuing Research

The survey of readability of different color combinations showed the following
trends (see above figure). Not surprisingly, certain foreground/background color

combinations were rated more highly than others.
As can be seen, the most readable color combination is black text on white

background; overall, there is a stronger preference for any combination containing black.

The two least readable combinations were red on green and fuchsia on blue. White on

blue and red on yellow were ranked fairly high, while green on yellow and white on

fuchsia were ranked fairly low. All others fell somewhere between these extremes.
Also, in every color combination surveyed, the darker text on a lighter

background was rated more readable than its inverse (e.g. blue text on white background

ranked higher then white text on blue background).

12



Chapter 3: Methodology

In this chapter, the methodology that shall be used for the project will be

described briefly. In order to consider the satisfying of developing the system to the

potential users and the timeframe of developing the system, | choose Rapid Application

Development to develop the whole system.

31

Procedur e I dentification

3.1.1 Research

To collect information regarding this project, the followings approach were taken:

312

Literature reviews — Finding out about suitable tools, system and architecture to
incorporate the ideas proposed to the suitable development approaches

Gather information from the IT department on how does they maintain all the
access to a system or an application inside the intranet.

Use the experience gain during the industrial internship to develop the User
Access Control Management System.

Development M ethodology

For the development of this project, RAD (Rapid Application Development) will be used

considering the time frame given is quite short. The RAD category that best suits this project

would be Iterative Development.

The iterative methodology breaks the overall system into a series of versions that are

developed sequentially. The analysis phase identifies the overall concept, and the project

team, users and system sponsor then categorize the requirement into a series of versions.

The basic idea behind iterative enhancement is to develop a software system incrementally,

allowing developer to take advantage of what was being learned during the development

13



earlier, incremental, deliverable versions of the system. Key steps in the process were to start
with a simple implementation of a subset of the software requirements and iteratively
enhance the evolving sequence of versions until the full system is implemented. At each

iteration phase, design modifications are made and new functional capabilities are added.

3.1.2.1 Planning

In the planning stage, brainstorming about this project was done. The main
objective of the system was outlined and how the system should be presented was
determined at this stage. Once the system’s objectives are clearly determined, the
project plan is initiated. Project plan describes how the system will be developed
and the list of tasks should be executed throughout the system development life
cycle. The planning of this project is to be outline very carefully as it will determine
whether the product will be able to be deliver at the end of the time frame given.

3.1.2.2 Analyss

For the analysis phase, research was done to find out more about the case being
studied which is the user access to a certain application or system. Some researches
were done in determining the feasibility of using Visual Basic.Net or ASP.Net latest
version and Oracle or Microsoft SQL server to develop the proposed system.
During this stage, problem statements of the current solution are collected to ensure
the proposed system shall be able to overcome the limitation. All possible findings
concerning the project are carefully reviewed to ensure the best solution is

proposed.

14



3.2

3.1.2.3 Design

Design phase is also considered as one of the most challenging part in Software
Development Life Cycle phase. In this phase, the design of the system must be
carefully developed. This is to ensure that user’s interactivity with the systems meet
user’s expectation. Every feature included will be reviewed and the functionality

enhancement will be made during this phase.

3.1.2.4 Development and Implementation

This is the phase where the installation of proposed system takes place. After the
installation, the prototype of the proposed system is constructed. The system is built
and later tested to ensure it performs in conformance with the system objectives.
For this system, test will be focusing more on the functionality assessment of the
developed system. The random testing which involve small group of test user will
be conducted to validate the functionality of the system and it is important to ensure

the system developed is free from the bug or errors.

Tools Required

3.2.1 Software

° Visual Basic.Net / ASP.Net
° MySQL

3.2.2 Hardware

. Normal computers

15



3.3  System Architecture Design

User Access Control

%@
USER

Management System
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Plotting

APPLICATION SERVER

Figure 2: Web-Based User Access Control Management System

User Access Control Management System consists of 3 parts. First part is the Database

part which is the most important part for the system. In this database is stored all the

related information in the database server such as :-

1)
2)
3)
4)
5)
6)
7)

Users information

User Group Information

System Information

Page Information

Function Information

User to Group Assignments Information

Page and Function to Group Assignments Information

Second Part is the Interface part which is located in the application server. In this

part, there are several sections. One of the parts is the system section where user can

choose to leave this system. Next section is the Setup section where User will do all the

16



setup for the User, Group, System, Page and Function. After all the information needed is
setup, there is a section in the system interface where user can do maintenance on the
created information. All the maintenance is such as edit and delete. Another section in the
system is the Assignments section where user will assign users to a group in a system and
user will also assign Page and Function to the group in a system. The final section is the
Display section where user can actually choose some of the criteria information to be

display. Below are all the section in the system:-

1) System
2) Setup
3) Maintenance

4) Display

The final part is the plotting where programmer will actually plot or add some
information into the other system that wants to use this system as an Access Manager. In
this part programmer will identify a system name, page name and the function name.
Then all the exact name will be stored in the User Access Control Managements System
database.

17



34 UML Diagram

eUSER ACCESS CONTROL

SURER ADMIN

EDITOR

ASSIGNMENTS
DEVELOPE

DEVELOPER

USER

USER

Figure 3 : Use Case Diagram for User Access Control System
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Description

As shown in the Figure 1, it is a use case for the User Access Control System. As shown
in the figure, there are two main actors that are involved directly inside the process. The
first actor is the user and the second actor is the other system. Inside this use case there
are few operations that are involved.

User can be group into several groups. This group is created by the higher user access or
higher authority. This user will be using the User Access System directly. The other
actor is the other system. Inside this system there are several group of user. This user is
group according access level. Basically the groups are Administrator, Editor, Developer
and User. Each group has own sets of access.

The actor User is the only actor that will be involve directly with the system. As for the
actor, he can perform many operations on the system. However, when the user is group
into several groups and automatically, each group will have different access to the
system.

The user actor can directly use the setup section. In this setup section, user can actually
setup user, setup system, setup page, setup function and setup user group. In this setup,
user is required to enter all the information needed by the system.

Next, user can also use the maintenance section. In this section user can actually maintain
all the data that user have setup. User can do the edit function and also the delete function
on the data that they have setup.

Then user can use the assignment section where in this section user can assign or
unassigned user to a system group and page function to a system group. In this section,
user actually decides which group has the most access to a system.

Then in the user access rights section is where the user can actually search for another
user and see their access rights to a system.

19
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Figure 4 : Class Diagram for the User Access Control System
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Description

As shown in the Figure 2, there are 10 objects that are in the class diagram. Firstly, there
is the Main object. The Main object has several attributes. There are Setup, Maintenance,
Assignments and Display. There is no operation in the Main Object.

Next is the Setup object. The Setup Object attributes are User, System, Page, Function
and User Group. The there is no operation inside the Main object.

Next is the Maintenance object. The Maintenance object attributes are User, System,
Page, Function and User Group. The operations inside Maintenance object are Edit and
Delete where user can edit or delete data in this object.

Next is the Assignments object. The Assignments object attribute are Page Function and
Group and User and Group. The operation inside the Assignments object are Get User Id
and Name, Get System Id, Get Page Id, Get Function Id and Get User Group Name
where this object will get all of this info from the database.

Next is the User Access Rights object. The User Access Rights object attribute are Site,
System, and User Name or Id. the object operation is Retrieve From Database() where the
data to be display is retrieve from database.

Next is the User object. The User object attributes are Site, User 1D, User Name, and
Status. The operation inside the User object is Created By User() which means that the
user created is created and maintained by user.

Next is the System object. The System object attributes are Site, System ID, and
Description. The operation inside the System object is Created By User() which means
that the system created is created and maintained by user.

Next is the Group object. The Group object attributes are Site, System, Group Name, and
Description. The operation inside the Group object is Created By User() which means
that the group created is created and maintained by user.

Next is the Page object. The Page object attributes are Site, System, Page Name, and
Description. The operation inside the Page object is Created By User() which means that
the page created is created and maintained by user.

Lastly is the Function object. The Function object attributes are Site, System ID, Page ID,

Function ID, and Description. The operation inside the Function object is Created By
User()which means that the page created is created and maintained by user.
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Figure 5 : Sequence Diagram for the User Access Control System
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Description

In the Figure 3 show a sequence diagram of the User Access Control System. Firstly user
needs to enter the Log In. In the Log In, user will need to enter an Employee Number and
Password. Then the Log In will verify with the Database, and if the information matches,
the user will be directed to Main. In Main, user can choose to enter the User Access
Control (UAC) or the System. If user chooses to enter the UAC, then the system will
display user access to any system by user providing the user name or the employee
number. The system will retrieve the data from the database and display to user.

If user chooses to enter the system, user has to pick which system the user wants to enter.
In the system, user can choose to add or delete a system in the User Access Control
(UAC) System. Then the UAC system will update the database. Then user can choose to
enter any system that the UAC system has.

In that particular system, user also can choose to enter the User (System User) or the
Access Control Page. Inside this Access Control Page, user can choose to enter the
Group, Page or the Function. In the User (System User), user can request the UAC
system to display some or the entire user that are inside the particular system. User also
can add, edit or delete users inside the particular system provided the user has a higher
access. Then the UAC system will update the database and give a feedback to the user.

In the Group, user can request data for each group inside the particular system. In the
group, user also can request, add or delete a user from a group. User also can specify
which page and function should a group has an access to. Then the UAC system will
update the database and notify the user.

In the Page, user can request the UAC system to display any page and all of its attributes.
User also can add or delete a page from a particular system. Then the UAC system will
update the database and notify the user.

In the Function, user can do as similar action in the Page where user can request the UAC
system to display any function and all of its attributes. User also can add or delete a
9function from a particular system. Then the UAC system will update the database and
notify the user. Finally user cans logout from the UAC system.
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ENTER

MAIN PAGE

SETUP

REATE NE

RECORD? * SETUP USER » SETUP SYSTEM » SETUP PAGE > SETUP » SETUP USER
g g FUNCTION g GROUP
NO
L MAINTENANCE
EDIT / DELETE

MAINTAIN
EXISTING
RECORD?

FUNCTION PAGE SYSTEM
USER GROUP
SAVE

i ASSIGNMENTS

SAVE

NO

PAGE REMOVE USER

YES P> FUNCTIONS TO USEg;gUllJDSER » FROM USER SAVE
USER GROUP GROUP

ASSIGNED
EXISTING
RECORD?

A

NO
v ¥
DISPLAY USER | _ 5 [ eSAMS
YES > ACCESS RIGHTS [ RETRIEVE DATEBASE
NO
v
LOGOUT

Figure 6 : Flow Chart Diagram for the User Access Control System
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Description

Figure 4 is the Flow Chart Diagram for the User Access Control System. Flow chart is a
schematic representation of an algorithm or a process. As shown above is the process of
using the User Access Control Management System.

First, User wills Enter User Access Control Management System. Then User can choose
to do one of the things that are inside the system. If User chooses to setup User, System,
Page, Function or User Group, then user will enter the setup section. In this section User
can choose to setup either one, however to setup a Page, it has to under existing or new
System, or if user wants to setup a Function, it has to be under the existing or new System
and Page.

If User chooses to maintain the Existing User, System, Page, Function of User Group
details, User will enter the Maintenance Section where user can choose to do editing or
deleting the details. However if User wants to delete the User Group detail, user have to
make sure there are no user or function that are attached to the user group, or wants to
delete Function detail, make sure that the Function is not attached to a user Group, or
wants to delete Page detail, make sure there are no function in the Page, or wants to
delete System detail, make sure there are no Page under the system, or wants to delete
User detail, make sure the user is not attach to the User Group.

If User wants to Assign Page and Function to a System Group, then user have to make
sure the System Page, Page Function, and System Group is already Setup or Created. If
everything is already created, then User can choose to Assign Page and Function to a
System Group. User can also choose to Unassigned Page and Function to a certain
System Group. As usual, all the changes made will update the database.

If User chooses to Assign User to a System Group, User has to make sure that there are
already User and System Group created in the System. If everything is already created,
hen User can Assign User to System Group. User can also choose to Remove User from a
Certain Group. All the changes made will update the database.

If User chooses to view other User Access Rights, User can choose to display User
Access Rights. User only needs to know which system and also the User Id or User
Name.

Lastly, if User chooses to Logout, User can do so at any time or any page.

25


http://en.wikipedia.org/wiki/Schematic�
http://en.wikipedia.org/wiki/Algorithm�
http://en.wikipedia.org/wiki/Process_%28general%29�

35

Database Design

USER
-USER_ID : Char = (PK)
-SITE_ID : Char = (PK)
-USER_NAME : Char
-STATUS : Char

USER_ACCESS

SITE_ID : Char = (PK)
-SYSTEM_ID : Char = (PK)
-GROUP_NAME : Char = (PK)
-USER_ID : Char = (PK)

-CREATED_BY : Char
-CREATED_DT : Date
-MODIFIED_BY : Char
-MODIFIED_DT : Date

FUNCTION

-SITE_ID : Char = (PK)
-SYSTEM_ID : Char = (PK)
-PAGE_ID : Char = (PK)
-FUNCTION_ID : Char = (PK)

SYSTEM
-SITE_ID : Char = (PK)
-SYSTEM_ID : Char = (PK)
-DESC : Char

-CREATED_BY : Char
-CREATED_DT : Date 1.
-MODIFIED_BY : Char
-MODIFIED_DT : Date

SYSTEM_GROUP

-SITE_ID : Char = (PK)
-SYSTEM_ID : Char = (PK)
-GROUP_NAME : Char = (PK)
-GROUP_DESC : Char

-CREATED_BY : Char
-CREATED_DT : Date
-MODIFIED_BY : Char
-MODIFIED_DT : Date

GROUP_AX

-SITE_ID : Char = (PK)
-SYSTEM_ID : Char = (PK)
-GROUP_NAME : Char = (PK)
-PAGE_ID : Char = (PK)
-FUNCTION_ID : Char = (PK)
-CREATED_BY : Char
-CREATED_DT : Date
-MODIFIED _BY : Char
-MODIFIED_DT : Date

-CREATED_BY : Char
-CREATED_DT : Date
-MODIFIED_BY : Char
-MODIFIED_DT : Date

1.

PAGE

-SITE_ID : Char = (PK)
-SYSTEM_ID : Char = (PK)
-PAGE_ID : Char = (PK)
-PAGE_DESC : Char

-FUNCTION_DESC : Char
-CREATED_BY : Char
-CREATED_DT : Date
-MODIFIED_BY : Char
-MODIFIED_DT : Date

Figure 7 : Database Design

-CREATED_BY : Char
-CREATED_DT : Date
-MODIFIED_BY : Char
-MODIFIED_DT : Date
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3.6
USER

Interface Design

SETUP' USER

USER NAME: A |
EMPLOYEE NUMBER : 1 TO |1
0 u 000 | TO | 1999 |
STATUS : ~
[ ACTIVE —

EMPID | NAME SITE | DEPARTMENT
001234 CRISTIANO RONALDO KM1 T
004231 WAYNE ROONEY KM1 SPUTTER
005678 MICHEAL CARRICK KM1 T
008765 RIO FERDINAND KM1 SPUTTER
009876 EDWIN VAN DER SAAR KM1 T
006789 HENNRICK LARRSON KM1 T
008765 NMENJA VIDIC KM1 T
002345 RYAN GIGGS KM1 T
005643 PAUL SCHOLES KM1 T
009879 LUIS SAHA KM1 T

Figure 8

MAINTAIN USER

USER NAME: A
EMPLOYEE NUMBER : 00 | TO | 00 RETRIEVE
EMP ID NAME SITE | STATUS CREATED BY CREATED DATE | MODIFIED BY MODIFIED DATE
001234 CRISTIANO RONALDO | KM1 ACTIVE WAYNE ROONEY 2/11/2006 WAYNE ROONEY 2/11/2006
004231 WAYNE ROONEY KM1 ACTIVE WAYNE ROONEY 1/7/2006 WAYNE ROONEY 1/7/2006
005678 MICHEAL CARRICK KM1 ACTIVE RYAN GIGGS 13/12/2005 RYAN GIGGS 13/12/2005
008765 RIO FERDINAND KM1 ACTIVE RYAN GIGGS 27/9/2006 RYAN GIGGS 27/9/2006
009876 | EDWIN VAN DER SAAR | KM1 ACTIVE RYAN GIGGS 15/3/2004 RYAN GIGGS 15/3/2004
006789 HENNRICK LARRSON KM1 | INACTIVE RYAN GIGGS 31/12/2006 RYAN GIGGS 31/12/2006
008765 NMENJA VIDIC kM1 | ACTIVE | WAYNE ROONEY | 24/8/2005 | WAYNE ROONEY 24/8/2005
002345 RYAN GIGGS KML | ACTIVE RYAN GIGGS 2/2/2004 RYAN GIGGS 2/2/2004
005643 PAUL SCHOLES KM1 ACTIVE WAYNE ROONEY 16/10/2005 WAYNE ROONEY 16/10/2005
009879 LUIS SAHA KM1 [ INACTIVE RYAN GIGGS 4/4/2004 RYAN GIGGS 4/4/2004
EDIT DELETE
Figure 9
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EDIT USER

- -~
| SITE : KM1 =]
USER NAME: CRISTIANO RONALDO
EMPLOYEE NUMBER : 001234

. -~

STATUS : ACTIVE =

SAVE

Figure 10

MAINTAIN USER

USER NAME: A
EMPLOYEE NUMBER : 00 | TO | 00 RETRIEVE

EMPID | NAME CREATED BY CREATED DATE | MODIFIED BY | MODIFIED DATE
7] | 001234 | CRISTIANO RO EROONEY |  2/11/2006
[v] DELETE USER /11/
004231 WAYNE ROO E ROONEY 1/7/2006
0578 | MICREAL CAR A ARE YOU SURE YOU WANT TO DELETE USER 001234 N GIGGS 13/12/2005
008765 RIO FERDINA =" (CRISTIANO RONALDO) > AN GIGGS 27/9/2006
009876 | EDWIN VAN DER C no | AN GIGGS 15/3/2004
006789 | HENNRICK LAR AN GIGGS 31/12/2006
008765 NMENJA VID VT ] ACTIVE | WAVNE ROONEY 7000 WAYNE ROONEY |  24/8/2005
002345 RYAN GIGGS KML | ACTIVE | RYAN GIGGS 2/2/2004 RYAN GIGGS 2/2/2004
005643 PAUL SCHOLES KMI | ACTIVE | WAYNEROONEY | 16/10/2005 | WAYNE ROONEY |  16/10/2005
7] | 009879 LUIS SAHA KML | INACTIVE | RYAN GIGGS 4/4/2004 RYAN GIGGS 4/4/2004
14/ /4/
EDIT | [ DELETE
Figure 11
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SYSTEM

SETUP SYSTEM

[ SITE :

KM1

=i
)

SYSTEM 1ID:

USER ACCESS

CONTROL

SYSTEM DESCRIPTION :

MANAGE DATA ON USER TO A SYSTEM

SAVE

MAINTAIN SYSTEM

Figure 12

EDITr SYSTEM

[ SITE : \ KM1 |
\ SYSTEM ID: H eSPIM |
\ DESCRIPTION : ” DO THIS AND THAT |

SAVE

=]
\ SYSTEM ID \ ALL | RETRIEVE

SYSTEM ID DESCRIPTION SITE | CREATED BY CREATED DATE MODIFIED BY | MODIFIED DATE
FINANCE SYSTEM DO FINANCIAL CALCULATION | KM1 RYAN GIGGS 3-6-2006 WAYNE ROONEY 2-1-2007
USER ACCESS CONTROL | DO USER MAINTIANANCE KM1 RYAN GIGGS 4-7-2009 WAYNE ROONEY 17-1-2007
WEBPAGING ABOUT USE PAGING KM1 | WAYNE ROONEY 12-12-2012 WAYNE ROONEY 14-2-2007
[ EDIT ] [ DELETE ]

Figure 13

Figure 14
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MAINTAIN SYSTEM

| SITE : [km1 DELETE SYSTEM
\ SYSTEM ID: \ ALL
! E | ARE YOU SURE YOU WANT TO DELETE SYSTEM eSPIM ? |
SYSTEM 1D ' MODIFIED BY | MODIFIED DATE

FINANCE SYSTEM DO F [ YES ] [ NO ] WAYNE ROONEY 2-1-2007
USER ACCESS CONTROL | DO} WAYNE ROONEY 17-1-2007
WEBPAGING A i e AL oicl o e g oo WAYNE ROONEY 14-2-2007

[ EDIT ] [ DELETE ]

Figure 15
PAGE

SETUP' PAGE

[ SITE :

KM1 g
SYSTEM ID : ~]
‘ KOMAG FINANCE 1J|
PAGE ID: FINANCIAL-001
PAGE DESCRIPTION : DO A FINANCIAL CALCULATION
SAVE/ADD
Figure 16
MAINTAIN PAGE
SITE : [km1 B
| SYSTEM ID: [ ALL :'
1 A
| PAGEID : | FINANCIAL 2]

PAGE ID DESCRIPTION SYSTEM ID SITE CREATED BY | CREATED DATE MODIFIED BY MODIFIED DATE
FINANCIAL DO FINANCIAL CALCULATION FINANCE SYSTEM KM1 RYAN GIGGS 3-6-2006 WAYNE ROONEY 2-1-2007
USER DO USER MAINTIANANCE FINANCE SYSTEM KM1 RYAN GIGGS 4-7-2009 WAYNE ROONEY 17-1-2007
PAGING ABOUT USE PAGING WEB PAGING KML | RYAN GIGGS | 12-12-2012 | WAYNE ROONEY 14-2-2007

[ EDIT ] [ DELETE ]
Figure 17
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EDIT PAGE

| SITE : kM1 |
| SYSTEM ID: | FINANCIAL SYSTEM |
|PAGEID : | FINANCIAL |
| PAGE DESCRIPTION : | DO FINANCIAL CALCULATION |

SAVE

Figure 18

MAINTAIN PAGE

| SYSTEM ID: m

| PAGEID : [ FINANCIAL

| I
PAGE ID DESCRIPTION ! \ ARE YOU SURE YOU WANT TO DELETE PAGE FINANCIAL ? MODIFIED BY | MODIFIED DATE

FINANCIAL | DO FINANCIAL CALCUN _e ' WAYNE ROONEY 2-1-2007
USER DO USER MAINTIANY WAYNE ROONEY 17-1-2007
PAGING ABOUT USE PAGIH [ YES ] [ NO ] WAYNE ROONEY 14-2-2007

[ EDIT ] [ DELETE J

Figure 19

FUNCTION

SETUP' FUNCTION

| SITE : KM1 ﬁ|

[ SYSTEM ID : KOMAG FINANCE §JJ|

\ PAGE ID : FINANCIAL §JJ
FUNCTION ID : ADD

FUNCTION DESCRIPTION :| DO AN ADDITIONAL FUNCTION

SAVE/ADD

Figure 20
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MAINTAIN FUNCTION

[ SITE : [kmi 2]

| SYSTEM ID: [arL Z]
| 2

| PAGE ID : rm =]
| -

| FUNCTION ID : [l =
| —

FUNCTION ID DESCRIPTION PAGE ID SYSTEM ID SITE | CREATED BY | CREATED DATE | MODIFIED BY | MODIFIED DATE
ADD DO ADDITION FUNCTION FINANCIAL | FINANCE SYSTEM KM1 RYAN GIGGS 3-6-2006 RYAN GIGGS 2-1-2007
SUBTRACT DO SUBTRACTION FUNCTION | FINANCIAL | FINANCE SYSTEM KM1 RYAN GIGGS 4-7-2009 RYAN GIGGS 17-1-2007
PAGE NO DISPLAY PAGER NUMBER PAGING WEB PAGING KM1 RYAN GIGGS 12-12-2012 RYAN GIGGS 14-2-2007

[ eom | [ pELETE
Figure 21
EDIT FUNCTION
| SITE : | kM1
\ SYSTEM ID: | FINANCIAL SYSTEM |
\ PAGE ID : | FINANCIAL |
\ FUNCTION ID : |ADD |
| FUNCTION DESCRIPTION : | ADDING TWO NUMBERS |
SAVE
Figure 22

MAINTAIN'FUNCTION

| SYSTEM ID: [ALL
|PAGEID : | ALL
| FUNCTION ID - | m ! E \ ARE YOU SURE YOU WANT TO DELETE FUNCTION ADD ? |
FUNCTION ID DESCRIPTION [ YES ] [ NO ] ED DATE | MODIFIED BY | MODIFIED DATE
ADD DO ADDITION FUNCTI) 2006 RYAN GIGGS 2-1-2007
SUBTRACT | DO SUBTRACTION FUNCTION | TINANGIAL | TINANCE GYGIEN | RUL | VAN GlGGs 2-7-2009 RYAN GIGGS 17-1-2007
PAGE NO DISPLAY PAGER NUMBER PAGING WEB PAGING KM1 | RYAN GIGGS | 12-12-2012 RYAN GIGGS 14-2-2007

EDIT DELETE

Figure 23
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USER GROUP

SETUP' USER' GROUP

|SYSTEMID : KOMAG FINANCE §JJ|
\ GROUP NAME : ” ADMIN |
| GROUP DESCRIPTION : | HIGHEST ACCESS |

SAVE/ADD

Figure 24

MAINTAIN USER GROUP

EDIT USER GROUP.

ISITE: |KM1 ]
|SYSTEM ID: |FINANCIAL SYSTEM \
IGROUP NAME : |ADMIN ]

| GROUP DESCRIPTION :

| HAVE 2"° HIGHEST ACCESS

SAVE

Figure 26

. -~ |
(SITE: [ kM1 =
SYSTEM ID: ~]
| [ 3
| GROUP NAME : [ALL 2]

L )
GROUP NAME DESCRIPTION SYSTEM NAME | SITE | CREATED BY | CREATED DATE | MODIFIED BY | MODIFIED DATE
v ADMIN HIGHEST ACCESS FINANCE SYSTEM | KML | RYAN GIGGS 3-6-2006 | WAYNE ROONEY 2-1-2007
[v]
SUPPORT SUPPORT ADMIN FINANCE SYSTEM | KML | RYAN GIGGS 4-7-2009 | WAYNEROONEY [  17-1-2007
USER NORMAL USER FINANCE SYSTEM | KM1 | WAYNE ROONEY | 12-12-2012 | WAYNEROONEY |  14-2-2007
| eom | [ opeeme
Figure 25
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MAINTAIN USER GROUP

DELETE USER GROUP
| SYSTEM ID: [ALL
L
| GROUP NAVE : m !‘: | ARE YOU SURE YOU WANT TO DELETE GROUP ADMIN ? |
GROUP NAME DESCRlFl [ YES ] [ NO IJ DATE MODIFIED BY MODIFIED DATE
ADMIN HIGHEST I I)Oﬁ WAYNE ROONEY 2-1-2007
SUPPORT SUPPORT ADMIN FINANCE SYSTEM KM1 RYAN GIGGS 4-7-2009 WAYNE ROONEY 17-1-2007
USER NORMAL USER FINANCE SYSTEM KM1 | WAYNE ROONEY 12-12-2012 WAYNE ROONEY 14-2-2007
| eom | [ oeere |
Figure 27
ASSIGNMENT
ASSIGN PAGE AND/FUNCTION TO/SYSTEM USER GROUP
| SITE : KML ol |
| SYSTEM ID: FINANCIAL SYSTEM —
| GROUP NAME : ADMIN —
\ PAGE ID : FINANCIAL =
FUNCTION ID DESCRIPTION CREATED BY | CREATED DATE
ADD DO ADDITION WITH SEVERAL NUMBERS RYAN GIGGS 3-6-2006
SUBTRACT DO SUBTRACT WITH TWO NUMBER RYAN GIGGS 4-7-2009
PAGE NO DISPLAY PAGER NUMBER RYAN GIGGS | 12-12-2012
SAVE

Figure 28

ASSIGN USER TO SYSTEM USER GROUP

| SYSTEM ID: ! FINANCIAL SYSTEM -
| GROUP NAME : [ ADmIN ~
1 A
USER NAME : AA |
EMPLOYEE NUMBER : 1000 | TO | 1999 | | SEARCH
EMPLOYEE NUMBER NAME
001234 CRISTIANO RONALDO
001345 WAYNE ROONEY
001546 ERIC CANTONA

SAVE

Figure 29
34



REMOVE USER FROM SYSTEM USER GROUP

| SYSTEM ID: FINANCIAL SYSTEM > |
| GROUP NAME : ADMIN = |

EMPLOYEE NUMBER NAME CREATED BY | CREATED DATE | MODIFIED BY | MODIFIED DATE
001234 CRISTIANO RONALDO |  RYAN GIGGS 3-6-2006 WAYNE ROONEY 2-1-2007
001345 WAYNE ROONEY RYAN GIGGS 4-7-2009 WAYNE ROONEY 17-1-2007
001546 ERIC CANTONA | WAYNE ROONEY |  12-12-2012 WAYNE ROONEY 14-2-2007

Figure 30
NAVIGATION
MAIN
LOG OUT SETUP MAINTENANCE ASSIGNING INQUIRY
LOG OUT USER USER PAGE FUNCTION TO USER GROUP DISPLAY USER ACCESS
SYSTEM SYSTEM USER TO USER GROUP
PAGE PAGE
FUNCTION FUNCTION
USER GROUP USER GROUP

REMOVE USER FROM SYSTEM USER GROUP

Figure 31

DISPLAY USER ACCESS RIGHTS

USER ACCESS RIGHT

. ~
| SITE : ! KM1 B |
| SYSTEM ID: | FINANCIAL SYSTEM :l
L
USER NAME : CRISTIANO RONALDO |
EMPLOYEE NUMBER : 00 ” TO || 00 ]
SEARCH
EMPLOYEE NUMBER NAME SITE SYSTEM USER GROUP MODIFIED BY MODIFIED DATE
001234 CRISTIANO RONALDO | KM1 eSPIM ADMIN WAYNE ROONEY 2-1-2007
001345 CRISTIANO RONALDD | KM1 | WEB PAGING USER WAYNE ROONEY 17-1-2007
001546 CRISTIANO RONALDO | KM1 eLEAVE SUPPORT WAYNE ROONEY 14-2-2007

Figure 32
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41 Results

All the interfaces have to be created according to the design planned. This is to make sure
that the project will be on schedule and if there are any problems occurred during the
implementation stage can be handle structurally.

Below are some of the pages that have been created according to the design.

Microsoft Visual Basic .NET [design] - Browse i E E
File Edit ‘Wew Project Buld Debug Tools  ‘Window Help
B-a-sEd } Debug ) - BERRE-.
o @ - A .
Browse - | 4 b x |28
» re
?—r This is an Example of One of the Setup Page E_,
g
STTE - | RO -
SYSTEM ID : | j
PAGETD : | j
FUNCTICH : |
FUNCTION DESCEIPTION : |

Task List

Done

Figure 33: Example of Setup Page
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Microsoft Visual Basic .NET [design]

File Edt ‘iew Project Buld Debug Data  Format  Table  Frames  Tools  Window  Help

A-m-c@@ B oo 8- } Debug - - BE R E-.
B« EFE- : :
| x|
.}S |Thisisr.mExampleofOneoffheMain‘hznnncePage ‘ ﬁ?
i e
Flb]h-lessagc] SASSORRSERRRRDRRRREN | (I}
Choose 'ALL FUNCTION'in SITE DropDownList o get all function from all Site e I
g B N
SITE L KMS [ N RS SRRSO -
B H ® FE g
SYSTEM ID © | Unbound =l SERSERRESRRRRSRRRRRN!| 11
i3} H R H e m
PAGETD © | Unbound ~|  RETRIEVE ESSESE SIS
m m &L m .....................
FUNCTION . |Unbound ~|  DELETE SOSEREEAREANESEISRNS
FUNCTION PAGE  SYSTEM CREATED CREATED MODIFIED MODIFIED }
DESCRIPTION SITE :
ID ID ID BY DATE BY DATE '
[ |Databound Edit || Databound Databound | Databound | Databound | Databound | Databound  Databeund | Databound
[ |Databound Edit || Databound Databound | Databound | Databound | Databound  |Databound  |Databound | Databound |
[ |Databound Edit || Databound Databound | Databound | Databound | Databound  |Databound  [Databeund | Databound |
™ |Databound Edit || Databound Databound | Databound | Databound | Databound | Databound  |Databound  |Databound |
[ |Databound Edit || Databound Databound | Databound | Databound | Databound  |Databound  [Databeund | Databound |
.................... f
o W
< = 5
Task List
Ready

Figure 34: Example of Maintenance Page
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Microsoft Visual Basic .NET [design]

File Edit Wiew Project Build Debug Tools  Window  Help

@,hvE’; y Debug - *Eﬂﬁ?ﬁ*.

BEE

@ & @ -
| 4bx
= |Th|s is One of the Example of Edit Page ‘
Q
%
A

This Field Cannot be Edited

SITE :

SYSTEMID |
PAGE ID |
FUNCTION |
FUNCTION DESCRIPTION : U ]

SAYE
BACK

‘ Only this Field can be Edited

Task List

Cane

Figure 35: Example of Editing Page

Each of these 3 pages will be created repeatedly according to the User, System, Page,
Function and User Group. The variation between each page is the information that each
page will display or need. However the basics of each page is the same as show in the
figure
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4.2 Discussion

As has been explained in the chapter 2.4 — User Interface Design, to optimized
user interface design, it requires a systematic approach to the design process. User
interface design should make a product easy to understand and use, which results in
greater user acceptance. Therefore the User Access Control System will try to provide the

best User interface design.

The User Access Control System that has been created until now are actually
trying to follow some other points that have been made in the chapter 2.5 - Ten Usability

Heuristics. There are:-

1. Match between system and the real world
The system should speak the users' language, with words, phrases and concepts familiar
to the user, rather than system-oriented terms. Follow real-world conventions, making

information appear in a natural and logical order.

2. Consistency and standards
Users should not have to wonder whether different words, situations, or actions mean the

same thing. Follow platform conventions

3. Aesthetic and minimalist design
Dialogues should not contain information which is irrelevant or rarely needed. Every
extra unit of information in a dialogue competes with the relevant units of information

and diminishes their relative visibility
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Furthermore the system created up to this point also trying to implements some of
the points in the chapter 2.6 - User Interface Design Tips and Technique, such as:-

1. Set standardsand stick to them.

The only way to ensure consistency within application is to set user interface design
standards, and then stick to them.

2. Align fidds effectively.
When a screen has more than one editing field, the fields should be organized in a way
that is both visually appealing and efficient. It is always found the best way to do so is to
left-justify edit fields: in other words, make the left-hand side of each edit field line up in
a straight line, one over the other. The corresponding labels should be right-justified and
placed immediately beside the field. This is a clean and efficient way to organize the
fields on a screen.
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4.3 Difficulties Faced

Below are few of the difficulties faced during the development of the project as recorded:
1) Creating a connection to database( specifically the stored procedure)
2) Binding data to datagrid
3) Forwarding data to another page
4) Top navigational menu bar.

As the project progress, one by one of these difficulties are solved.

Solutions

1) Creating a connection to database (specifically the stored procedure)

When trying to connect the system to the database, there should be a connector to connect
the coding side in the visual basic to the MySQL database. The connector needed is the
Open Database Connectivity (ODBC). The goal of ODBC is to make it possible to access
any data from any application, regardless of which database management system
(DBMS) is handling the data. ODBC manages this by inserting a middle layer, called a
database driver, between an application and the DBMS. The purpose of this layer is to
translate the application’s data queries into commands that the DBMS understands. For
this to work, both the application and the DBMS must be ODBC-compliant -- that is, the
application must be capable of issuing ODBC commands and the DBMS must be capable
of responding to them.

In the next page is the explanation on how to make a connection to the ODBC and

retrieve data from the database in the application side in the coding.
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AMS3 - Microsoft Visual Bas

File Edit “ew Project Buld Debug Tools  Window Help
@ =R & e} @ ) Debug v [ strCreator
G S Z2A%NN,

- REERE-.

% Login Page.asp:  Login Page.aspx.vb ‘

HOgoo L

|O§Lugin_Page

Inports System. Web

Imports System.data
Inports Microsoft.data.odbe
[FPublic Class Login Page

j ||]\ {Dedlarations)

.
-
|,||;,<

% Inherits System.Web.UI.Page

To declare a connection strng to an CDBC
| Web Form Designer Generated Code .
‘ Fublic strdite is Siring = "ENG" HNeed to specify the ODBC version,
Public striystem As String = MESAMEY Server name, Database name, User id and Password

'string connection to datsbase

Dim sCondtring Ls 3tring =|"DRIVER={My3QL ODEC 3.51 Driver};3ERVER=localhost; DATAEASE=esamws; UID=root; PALZSWORD=ayenz|;

Private Jub Page_Load(ByVal sender As Systew.Object, ByVal e A5 System.Eventdrgs) Handles HyBase.Load
'Put user code to initialize the page here
- End Sub

Figure 36

osoft Visual Basic .NET [design

ogin Page.aspx.vh
Edit View Project Build Debug Tools  Window

Help
- 4 By 8- » Debug ~ [ strCreator - AEERE
E % b a2 ZZ2 ANNNK.
% Login Page. aspx Login Page.aspr.vb ‘

-
o
=
=
a
b

4bx
‘@glngin_Page j ‘I]\(Detlaratinns)

Dim str3QL is String DeclareaSQI. o P |
Dim strUsrIDl As String

Insert the command to the string j
In this case a command to call a stored procedure and passing

the value needed by the stored procedure.
StraQl =|"call egawms,. Sp_SAMS_GetUserID ('™ + Sice + "','" + LoginID + "', '" + Pud + "'J"‘

Define stored procedure

! create Connection object - open datsbase connection

Declare an object ODBC connection
|D1m objCnn is OdbcConnection = New OdbcConnection(sCon3tring) I'//"| 1

Try Open an Oject Connection

catch

Az ZglException

1blMessage . Text = "Error while generating data.

Error is " & SQLexc.ToStringi)
End Try
Declare an CDBC object adapter with
! create Datakdapter object the SQL string and ODBC connection ‘
|D1m ohiCwd As OdbcDataldapter = New Qdbclatalddsprter (scr3QL, obijicnn)

[Dim oDataSet ks DataSet = New Dataet]
ohiCwmd.Fill (oDataZer)

Declare new data set .

Ezecute the SQL query and fill in the
data set with the query result

If olataSet.Tables(0).Rows.Count < 1 Then
lhlNessage.Text = "Password not found. ™
Exit Function

End If

If olataSet.Tables=(0).Rows.Count >= 1 Then

strUsrib = "

Dim i As Integer
For i = 0 To oDataSet.Takle=(0).Rowvs.Count - 1
strisrih =

oDataSet.Tables (0] .Rows (i) ["USE_USER_ID")
Next

End If

' close connection

ohicCnn.Close()
Release and close all the object

' release objects connection, data adapter and dataset

objCmd = HNothing

obatalet = MNothing
ohjiCnn = Nothing

Figure 37
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2) Binding data to datagrid

Inside the application, there are several time that the application will retrieve the data
from the database and will bind it to a datagrid. This will make it easier the user to use

this application.

Below is the explanation on the data binding to the datagrid in the coding.

@9 eSAMS3 - Microsoft Visual Basic .MET [design] - Maintain System.aspx.vb

File Edit Wew Project Buld Debug Tools Window Help

P-m-=2EHGF % BB » Debug - strCrestor - B E R E
= a

G % b s 2 AN,
'}Q [Mainkain System,aspx - Maintain 5ystem.aspx.vh| 4 b
é_' |I|\(General) j |I]\(Declarations) ]
o
2 [ Private Sub BindGrid()

Dim str3ite L= 3cring

str3ite = ddliite.Selectedltem.Text
&

Dim str3ystem As String

straystem = "i" & Trim(txt3ystem.Text] & "%

Dim StrSQL As String Declare a SQL command string | Tnsert the command to the string

T this caze a command to call a stored procedure and passing
! Define stored procedure the value needed by the stored procedure.
strigl = |"'c:all esams. sp_SANS GetSystemInfo ('™ + str3ite + "', '" + str3ystem + "')"

' create Connection object - open database connection

Declare an object ODBC connection
|Dim objiCnn As OdbeConnection = New OdbeConnection(sCon3tring) I(/ﬁ 1

Try Open an Oject Connection |
ocbiCnn.Openi)
Catch 3Q0Lexe As 3glException

lblMessage.Text = "Error while generating data. Error is " & 3QLexc.ToStringl)
End Try
Declare an JDEC object adapter with
' create Dataldapter object /the SQL String and CDBC connection
|Dim obiCmd As OdbcDataldapter = New Odbclataldapter (str23QL, chilnn)

= = ]
[I'im cDataSet Ls DataSet New DataSet| Dreclare new data set .

ohjCrwd.Fill (oDatalet)

If olataSet.Tables(0) .Rows.Count >= W Titializing the datazet az a data source for the datagnd |
Datagridl.DataSource = oDatalet
[Datagridl.DataBind ()] } Bind the data source to the datagrid ‘
Else
lblMessage. Text = "Invalid System.™
Datagridl.Visible = False
Exit Sub
End If

' @lose connection
objCnn.Close()

' release objects
objCmwd = Nothing
oDatafet = Nothing
objCnn = Nothing

- End 3ub

Figure 38
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3) Forwarding data to another page
There is a lot of time in the application where the application will send a data to another
page. This is very important when the application wants to send data about an access of a

group inside the application.

Below is the coding on how to use a session.

Microsoft Visual Basic .NET [design]

Fle Edt View Projct Buld Debug  Tooks  Wwindow  Help

H-m-20E P BRR o &- p Debug * [ LSER NAME - REERE-.
B %R ZZ2A%NNK.

WehFormZ.aspu.vb”| 4p % |2
'}@ |O§WehForm2 j |I]\(Declarations) j Q
- 1
o Q
g 3¢
o o
% g
= Private Sub Page Load(ByVal sender Lz Systew.Chject, ByVal e As Systewm.Eventirgs) Handles MyBasze.Load g.
o
TextBoxl.Text = Session("Namel™) 4
TextBox2.Text = Session("Hamel") Assigning Session() Value fo TextBox |
TextBox3.Text = 3eszsion|"Namel") 61‘:
3
TextBox4.Text = 3eszsion|"Namel") E

‘Abnndon All Session() Value ‘

- 3ession. dbandon()
(Response Redirect ("inotherPage.aspx") Call Another Page

Assigning Sessien() Value to a String Variable.
[str\?ar = Session("Namel"J)—
[ ]—;‘ Assign Session() with a String Variable.
Gession("Namwel™) = strVar

End Sub

b
1 | )

Task List
Ready L 180 Col 39 Chaa INS

Figure 39
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4) Top navigational menu bar.

In the ASP.NET 1.1, there is no top navigational menu bar. However there is a need for
the system to have a top navigational menu bar so that user can view easily another page
using it. In order to create a top navigational menu bar, there is a need to modify the
coding inside the html and add few lines of java script. So far | found that it is the only

way to create a top navigational menu bar in ASP.NET 1.1.

Below are few figures on the top navigational menu bar.

[Maintain System.asp:  Browse - Main_Page 41X

The User Access Control Management System is
created to assist the intranet’s administrator in
limiting or expanding the user access to other system.
This system has all the necessary data that are
maintained by a higher access of user. It even
maintained data up to the specified level such as the
page data and function data on a page.

By administrating all of these data, the administrator
will have a better control over each system.

In each system, there are assign several group with
different level of access to a system. With different
level of access, each group can access to different
sets of pages and functions in a system.

Furthermore, user can view other user access rights,
which means that it can display user access and
group in the other system.

UNIVERSITY TECHNOLOGY OF PETRONAS

This 1z the top navigational metu bar which is develop using java script in the html |

Figure 40
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4.4  Project Scenario

=

Kud\ El Lumpur

jﬁle
S\stpﬂ Access

Monitoring System
Selangor Site

Sawarak Site

Penang Site /

Accounting System

Manufacturing System A

Group Administrator

¢ HRSystem
/" Administrator  \ —s

/émployee Info Page

/ Administrator

Employee Info Page

Function Edit Info

Employee Current Salary Page

Employee Performance Page

Employee Complaint Page

Vacancy Page

¢/ Programmer

Function Add Info

Function Delete Info

Function View Info

Function Update Info

|/ Programmer

Employee Info Page

‘ Group Programmer ‘/

Employee Performance Page

Group Supervisor \

Employee Complaint Page

Vacancy Page

/ Supervisor N e—

Employee Info Page

G |
roup Manager
Figure 41

Employee Complaint Page

Vacancy Page

/ Manager N —

Function Add Info
Function Edit Info
Function Delete Info

Function View Info
Function Update Info

/" Supervisor

Function View Info
Function Update Info

/" Manager

Employee Info Page

Function Add Info

Employee Current Salary Page

Employee Performance Page

Employee Complaint Page

/ Employee N =—>

Function View Info

Function Update Info

/" Employee

Employee Info Page

Employee Complaint Page

Vacancy Page

The Figure 41 is the scenario on how does this System Access Monitoring System

(SAMS) works.

Vunctwnn View Infci/

Firstly it is assuming that there are few branches of a company. Inside each branch, there

are a lot of systems or applications. In each application, there are several groups. In the

figure, there is an administrator group. The administrator group can access all the pages

inside the application. As for the employee group, they can access only few pages. As the

functions, given in the figure, in the Employee Info Page, the administrator can use all the

functions inside the application and the employee group can only use the View Info

function.

46



Chapter 5: Conclusion

There are many ways which computer technology can be improved to be a further
assistance in maintaining and limiting user access to a certain system and one of it has
been discussed in this documentation. It might also be considered a new level of access
control where this system centralizes all the access to applications and systems in the

intranet. Furthermore the control is up to the functionality.

Furthermore the system proposes and done is trying to fulfill all the requirements
that have been published in the literature reviews as the guideline to finished this system.
Therefore, hopefully with this system, administrator of an intranet will have a better
control over the users that are using the applications and systems and the administrator

will understand the use of the system.
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