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ABSTRACT

The complexity of the enterprise risk management is identifying and coordinating
risk processes actions across organization. Moreover, risk failures is not being widely
disseminated in order to improve practices and tighten policies. The merging of the
two disciplines of Knowledge Management (KM) and Enterprise Risk Management
(ERM) is foreseen to bring greater value in evaluating and assessing risk. Health
Safety and Environment Lessons Learned System (HSELLS) is a project that aims to
develop an online, document management application in communicating the risk
throughout organization. This paper seeks to contribute to the emergence of research
on Enterprise Risk Management by applying KM tool to support risk monitoring and
review process. The paper will demonstrates the use of Lessons Learned System as
part of KM technology via a case study of HSE UTP, to reduce time, improve
decision making, and increase productivity and reliability. A system development
life cycle is used to develop HSELLS. At the end of the project, a working prototype
is developed to create a platform for user to share and disseminate risk throughout

the organization.

Keywords: Knowledge Management, Enterprise Risk Management, Monitoring and
Review Process, Lessons Learned System, Health Safety and Environment, Health

Safety and Environment Lessons Learned System
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CHAPTER 1

INTRODUCTION

1.1  Background of Study

Enterprise risk management (ERM) is a process, evolving various people including
board of directors, management and other staff, which deals with uncertainty,
associated risk and opportunity (COSO, 2004). ERM should be applied across the
enterprise, with the purpose to identify potential events that may adversely affect the
entity. ERM involve planning or day-to-day decision-making and considered as part
of an organization’s culture. Through ERM, uncertainty, associated risk and
opportunity are effectively handled thus enhancing the capability to build value.
Nevertheless, inappropriate or ineffective Risk Management ultimately can prevent
value creation especially when we manage risk separately from knowledge

management.

Previous researchers are trying to connect KM theory into ERM, but fail to establish
which part of KM technology can solve the issue of lack of integration,
communication and no dissemination of risk. Organizations have come to realize the
importance of managing all risks and their interaction, especially on integrating
Knowledge Management (KM) with ERM. The contribution of this paper is to
address the problem and mainly focusing on risk monitoring process.

Risk management itself is frequently not a problem of lack of information, but rather
lack of knowledge with which interprets its meaning. This project will use KM
technology of Lessons Learned System to address the issue of inefficient way in

handling in ERM while focusing on risk monitoring and review processes. By adding
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knowledge management techniques and principles in this project, the expected
outcome from the proposed system is to achieve an effective monitoring and review
process of ERM, while ensuring all lessons learned document are properly

communicated and disseminated throughout the organization.

Besides, this project is intended to establish relationship on how KM processes of
creation, storage retrieval, transfer and application can be used in managing risk
associated to HSE department in UTP. The similarities and connection between both
frameworks is illustrated in Figure 1 where both process will align people, processes
and technology for better performance.

Knowledge Management Enterprise Risk Management
(kM) p |t (ERM)
plr|e
Creation e|lo|c Risk identification
o|lc|h ? | -
Storage Retrieval ple|n ?— Risk assessment
I]s|o ?‘ Risk response
Transfer el s | { — ip,o, R
e |l o ?’ Risk control
Application s | g ?’ Risk monitoring and review |
y L J

ERM
System

FIGURE 1: Similarities between KM process and ERM process. Adapted from
“Before and After Modelling: Risk Knowledge Management is required” by
Rodriguez E, John S. Edwards, 2008

By doing a case study in HSE UTP department, this project is intended to solve the
problem of difficulty in sharing the risk that is currently adopted by the Health Safety
and Environment (HSE) Department in UTP. As for now, all lessons learned
captured by HSE department were disseminated through email and all lessons
learned document were kept in a form of hard copy. The project is about
development of KM technology called Lessons Learned System that allowed sharing
and reusing knowledge gained through experience. This system will also allow the
users to add, and update the document of lessons learned and store it in the lessons



learned repository. The expected impact from the finished system is all lessons
learned should be reused and understood on which task they apply, and this should
be integrated in organization’s decision-making process. In addition, the system was
intended to improve risk monitoring and review process by having an up-to-date
system where all lessons learned stored should be validate and updated from time to

time.

1.2 Problem Statement

Enterprise risk management (ERM) plays a crucial business role in enabling
management to effectively deal with uncertainty and associated risk and opportunity
(COSO, 2004). In the long run, a successful implementation of ERM is able to
provide an optimal balance between growth and return associated with related risks.
When risks is treated independently without knowledge, the problem arise when risk
are not properly communicated thus causing information about risk failures is not
being disseminated throughout the organisation. Risk failures then were let reside in
the repository without the awareness of the staff to communicate the risk and prevent
the same mistakes. As a result, this will certainly prevent value creation of ERM
when all lessons learned document has not being implemented in decision making

process and people will not learn from the mistakes.

Besides, there were no platform for the risk analyst to share, and disseminate risk
which in turn, all lessons learned gained has not been reused for decisions making
process. This will cause the same type of risk to occur again in the future. In HSE
UTP itself, all lessons learned document were kept in hard copy, thus causing
difficulties in sharing the document to others in the organization. Having realized a
need for this, this research intends to come up with a lessons learned system that
allow user and HSE personnel in retrieving database, uploading and updating the
new risk in a form of lessons learned document. People in the organization can
benefit from the lessons learned stored in repository as when experts become
unavailable, other employees who encounter conditions that closely match some

lessons’ context may benefit from applying it. An effective lessons learned system
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will prevent us from repeating the same type of mistakes and allow us to repeat our
successes. At the end of the project, the system will help in managing the risk

effectively and helps in communicating the risk among organizations.

1.2.1 Significance of the project

This project are intended to develop a fully functional working prototype using
Content Management System, Microsoft SharePoint Foundation 2010 to create a
platform for all users in sharing their lessons learn document in a more properly
mannered system. The system will provide an enhance user experience where users
can easily upload document in a simple step, and edit the properties easily. The filter
function can also enhance capability in finding the desired document more
effectively. Additionally, user can now share any risk or lessons learned experience
in discussion forum and attached picture to it. This system will be used by HSE

admin that includes HSE staff and steering committee, and all staff in UTP.

1.3  Aims and Objectives

The project is aim to establish the relationship between KM and ERM by developing a
KM solution of “HSE Lessons Learned System (HSELLS)” while focusing on risk

monitoring and review process. The objectives of the projects are as follows:

1. To conduct preliminary investigation and gathering of user requirement for

Lessons Learned System
2. To analyse the current existing implementation on how lessons learned are

stored and shared in organization

3. To design KM solution of “HSE Lessons Learned System” in accordance to
selected KM technology

4. To develop a functional working prototype of Health Safety and Environment
Lessons Learned System (HSELLS)



In the first category, preliminary investigation with HSE experts in UTP is important
to gather user requirement on how to improve the process flow in documenting
lessons learned. The second category in analyzing the current existing
implementation will point out the weakness of current adopted implementation and
enable us to identify improvement area for the proposed system. The third category
in designing KM solution of HSE Lessons Learned System will follow the
Knowledge Management process of capturing, store, share, and apply to improve
inefficient way of handling risk. Finally, a functional working prototype of HSELLS
is proposed to resolve the issues address by HSE UTP, applying KM principle and
techniques in the system thus allowing the users to share and disseminate risk across

the organization.

1.4 Scope of Study

In order to resolve the issue of independent treatment of risk, several scope of study

has been identified.

1. The study will use monitoring and review process of ERM

2. The study will involve with KM technology of Lessons Learned System in

addressing the issue of communicating the risk throughout the organization.

3. The case study will uses Health, Safety and Environment (HSE) in UTP

representing Enterprise Risk Management

1.5  The Relevancy of the Project

The development of HSELLS is relevant to the future uses of HSE department as it is
aim to improve user experience while managing lessons learned document in a more
interactive and simple to use. This would be able to help users to fully utilize the
platform created in sharing and storing all lessons learned document, and eventually
allow users to repeat success and prevent failures As a result, the proposed system

will improve decision-making process in managing risk in UTP. For the time being,



the author will use the core functionality of document management, and discussion

forum to address the issues.

1.6 Feasibility of the Project within the Scope and Time Frame

The development of HSELLS shall be completed on time as the author has 2
semesters to complete the whole project. The time span of two semesters is divided
into two parts, the report, and implementation. The time frame provided is adequate
for author to analyse, design and implement the system throughout the semester.
During the first semester, the author focuses more towards the research in
establishing connection between ERM and KM, while during the second semester; it
Is the time for the project design and implementation. This is very crucial moment
where the author needs to be able to come out with a working application based on
the user requirements. Since the scope of the project will focus on HSE UTP, and
focuses on monitoring and review process, this project is feasible to monitor all
lessons learned document captured is review and updated from time to time, thus

providing value in managing risk of ERM.



CHAPTER 2

LITERATURE REVIEW

2.1  Definition of Knowledge

Many experts in management have their own definition of knowledge. Nonaka and
Takeuchi (in Kubo et al., 2001), both define knowledge as clear job-related
information and the skills and experience required to carry out tasks. Furthermore,
Gammelgaard and Ritter (in Al-Alawi et al., 2007) have concluded that knowledge is
a combination of life experiences, which can evaluate and contribute new ideas.
Davenport and Prusak define knowledge as “a fluid mix of framed experience,
values, contextual information, and expert insight that provides a framework for
evaluating and incorporating new experiences and information. In organizations, it
often becomes embedded not only in documents or repositories but also in
organizational routines, process, practices, and norms.” This has been supported by
Al-Alawi et al., (2007) which suggest that knowledge is not limited to paper or

databases, but it is also exists in people’s minds and is expressed by their behaviours.

As quoted by Shaari, knowledge is different from information in the sense that it is
restricted to context, is more subjective and is connected to behaviour (Shaari, 2009).
This has been justified by Nonaka saying that information becomes knowledge when
it is interpreted by individuals and given a context in the beliefs and commitments of
individuals” (Nonaka et al., 2000).



2.2 Enterprise Risk Management Theory

According to the Committee of Sponsoring Organizations (COSQO), 2004,

ERM is defined as a process, affected by the entity’s board of directors,
management, and other personnel, applied in strategy setting and across the
enterprise, designed to identify potential events that may affect the entity, and
manage risk to be within the risk appetite, to provide reasonable assurance
regarding the achievement of objectives. (COSO, 2004).

The Casualty Actuarial Society (CAS) has different view in defining ERM where
ERM has been define as the discipline by which organization in any industry
assesses, controls, exploits, finances, and monitors risks from all sources for
increasing the organization’s short and long-term value to its stakeholders. Enterprise
risk management will enables management to effectively deal with uncertainty and
associated risk and opportunity, striking an optimal balance between growth and

return goals and related risks (Steinberg, 2004).

COSO points out that ERM is an ongoing process, which applied in strategy setting
and across the enterprise and is designed to identify events that, if they occur, will
affect the entity and to manage risk within its risk appetite. James,W argues that the
implementation process of ERM does not occur overnight and, is not easy to
accomplish. James, W added that ERM is an ongoing process, and a journey in
which these steps are a starting point. (James,W. 2005). Researchers explain that
ERM require the need to design and implement a set of actions that can be
continuously and iteratively applied throughout the enterprise. (Beasley, 2009)
Rather, a practical approach to risk management include processes and activities that
must be integrated within an organization’s core activities so that risk management is
performed on an ongoing, consistent basis by employees throughout an organization.
That way, risk management becomes an integrated core activity that is applied
continuously as the enterprise conducts its business and executes its strategy.
(Beasley, 2009).



2.3  Enterprise Risk Management Processes

The ERM framework is often depicted as a cube illustrated in Figure 2 . As
illustrated in the figure, ERM processes start with the organization must create an
(1) internal environment that fosters a commitment to competence, provides
discipline, and articulates governance structures within the risk culture of the firm.
(C0OS0,2004). Secondly, ERM proceed with the second process of objective setting
(2) while ensuring ERM linked and support the strategic objectives of the enterprise.
COSO adds the process of risk identification in which management must undertake
an (3) event identification phase to develop or update a list of specific events that, if

they occur, could influence business process performance.

FIGURE 2: ERM Framework. Adapted from “Enterprise Risk Management,
Understanding and Communicating Risk” by Rittenberg L, Martens.F, 2012

After risk is identified, management must performs a (4) risk assessment by
evaluating the likelihood that the event will occur and estimating the probability of
the event if it does occur. Then, management must select and implement an
appropriate (5) risk response for all events, based on the risk appetite of the firm and
the cost/benefit relationships for the wvarious response options, and establish

(6) control activities to help ensure that those risk responses are properly executed.

To manage this network of processes, COSO stress out that the organization must
establish channels for (7) information and communication that enable personnel to
carry out their responsibilities and that provide management with feedback about the

extent to which the organization is achieving its objectives. This important steps is



crucial to ensure that risk are properly communicated throughout the organization,
Finally, to govern the risk management process, the organization must establish a
program for (8) monitoring how well each component is functioning and for
tracking performance over time. The last process is important in ensuring the

effectiveness of the risk process wether it has give impact to the organization.

2.4  Knowledge Management Theory and Process

Davenport (1994) offered the widely quoted definition "Knowledge management is
the process of capturing, distributing, and effectively using knowledge." According
to Duhon, (1998):

"Knowledge management is a discipline that promotes an integrated
approach to identifying, capturing, evaluating, retrieving, and sharing all of
an enterprise's information assets. These assets may include databases,
documents, policies, procedures, and previously un-captured expertise and
experience in individual workers."

Both definitions share a very organizational, a very corporate orientation. KM,
historically at least, is primarily about managing the knowledge of and in

organizations.

Becerra-Fernandez and Sabherwal identify that knowledge management relied on
four main kinds of knowledge management processes as follows: discovery, capture,
sharing, and application. The relations of the processes are shown in Figure 3.
Knowledge Discovery is defined as the development of new tacit or explicit
knowledge from data and information or from the synthesis of prior knowledge.
Knowledge Capture is defined as the process of retrieving either explicit or tacit
knowledge that resides within people, artifacts, or organizational entities. Knowledge
Sharing is the process through which knowledge is communicated to other

individuals. Knowledge Application depends on the availability of knowledge.
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Discovery
Combination
Sociaizaion Sharing Application
» Socialzaben > Drection
Exchange Routines
Capture
Extemalization
Internalization

FIGURE 3: Knowledge Management Process

While ERM processes is an ongoing process, so do Knowledge Management
process. Knowledge management is more than just an application of technology. In
term of similarities, both ERM and KM involves cultural changes in the way
employees perceive the knowledge they develop. (Dataware Tech, 1998). Nonaka
and Takeuchi (1995) described the knowledge creation of explicit and tacit
knowledge in the SECI model of socialization, externalization, combination and
internalization. In managing ERM, it requires capturing both tacit and explicit
knowledge of the risk itself. Stephanie (2011) explains knowledge management
mainly involves people, processes and technology as key to success in adressing each
of the eight phases of the knowledge management process, all in the context of
aligning business and IT. The similaritites between both KM and ERM is Enterprise
Risk Management also aligns strategy, people, processes, technology and knowledge.
(James.W, 2005)

2.5  Knowledge Management and Enterprise Risk Management

While it is true that KM can enhance innovation, knowledge sharing, and
performance in business, its greatest value may lie elsewhere — in risk management.
(McElroy, 2003). Researchers argue that knowledge is the pillars to comprehend and
manage the risk, as without knowledge, risk cannot be managed properly. Previous
ERM and KM research has proven two main themes. First, researchers evaluate how
knowledge can reduce leading to better risk management. Examples of this research
include De Zoysa and Russell (2003) who examined how knowledge can assist risk
identification, risk quantification, and risk response; and Verhaegen (2005) and

Otterson (2005) who consider how knowledge informs decision makers. Second,
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researchers examine how the process of knowledge management can improve

enterprise risk management.

Researchers also explain that knowledge is necessary to comprehend and manage
risk. Researchers have recently proposed that in Managing Corporate Reputation
and Risk, Neef pointed out saying “a company can’t manage its risk today without
managing its knowledge.” (Neef, 2005). In the point of view of McElroy (2003),
knowledge management and risk management are inseparable. Some researchers try
to explain the similarities between ERM and KM; such as the need for employee
insight, the importance of action, the value of lessons learned, and conclude that risk
management is knowledge management (Neef, 2005). These researchers propose
common KM techniques such as knowledge mapping, communities of practice,
“‘hard tagging’’ experts as the basis of a new KRM approach.

Rodriguez & Edwards (2008b) examine the weakness of ERM implementation based
on the two conceptual pillars: “Risk Management is frequently not a problem of a
lack of information, but rather a lack of knowledge with which to interpret its
meaning”. Knowledge management (KM) constructs to differentiate risks.
Researchers explains that knowledge makes risk ‘learnable’ by moving decision
makers from the unknown to the known; while knowledge management mobilizes
the knowledge and expertise of employees (Neef, 2005), by transferring knowledge
to decision makers, improving knowledge accessibility, embedding knowledge in

controls and processes, and generating new knowledge (Marshall et al., 1996).
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To the best of your knowledge, has your organisation or business unit suffered from one or more significant risk or
compliance failures during the past three years?
(% respondents)

No 59

/ Yes 35
7 Don't know 6

Source: Economist Intelligence Unit survey, December 2010.

Figure 4: Questionnaires Adapted from "Ascending the Maturity Curve Effective
Management of Enterprise and Compliance," by Rob Mitchell, Economist Intelligent
Unit, March 2011

“To the best of your knowledge, has your organisation or business unit suffered from
one or more significant risk or compliance failures during the past three years?”

The Economist Intelligent Unit (2011) explains that companies may be
underestimating the extent of risk and compliance failures in their organisation as
the knowledge about risk failures is not being widely disseminated in order to
improve practices and tighten policies. This has been prove from the survey done by
Economist Intelligent Unit and illustrated in Figure 4. At first glance, the fact that
only one-third of respondents have experienced a risk or compliance failure might
seem like a comforting finding. But respondents are most likely underestimating the
scale and frequency of such events. This suggests that information about risk failures
is not being disseminated throughout the organisation. (Economist Intelligent Unit ,
2011)

Researchers also agree that one key deficiency in existing risk management practice
is due to the lack of integration and communication. (Harner & Michelle M. 2010)
The traditional segregated approach to risk management prevented many firms from
understanding their true exposure if various identified risks converged and from
communication those risk efficiently to senior executives and directors. The
contribution of knowledge management in this perspective is through communication

that can be used to build an internal KM culture by breaking down reluctance to
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share information, share access and accept a new way of presenting the information.
(Stephanie, 2011).

2.6 Risk monitoring and Review Process

One of the final steps in implementing ERM is risk monitoring and review process.
Researchers explains that risk cannot be set once and then left alone for extended
periods. Rather, it should be reviewed and incorporated into decisions about how the
organization operates. This is especially important if the organization’s business
model begins to change. (Rittenberg, L and Martens, F, 2010). According to The
Public Risk Management Association, monitoring and review ensures that the
organisation monitors risk performance and learns from experience. It is frequently
the case that risk assessments were recorded in a risk register. The scope of activities
covered by monitoring and measuring also includes monitoring of risk improvement
recommendations and evaluation of the embedding of risk management activities in
the organisation, as well as routine monitoring of risk performance indicators. In
terms of connection between monitoring and review process with lessons learned
system, this clearly indicates that risk monitoring processes can be efficiently
handled using a lessons learned system where all recorded risk will be stored in risk
repository. A lessons learned system also ensures that every accidents/incidents or
successes should be recorded and shared with peoples in organisation. In lessons
learned itself, improvement and recommendations is included so that people can
react to it if the same situation occur. An updated and review of lessons learned will
be done yearly in ensuring the recorded lessons learned followed the act of

compliances.

2.7  Lessons Learned Definition, Process and Successful Implementation

NASA defines “lessons learned” as knowledge or understanding gained by
experience. NASA also explains that this experience may be positive, as in a
successful test or mission, or negative, as in a mishap or failure. Sharing lessons
learned thus provides value in reducing risk, improve efficiency, promote validated
processes, and improve performance in ongoing and future NASA projects. ( NASA,
2001)
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According to Weber, R et.al (2000), a Lessons Learned (LL) Processes are
knowledge management (KM) solutions for sharing and reusing knowledge gained
through experience. Weber et.al explains that it involves five main processes of
collecting, validating, storing, disseminating, and reuse as illustrated in Figure 5.
CDC Unified Process, 2011 has a different view of lessons learned processes. CDC
Unified Process explains that lessons learned start with identification,
documentation, validation, and dissemination of lessons learned. In detail, CDC
Unified Process incorporate of those processes by identification of applicable lessons
learned, documenation of lessons learned, archiving lessons learned, distributuion to

appropriate personal, and follow-up to ensure that appropriate actions were taken.

collect validate store disseminate ﬂ

FIGURE 5: Lessons Learned Process

An effective Lessons Learned process should prevent us from repeating our mistakes
and allow us to repeat our successes. It should be an instrumental part of any
organization’s overall “continuous improvement” process. There has been major
successful implementation of lessons learned system by some organization. For
example, NASA has their own “Lessons Learned Information System (LLIS)”” where
they kept all data about individuals, directorates, programs, projects, and any supporting
organizations and personnel across NASA, including engineering, technical, science,
operations, administrative, procurement, management, safety, maintenance, training,
flight and ground-based systems, facilities, medical, and other activities.(Martin, P.K,
2012). NASA’s policy on lessons learned codification allows them to monitor their risk

effectively and enable them to reuse the lessons learned for future benefit.
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LLSs is the Center for Army Lessons Learned (CALL) at Fort Leavenworth, KS,
established in 1985 for the purpose of collecting lessons learned during simulated
combat training exercises (U.S. Army, 1997). Over the years, CALL’s mission has
expanded to encompass lessons from actual combat and other military operations.
CALL also employs dedicated expert observer teams to collect lessons from selected
high-priority operations. CALL is staff with resources necessary to accomplish a
variety of lessons-learned functions, including collection; analysis; processing;
dissemination; archiving; and research. CALL’s lessons learned system is another

example of successful implementation of lessons learned system.
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CHAPTER 3

METHODOLOGY

3.1 Introduction

This section describes how the projects were planned out in order to fulfil its
objectives and aims of the project. The coverage of this methodology section will
involve methodology used from the preliminary works done starting from the initial
stage of the project until the development stage of the project. The overall scheduled
planned for this project can be referred to the Gantts Chart provided in this section.

3.2 System Development Methodology

In developing HSE UTP Lessons Learned System (HSELLS), typical system
development life cycles (SDLC) were used throughout the entire project. The SDLC
aims to produce high quality systems that meets or exceeds customer expectations,
reaches completion within time and cost estimates, works effectively and efficiently
in the current and planned information technology infrastructure, and is inexpensive
to maintain and cost-effective to enhance. Within the time frame constraints given to
develop this project, SDLC is most suitable methodology that enables creation of
system to the testing part, while ensuring the system run smoothly. The prototypes
being developed were further refined bases on the users’ feedback. The diagram in

Figure 6 summarizes the SDLC techniques used in this project:
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FIGURE 6: System Development Life Cycle (SDLC) for HSELLS

System
flowchart

3.3 Planning

3.3.1 Literature Review

In the project planning phase, methodologies are being refined by conducting
systematic surveys of existing literature that implements Enterprise Risk
Management alone. A thorough research on two elements focusing ERM and KM
were made in finding the relationship of how KM can resolve the issue of ineffective
treatment of ERM. Reviews from journal, research paper, and current industry
applying ERM were identified in order to strengthen the knowledge about the
research element of this project. Based on a few research material and journal on the
research area, a critical review on the literature helps identify the key areas of
improvement to be implemented on the proposed system. A proper analysis on the
KM technology is made ensuring the right technology were used to address the issue

of recording the lessons learned in HSE UTP. The main resources of journals and
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research papers come from ACM provided by UTP Information Resource Centre
(IRC) ,IEEE website www.IEEE.org, emeraldinsight, and sciencedirect.com.

3.3.2 Feasibility Studies

For feasibility study, the subject matter expert (SME) has been contacted and author
has managed to talk with HSE experts, Mr Suhaidi Bin Mustafa. A meeting and
discussion has been made in understanding what is the main problem faced by the
organization and why risk awareness is not being practiced throughout the
organization. HSE did kept the lessons learned document but it may be stored in a
form of hardcopy, causing difficulty for other users in UTP retrieving the document.
The feasibility study were focusing on technology and system feasibility involving
system requirement in terms of input, processes, output and procedures in storing all
HSE lessons learned document. In terms of operational feasibility, the proposed
system should allowed the HSE staff to maintain the system by itself without having

the need of technical capabilities.

3.4  Analysis

3.4.1 Analysing ERM-KM framework

For design phase, findings from the analysis phase were translated into detailed
graphic form. This step integrates work from all preceding steps so that it culminates
in a strategically oriented KM system design. Developing the key layers of the KM
architecture is being done to meet the ERM’s requirements. The similarities between
both processes were analysed to determine the interaction and connection on how
KM can support ERM. Throughout this processes, an established KM-ERM

framework has been proposed to study as stated in Figure 7.
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FIGURE 7: ERM and KM framework

While analysing the ERM-KM framework in figure 7, and relate to development of
lessons learned system, knowledge is capture by documenting lessons learned from
their insights and experiences in handling the incidents happen. This captured
document will certainly help ERM process of risk identification by avoiding such
similar incidents and also at the same time allowing users to repeat success. In term
of knowledge sharing, the captured document will be shared in the repository of
lessons learned system while allowing user to view and download document. The
system will help HSE department in monitoring and review risk from the updated
lessons learned document by validating submitted lessons learned document that
fullfilled their format and procedures. KM will use Knowledge Application of
Content Management System (CMS) to improve monitoring and review process
when the users were able to update any changes made from the previous document to

the updated document.
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3.4.2 Requirement Gathering and System Analysis

The process of requirement gathering was started by initial evaluation on the current
process used by HSE department in storing and sharing lessons learned in UTP. In
addition, other requirement gathering methods were also implemented to define some
expected functionalities required in the new systems. The requirement gathering
methods initially adopted were as the following:

1. Interview with Head of Department and Executives of Health Safety and
Environment UTP.

2. Document analysis

The interviews and the document analysis methods were used in understanding the
current implementation method and to clarify the process flow used to identify and
collect risks in UTP. The interview is aimed to increase understanding on how the
actual person deals with all type of risk and hazards happen in UTP as part of their
job routines. The aim of the interviews and document analysis was to understand
how knowledge on the risk is being collected, how they resolve accidents and
incident, to be processed and reported in the department. Besides, document analysis
helped to discover on what type of metadata should be included for user to upload
the document, such as title, document no, and date of document. The summary of the

interview is aimed to discover the following objectives:

1. The current way of recording lessons learned and risk incidents on how
they were managed and handled

2. The platform used by HSE UTP department in disseminated lessons
learned in UTP

3. To understand who are the people involved in recording and reporting the
risk to the HSE department

The findings of the interview were discussed on chapter 4, results and discussion.
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3.4.3 Taxonomy Development

After planning activities and interviewing have been done, a taxonomy development
was made according to the findings from the interview. Firstly, in defining the scope,
the taxonomy development should be able to fulfilled three business context of
purpose, usability, and input sources for taxonomy design. In addressing the first
business context, the purpose of taxonomy should be in breaking down the available
risk in UTP according to its type, such as fire hazards, lost of containments, or road
accidents. This will help user in finding the lessons learned document according to
its type of risk. In terms of usability, the taxonomy will be used in finding desired
document more easily by navigating through type of risk available, and search by
title or categories.

In content scope, the taxonomy was build within UTP organization, while the content
source of the taxonomy will be build upon risk in HSE UTP only. This will involve
on the lessons learned document categorized by its incident and accidents. In terms
of user, the person who will be using the taxonomy range from all engineering
department and computer information science department. Basically, the user involve
with all employees in UTP, who are bounded by the Act of Occupational Safety and
Health Administration (OSHA).

3.5  Design

The design phase requires the author to put what has been planned into graphical
user interface (GUI). The design is made from the result of user requirement gain
from the interview with HSE manager and document analysis. This is vital because
the design has to be valid according to what HSE department prefer and the nature of
the scope. In design phase, user requirement and feedback from HSE UTP has been
seriously considered while developing the graphical user interface. This phase is
important in ensuring the core functionality and additional features were included in

the proposed system.
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3.5.1 Graphical User Interface

Graphical User interface is the core of the application where it will portray on how
the system will look like; it has to be simple and easy to use. The design prototype in
the form of GUI has been produced on a rough scetch. The HSE admin had specify
on what are the basic functionalities should be included in the system. HSE admin
had also responsed and commented towards the state of the proposed interface while
providing feedback and analysis to improve the application.

The development of the pages started parallel with the development of the system.
The priority of pages creations were given based on its functions and for the time
being, only pages that contain critical forms are created in order to ensure all the
basic functions related to the system can be connected smoothly. After core
functionality of the system is created, any additional features proposed by HSE

admin has been drawn and included in the scetch of the GUI.

3.5.2 Conceptual Design

In the design phase, conceptual design here were used to creates logic of the
application flow by using UML diagram which consisted of package diagram and
flowcharts. The UML diagram used were swimlane, process flow analysis and use
case diagram. Package diagram contains use cases to illustrate the functionality of
the software system while the flowcharts shows logic of the application and to enable
to tract process flow of the system. A use case diagram were able to portray different
type of user in proposed HSE Lessons Learned System (HSELLS) and the various
ways that they interact with the system. Most importantly, drawing Use Case
diagram will gather requirements of a system including external and internal
influences and its functionalities has been identified. In this conceptual design,
Microsoft Powerpoint 2007 were used to illustrated the functionality and the

component of the system.
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3.6 Implementation

3.6.1 Prototype development

In this stage of prototype development, the author undergoes the process of preparing
a system that demonstrates the feasibility of a solution to a problem. The purpose of
prototype development was to determine as best as possible whether the development
satisfies the system requirements and meets its aims and objectives to integrate ERM
with KM using HSE Lessons Learned System. The end user will interact directly
with the system and gives feedback from the prototype developed. Functional
requirements usually focus on the key input and output data. When developing the
protoytpe of HSELLS, the development will take into account of the end-user input
and commitment to the prototype development to review the prototype. The
prototype created for the system will be continued to evolve throughout the project

life cycle until all user requirements and its core functionality has been satisfied.

3.7  Testing

3.7.1 User Acceptance Test (UAT)

User Acceptance Test (UAT) is often at the final step before rolling out the system.
The main purpose of this testing is to validate the end to end business flow, system
transactions and user access, confirms the system or application is functionally fit for
use and behaves as expected. The main focus is on the functionality and the usability
of the application rather than the technical aspects. The end users who will be using
the proposed HSELLS test the application before ‘accepting’ the application. In this
project, the end users included were HSE personel and other lab technician. The
testing is intended to gives the end users the confidence that the application being
delivered to them meets their requirements. When testing prototype deployments,
there are possibilities in discovering problems with the deployment design. This
testing were also aimed to discover any nail bugs related to usability of the
application. UAT will identifies areas where user needs are not included in the
system or the needs are incorrectly specified or interpreted in the system. In case of

any problems with the testing of HSELLS, author will iterate back to earlier phases
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in the solution life cycle to address the problems issued by the users and resolve the

issue while developing the second prototype.

In UAT, User Acceptance Test Plan is executed to verify and ensure HSELLS meets
its requirement guided by HSE department. UAT Test Plan will outlines on entry and
exit criteria while ensuring the system testing of HSELLS runs perfectly on
uploading and updating document libraries functions. The second test were creating
test case for HSELLS by providing different scenarios for different functions. After
test case were done, authors had documented the defects found during UAT to the
HSE admin and resolve the issue on bug from the system. The last step of UAT were

to sign off the system once the HSE admin has “Accept” the system delivered.
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3.8

Gantt Chart

PROJECT ACTIVITIES

WEEK
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Preliminary Research Work

10

11

12

13

14

Prepare/edit Gantt Chart

Feasibility studies of current system used by HSE department

Analysis

Analyse ERM-KM framework

Requirement gathering and system analysis by reviewing the
interview

Taxonomy development on risk

Design

Draft the system flow

Design system components

Design system prototype using Microsoft SharePoint

System testing

Implement

Evaluate the system

Mid-Semester Break

User Review and testing

System Delivery

Important Dates

Submission of Progress Report

Pre-EDX

Dissertation

VIVA

Final Dissertation
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3.9  Tools Required

3.9.1 Software

e Microsoft SharePoint Foundation 2010

The most suitable software to develop HSE Lessons Learned System is Microsoft
Sharepoint Foundation 2010, a free basic function software from Microsoft
Corporation. Microsoft SharePoint Foundation 2010 is the low-cost entry level or
pilot solution for organizations and departments looking for secure, Web-based
collaboration and suitable for intranet uses. Since the development for HSELLS is
for pilot phases, SharePoint Foundation 2010 has the ability to deliver and
coordinate schedules, organize documents, and participate in discussions through
team sites, blogs, and document libraries. This extra features provided by Sharepoint
can be benefit for the purposes of developing HSELLS. Its features of document
management and discussion forum allow users to benefit from it and ensure

knowledge about risk is communicated throughout the department.

Besides, since HSE Lessons Learned System is mean for internal use only, Microsoft
Sharepoint Foundation 2010 is the perfect tool to develop the system. People can
access collaboration capabilities through a familiar, Web-based interface and
everyday tools including the Microsoft Office system of productivity programs. The
familiar and intuitive look of SharePoint Foundation 2010 means it can be deployed
rapidly with less disruption to current work practices and with less demand for
training and support. This means that HSE admin can manage their own site without
the need of technical skills as Sharepoint Foundation is easy to use. HSE admin can
monitor and update the content of HSELLS while ensuring all documents uploaded

were verified.
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e Microsoft Sharepoint Designer2010

Microsoft SharePoint Designer 2010 is a Web and application design program used
to build and customize HSELLS SharePoint sites and applications. SharePoint
Designer 2010 provides a single environment where author will work HSELLS site,
its lists and libraries, pages, data sources, workflows, permissions, and more. By
using Sharepoint Designer, author can see all key ingredients of HSELLS site in one
place, and see the relationships between these objects.

Configuring or designing components of HSELLS site does not need any writing of
code. The redesigned user interface, easy connectivity to external systems, improved
views and forms, and enhanced workflow design capabilities allow author to respond
more rapidly to the business needs. Deploy Safe Customizations with Confidence
provides control over where and how all people involved in record use throughout all
levels of HSELLS SharePoint deployment. Besides, this tool will preserve a
consistent brand and layout across a site collection or web application by controlling
customization throughout entire site. This is to ensure all page developed will have
the same features, feels, background, and functionality of the proposed Lessons

Learned System.

e Adobe Photoshop

Adobe Photoshop, a powerful image editor tools is used while developing the

system. Adobe Photoshop will be used in creating banner on the landing page of

HSE Lessons Learned System. Additional image like logo will require the need of

Photoshop as photoshop will produce high quality image photo without distortion.
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CHAPTER 4

RESULTS AND DISCUSSION

4.1  System Requirement

4.1.1 Interview and Document Analysis

The results from the interviews and the document analysis activities has found that
the HSE executives and two staff were responsible in performing the main
administrative processes involving storing incidents and accidents happen in UTP.
The current processes in recording leessons learned is in the form of hardcopy. In
case of any mishap happen in the lab causing fire, the person in charge of the lab will

write a report to be submitted to HSE department.

Additionally, HSE department used i-HSE website by PETRONAS to report log time
injury or lost of containment. I-HSE is not user friendly especially when users
entered wrong information, thus causing difficulty for HSE admin in storing through
the system. Besides, T-drive platform were used to store lessons learned, but it not
user interactive when compared to a fully functional system. The disadvantages of
the T-drive is user cannot search the desired document according to its title or name,
but instead they have to look into folder one by one. The current system has a lot of
drawbacks in term of sustainability and this will cause more difficulty when the

experts leave the organization.
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4.2

System Analysis and Design

4.2.1 Use Case Diagram

The preliminary design efforts for the development of this system are within

understanding that this system will play its main role in providing a better platform

in disseminating risk through lessons learned system in HSE, UTP. Based on the

results of the current system analysis activities, a use case diagrams are used to

further refine the functions and features that the Lessons Learned System should

entail. While gathering the system functionalities of Lessons Learned System, the

actors identified were users across UTP organization, and HSE admin that will

monitor and update the system. The use case diagram drawn will show the

interaction between the user and HSE admin as illustrated in Figure 8.

User

. << >>
Register as User — I_nd_Ud_E - Username & Password
View or Download LL
document

Validate LL document
Approved Request <«< eitfﬂ‘d_s >2 Monitor Request in
uploading LL
Modify contents /
review

/

FIGURE 8: Use Case Diagram for HSE Lessons Learned System
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The system is beyond proposed caters two types of people, which are the User, and

HSE admin.
e i) User
o Role : Register as User
o Activity

The user need to provide username and password and other
personal information to be submitted manually to HSE
department UTP so that they can view all the content in the
lessons learned system

After providing all the details, the user can now login
when HSE admin has given temporary username and
password to retrieve the site.

The user can view and download the document and use it
in any processes related to it

The user can also add any new lessons learned document

and send for approval to the HSE admin

e i) HSE Admin

o

Role

: Act as admin that will monitor all request in

uploading new lessons learned document and validate the

document

Activity

The HSE admin will monitor the request of the user who
want to submit lessons learned document

HSE admin will then validate the lessons learned
document on whether the document follow the format and
procedures by the HSE department

After validating the document, the approved document will
be inserted in the repository together with the metadata
information and its knowledge attributes

The HSE admin have the right to modify and review the
current content and he will be in charge in ensuring all

document were updated from time to time
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4.2.2 System Flowchart

User HSE admin
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document

Document
submitted in
system

Document shared
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FIGURE 9: System Flowchart for HSELLS

The diagram starts when user collect lessons learned and send to HSE admin to
validate the lessons learned. User will then submits application to access HSELLS
site, which includes email address and staff 1D. This request will be forwarded to
HSE admin and HSE admin is in charge in providing temporary username and
password to access the site. This is done manually and not directly to the system for
safety purposed and the system is intended for intranet and within organisation only.
After the admin had verified the staff ID, user can now login their details by entering
temporary username and password and start viewing HSELLS sites. They can now
change the temporary password. User will now stored the document by uploading
lessons learned document into the system. After uploading the lessons learned
document, user must enter metadata and knowledge attributes for the desired
document and this require the action of HSE admin to validate the document before
allowing it to reside in the repository. After HSE admin has approved the lessons

learned document, it will now submitted in the system and shared in the HSELLS
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4.2.3 System Architecture
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successful request to

uploaded user

FIGURE 10: System Architecture for HSELLS UTP

According to the system architecture in Figure 10, the Content Management Engine
(CME) of Microsoft SharePoint Foundation 2010 was using ASP.NET
Content/Forms. The CME of the HSELLS were using Login module where HSE
admin and HSELLS users need to login before accessing HSELLS. This is because
HSELLS is intended for internal uses only thus protecting intellectual property of
HSE UTP. Only authorized users were allowed to view HSELLS sites, and users
need to grant access from HSE UTP for username and password. The CME will
request data from SQL server (MSSQL database) by validating username and

password and return data to user by allowing them to be directed to the landing page.

HSELLS page management module enables author to add and delete an unlimited
amount of pages within HSELLS website. Besides, it also allows author to create a
linking structure and navigate from one page to another page. When users submitted
lessons learned document, HSELLS document library module will send request to
SQL server (MSSQL database) for residing document in the HSELLS system. The
server will send approved request to users and display successful uploaded. HSELLS
list module allow user to report any unsafe act and unsafe condition in the system.
Additionally, all modification of the document library, list, discussion forum can be
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edited in Microsoft Sharepoint Designer 2010 and the changes made in Sharepoint
Designer will be reflected in HSELLS website.

HSELLS user management module allows different type of users to have different
type of roles in managing the content of the system. The HSE administrator has super
admin control in editing the page content, for allowing access control, and has the
right to change the role of the HSELLS users from visitors to contributors. The
content editors have the right to add, delete, or modify document but has no access to
modify the content of the pages. HSELLS web site visitors have the right to view the
content only, and downloading document is impermissible. The developer will be the
one who has the capability to change any page setting including the design, banner,

workflow and others.

All pages and any content modified will be save in local host of SQL Server 2008,
MSSQL Database. CMS Sharepoint has the ability to interact with Microsoft Office
2007/2010 which includes Microsoft Word and Excel. Sharepoint 2010 is more
stable when using Internet Explorer to view the content. Microsoft Sharepoint
Foundation 2010 is built entirely on ASP.NET, using the NET Framework and
ASP.NET class libraries, and the development tools. By using Micosoft Net
Framework Security features on HSELLS websites, and the underlying ASP.NET
2.0 and .NET Framework 3.0, Net Framework certainly help give protection from
unauthorized changes to the data available in the system, thus help ensure that

sensitive information is available only to those authorized to see it.

4.2.4 Sample of Graphical User Interface

A basic design on the HSE Lessons Learned System is drawn as illustrated in the
Figure 11. Firstly, user need to login first to view the document and content of the
system. While uploading the document, a list of metadata is needed to be filled by

user and submitted to HSE admin. The left side panel is a quick launch which
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includes type of risk in UTP. The top bottom has a drop down function, which also
links to the home page and risk types in UTP. The middle part is document library

view.

h
HSE LESSONS LEARNED SYSTEW

Home | Libraries~  Listsv  Discussions~  Pictures~  Calendar Search this site.

Home
Health Lesson Learned Pictures
Libraries

Site Pages O] Type Name Modified Modified By

Health @)  HSELL006-2011 mwew 11/21/2012 11:28 PM Nurul Izzah Samin
Fire

: 4 Add document
Explosion

Lost of Containment
Fire

Lists [ Type Name Modified Modified By
Unsafe Act

@)  HSELL001-2
@)  HSELL002-2012 mnew

11/21/2012 5:02 PM Nurul Izzah Samin

Unsafe Conditions

11/21/2012 4:08 PM Nurul Izzah Samin

Fire
Discussions 4 Add document

Discussion Forum

Explosion
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lE_] HSELLO02-2010 =t new 11/21/2012 4:24 PM Nurul Izzah Samin

Calendar 4 Add document

FIGURE 11: sample of HSELLS GUI

4.3 Prototype Development

During the course of this project, HSELLS prototypes were able to be developed
within the given timeframe. This prototypes illustrates the iteratives nature in the
development of the system according to the SDLC methodology as discussed in
Chapter 3. In this section, the core functionality and added value will be discussed on

the following subsections.

4.3.1 Login Page

Before entering HSE Lessons Learned System on the url of http://eceos-pc/HSELLS,

user will need to login using username and password. This username and password
were given to user from HSE admin, in which user need to apply request to access
the page manually to HSE admin. This is done to ensure security by verifying staff

ID and email. When HSE admin receive the request for username and password, they
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http://eceos-pc/HSELLS

will give users temporary username and password that have been verified as UTP

staff. The screenshot of the login page is illustrated in Figure 12.

| nttp://eceos-pe/HSELLS/ P~ x H

View Favorites Tools Help

r 3
Windows Security lﬁ

Connecting to eCEOs-PC.

||Jser name |

!
‘ | Password ‘
{ Domain: ECEOS-PC

["] Remember my credentials

OK J [ Cancel

FIGURE 12: Login Page of HSELLS UTP

4.3.2 Landing Page

After user has submitted username and password to login, user will be directed to the
landing page in which they can view all document uploaded in the Libraries. In
section 1 in Figure 13, user can navigate to document libraries on the left side panel
classified according type of risk. There are five types of risk classified in document
library, which are Health, Fire, Explosion, Lost of Containment and Biological

Hazards.

In section 2 from the figure 13, this is additional functionality requested by HSE
manager, where a list of Unsafe Act and Unsafe Condition is included in the
proposed system. This list has its main purposes for the users to report any condition

of unsafe act that happen around UTP campus.

In section 3 from figure 13, a discussion forum is added as additional features where
all users in UTP can communicate and discuss any issue related to Health Safety and
Environment. For section 4, all types of document uploaded in different types of risk

will appear here and classified according to its risk types.
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FIGURE 13: Landing page of HSELLS

4.3.3 Navigating through document libraries

4.3.3.1 Classification of risk - Health

For the document libraries features, the prototype was developed to manage different
types of risk, which includes Health, Fire, Explosion, Lost of Containment, and
Biological. The following screenshots in Figure 14 illustrates Health risk types. User
can view all document submitted through the system and its metadata and knowledge
attributes can be seen in this pages. This metadata included were document no, date
of incident/incident, location, root cause, recurrence, recommendations and technical
authority. Metadata is important for document management purposes because it helps
to facilitate and improve the retrieval of information. These metadata has help to
describe the content of the document without the need for user to open the document

and read all pages.
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FIGURE 14: Navigating Health Document Libraries

4.3.3.2 Filter Column from Document Libraries

Microsoft Sharepoint allow user to filter column according to its types. This features
will certainly help user in finding the right document faster in an efficient way. The
following screenshots in Figure 15 illustrates that the date type is filtered to

11/1/2011 and only one document appeared instead of two.
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FIGURE 15: Filter column in document libraries
4.3.3.3 Upload document in document libraries

To upload document in the document libraries, there are a few methods that user can
use. User can navigate through the upload column function or directly to “add
document” function as illustrated in Figure 16. Both methods will link to new

window for uploading document.
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FIGURE 16: Method of uploading

Upon clicking “upload” or “add document”, a new window appear and user can now
directly upload document through the system by browsing through the desired

document and press OK button. This process is illustrated on Figure 17.

| Health - Upload Document

Upload Document
Name:
Browse to the document
you intend to upload. Browse...

Upload Multiple Files...
[¥] Overwrite existing files

l OK ] [ Cancel

FIGURE 17: Upload document to Health document libraries

After selecting the desired document, a new window appeared asking user to enter
the metadata and knowledge attribute to be inserted in the system as illustrated in
Figure 18. The compulsory item were name, document no, health types and
technical authority. This information is crucial upon uploading document, as this
metadata will provide meaning to document while knowledge attributes will enable

better matching of contexts and more effective application of the knowledge.
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= Bl X

153 Copy
Save Cancel Paste Delete
Item

Commit Clipboard Actions
Name * HSELL024-2012 .docx
Title Legionella bacteria found in water
Doc No * HSELL024-2012
Date of Incident/Incident * 7/26/2012 E
Location Gas District Cooling office
Root Cause e between 20-45 degree celcius, and caused by wet air conditioning
Health types * @ Legionella E]

() Specify your own value:

Reccurence 1

Recommendation storage cylinders should store water at 60 degree celcius or higher
Technical Authority * { Hafsah Kamil ; | 8@
Created at 11/25/2012 10:44 PM by Nurul Izzah Samin [ P [ Cancel ]
Last modified at 11/25/2012 10:44 PM by Nurul Izzah Samin

FIGURE 18: Metadata and knowledge attributes for uploaded document

After user has successfully filled all the information, the documents are now
uploaded in the system. From the screenshot in the Figure 19, the new document

uploaded will be label with “New” and this will certainly help other users to notify

the new document uploaded in the document library.
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FIGURE 19: New document successfully uploaded in Health
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4.3.4 Add details in List for Unsafe Act and Unsafe Condition

Unsafe act and unsafe conditions list is aimed to allow any users in reporting any
unsafe conditions and acts around UTP. This added functionality in Figure 18 is
aimed to reduce number of accidents and accidents happen in UTP thus preventing
any fatality or mishap. This function also allow user to include peoples in the action
column to notify the person in charge for the unsafe conditions. The person will be
notified by the email and the person can take action quickly.

UTP
HEALTH SAFETY AND ENVIRONMENT o
LESSONS LEARNED SYSTEM X

1oV
bsias ‘ 0 cond o UCH03-2012 Va8 Parking aree
Ste Pages There is a tree about to fall and hit the cor
Heath
Firn
Explosion
Lest af Containm oot
Buologicel

Wosafe Condticos |
A

FIGURE 20: Unsafe Conditions List

When the user add new item in the list, a new window appeared as in Figure 21. The
metadata information needed to report is the title, report No, description, location and
most important is the person who need to take action as illustrated in Figure 21. User
need to select the person from the list provided and this function allows notification
to be sent directly to the person. As a result, the person responsible will take action

quickly.
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Unsafe Conditions - New Item

HE8 0., O
) <2 Copy
Save Cancel Paste Attach
File

Commit Clipboard Actions
Title * The wooden bridge is broken
Report No * UC004-2012
Description The wooden bridge 15 broken and can cause ha

355¢ h - e Qe N T -
Location UTP lake
Action ;Rehman Bin Abu Bakar;| } q u
Save " Cancel \

FIGURE 21: Unsafe conditions metadata

4.3.5 Discussion forum

A discussion forum is another added functionality, which allow user to exchange
opinion and discuss any topics related to their interest. Besides, in this discussion
forum, all users can discuss any lessons learned gained from their experiences.
Different types of user will respond and share their experiences, insights and solution
to the problem. This platform thus allows users to communicate the risk throughout
entire organization and benefit from exchanging opinion. Users were also allowed to
attach pictures as pictures can describe a whole overview of accidents/ incidents. The
sample of discussion forum was illustrated in Figure 22.

42



HEALTH SAFETY AND ENVIRONMENT

Home Lbrones~ Lsta~ Owcasscas~  Pctures >

Poet

uTP

LESSONS LEARNED SYSTEM

Calandar Soarch 1 58 s o

Lbranes

Edited: 11/24/2012

1:12

AM @ View Properties | [ Reply

Site Pages

Fire

Explosion

Lost of Containment
Biclogical

Lists
Unsale Act

Unsafe Condbons

Discussons
Duscussion Forum

Mctures
Picture

Calendar

4 Recydle Bin
B AN Koe rantans

|7;‘1

Accidant Happen in UTP

e 8 12 of accident happens in UTP. Kiadly ensure we foliow the speed imt of 40km/h in UTP

FIGURE 22: Discussion forum in HSELLS

By pressing the reply button, user can comment any feedbacks and review on the

current post as illustrated in Figure 23. This will certainly allow users to use their

tacit knowledge in handling similar type of accident and share their experiences with

others. Thus, discussion forum will certainly help reducing risk in UTP.
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| Format Text
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H B8

Save (Cancel

Commit

20 ¥ Cut ) \, 0 j
~—! 3 Copy :
Paste Delete Attach
Item File
Clipboard Actions

éody

Created at 11/26/2012 12:51 AM by Nurul Izzah Samin
Last modified at 11/26/2012 12:51 AM by Nurul Izzah Samin

1 .
Most of the students did not slow down at the bumper and this
is a serious offence and cause loss of control and can cause
accidents to other passenger. Please take note on this issue.

Cancel

FIGURE 23: Replying for discussion forum
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4.4  User Acceptance Testing (UAT)

After deliverables of the HSELLS prototypes were made, a user acceptance testing
were scheduled with HSE manager, Mr Suhaidi Mustafa. This formal testing were
done to identified user needs, requirements, and business processes conducted
satisfies the acceptance criteria and thus enabling HSE manager to determine
whether or not to accept the system. The steps taken for User Acceptance Testing

typically involve one or more of the following:

4.4.1 User Acceptance Test (UAT) Test Plan

In the first step of developing test plan for HSELLS, the test plan in intended to
verify and ensure HSELLS meets its requirements guided by HSE department, UTP.
The UAT Test Plan outlines the User Acceptance Testing Strategy and describes the
key focus areas, entry and exit criteria. In User Acceptance Testing Stategy,
functional testing ensures that the system correctly performs its intended function for
uploading and updating document libraries for lessons learned document. This
functionality will be tested against use cases, the actor of HSE admin and the user of
HSELLS, Primary & Alternate Flow for uploading document, and business rule
should be validated in testing to ensure that the functionality satisfies the use case
diagram set in Figure 6. For entry criteria, it allows the testers the plan the testing

activities and this activities includes:

e integration testing signed off should be received.

e Business requirements and functional requirements have been met by HSE
department

e UAT test cases are ready for execution.

e UAT testing environment should be ready.

e Necessary access for testing should be obtained.

¢ No critical bugs should be present in Sharepoint Foundation

e All the modules committed for testing should be tested and test report should

be handed over to client.
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The exit criteria for HSELLS UAT were no critical defects found or minimum
outstanding medium priority defects should be found, business process is workings

satisfactorily and UAT sign off meeting with all stakeholders.

4.4.2 Designing User Acceptance Test Case

The User Acceptance Test Cases help the author to test the application thoroughly
starting from the login process until user successfully uploaded document and logout
through the system . This also helps ensure that the UA testing provides sufficient
coverage of all the UAT scenarios. The test case is described in the table
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User Role

Test Description
(Intention)

TABLE 1: User Acceptance Test Case for HSELLS

How to Test

Result (User Feedback)

Administrators

Uploading
document to the
Health Document
Library

1. From a page, in the quick launch, navigate to the Health on
the left side panel.

UTP
HEALTH SAFETY AND ENVIRONMENT @

LESSONS LEARNED SYSTEM

Ste Pages

2. On the page, click “Upload” or “Add Document” to add
document in Health document libraries

uTP
HEALTH SAFETY AND ENVIRONMENT @
LESSONS LEARNED SYSTEM

Ste Pages

Unsafe Conditions

Users are able to
navigate between
Health document library
and user have
successfully uploaded
document in the system.
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3. A windows will appear, asking user to upload document, click
Browse to choose desired document and click OK.

Health - Upload Document g x

Upload Document
Name:
Browse to the document

you intend to upload. Browse...

Upload Multiple Files...

[¥] overwrite existing files

( oK Il Cancel ]

4. Another window will appear, prompt user to enter metadata
and knowledge attributes to the document.

Health - HSELL024-2012.docx

HB DL X

153 copy

Save Cancel Paste Delete
Item

Commit Clipboard Actions
Name * HSELL024-2012 .docx
Title Legionella bacteria found in water
Doc No * HSELL024-2012
Date of Incident/Incident * 7/26/2012 =
Location Gas District Cooling office
Root Cause

e between 20-45 degree celcius, and caused by wet air conditioning

Health types * @ |Legionella  [v]

©) Specify your own value:

Reccurence 1

Recommendation storage cylinders should store water at 60 degree celcius or higher

Technical Authority * {Hiafeah Karmil ;| 18, @

Last modified at 11/25/2012 10:44 PM by Nurul Izzah Samin

Created at 11/25/2012 10:44 PM by Nurul Izzah Samin F e [ = )
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When you have finished filling the information including
compulsory fields label with *, click Save
New document is successfully uploaded into the system and

label “NEW.

Home | Lirenes *

Home

Lbranes

Sae Pages

Mealth

Fire

Explosion

Lot of Cortainment
Biological

Usts
Unsafe Act
Ursafe Conditicns

Discusson Forum

)

Moddied

11/28/2012 11:28 PM

1/25/2042 10:59 M

UTP
HEALTH SAFETY AND ENVIRONMENT
LESSONS LEARNED SYSTEM

HSELLO0E 11/1/2011
~2011

HSELLO24 7/26/2012
-2012
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1. To filter document according to the DATE OF

Administrator Filter document INCIDENT/ACCIDENT, click on the row of date “Date of gserfn arﬁtab'e tr%.fr']'tetr
Incident/Accident” and choose 11/01/201 document according fo
its date.
uTP
HEALTH SAFETY AND ENVIRONMENT 0
LESSONS LEARNED SYSTEM s
.. . To view document, click on the “HSELL024-2012", user will be . -
Administrator View document navigate directly through Microsoft Word. The bugs |dent|f|eq
when user try to view
document directly from

UTP
HEALTH SAFETY AND ENVIRONMENT
LESSONS LEARNED SYSTEM

e | Lbrenes -

Sae Pages Type Name  Moddied

Zunbh & -~ 11/22/2012 12:19 AN N zzah Samn MSELLOOI 6/8/2012
fire -2012

Explosion

Lost of Coneainment @ - 1/21/2012 11:28 M ) zzoh Sann HSEWLO0S 11/1/2011
Biological o

Usts

Unsafe Act 2 ELL02 1/25/2012 10:59 P zah Sanve HSELLOZ4 7/26/2012
-2012

Unsofe Conditions -

Discussson Forum

the system, but errors
occurred saying that
“unable to view
document”.
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4.4.3 Documenting the Defects found During UAT and Resolving the
Issue/Bug Fixing

The bug found during user testing with HSE manager, Mr Suhaidi were recorded for
resolving issue purposes. The defects found in viewing document were caused by
“Versioning” features added to the document. The “Version” features is intended to
track any changes made to the document. Due to this bug, author has to remove this
function to allow users to view document. If version features not removed, user can
still download a copy of the lessons learned document by viewing the property and
download a copy to the system instead of view the document directly to the system.

4.4.4 Sign Off

Upon successful completion of the User Acceptance Testing and resolution of the
issues, the sign off generally indicates the acceptance of HSE Lessons Learned
System. Once the HSE Admin has “Accept” the System delivered, this indicate that
the software meets their requirements. Additional feedback on the added
functionality were point out from HSE admin. This includes allowing user to search
document according to the titles, or description provided in the metadata. This will
certainly help users to find their desired lessons learned document more faster and
efficient. This point were taken and considered for future planning of development of
HSELLS.

45  Chapter Summary

In the result and discussion chapter, it highlights the overall actual system
development process being carried out in this project based on the guidelines laid out
in the System Development Life Cycle (SDLC) methodology. This project has
successfully completed the initial requirements gathering stage in which all system
features has been successfully included into the prototype. The initial requirements
were gathered using different toolds of interviewing and document analysis. Upon
the completion of initial prototype, ongoing engangement session with users were
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made in order to obtain feedbacks for further refinery process on the initial
prototype. In general, the core functionality of the prototype has been successfully
developed while additional features and functionalities provide added value to the
prototype. The discussion forum and reporting of unsafe risk and condition has
provide greater value in disseminating risk and lessons learned in UTP. Overall, the
prototypes developed had successfully fulfill the most crucial functionalities in
managing and recording Lessons Learned document alhtough the comprehensive
system as an expected solution would require more time beyond the given time

constraints.
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CHAPTER 5

CONCLUSIONS

5.1 Relevancy to the Objectives

The emergence of knowledge management with enterprise risk management provides
greatest value in managing risk across organization. Many researchers agree that a
company cannot manage its risk today without managing its knowledge. The
findings obtained from preliminary investigation being conducted in HSE UTP,
revealed similar issue, inefficiencies of the current process in recording risk as
lessons learned. Thus, there is a need for a system to assist HSE UTP in making their
risk learnable by avoiding mistakes and repeating success from lessons learned
document. The development of this project is hoped to contribute to that purpose

while ensuring risks are communicated throughout the organization.

A preliminary investigation and gathering of user requirement were done by
interviewing HSE expert, while identifying the weakness of the current
implementation. The current implementation for recording lessons learned
documents were done manually in hard copy and there were no platform for users to
share the document. This project is intended to improve the current process in
monitoring and reviewing the risk, to become a platform for user in retrieving,
downloading, and response to the risk from the lessons learned document. At the end
of this project, a proposed HSE UTP Lessons Learned System has been successfully
developed in addressing the issue of weak communication of risk throughout the
organization. A functional working prototype that has the capabilities in managing
document together with added features of discussion forum and reporting unsafe act

and condition has been proved to provide value in managing risk.
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5.2 Future Work

In light of turning the system implementation into reality, this project will be
continued its development stage by including several functionalities such as search
function. This search function allow user to find desired document according to its
taxonomies. A proper workflow is proposed to allow the document to be reviewed
and comment from HSE admin before submit the document to the system. It is hoped
from the system delivery, should it be continued in becoming a system that could
assist in decision making processes in HSE department and throughout the

organization.

5.3 Final Remark

The importance of managing risk with knowledge management is effective ways for
ensuring risk were being disseminated throughout the organization. The completion
of this project is hoped to contribute to that purpose with added value of knowing
that UTP do has the capability to produce such system that will also contributes in
corporate sustainability of its organization. This project has significantly give
significant impact to the author for much had been learnt in dept on how to develop a

system in accordance to user’s requirement.
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