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ABSTRACT

Cryptography has a significant role in the security of data transmission. The
algorithm of Rijndael was selected and adopted by National Institute of Standards
and Technology (NIST) U.S. as Advanced Encryption Standard (AES) in October
2000, in order to replace the old Data Encryption Standard (DES).

As compared to software, hardware implementations provide more physical security
as well as faster speed. Thus, in this project, the AES cryptograph was simulated
with FPGA, by using Verilog HDL. The main objectives are the architectural and
algorithmic optimizations of the AES implementation, which would in turn benefit

applications that are both speed and arca critical.

The optimization methodology in this project was achieved using S-Box integration.
S-Box, which is for SubBytes, and Inverse S-Box, which is for InvSubBytes, are both
constituted of two 256-byte substitution tables. In fact, it is usual that in any high-
speed full pipelining AES implementations, it would require 24 S-Box tables and 16

Inverse S-Box tables at any one time.

Nonetheless, mathematical formulas show that S-Box and Inverse S-Box could
actually be achieved with only g, fand £, Multiplicative inverse, or g, is a 256-byte
look-up table. On the other hand, affine transformation, f, and its inverse, f !, can be
implemenied with a limited number of XOR gates. Accordingly, the number of

substitution tables necessitated could be reduced by half.

Consequently, the new implementation would still obtain the identical S-Box and
Inverse S-Box values, but merely from one look-up table and some simple logic
gates, The new design shows that it can deliver a throughput of 203 Mbit/sec with
hardware of 78,977 gate counts. Hardware complexity is reduced to 69% of its

original while still able to function at core process of only 12 cycles.
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ABBREVIATIONS AND NOMENCLATURES

1. AES - Advanced Encryption Standard

2. Cipher — Series of transformations that converts plaintext to ciphertext using
the Cipher Key

3. Cipher Key — Secret, cryptographic key that is used by the Key Expansion

routine to generate a set of Round Keys; can be pictured as a rectangular

array of bytes, having four rows and Nk columns

Ciphertext - Data output from the Cipher or input to the Inverse Cipher

DES — Data Encryption Standard

FPGA — Field Programmable Gate Array

NS R

Inverse Cipher — Series of transformations that converts ciphertext to

plaintext using the Cipher Key

8. IOB — Input Cutput Blocks

9. Key Expansion — Routine used to generate a series of Routine Keys from the
Cipher Key

10. LUT ~ Look Up Tables

11. MARS — AES finalist block cipher proposed by IBM

12. NIST — National Institute of Standards and Technology

13. Plaintext ~ Data input to the Cipher or output from the Inverse Cipher

14. RC6 — AES finalist block cipher proposed by RSA

15. Rijndael — 128 bit block cipher, named after its creators, Rijmen & Daemen,
selected as AES algorithm in year 2000 by NIST

16. Round Key — Round keys are values derived from the Cipher Key using the
Key Expansion routinel they are applied to the State in the Cipher and
Inverse Cipher

17. Serpent — AES finalist block cipher proposed by Ross Anderson, Eli Biham
and Lars Knudsen

18. State — Intermediate Cipher result that can be pictured as a rectangular array

of bytes, having four rows and Nb columns,
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19. S-box — Non-linear substitution table used in several byte substitution
transformation and in the Key Expansion routine to perform a one-for-one
substitution of a byte value

20. Twofish — AES finalist block cipher proposed by Counterpane Lab

21. Word — A group of 32 bits that is treated either as a single entity or as an
array of 4 bytes
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CHAPTER 1
INTRODUCTION

1.1 BACKGROUND OF STUDY

Cryptography plays an important role in the security of data transmission, In 1997,
the RSA Security Company issued a challenge to break the US government’s Data
Encryption Standard (DES) algorithm. In June of that year, the challenge was solved
by the DESCHALL team who successfully recovered the 56-bit DES key. In
response, the National Institute of Standards and Technology (NIST) requested
candidates for a new Advanced Encryption Standard (AES) algorithm to replace
DES, realizing that the algorithm’s 56-bit key was no longer sufficient to provide the

necessary security in many applications [1].

As an interim measure they adopted and standardized Triple-DES, which uses three
passes of the DES algorithm and a 112 or 168-bit key. The AES requirements were
for a block cipher capable of supporting a data block size of 128-bits and keys of
128, 192 and 256-bit in length. They wanted an algorithm whose security is at least
as good as Triple-DES, but with significantly improved efficiency [1].

Among the 15 preliminary candidates, MARS, RC6, Rijndael, Serpent and Twofish
were announced as the finalist candidates on August 9, 1999 for further evaluation.
After studying all available information and public comments on these finalist
candidates; NIST annqunced in October 2000 that Rijndael was selected as the AES
algorithm [2]. Rijndael proved a secure and efficient algorithm when implemented in

both hardware and software across a wide range of platforms.
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12 PROBLEM STATEMENT

The project will address the efficient hardware implementation approaches for the
AES algorithm. The hardware implementation would be FPGA-based. Compared to
software implementations, hardware implementations provide more physical security

as well as higher speed [2].

Different application of the AES algorithm may require different speed/area trade-
offs, Some applications, such as smart cards and cellular phones, require small area.
Other applications, such as WWW servers and ATMs, are speed critical. Some other
applications, such as digital video recorders, require an optimization of speed/area
ratio. Various optimizations for implementation are developed to suit the different
demands of applications. Architectural optimizations make use of duplicating the
round units, while algorithmic optimizations explore algorithm simplification inside

each encryption/decryption round unit [2].

In this project, effort would be paid in order to look into the feasibility of achieving
both architectural optimizations and algorithmic optimizations of AES
implementation. It would effectively optimize the area utilization of applications that
are area-crucial, such as smart cards and mobile phones, while still providing them

with essential high speed.

1.3 OBJECTIVES AND SCOPE OF STUDY

I. Implement the cryptographic algorithm of AES, a symmetric block cipher
that can process data blocks of 128 bits, using cipher keys with lengths of
128 bits.

2. Implement the AES with FPGA technology, using Verilog Hardware
Description Language.

3. Investigate the feasibility of both architectural optimizations and algorithmic
optimizations of AES with FPGA implementation, in order to benefit
applications that are both speed and area crucial, such as smart cards and

mobile phones.




4. Integrate the S-Box and the Inverse S-Box into a unified module, by utilizing
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a Multiplicative Inverse look-up table and simple logic gates.

5. Instantiate the combined module of combined S-box/Inverse S-Box with a
modified structure of Cipher and Inverse Cipher, and subsequently
implement the design with a top layer data path. The performance in
comparison with the implementation of an ordinary design under the same
data path would be studied.

6. Reduce the utilization of 256-byte S-Box/Inverse S-box tables from 40 to 20,

which would eventually reduce the total area utilized,

Please refer to Appendix 1 for Final Year Project Gantt chart of first semester and

Appendix 2 for Final Year Project Gantt chart of second semester.
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CHAPTER 2
LITERATURE REVIEW AND THEORY

2.1  THE AES ALGORITHM

The AES algorithm is a symmetric-key block cipher in which both the sender and
receiver use a single key to encrypt and decrypt the information. Alithough the block
length of Rijndael can be 128, 192, or 256 bits, the AES algorithm only adopted the
block length of 128 bits. Meanwhile, the key length can be 128, 192, or 256 bits [2].

The AES algorithm is a substitution linear transformation cipher based on S-boxes
and operations in the Galois Fields. Implementation of the encryption round of AES
requires realization of four component operations: Substitution, ShifiRow,
MixColumn, and KeyAddition. Tmplementation of the decryption round of AES
requires four inverse operations: InvSubstitution, InvShifiRow, InvMixColumn, and

KeyAddition [3].

Substitution is composed of sixteen identical S-boxes working in parallel.
InvSubstitution is composed of the same number of inverse S-boxes. Each of these

S-boxes can be implemented independently using a 256x8 bit look-up table [3].

ShifiRow and InvShifiRow change the order of bytes within a 16 byte (128 bit) word.
Both transformations involve only changing the order of signals, and therefore they
can be implemented using routing only, and do not require any logic resources, such
as Configurable Logic Blocks (CLBs) or dedicated RAM [3].

The MixColumn transformation as well as InvMixColumn can be expressed as a

matrix multiplication in the Galois Field GF(2%). The InvMixColumn transformation




has a longer critical path compared to the MixColumn transformation, and therefore
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the entire decryption is more time consuming than encryption [3].
KeyAddition is a bitwise XOR of two 128 bit words.
22 ALGORITHM SPECIFICATIONS OF AES

Since the AES algorithm may be used with the three different key lengths (i.e. 128,
192 and 256 bits), the variances are therefore referred to as “AES-128”, “AES-192”
and “AES-256" |7].

Internally, the AES algorithm’s operations are performed on a two-dimensional array
of bytes called the State. The State consists of four rows of bytes, each containing Nb
bytes, where Nb = 4 in this standard. At the start of the Cipher and Inverse Cipher,
the input — the array of bytes iny, in;... in;s — is copied into the State array as
illustrated in Figure 1. The Cipher or Inverse Cipher operations are then conducted
on this State array, after which its final value is copied to the output — the array of

bytes outy, out;... out;s.

Input bytes State array Quiput bytes

Ing fing | ing | inp Sgo | So1 | Se2 | So3 OUly | oUly | OUly | Ol
iy | ins | ing | inyg3 S16 | Sip | 12 | 813 : out; | outs | oute | outys
ing | ing | impa | inyy :> Sa0 | 521 | 822 | %23 :> outs | outs | outys | outyy
ing | iy | ingy | ings S30 | §37 | §32 | 833 outs | outy | outy; | oulys

Figure 1: State array input and output

For AES algorithm, the length of the Cipher Key, K, is 128, 192, or 256 bits. The
key length is represented by Nk = 4, 6, or 8, which reflects the number of 32-bit
words in the Cipher Key. Meanwhile, the number of round to be performed during
the execution of the algorithm is dependent on the key size. The number of rounds is
represented by Nr, where Nr = 10 when Nk = 4, Nr = 12 when Nk = 6, and Nr = 14
when Nk = 8.
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g 4 R 4 _ 10 :

AES-192 6 4 12
AES-256 8 4 14

For both its Cipher and Inverse Cipher, the AES algorithm uses a round function that
is composed of four different byte-oriented transformations: 1) byte substitution
using a substitution table (S-box), 2) shifting rows of the State array by different
offsets, 3) mixing the data within each column of the State array, and 4) adding a
Round Key to the State.

2.2.1 Cipher
The Cipher is described in the following pseudo code. Notice that all N¥ rounds are

identical with the exception of the final round, which does not include the

MixColumns () transformation.

Cipher(byie in[4*Nb], byte out[4*Nb], word w[Nb*(Nr+1)]}
begin
byte state[4,Nb]

state = in
AddRoundKey(state, w[0, Nb-1])

for round = 1 step 1 to Nr—1

SubBytes(state)

ShiftRows(state)

MixColumms(state)}

AddRoundKey(state, wround*Nb, (round+1y*Nb-1])
end for

SubBytes(state)
ShiftRows(state)
AddRoundKey(state, wNr*Nb, (Nr+1)*Nb-1])

out = statg
end

Figure 2: Pseudo Code for the Cipher
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i) SubBytes () Transformation

The SubBytes ( ) transformation is a non-linear byte substitution that operates

independently on each byte of the State using a substitution table (S-box).

P T R S-Box Soo | 501 |85, 1 8
0.0 | So1 | S0,2 | Saat— 0.0 | Se1 | Soa2 | Ses
J/;" [
— > P — ;
S0ile |2 Ha e || 0 R
Pre Spe
S301 521 [S22] T2 Sso| Sap [ S22t S
S0 | 521 | %52 | B33 S3p1 S 1 F2 | Bas

Figure 3: SubBytes () applies the S-box to each byte of the State

The S-box used in the SubBytes () transformation is presented in Appendix 3.

ii) ShifiRows () Transformation

In the ShifiRows () transformation, the bytes in the last three rows of the State are

cyclically shifted over different numbers of bytes (offsets). The first row, r = 0, is
not shifted.

Shi ftRows ()
Sr 0 S;l Srﬂ S} 3 S;-,D Sr,l Sr,! Sr 3
L \
Sa0 | Sop | Sa,2 | S0 Spo | Se1 | Sea | Sos

S0 | Su | S | S Fp | Sz | Sus | Sre

S [ S2a [ Fo2 | S S32 | Sa3 [ Sae

Sy0 | 531 [ 12| Sas S35 S50 | $31 | Fa2

Figure 4: ShifiRows () cyclically shifts the last three rows in the State
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iii) MixColumns () Transformation

The MixColumns ( ) transformation operates on the State column-by-column,
treating each column as a four-term polynomial. The columns are considered as
polynomial over GF(28) and multiplied modulo x* + 1 with a fixed polynomial a(x).

This can be written as a matrix multiplication [7]. Let

5'(x) = a(x) ® s(x)

e | 0203 01 01[s, ]
5., | 101 02 03 Ot{l s, | ,
e luf | for0sce<i,
54 . (01 01 02 03} s, |
v o
Sie Loa 01 01 02]$,
MixColumns {)
5 \ Sl
0c B Tl S, '
S99 $o.0 | Sos So.0 __ 0.2 | So3
3 ) 5 ; :
S0 ke 512 | f12 S e s, S1q
S10 $2e S22 | S22 Sag 52 S22 | $21
530| $3c 532 | 5us S50 0 532 P2z | %53

Figure 5: MixColumns () operates on the State column-by-column

iv) AddRoundKey () Transformation

In the AddRoundKey ( ) transformation, a Round Key is added to the State by a
simple bitwise XOR operation. In the Cipher, the initial Round Key addition occurs
when round = 0, prior to the first application of the round function. The application
of the AddRoundKey ( ) transformation to the Nr rounds of the Cipher occurs when

1 < round < Nr.
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{ =round * Nb
S():c ‘50 c
o0 2 | s ] = See |+ b3
S1¢ - dad -'"‘"“-\ ; el :
310 =113 b T
d s . W L2 | Wiy : 5 et
Sin Le 2 32:3 32,0 2 1|5 3
S10 ‘53,5‘ LA RER] 53__0 S; c B2 833

Figure 6: AddRoundKey { ) XORs each column of the State with a word from the key

schedule

2.2.2 Key Expansion

The AES algorithm takes the Cipher Key, K, and performs a Key Expansion routine
to generate a key schedule. The Key Expansion generates a total of Nb(Nr + 1)
words. The resulting key schedule consists of a lincar array of 4-byte words, denoted
[w;], with { in the range 0 </ <Nb(Nr+ 1) [7].

The expansion of the input key into the key schedule proceeds according to the

pseudo code below:

KeyExpansion(byte key[4*NK], word w[Nb*(Nr+1}], Nk)
begin
word temp

i=0

while (i < Nk}
wli] = word(key[4*i}, key[4*i+1], key[4*i+2], key[4¥i+3])
i=it+l

end while

i=Nk

while (i <Nb * (Ni+1)]
temp = w(i-1]
if (i mod Nk =0)
temp = SubWord(RotWord(temp)) xor Reon{i/Nk]
else if (Nk > 6 and i mod Nk =4)
temp = SubWord(temp)
end if
w[i] = wi-Nk] xor temp
i=it+]l
end while
end

Figure 7: Pseudo Code for Key Expansion
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Subword () is a function that takes a four-byte input word and applies the S-box to
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each of the four bytes to produce an output word. The function RotWord () takes a
word [ap.ar,az,a;3] as input, performs a cyclic permutation, and returns the word
[a1,a2,a3,a0]. The round constant word array, Reonfi] is presented in Appendix 6.

2.2.3 Inverse Cipher

The Cipher transformation can be inverted and then implemented in reverse order to

produce a straightforward Inverse Cipher for the AES algorithm [7].

Pseudo code for the Inverse Cipher is as follow:

InvCipher(byte in[4*Nb], byte outf4*¥Nb], word w[Nb*(Nr+1)])
begin

biyte state[4,Nb]
state = in
AddRoundKey{state, wNr*Nb, (Nr+1y*Nb-1])

for round = Nr-1 step -1 downio 1

InvShiftRows(state)
InvSubBvies(state)
AddRoundKey(state, wround*Nb, (round-+1)*Nb-1]}
InvMixColumns(state)
end for
InvShifiRows(state)
InvSubBytes(state)

AddRoundKey(state, w[0, Nb-1])

out = state
end

Figure 8: Pseudo Code for the Equivalent Inverse Cipher

i) InvShiftiRows () Transformation

InvShifiRows () is the inverse of the ShifiRows () transformation. The byte in the
last three rows of the State are cyclically shifted over different numbers of bytes

(offsets), The first row, » = 0, is not shifted {7].

10
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InvshiftRows {}
S0 |Sr1 |52 53 Seo| St |Sr2 |53
3 hy
So0 | So1 | Fo.2 [ Soz Sag | a1 | oz | Sos

Figure 9: InvShiftRows () cyclically shifts the last three rows in the State
ii) InvSubBytes ( ) Transformation

InvSubBytes () is the inverse of the byte substitution transformation, in which the
inverse S-box is applied to cach byte of the State |7]. The inverse S-box used in the

InvSubBytes () transformation is presented in Appendix 4.
iii} InvMixColumns () Transformation

InvMixColumns ( ) is the inverse of the MixColumns ( ) transformation.
InvMixColumns () operates on the State column-by-column, treating each column as
a four-term polynomial. The columns are considered as polynomials over GF(2% and
multiplied modulo x* + 1 with a fixed polynomial &'(x). This can be written as a

matrix multiplication [7]. Let
s') = a’ (x) ® s(x)

1 Toe ob od 097 s,
© 109 0e 0b odlls,:
= oy for0 £ e < ND.
§5.0 [0d 09 Oe 0b|is, !
Al i i

S| L0b 0d 09 Oejis, |

11
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iv) Inverse of the AddRoundKey ( ) Transformation

AddRoundKey ( ), which was described previously, is its own inverse, since it only

involves an application of the XOR operation [7].
23 DEDICATED HARDWARE IN AES

Rijndael (AES) is suited to be implemented in dedicated hardware. There are several
trade-offs between chip area and speed possible. In dedicated hardware, the SubByfes

step is the most critical part for a hardware implementation, for two reasons [8]:

1. In order to achieve the highest performance, Sgp (S-Box) needs to be
instantiated 16 times (disregarding the key schedule). A straightforward
implementation with 16 256-byte tables is likely to dominate the chip area
requirements or the consumption of logic blocks.

2. Since Rijndael encryption and decryption are different transformations, a
circuit that implements Rijndael encryption does not automatically support

decryption.

However, when building dedicated hardware for supporting both encryption and
decryption, we can limit the required chip area by using parts of the circuit for both

transformations [8].
2.3.1 Decomposition of Sgp

The Rijndael S-Box Sgp is constructed from two transformations [8]:

Swo [a] =/(2(@)),

where g(a) is the transformation
a 2 a’ in GF(2%),

and f{a) is an affine transformation. The transformation g(a) is a self-inverse and

hence

S0’ =g (F (@) = g(f'(@).

12
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Therefore, when we want both Sgp and Sgp ', we need to implement only g, fand f7.
Since both fand /’ can be implemented with a limited number of XOR gates, the
extra hardware can be reduced significantly compared to having to hardwire both
Skp and Sgp™ [8].

13
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CHAPTER 3
METHODOLOGY / PROJECT WORK

3.1 PROCEDURE IDENTIFICATION

The flowchart below is the methodology conducted throughout the entire project
execution:

AES algorithmic review and analysis

}

Verileg & FPGA tools familiarization

I

AES core analysis and top layer
implementation

!

Design verification of Combined Shox/
Inverse Sbox with MATLAB

!

Module validation of Combined Shox/
Inverse Sbox with test bench

!

Integration of Cipher & Inverse Cipher
for unified Sbox module instantiation

!

Top layer implementation and FPGA
synthesis

l

Performance comparison between
original implementation and new
design

Figure 10: Methodology Flow Chart for the FYP Project Execution
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3.1.1 AES Algorithmic Review and Analysis

The project was commenced with the review and analysis of AES-Rijndael
algorithm. Both official resources on the algorithm, which are FIPS PUB 197,
released by the NIST on the specifications of AES [reference 7] and The Design of
Rijndael (AES — Advanced Encryption Standard), written by its very creators Joan

Daemon and Vincent Rijmen [reference 8], were investigated thoroughly.

Next, the mathematical preliminaries in the AES design as well as the algorithmic
specifications were studied. All the standard specifications in the Cipher, Inverse
Cipher and Key Expansion were analyzed in order to identify the definite algorithm

implementations.

Furthermore, instances of AES implementation by other researchers and academia
were investigated in order to gain supplementary understanding on the subject
studied. The step served as a foundation for the architectural optimization and

algorithmic optimization of the cryptography.

3.1.2 Verilog and FPGA Tools Familiarization

Next, the very introduction into Verilog Hardware Description Language was done
via the interactive tutorial by Active-HDL, Aldec. The tutorial materials offered a
great insight into the increasing-significant hardware description language being
used in the industry. Moreover, crucial information on Verilog was obtained from

reference books as stated in the Reference section.

On the other hand, it was learned from the FPGA tool familiarization that the FPGA
designs described in Verilog would be verified by a simulator (such as Active-HDL,
Aldec). The validated Verilog codes would then become an input to the FPGA
synthesis software (such as WEB Pack ISE), which performs the logic synthesis,
mapping, placing and routing. Fventually, reports describing the area and the speed
of the implementation, a net list used for timing simulation, and a bit stream to be

used to program the FPGA device will be generated by the tools.
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3.1.3 AES Core Analysis and Top Layer Implementation

A simple yet efficient AES/Rijndael TP Core [reference 10] developed by Rudolf
Usselmann from ASICS.ws was studied and investigated. Nonetheless, it is an AES
implementation with only a 128 bit key expansion (excluding 192 and 256 bit key).
All the Verilog modules developed by the mentioned author, i.e. aes cipher top.v,
aes inv cipher top.v, aes sbhox.v, aes inv_sbox.v, aes key_expan_I28.v and

aes_rcon.v were analyzed thoroughly. Please refer to Appendix 8, 9, 10, 11, 12, 13.

The AES core consists of two blocks, i.e. the AES Cipher block which performs
encryption and the AES Inverse Cipher block which performs decryption. Both

block instantiate the same key expansion block.

Id Contrel dgone
Key
key Expansion
. Initial Round i {Final
fext_in Permutation| | Permutation Permutation text_out

Figure 11: Cipher Core Architecture Overview

Kid kdone
Id Central done
Key |___|Keyreverse
key Expanzion buffer
; Initial || Round { . |Final text out
text_in Permutation Permutation Permutation Mo

Figure 12: Inverse Cipher Core Architecture Overview
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During the first phase of the research project, the cryptograph was implemented with
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different size of data path. Data input, key input and data output of the cryptograph

were implemented with bit size of 64, 32 and 16 bits.

The top layer of the implementation was achieved with Verilog codes in behavioral
style, intended to find out the effect of different data path size on the
implementation. The arbitrary device chosen for the implementation (FPGA area
simulation) is Xilinx VirtexE —~ PQ240 -6. Despite their variation in the size of data
input, key input and data output, all the implementations have the common /O

configurations and internal structure,

The performances in terms of area utilization and speed for each of the distinct
implementation were compared and analyzed. The investigation ouicome obtained

was incorporated into the design and project execution of the second phase.
3.1.4 Design Verification of Combined S-Box with MATLAB

From the discussion in section 2.3, it was realized that both S-Box and Inverse S-Box
could actually be derived from a common multiplicative inverse table, with merely
some additional logic gates. In other words, the area utilized in the FPGA for the two

tables could actually be reduced to only one table.

More discussions on the algorithm simplification and the design rational would be
discussed in Chapter 4. Basically, the designing steps involved translating the affine
transformation matrix into its equivalent mathematical formula. The formula would
then be able to perform calculation on the multiplicative inverse in order to obtain S-

Box and Inverse S-Box respectively.

The mathematical formula derived, together with the multiplicative inverse table,
were further translated into MATLAB codes for MATLAB simulation. Two output
arrays, which are the S-Box and the Inverse S-box, were compared against the
standard tables under AES specifications. The simulation result would be presented
in the next chapter. Nonetheless, the simulation step verified the feasibility of the

combination design.
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3.1.5 Module Validation of Combined S-Box with Test Bench

Upon the verification test of the combined S-Box design, the algorithms in
MATILAB codes were translated into two Verilog modules, namely aes_sbox_inv.v

and aes_mul_inv.v. Please refer to Appendix 16 and 17 for the two module files.

Aes_cipher top.v Aes_inv_cipher top.v
Aes key expand Acs sbox.v Aes key expand_ Aes_inv
128.v 128.v _sbox.v
Aes_rcon Aes_sbox.v Aes _rcon Aes_sbox.v

Figure 13: Relationships of Original AES Modules

Aes cipher top.v Aes_inv_cipher top.v
/\l """ 1 /
Aes key expand 5 Aes_sbox | Aes key expand Aes_sbox
128.v | _invwy | 128.v _inv.y
| 2 ¥
| Aes_mul E Aes mul
i _inv.v E inv.v
e k i ]
Aes rcon || Aes_sbox i Aes rcon |i| Aes_sbox i
= | _inv.y : = : inv.v !
i ¥ ! ! ¥ i
| Aes_mut ! ! Aes mul | !
i _inv.y E E invv |

Figure 14: Relationships of Modified AES Modules
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The aes_mul_inv.v module would be containing the multiplicative inverse table
while the ges_sbox_inv.v module would be having the logical gates for both the S-

Box and the fnverse S-Box computations.

As can be seen from Figure 13 and Figure 14, both the ges sbox.v and the
aes_inv_shox.v modules were replaced by the combined, identical ges sbox inv.v

and aes mul inv.v modules,

Nevertheless, before it can be shown that the gate count could be reduced by having
the new design implementation, the new modules devised were required to prove
that they would be capable in producing the same functionality and specification as
the original aes sbox.v and aes inv shox.v did. Validation of the new design was

much crucial.

Therefore, a test bench written by Rudolf Usselmann from ASICS.ws was employed
for the justification purposes. As can be seen from Appendix 18, the test bench
consisted of 283 official test vectors, which were provided by NIST. While the
original implementation (Figure 13) developed by Rudolf showed an error-free test
output, the new designed modules replacing both the S-box and the Inverse S-Box as

shown in Figure 14 were subjected for the same test.

The test output of this modified AES modules would be discussed in Chapter 4.

3.1.6 Integrated Crypto Module for Unified S-Box Module Instantiation

Upon the verification of the combined S-Box concept and the subsequent validation
of the new modules developed, test was conducted to review the area utilization

performance for the new implementation.

Referred to Figure 13, if the modules structure were subjected for a parallel
architecture and a high-speed design, aes sbox.v would be instantiated 16 times
under aes _cipher _top.v, 4 times under aes key expan 128v (under Cipher), and
another 4 times under aes key expan 128.v (under Inverse Cipher). Meanwhile,

aes_inv_shox.v would be instantiated 16 times under aes inv cipher top.v. By
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Final Year Project Dissertation

would be hard-wired into the FPGA. Even with the configuration as in Figure 14, the
total repetitions of table required would still be the same. More discussions on this

issue would be presented in the subsequent chapter of results and discussion.

In order to be beneficial from the combined S-Box and Inverse S-Box, we would

need the configuration of modules structure as below:

Aes crypto_top.v

AN

Aes key expand Aes_sbox
128.v _inv.v
v
Aes mul
_inv.y

Aes_rcon Aes_sbox
_inv.y
. ]
Aes_mul
_inv.v

Figure 15: Integrated Crypto Module for Unified S-Box Module Instantiation

The components for both the Cipher and the Inverse Cipher would be residing
within the aes_crypto_top.v module. By having this configuration, both Cipher and
Inverse Cipher could instantiate the aes_sbox inv.v module, which would return the
S-Box and Inverse S-Box values by further instantiating the aes mul inv.v module

and performing some simple computation.

Hence, we could see that the total number of 256-bytc table required for

implementing the SubBytes function had been reduced by half.
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3.1.7 Top Layer Implementation and FPGA Synthesis

Both the original AES implementation (as in Figure 13) and the integrated AES
crypto (as in Figure 15) were implemented with a top layer data path and
input/output buffers.

Due to the reasons that would be discussed in the next chapter, the data path size was
chosen to be 64-bit for both of the configurations. Besides, research from phase 1
had shown that the bit size of the top layer data path would largely affect the total
gate count. Therefore, the data path implementation had to be the same for the two
cases so that we could conduct an unbiased area utilization performance and arrive at

a justifiable result.

The physical layout, operation and timing of the top layer implementation would be

presented in Chapter 4.

Next, both of the Verilog projects (original and modified) were synthesized for
syntax checking. Subsequently, they were translated and mapped (with an arbitrary
device) under Xilinx Web Pack, in order to obtain the final gate count for

performance comparisons.
3.1.8 Performance Comparison

Nevertheless, the execution of this project was only being on the simulation and

verification of the RTL codes.

The performances in terms of area and speed for each of the implementation were
compared and analyzed. The main objective of this research project was to find out
the performance in terms of area utilization for the combined S-Box AES design in
comparison with the ordinary AES design. The efficiency of space saving under this

new approach was found out and the objectives were achieved successfully.
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32 TOOLS REQUIRED

1. Verilog Hardware Description Language Programming tools — Active-HDL
by Aldec
2. FPGA Software — WEB Pack [SE
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CHAPTER 4
RESULTS AND DISCUSSION

41  OPTIMIZATION VIA S-BOX / INVERSE S-BOX INTEGRATION

There are two large substitution tables in AES. One is for SubBytes operation
[Appendix 3], and another is for InvSubBytes operation [Appendix 4].

The first table, S-box table, was used in two functions, ie. SubBytes and
KeyExpansion. On the other hand, the inverse S-box table was used in function
InvSubBytes. We know that these two tables are not the same, thus we must build
two different ROMs (256-byte) in order to store the table to realize the S-box and

inverse S-box operations [11].

Aes_cipher top.v Aes_inv cipher top.v
Aes_key expand_ 16 Aes key expand 16
128.v Aes_sbox.v 128.v Aes_inv
/ _sbox.v
Aes_rcon 4 Aes_rcon 4
Aes_sbox.v Acs_sbox.v

Figure 16: Total Number of S-Box and Inverse S-Box Instantiation

Referring to the figure above, for a parallel architecture of AES design, it usually
needs several tables. For example, in a high-speed design of 128-bit AES [reference
10, which is the IP Core being referred to in this project], it needs a total of 24 S-Box

modules and 16 Inverse S-Box modules. 16 S-Box modules would be called in the
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cach of the implementation of KeyExpansion function under Cipher and Inverse
Cipher and then 16 inverse S-box modules would be called in the implementation of

InvSubBytes function.

In this case, a substantial amount of hardware resource will be occupied if SubBytes
and InvSubByfes utilize their own tables in encryption (Cipher) and decryption
(Inverse Cipher). Tt is hence desirable to obtain a simplified way so as to reduce the
hardware complexity.

As described in the section 2.3.1, the operation of the S-box can be expressed as

Sro [al = flg(@), (1

where f{a) is the affine transformation

'] [1 111100 0| |0
Bl o1 1 111 0 0fp |1
Bl oo 11111 0fal |1
el loo o1 111 1B |0
9= =1 0001 11 16| o
5 1110001 1 15 |0
bl {1 110001 18] |1
bl 11 1 1 00 0 1b| |1]

On the other hand, the operation of the inverse S-box can be expressed as:

Seo' =g (@) @

Since the transformation g(a) is a self-inverse and hence

So' =g (@) = g(f (@) 3)

where /(@) is the inverse affine transformation
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5,7 fo 10100 1 0ffa] [o
b'| 001 01 0 0 1]|5]
B!l |1 001 01 0 0|5/ |1
f,(a)=b4‘=01001010b4+0
bl (00100 1 0 t||b] |0
bl [1 00100 1 0ffs| |0
bl 00100100 1{|5] |1
5| (101 0010 0]b) (1}

Therefore, when we want both Sgp and Sgp™!, we need to implement only g, fand f”.
Since both fand £ can be implemented with a limited number of XOR gates, the
extra hardware can be reduced significantly compared to having to hardwire both
Sgp and Sp” [8].

By examining Eq.1 and Eq. 3, a common look-up table, i.e. Multiplicative Inverse,
g(xy), is employed so the S-Box and the Inverse S-Box can be integrated to reduce
the hardware requirement for SubByfes and InvSubBytes. Refer to Appendix 5 for the
look-up table of g(xy).

Subsequently, the function of ffa) could be achieved by:

b7 = by xor bg xor bs Xor b, Xor b3 xor 0
bs = bs x0r bs x0r by Xor bz xor by xor 1
bs* = bs xor by xor bz xor b; xor by xor 1
by = by xor bs xor by xor b xor by xor 0
b3’ = by Xor bz xor by Xor b; xor by xor 0
by’ = b7 xor bs xor b; x0r b %01 by X01 0
b, = b7 xor bs xor bs Xor b; xor by xor 1
by’ = by xor bg Xor bs xor by xor by xor 1

On the other hand, the function of /°(a) could be achieved by:

b7 = {bs xor 1) xor (by xor 0) xor (b; xor 1)
bs’ = (bs xor 1) xor (b3 xor 0) xor (b xor 1)
bs> = (b7 xor 0) xor (b xor 0) xor (b xor 0)
by = (bg xor 1) xor (b3 xor 0) xor (b; xor 1)
by = (bs xor 1) xor (b2 xor 0} xor (b, xor 1)
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by’ = (b7 xor 0) xor (b4 xor 0) xor (h; xor 1)
by’ = (bs xor 1) xor (b3 xor 0) xor (by xor 1)
by’ = (b7 xor 0) xor (bs xor 1) xor (b, xor 0)

Thus, we could see that merely 40 XOR gates are required by each of the process for
the above implementation. Morecover, a look up table of 16x16 bytes was totally

eliminated.

Nevertheless, further optimization proved that the algorithmic structure of f'fa) could
be simplified. In fact, the XORing of 3 Booleans values within each equation could

be reduced to merely 1 finite value. The optimized structure would be as followed.
Function of f(a) could be achieved by:

b7 = bgxor by xor b; xor 0
bs’ = b5 xor b; xor by xor
bs’ = by xor by xor by xor 0
by = bgs xor b; xor b; xor 0
b3’ = b; xor b, xor by Xor 0
by’ = by xor by xor by xor 1
b;’ = bg xor b3 xXor by xor 0
by’ = b7 Xor bs Xor by xor 1

Hence, we could see that merely 24 XOR gates are required, as compared to the 40

XOR gates in the previous implementation. 40% of gate count has been reduced.

Therefore, by merely utilizing one look-up table, which is the Multiplicative Inverse
table, it was estimated that the amount of hardware for this implementation would
have a significant decrease of 50%, as compared with the original hardware

requirement without the functional integration.

4.1.1 S-Box Integration Design Verification with MATLAB

clear alt

g=[
IOOI’IOl I,rgdl:%l,‘cIf,l52?,|7b|’ld] I,‘e8?,l4f’129|,|col,lbol=lel l,tesv:c'?l;
|74?,lb4l,|aa|’l4bl=!99|,I2b|,|60!,|5f,|58!’|3f,lfdl,lcc!,Iﬂﬁ’l40|’lee|,vb2‘;
l3al:v6e|,15a‘,|ﬂ|,|55F,|4dl,la8|,lc9|:!c 1 I,!Oai,lgsi,ll 5I,|30l’|44|’va2|,|02l;
!2C',!45I’I92l,|6CI’!Bl,!39l,f66l,t42l,lf2l’l3SI’\20I,léf\,l77l’lbbl,|591,|l 9!;
Tldl,lfel,|37l,r67lslzdl’ls 1 I’lf5|’l69|,la7'=?64l=?a |’|13',‘54!,‘25!}le9l,|ogl;
red|’vscv,|05l’|cal’l4cl,124|,?g7l,Ybf,|1 8!,!33!,|22I’If0r’l5 1',‘60‘,'61 IAYI 7',
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|1 6!,!5el>|af’ld3|’I49|,|a61,736|,l4,3l,lf4l,?47l,?91 l,?df,?gsl"93l!l2 1|)l3b‘;
I79|’Ib7l’|97|’|85|,|1 0‘,'bs‘,!‘bal’l3cl,'h6|,|70l;d0l;06l;a1I’Ifal’I8 1 I,l82l;
'83' 7! 71,80, '96', 73", be’, 56", 90", 9’ 95" AT 7,102, b, a4,
e’ 632" 1641 08" '8a 184" 172 1241 14191, 188" 0" ¢’ 89", 9a;
"', 7¢' 26’ '3 8T, b8 65", 48" 26 'c8', 12" 4a, ce, 07, 2, 62,
Ol el!, 1,5 f,1117,175778, 171" 'a5' '8¢ 76."3d" 'bd' be' 86,57
0b',28'24 '3, da d4" o4 OF ', 127,53, 04,10’ fe' 'ac! e
'7a','07','ae',I63I,‘CS','db','Cz','ﬁ&','94‘,'8b‘,'04','ds','gd‘,'fg‘,'go‘,'ﬁb‘;
B1.,0d' 46" e ¢8O 'cf'ad' 08, 4¢" d7' 63,5, 50", e b3;
1ShU2338' 134" 168 461103" 8c, A" 9 7d a0 o8 41" ¢
5

h=g;
forn=1:256

b(1:4) = dec2bin(base2dec(h(2*n-1),16),4);
b(5:8) = dec2bin(base2dec(h(Z*n), 16),4);

form=1:8
b(m) = b{m) - 48; %to convert b(m) into an integer
end

(1} =x0r(0,(xor(b(1),(xor(b(2), (xor(b(3), (xor(b(4), YN
{2} = xor(L(xor(b(2),(xor(b(3), (xor(b(4),(xor(b(S).L(CINNMN);
13) = xor( (xor(b(3},(ror(b(4).(xor(b(5), (xor({6).6(T)NNMD;
1(4) = xor{0,(xor(b(4), (xor(b(5),(xor(b(6),(xor(b(7),LEMNNN);
1(5) = xor(0,(xor{b(1),(xor(b(5),(xon(b(6).{xor(b(7).LMNNN);
1(6) = xor(0,(xor(b(1), (xon(b(2), (xox(1(6).Cor(B(7) BN,
1(7) = xox(1,(xor(b( 1), (xor(b(2), (xon(B(3).(xor(b(7). (AN,
£(8) = xor(1,(xor(b(1},(x0r(b{2).(xor(b(3),(xor(b{4 ), bENNNNY,

s = sprintf{'%d', ), Y%write formatted data to a string
S = decZhex(bin2dec(s),2)

x = ceil(n/16);
if mod{n,16y—=0
y =48,
clse
v = 3*{remin,16));
end

Sbox(x,y-2)=8(1)
Sbox(x,y-1) = S(2),
Sbox(y) =

end
forn=1:256
hex = decZhex((n-1),2);

b(1:4) = dec2bin(base2dec(hex(1),16)4);
b(5:8) = dec2bin(base2dec(hex(2),16).4);

form=1:8
b(m) = b(m) - 48; %to convert b{m) into an integer
end

(1) = xor{0,{xor(b(2).(xor(b(4),b(TIN);
1p(2) = xor(0,(x01(b(3),{x0r(b(5)}bENMN):
(3) = xor(0,(xor(b(1),(xor(b(),bENN));
fp(4) = xor(0,(xor(b(2),(xor(b(3} (TN,
fp(5) = xor(0,(xor(b(3),(xor(b(6)b(ENN));
p(6) = xor(1(xor(b(L).(xor(b(4),b(7NN));
1p(7) = xor(0,{x0r(b(2),(xor(b(33bENN);
1p(8) = xor(1,(xon(b{1), (xor(b{3) b6,

s =sprintf{'%d", ip),

temp = bin2dec(s);

5(1) = h{temp*2 + 1},
§(2) = hiternp*2 + 2);
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8

x = ceil{n/16);
if mod(n,16y==0
y=48,
else
y = 3¥rem(n,16});
end

InvSbox(x,y-2) = 8(1);
InvSbox(x,y-1) = S(2);
InvSbox{x,y}=""

end

Figure 17: MATLAB M-file Codes for Design Verification

Please note from the above MATLAB codes that the subscripts used for the notation
of ffa) and f°(@) in MATLAB codes are in the reversing order. This is due to the
differing notation handling of matrix elements in MATLAB. The structure, however,

is identical.

From the simulation result, it was found out that:

& B @ | durnen R - [T TR PR
¢ 77,78 F2 6D 6F.C5 30 0167 .28 FE DT B 76, . -
"A“627¢9, 7D FA 59 47 FO.AD AF 90 A4 72 €O
.FD 193 26 36 3F. F7. CC 34 A5 ES -F1-7L°D8 31 15
€723 C3 1896 05 94 07 12 80 E2 EB 29.82 75 .
9 $3.2C 14 1B 6E 54 A0 : E3 2R B4,
Tgtegugege

Figure 18: S-box (Sgp)
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Figure 19: Inverse S-box (Skp”!

From the simulation results shown, it was verified that both the S-Box and the
Inverse S-Box can be achieved effectively by the concept suggested. The logic gates
for deriving the two look-up tables would be sharing a common gfx,y) table.
Therefore, it managed to reduce the necessity from having 2 look-up tables to only 1,
while ensuring that the contents within the 2 original tables would be always

deliverable.

4.1.2 Integrated S-Box Verilog Modules Construction

With ordinary implementation, Cipher would be invoking S-Box meanwhile fnverse
Cipher would be invoking Inverse S-Box separately. Besides, Key Expand module
would be invoking S-Box as how Cipher does. Please refer to Figure 13 in Section

3.1.5 for the illustration.

By combining both S-Box and Inverse S-Box under a unified module, a multiplicative
inverse table would be residing in a lower hierarchy module, and the combined
module of S-Box/Inverse S-Box would be incorporating some simple logic gates in
order to realize the required output. Nevertheless, an additional input would be
passed into the module in order to retrieve the out of EITHER S-Box OR Inverse S-

Box,
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The equivalence of the modules after the integration would then be as followed:

Aes sbhox_inv.y

Aes_shbox.v <= => Aes_inv
y _sbox.v

Aes_mul inv.v

Figure 20: Equivalence of Modules after the Integration

The Verilog module for realizing the S-Box and the Inverse S-Box computational

gates is aes_sbox_inv.v. A Boolean value, b, in which a value of 1 is for encryption

and a value of 0 is for decryption, would be passing into the module for invoking the

intended operation. The following is the partial Verilog codes of the module; please

refer to Appendix 16 for the complete module.

module aes_sbox_inv(b,a.d);
input b;

input [7:0] a;

output [7:0] d;

1eg [7:0]1d;
reg [7:0] a_in;
wire [7:0] 2_sub;

always @(b)

if{b)
begin
a in=g
d[7]=a_sub[7]"a_sub[6]*a_sub[5]*a_sub[4]a_sub{3]*1b0;
d[6]=a_sub[6]"a_sub[5]"a_sub[4]"a_sub[3}*a_sub[2]*1'b1;
d[5] =a_sub[5]"a_sub[4]"a_sub[3]*a_sub[2]"a sub[1]*1'bI;
d[4] = a_sub[4]"a_sub[3}"a_sub[2}"a_sub[1}P*a_subf0]1'b0;
d[3] = a_sub[7]"a_sub[3}"a_sub[2]*a sub[1}*a_sub[0]*'b0;
d[2] =a_sub[7]"a_sub[6]"a_sub[2]*a_sub[1]*a_sub[0]*1'bO;
d[1]=a_sub[7}a_sub{6}*a_sub[5]*a_sub[1]*a_sub[0]*I'bl;
d[0] = a_sub[7]"a_sub[6]"a_sub[5]"a_sub[4]"a_sub[0]*1'b1,
end

else
begin
a in[7] = a[6]"a[4]"a[1]*1'b0;
a_in[6] = a[5}*a[3]"a[0]'b0;
a_in{5] = a[7}"a[4]"a[2)"1'b0;
a_inf4] =a[6}a]3] a1}~ 1'b0;
a_in[3] = a[5} af2]*a[01M1'60;
a_inf2] = a[7}a[4]"a[1]*1'b1;
a_in[1] =af6"a[3]"a[0]"1'b0;
a_inf0] = a[7]*af5]"a[2]"1'b1;
d=a sub;
end

aes_mul_inv mO({ .b{ b), mfa_in), .g(a_subd);

endmodule

Figure 21: Partial Verilog codes of aes_sbox_inv.v
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Upon selecting the desired operation, the module aes mul_inv.v that contains the
multiplicative inverse table would be instantiated in order to load the g¢x,y) values
for S-Box values or Inverse S-Box values computation. The following is the partial

Verilog codes of the module, please refer to Appendix 17 for the complete module.

module aes_mut_inv(b,m,g);

input b;
input [7:0] m;
output [7:0] g;
reg [7:0] g,
always @(b)
case(m)
800: g=8'h00;
8h01; g=8'h01;
8h02: g=8h8d;
8'h03: g=8'hft;
8h04: g=8'hch;
8'hfb: g=8'hal);
8'hfc: g=8'hcd,
8'hfd: g=8'hla;
&'hfe: g=8'h41;
&'hif. g=8'hic;
endcase
endmodule

Figure 22: Partial Verilog codes of aes mul_inv.v

4.1.3 S-Box Integration Module Validation with Test Bench

As stated in Section 3.1.5, the newly designed Verilog modules for the integrated S-
Box were subjected to validation test, in order to verify their functionality and

validity.

By having the Verilog module hierarchy as shown in Figure 14 (in Section 3.1.5), in
which the S-Box module and the Inverse S-Box module were replaced by the module
pair of S-Box-Inverse and multiplicative inverse, the design was subjected for a
simulation test of 8¢ ms. The simulation output as displayed in the following Figure
23 proved that the integrated S-Box module would be capable in producing the
identical and error-free S-Box values and Inverse S-Box values, without having to
compromise the speed and the modification of algorithm in the topper hierarchy

modules.
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Hence, the design was proven in providing a perfect substitution for the original S-

Box and Inverse S-Box modules.

asim test

# ELBRFEAD; Flaboration process,

# ELBREAD: Elaboration time 0.0 [s].

# KERNEL: Main thread initiated.

# KERNEL: Kemel process imtializatio phase.

# KERNEL: Time resolution set to 10ps,

# ELAB2; Elaboration final pass...

# ELAB2; Create instances ...

# ELAB2; Create instances complete.

# ELAB2; Elaboration final pass complete - time: 1.0 [s].
# KERNEL: Kernel process initialization done.

# Allocation: Simulator allocated 1385 kB (elbread=250 elab2=857 kemel=278 sdf=0)
#2:47 PM, Saturday, April 10, 2004

# Simulation has been initialized

# Selected Top-Level: test (test)

run 80 ms

o FRARRR R AR R A R Ak ek Aok ok ok sk ok ok ok gk ks ek ook kb ok

:* AES Test bench ...
:*****************************************************

; Started random test ...

: Test Dong, Found ¢ Errors,

ot e e e ok oSk Sk 3R o3k R o3 o Fk o3k 3k

# RUNTIME; RUNTIME_0068 test_bench_top.v (437): $finish called.
# KERNEL: stopped at time: 77015 ns
endsim

Figure 23: Test Bench Simulation Output

42 COMBINATION OF CIPHER AND INVERSE CIPHER

As contrary to Figure 16 in Section 4.1, the following Figure 24 shows that only half
of the total numbers of look-up tables is desired. The number displayed an
encouraging decrease from (16 +4 + 16 +4 = 40) to (16 + 4 = 20).

Nonetheless, this decrease could not be achieved if we separate the Cipher module
and the Inverse Cipher module. The both need to be combined or unified so that they
could instantiate the same set of integrated S-Box modules. While both the Cipher
and the Inverse Cipher residing in a unified crypto module, all the repetitions of

modules in the lower hierarchy could now be eliminated.
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Aes_crypto_top.v

Aes key expand
128.v

| Acs_sbox i
| _invy :
: ¥ x16

Aes mul
inv.v

_____________________

Aegs _rcon

¥ x4

Figure 24: Total Number of S-Box and Inverse S-Box Instantiation

As can be seen from this new relationship, key expansion would require 4 shox_inv
(inclusive of mul_inv) at a time, for the pipelining implementation. Besides, Cipher
and Inverse Cipher would be sharing 16 duplicated shox_inv (inclusive of mul inv)
for SubBytes and InvSubBytes respectively, instead of having 16 aes_sbox and 16
aes_inv_shox. In fact, they could share the combined module because they are two

mutual exclusive processes and only one process would be invoked at a time.

The combined S-Box/Inverse S-Box module would be instantiated within unified

crypto module as followed:

Sbox_inv identifier ( .b ( 1 or 0), .a( input value ), .d( output value )),
in which
identifier is to duplicate the module 16 times for pipelining implementation

b is a Boolean value in which 1 is for encryption and 0 is for decryption

The following is the partial Verilog codes of the unified crypto module, please refer
to Appendix 15 for the complete module constructed.
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aes_key_expand_128 u0(

Lelk( clk )

Jdd( Id )

Key( key ),

wo_ O wo ),

wo_1( wl )

wo_ 2 w2 )

wo_3( w3 »
aes_sbox_inv us00( b{ ciph_opt ), a( ins00 ), .d( out_s00 )
acs_sbox_inv usO1( b( ciph_opt ), a{ ins01 ), .d( out_s01 )}
aes_sbox._inv us02( b ciph_opt ), al ins02 ), .d( out_s02 )
aes_sbox_inv us03( b ciph_opt ), .a{ ins03 ), .d( out_s03 ),
aes_sbox_inv us10( B( ciphoopt ), af insld ), .d( out_s10 )y,
acs_sbox_inv usli( B( ciph opt ), af insll ) out_sll )j;
aes_shox_inv usl2( b( ciph opt ), a( in_s12 ) .d( out 512 )
acs_sbox_inv us13( b{ ciph opt ), a( ins13 ). out_s13 )
aes_sbox_inv us20( b( ciph opt ), al ins20 ). out 520 )
aes_sbox_inv us21( b( ciph opt ), A ins2F ) .d( out_s21 )y,
aes_shox_inv us22( Jb( ciph_opt ), a( in 522 ), .d( out s22 ));
aes_sbox_inv us23({ b ciph_opt ), a( in 523 ), .d( out_s23 ));
aes_shox_inv us30( B ciph_opt ), a( ins30 ), .d( out_s30 )
aes_shox inv us31( B ciph_opt ), al in_s31 ), .d( out s31 )
aes_shox_inv us32( b( ciph opt ), af in §32 ), .4d( out 532 ),
aes_sbox_inv us33( b( ciph_opt ), af ins33 ), .d( out_s33 )

Figure 25: Partial Verilog codes of aes_crypto_top.v

43 TOP LAYER IMPLEMENTATION

In order to simulate and synthesize both of the original design and the new design, a
top layer data path for the input/output would be necessary. It would work as an

implementation for the AES core.

From the research finding obtained in the first phase, the area utilization of the top
layer data path for achieving a constant size of data input/output is inversely
proportional to the bit size of the per cycle input/output. In other words, to achieve
the AES input/output that is 128-bit, more gates would be required if 32-bit per I/O
cycle is employed as compared to 64-bit per I/O cycle. Nevertheless, one would have
to consider the total I/O available on the targeted FPGA chip, before deciding on a

larger number of data path size for the sake of area saving.

Secondly, despite on the fact that more gates would be required for a smaller data
path size, another drawback would be a smaller size of data path would require more

clock cycles to complete the data input/output.
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implemented with different data path size of 64, 32 and 16 bits. The arbitrary device
chosen for the FPGA area simulation was Xilinx VirtexE — PQ240-6. The results of
the simulation would evidently illustrate the effects of different data path size on the

overall implementation.

4.3.1 Results Comparison of Various Data Path Size

Table 2: Comparison of total clock cycle

16-bit Data Path 32-bit Data Path 64-bit Data Path

Clock Cycle 28 20 i6

It was observed that the more the 128-bit data block is divided into smaller clusters,

the more clock cycles are required to complete the operation.

Table 3: Comparison of slice utilization percentage

16-bit Data Path 32-bit Data Path 64-bit Data Path

Slice Utilization % 96 85 58

It was noticed that more slices are required for relatively small sized data path.

Implementation of 16-bit data path almost reaches the full limit of area utilization.

Table 4: Comparison of the number of 4-input LUT

16-bit Data Path 32-bit Data Path 64-bit Data Path

4<input LUT % 78 68 12

Again, it was found that more 4-input LUTSs were required for relatively small sized
data path.

Table 5: Comparison of the number of bonded 10OB

16-bit Data Path 32-bit Data Path 64-bit Data Path
Bonded 10B % 32 62 123
Additional JTAG 2,496 4,800 9,408
gate count for IOB

Nevertheless, it could be seen that the 64-bit data path implementation exceeds the
allowable physical limit of IOB (for the particular Xilinx VirtexE device chosen for
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the simulation). Therefore, IOB would be a major factor in determining the data path

size despite the undeniable fact that larger data path size would require less area

utilization,

Moreover, as listed in the table, the additional JTAG gate count required for IOB

was linearly proportional to the data path size; in which JTAG gate for the 32-bit

data path was double the size for the 16-bit data path, meanwhile ITAG gate for the

64-bit data path was even quadruple the size for the 16-bit data path.

Table 6: Comparison of total equivalent gate count

16-bit Data Path

32-bit Data Path

64-bit Data Path

Total Equivalent
Gate Count

43,123

38,249

25,894

Conclusively, greater number of total equivalent gate count was required for smaller

data path size implementation.

43,2 64-bit Top Layer Data Path Implementation

With the goals of:

1) reducing the clock cycle as small as possible
2) not exceeding the bonded 10B

3) remaining at low equivalent gate count

4) utilizing less number of slices

5) minimizing the 4-input LUT

The top layer for both of the original design and the integrated S-Box design were

constructed with data path size of 64-bit. The arbitrary device chosen, which was

Xilinx VirtexE — BG352-8, supported this number of data path size. Please refer to

Appendix 7 — ages_ori64_top.v for the top layer of the original design and Appendix

14— ges_new64 top.v for the top layer of the integrated S-Box design.

The common physical layout and the pin description would be as followed.
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Text_in [63:0]

Key in [63:0

Aes_oriéd_top.v

———————  option or

Aes_hewb4_top.v
—_— start Text_out [63:0] )
4*-——(3 rst Get_outpuf ———»
_— clk

Figure 26: Physical Layout of Top Layer Data Path Implementation

Table 7: Pin Descr1pt10n of Top Layer Data Path Implementatlon

“Name: 1 Type |0 - : " Description
rst Input Core reset actlve low
clk Input | Core clock signal
start Input | When HIGH, a cryptographic operation is started
option Input | HIGH for encryption; LOW for decryption
Key in [63:0] Input | Input key
Text in [63:0] Input | Input data
Text out [63:0] | Output | Output data
Get output Output | Output data valid

A rising input on the ‘start’ port would trigger the beginning of a cryptographic

operation on the data ‘text in’, using the ‘key in’ as key. The data block (from

‘text_in’) and the key (from ‘key_in’) would then be fed into the core serially, 64

bits at a time. All the input blocks would be captured at the rising edge of the

external supplied clock ‘clk’.

With the proper selection of ‘option’ for either encryption or decryption, and

subsequently upon the receiving of the 128-bit data block, the core would start to

process the state according to the AES algorithm.

The timing diagram below would show how the data is fed to the core at the start.
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clk

start

option

.  Z /5, , 92—

[63'01 24 ///// G2

ext_in ... »BnBo ~.=.5Bn ~Z92Z~n %~°%6G6GO . .,

Figure 27: Key and Data Input at the start of Encryption/Decryption

N\

When all the rounds were completed, the ‘get output’ signal would be raised and the
output data would start to flow out. This would be shown in the following timing

diagram,

clk N e e 0 o I o A

compiete _|—|

Figure 28: Output Text from an Encryption/Decryption Operation Being Outputted
44 PERFORMANCE COMPARISON

Before drawing a conclusion on the overall performance, the gate counts of the
individual modules of S-Box, Inverse S-Box and Integrated S-Box would be

evaluated.

Table 8: Gate Count of S-Box, Inverse S-Box and Integrated S-Box

o Module o . Gate Count
S—Box. — | T . .183.6
Inverse S-Box 1815
Integrated S-Box 1974
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Therefore, the percentage reduce in gate count in terms of the S-Box modules would
be
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[(1836 + 1815)— 1974] /(1836 + 1815) x 100% =  45.9%

The Integrated S-Box module performed the functions of both S-Box and Inverse S-
Box with only one look-up table so that the amount of hardware for implementation
of SubBytes and InvSubBytes would have a significant decrease of 46%, as compared

with the original hardware implementation without the functional integration.
Subsequently, the overall performance in terms of area utilization would be
compared. Please refer to Appendix 20 for the Map report of the original design and

Appendix 22 for the Map report of the Integrated S-Box design.

Table 9: Performance Comparison of Area Utilization

- Aspect Original Design Integrated S-Box Design
Number of Slices 6,979 4,382
Total Number 1,760 1,445
Slice Registers
Total Number 4 13,415 8,341
Input LUT
Number of bonded 196 196
10Bs
Total Equivalent 114,785 78,977
Gate Count for
Design

Hence, the percentage of overall gate count for the new design would be
78977 / 114785 x 100% = 68.8%

In other words, the new design would be just 69% of the original design in area
utilization. Nevertheless, the unified crypto module of the new design was merely
combining both the Cipher and the Inverse Cipher modules without further
optimizing the module architecturally. In fact, the performance of the area utilization
could further be improved if the unified crypto module would be optimized and

enhanced beforehand.
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gt

Next, the overall performance in terms of speed would be evaluated. Please refer to

Appendix 19 for the Synthesis report of the original design and Appendix 21 for the

Synthesis report of the Integrated S-Box design.

Table 10: Performance Comparison of Speed

- Aspect - Original Design Integrated S-Box Design
Critical Path 23.0421s 39333 ns
(minimum)
Clock Frequency 43.399 MHz 25424 MHz
(maximum})
Clock Cycle 12 (core) 12 (core)
+ 2 {(input data path) + 2 (input data path)
+ 2 (output data path) + 2 (output data path)
=16 cycles = 16 cycles
Throughput 128-bit / (16 x 23.042 ns) 128-bit / (16 x 39.333 ns)
= 347 Mbit/sec = 203 Mbit/sec

Given the fact that the design was synthesized under the optimization goal of area

and with the optimization effort of Aigh (grade 2), the decrease in clock frequency

and subsequently the decrease in throughput would be inevitable.

Nonetheless, the data delivery would still be in the range of high data rate. With

further architectural optimizations on the unified crypto module, much improvement

would be able to be achieved.
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CHAPTER 5
CONCLUSION

5.1  REVIEW AND CONCLUSIONS

The complete execution of the AES cryptograph inevitably requires two large
substitution tables, in which one is called S-Box and another is called Inverse S-Box,
S-Box table is used in two functions, which are SubBytes in the encryption process
and KeyExpansion in the encryption/decryption process. On the other hand, Inverse
S-Box is used in function fmvSubBytes in the decryption process. Absolutely, it is
apparent that these two tables are not the same, thus requiring two different ROM’s

of 256-byte in order to store the table for the operations mentioned above,

For a high-speed, full pipelining and parallel architecture of AES implementation,
the requirement of the look-up tables can go to an extent of 24 S-Box tables and 16
Inverse S-Box tables at any one time. Within the circumstances, a substantial amount
of hardware resource will be utilized if SubBytes and InvSubBytes utilize their own

tables in encryption (Cipher) and decryption (Inverse Cipher).

Nevertheless, it is enthralling that the hardware complexity could actually be largely
reduced by integrating both the S-Box table and the frverse S-Box table under a
combined module. Mathematical formulas used to derive the two tables show that
when we want both S-Box and Jnverse S-Box, we need to implement only g, fand £,
in which g is a 256-byte table called multiplicative inverse and both fand /' can be
implemented with a limited number of XOR gates. In other words, with merely one
look-up table and some simple logic gates, we would still be obtaining both S-Box

and Inverse S-Box.

The design concept was proven with MATLAB at the outset, followed by the

construction of aes sbox inv.v module and aes mul_inv.v module, which were
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validated by a test bench with official AES test vectors. The module of

aes_shox_inv.v contains the logic gates for realizing the fand f* functions while the

module of aes_mul_inv.v is itself the multiplicative inverse look-up table.

By impilementing with a top layer data path of 64-bit and subsequently subjected
under the synthesis and the arbitrary device mapping in Xilinx Web Pack, the new
design shows that it can deliver a throughput of 203 Mbit/sec with hardware of
78,977 gate count. Hardware complexity is reduced to 69% of its original yet still

functions at core process of merely 12 cycles.

Conclusively, this new design managed to effectively optimize the area utilization of
AES in applications that are area-crucial, such as smart cards readers and mobile
phones, while still allowing them to run with essential high speed. The objectives of
the research project were met through the architectural optimizations and the

algorithmic optimizations of the substitution tables.

52  SUGGESTED FUTURE WORK FOR EXPANSION &
CONTINUATION

In terms of area utilization, it can be further improved by performing the following:

(1)  Optimize the architectural structure of the unified crypto module by
removing the duplicating data registers of the Cipher and the nverse
Cipher.

(2)  Integrate MixColumns and InvMixColumns and subsequently share
the xtime( ) function and its derivatives (higher order of the function).

(3)  Fully utilize the key buffer for KeyExpansion function so that
continual encryption or decryption process could retrieve their round
keys from the buffer without re-generating it.

(4)  Tmplement the design with its full range of key size, i.e. 128-bit, 192-
bit and 256-bit key.

(5)  Implement pipelining for the top layer data path so that the
cryptograph can continuously input / output data while the core is

executing the encryption / decryption.
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Appendix 3 S-Box: substitution values for the byte xy

Appendix 3 S-box: substitution values for the byte xy (in hexadecimal format)

63| 7| 77| Th| F2 | 6b| 6f | ch | 30| 0L { 67| 2b| fe | d?| ab| 76
ca| 82| 9| Td| fa | 59| 47 | £0 | ad| d4 ] a2 | af | 9¢ | ad | 72 | cO
b7| £f3]| 93| 26| 36 | 3£ | £7 | cc| 34| ab | eb | £1 | 71| 48| 31| 16
04: a7 231 3| 1B | 96| 06| %a| 07} 12| 80| e2| eb| 27| b2 ]| 75
00| 83| 2¢| la| Ib| 6e| 5a | al! 52| 3b| de| b3 | 29| 3| 2£| 84
B3| d1| 00 | ed| 20| fc| b1l | B 6a| ¢k | be| 39| 4a| 4c ]| B8 | cf
A0 | ef | aa | £b| 43 | Ad| 33 [ 85| 45| £2| 02| 7£| 50| 3¢ | 9£ | a8
gl | a3l 40| Bf| 92| od| 3B | £f5|{ bo | be | da| 21 ) 10| ££( £3 | 42
cd| Oc| 13| ea| GE| 97| 44| 17| c4 | a7 | 7a| 3d| 64| bd| 19| 73
60| 81| Af | de| 22| 2al 90| 88| 46| ee | b8 | 14| de | e | Ob| db
el | 32| 3a| 0a| 49| 06| 24| Be | 2| A3 | ac| 62| 9L | 96| ed | 79
el| e8| 37| 6d| B8a| db| de ] a9 | 6| 56| f4 | ea| 6| 7a| ac| 08
ba| 78| 25| 2e| 1c | a6 | bd 06| eB | dd| 74| 1f| 4b| bd| 8b{ 8a
0| 3e| b | 66} 48| 03| f6 | Oe} 61| 35| 57| b9 | 86 ¢ ol { 1d| 9%
el | FA|l 98| 11| 69} d9| Be | 84| 9b | 1e| B7| 9| ce | 55| 28| 4f
8| al| 69| 0d| bf | e6| 42 | 68| 41| 99} 2d{ 6f£ | bO | 64 | bb | 16

i | me| 0w oo I o O] e | to] Mo ]




Appendix 4 Inverse S-Box: substitution values for the byte xy

Appendix 4  Inverse S-box: substitution values for the byte xy (in hexadecimal
format)

(]
'l

To |e3 (39|82 | 9% | 2f | ££ 1 B7 [ 34 | 8¢ | 43 | 44 | ¢d | de | 29
54 | 7b [ 94 (32 |ab |2 (23 |3djen |40 |95 | Ob | 42 | fa i &3 e
08 (22 (A1 | 66 | 28 | d9 | 24 |2 |76 | Eb | a2 | 49 | 6d | Bb | di | 28
T2 | £8 | f6 | 64 | 86 (68 [ 98 |16 [ dd | ad | Bc | oc [ BA | 65 | b | 92
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Appendix 5

Multiplicative Inverse, g(xy)

Appendix 5 Multiplicative Inverse, g(xy) (in hexadecimal format)
0 1 2 3 4 5 6 7 8 9 A | B C|DI|E F

0 100]01 [BD|F6 |CB}| 352 (7B |DI|ES | 4F |29 |CO|BO}El|ES]|C7
1 |74 |B4[AA[4B | 99 [ 2B | 60 | 5F | 58 | 3F | FD | CC | FF | 40 | EE { B2
2 J3A|6E [SA | F1 |55 [4D[A8JCO | C1I|OA |98 | 15|30 | 44| A2]C2
3 120145192 | 6C | F3 139 |66 142 [ F2[35|20|6F |77 |BB| 59 | 19
4 {ID |FE | 37 |67 | 2D | 31 | F5 169 [ A7 |64 |AB| 13 | 54 | 25 | E9 { 09
S {BD|S5C| 065 |CAj4C |24 |87 | BF [ 18 [3E |22 [FO | 51 | EC| 61 | 17
6 16 {5SE |AF | D3 | 49 | A6 [ 36| 43 | F4 | 47 |91 [DF |33 |93 |21 |3B
71 IB7[97 {8 |10 [B5S[BA]3C |[B6 |70 |DO| 06 | Al | FA | 81 | 82
8 83 | 7TE | 7F | 80 | 9 | 73 |BE| 56 | 9B | 9E | 95 [D9 | F7 | 02 | B9 | A4

X 9 {DEJ6A | 32 [6D | D8 | 8A [ 84 1 72 |2A | 14 | 9F | 88 | F9 | DC | 89 | 9A
A[FB|7C | 2E [C3 | 8F | BE[o65]| 48 [ 26 [CB |12 |4A [CE | E7T [ D2 ] 62
B IOC|EO|IFJEF |11 |75 | 78 | 71 | A5 {8 |76 [3D |BD|[BC| 8 | 57
C {0B |28 | 2F | AJ DA | D4 |E4 | GF | A9 | 27 | 53 |04 | 1B | FC | AC | E6
DI7A 107 |AE [ 63 |C5 |DB|[E2|EA [ 94 [ 8B ([ C4 | D4 (9D | F8 | 90 | 6B
E {Bl1|0D|D6|EB|C6|OE|CF|AD| 08 | 4E [ D7 | E3 [ 5D | 50 | IE | B3
F {5B 23|38 {34 |68 )46 |03 8 |DDJ9C|[7D| A0 |[CD| 1A | 41 | IC




Appendix 6 Round Constants for the key generation

Appendix 6 Round constants for the key generation

i 0 1 2 3 4 5 6 7
RC[{] 00 01 02 04 08 10 20 40
i 8 9 10 11 12 13 14 15

RC[] | 80 1B 36 6C D8 AB 4D 9A

i 16 17 18 19 20 21 22 23

RCI[7] 2F SE BC | 63 Ceé 97 35 6A

] 24 25 26 27 28 29 30 31

RC[;] | D4 B3 7D FA EF (& 91 39




Appendix 7 Original Design — aes_ori64_top.v

FELIFEFCELE R EEETEEFEEEIEEEIIETLFEEIEE S Ei I Ed B EITiiiiitesiii
/

147 14/
//f! BAES Top Layer for Original AE3 Core developed ritf
//#{ by Budolf Usselmann {(rudi@asics.ws) 1y
/1/} tfor serial input of 64 bit per cyele) i1t
1/ i
//// BAuthor: Lee Yi Lin Yy
F1iF leeyilir@yahco. com 1l
117 I
1117 1
//// Composed for Final Year Project of EE Faculty, UTP 1!
Iy 1117
SEEREFEEEBEL AT EEEIL LSS PEET AL TEEEI LA EEe i i IR i IETEEiitiiifes
17
/i

/! $bate; 2004/4/01 %
// $Revision: 1.0 §
// $hAuthor: Lee Yi Lin $

// Change History:

“inelude "cilaes_moduleshoriltimescale.v”
medule aes_orifd top {clk, rst, option, start, get output, key _in, texat_in, text_out]:

input clk, xst:

input option;

input start;

output get output;
input [63:0] key_ in;
input [63:0] text_in;
output [63:0] text_out;

reg get_output;
reg [63:0] text_out;

// local wires

reg [127:0] text_in_buf;

wira [127:0] eciphertext_ouk;
wire [127:0] plaintext_out:
reg {127:0] key_buf:

reg option_buf;

reg load_ciph, load inv, load_key:
Leg run;

wire donel, doneZ:

req complete;

reg [7:0] counter;

reg [7:0] cnt_temp, cnt_tempZ;

always E{posedge clk}

Lf{lrst) counter <= #1 8'h00;

else

if {complete) counter <= #1 8'b00;

else

if {start) counter <= #1 8'h01;

else

if (run) counter <= #1 counter + 8'h0l;

always @(posedge clk

if(lrat) run <= #1 1'b0:
else
if{start} run <= §1 1'hl;
else
if {complete) run <= #1 1'b0;

always @{posedge clk}
if {start) option_buf <= #1 option;

always @(posedge ¢lk)

if (! {lcounter) & start} text in_buf[063:000] <= #1 text in;
else
if {counter == B'h01} text_in_buf (127:064] <= #1 text_in;

always G(posedge clk)

if{!{|counter) & start) key_buf [063:000] <= #1 key in;
else
if {countex == 8ThOl) key buf(127:064] <= #1 key_in;

always @(posedge clk)
if{optien buf})

begin
if(start) load ciph <= #1 1'b0;
else
if {counter == 8'h01) load_ciph <= #1 1'bl;
alse
if {counter == 87h02) load_ciph <= K1 1'b0;
and
else
if{toption buf}
begin
if (start) load_key <= #1 1'b0;
else
if (counter == 8'h0l} load key <= $#1 1bl;
else
if {countex == 8'h02) load_key <= #1 1°b0;

if {load_key) cnt_temp <= #1 8'h0b;
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elsg
if{|cnt_temp) cnt_temp <= #1 cnt_temp - §'h01;

load inv <= #1 !{|cnt_temp[7:1]) & cnk_temp[0];
and

// encryption or decryption process takes place

always @(posedge clk)
if (donel || done2) assign cnt_temp2 = counter;

always @(posedge clk}
if{donel || done2) text out <= 1 option_buf ? ciphertezt_out[063:000] : plaintext out{083:0001;
else
if{(counter - cot_temp2) == 8Th0l) text_out <= #1 option buf ? ciphertext_out[127:;064] :
plaintext out [127;064};

always @{posedge clk

if{donel || done2 || ({counter - cnt_temp2} == 8'h0l)} get_output <= #1 1'bl;
always E{posedge clk)

if{(counter - cnt_temp2) == B'hO1} complete <= #1 1'bi;

else

if{(counter - cnt_temp2) == §Th0Z} complete <= #1 1'b0;

aes_cipher_top wl{

.clky clk A
_rat ! rst I
L1dd load ciph ),

.done{ donel Y,

Jkey( key_buf )

.text_ind{ text_in buf Yo
.Lext_out( ciphertext out ]

Vi

aes_inv cipher_top ul(

.elk! clk 1.
.rst rgt Y.
Jkld¢ load_key },
J1d o oad_inv ),
.done( donez ¥,
key{ key buf Y
.text_in( textiinmbuf 1y

.text ouk( plaintext_ocut 3
1:

endmodule



Appendix 8

Original Design — aes_cipher top.v

LELLEFETETITREIT ISR L BT S GTEFIEL L FREELI I B E IR EFEETELIEEET
. /

Hrr 1
//f/ RAES Ciphar Top Lavel it
i It
i Li
///! BRuthor: Rudolf Usselmann It
IFsi rudiQasics.ws it
il s
1 fHL7

//// Downloaded from: http://www.copencores.org/cores/aes_core/ ////

/1
FLLIEEEELPEET I ITERTEIEETERER DI A8 FFRTE LT EREILIiIEAIII1 117

7 b
//1/ Copyright (C) 2000-2002 Rudolf Usselmann Fitf
£ www.aslcs.us i/
fii7 rndi@asics.ws Y2
£l fits
//// This source file may be used and distributed without Fitr

f/// restriction provided that this copyright statement is not 17
//// removed from the file and that any derivative work contains ////
//// the original copyright nctice and the associated disclaimer.////
Ir 11t
it THIS SOFTWARE IS PROVIDED '‘AS IS'' AND WITHOUT ANY 1t
//¢/ EXPRESS OR IMPLLED WARRANTIES, INCLUDING, BUT NOT LIMITED  ////
//// TO, THE IMPLIED WARRANTIES OF WERCHANTABILITY AND FITWESS  ////
//¢/ FOR R PARTICULAR PURPCSE. IN NO EVENT SHALL THE AUTHOR 1117
//// OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, 1H
//// INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES 1117
//4// (INCLUDING, BUT MOT LIMITED TO, PROCUREMENT OF SUBSTITUTE  ////
//// GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR 1Y
//// BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEQRY OF ////
//// LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT ////
//// (INCLUDING WEGLIGENWCE OR OTHERWISE) ARISING IN ANY WAY OUT ////

//// OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE 111
/f// POSSIBILITY OF SUCH DAMAGE. e
1147 1if/
FEEELIEEEEPT IR TETT I EEE TP LG LI T EFFE LRI R TP FIEFEI I EREI 2T}
// CVS Log

/7

// $Id: aes_cipher top.v,v 1.1.1.1 2002/11/09 11:22:48 rudi Exp $

/! §Date; 2002/11/0% 11:22:48 §
// $Revision: 1.1.1.1 §

/7 $Author: rudi 3§

// 8Locker: S

/1 $State: Exp §

// Change History:

7/ $Log: aes_cipher top.v,v $

17 Revision 1.1.1.1 2002/11/0% 11:22:498 rudi
I Initial Checkin

“include "c:laes modulesl\oriltimescale.v"

module ass_cipher_topl(clk, rst, ld, done, key, text_in, text_out };
input clk, rst;

inpuk id;
output doney
input [127:0] key;
input [127:01 text_in;
output [127:0] text out;

PIPEITEPE I LI T I E PRI I TP AP R AP AI I
N

/f Local Wires

17

wire [21:0] w0, wl, w2, w3;

reg [127:07 textﬁin_‘r;

rag [127:0] text out;

reg [7:01 8a00, s8all, sald2, s8al3;

reqg {7:0) sald, sall, =al2, sal3;

reg [7:01 sa20, sa2l, sa22, sa23;

req [7:0] sa3d, sall, sa32, sa33;

wire [7:0) sa00_rext, sa0l_next, sa02_next, s5a03 next:
wire [7:0] 5al0 next, sall mext, sal2 next, sal3_next;
wire [7:0} 5a20_next, sal2l next, sa2? next, sa23 next;
wire [7:01 3230_next, sa3l next, sa32_next, sa33_next;
wirg [7:01 safdl_sub, sall_sub, sal2_sub, sal03_sub;
wire [7:0) sal0_sub, sall sub, salZ_sub, sal3_sub;
wire [7:0] 5a20_sub, sa2l_sub, 5a22_subk, sa23_sub;
wire [7:0] sa30_sub, saldl sub, s5a32_sub, sa33ﬁsub;
wire [7:20) 5a00_ sk, saﬂlﬂsr, saDZ_sr, sal3_sr;

wire [7:0] sald_sx, sall_sr, sal2_sr, sald _sr;

wire [7:0} sa20_sr, sa2l sr, sa22 sr, sal3_sr;

wire [7:0} sa30_sr, aaldl _sr, sa3Z sr, sa33“5r;

wire [7:0} =a00 mc, sall_mc, sald2_mc, sall_mcr

wire [7:0} sald mc, sall_mc, sal2 me, sald_me;

wire [7:0] 3a20_mc, sall_me, sa22ﬁmc, saZH_mc;

wire [7:-01 sa30 _mc, sa3l mec, sa32 me, sal3d_mcy

reg done, 1d_x;

req [3:01 dent;

FOLHETIEELIFLI IR LRTI PP EE TS LI ESIE TS L1 EI 70 E i Ed



Appendix 8 Original Design — aes_cipher_top.y

// Misc Logic
£

always @(posedge clk)
1f¢!'rst) dent <= #1 4'h0:
else
1f(1d) dent <= #1 47hb;
else
if({|dent) dent <= #1 dent - 4'h1;

always @{posedge clk) done <= #1 !{|dcnt{3:1]}) & dent[0] & !1d;
always @(posedge clk) if(ld} text_in r <= #1 text_in;

always @i{posedge clk} 1d_x <= #1 1ld;
FEFETEETEFEEILITERERI A G EIIIETFIEI I IR 1T FER1171007010100007
I

/1 Initial Permutation (AddRoundKey)

I

always @(posedge clk) sadd <= #1 1ld r ? text_ in r[007:000] ~ w3[07:00] : sa33 next;
always @(pesedge clk) sa?3 <= #1 ld_r ? text in r([015:008] ~ w3[15:08] : sa23 next:
always @ (posedge clk) 5al3 <= #1 1d r ? text_in r[023:016]1 ~ w3[23:16] : sald_next;
always @(posedge clk) a3 <= #1 1ld r ? text_in r[031:024] *» w3[31:24] : sald3_next;
always @(pesedge clk) 5332 <= #1 1d r ? text_in_x[039:032]1 ~ w2[07:00] : sa3Z_next;
always 0{posedge clk) 5822 <= #1 1d r 7 text_in x[047:040] * w2[15:08] : sa22 next;
always @(posedge clk) 5al2 <= #1 1d r ? text in r([055:;048] ~ w2[23:16] : salZ_next;
always @{posedge clk) 5302 <= #1 1d r 7 text_in r[063:056) ~ w2[31:24] : 5a02_next;
always @{posedge clk) a3l <= #1 1ld r ? text_in_r(071:064} ~ wl[07:00] : sa3l next;
always @{posedge clk) sa2l <= #1 1d_r ? text_in x[079:072} ~ wl[15:08] : saZl_next;
always @({posedge clk) sall <= #1 1d r 7 text_in_r[087:080] ~ wl[23:16] : sall_next;
always @({posedge clk) safl <= #1 ld r ? text:in_r[OQS:DBBJ “ wl[31:24] : sall_next;
always #{posedge clk) sa30 <= #1 1d r ? text_in r[103:086] ~ w0[07:00] : sa30_next;
always @{posedge clk) 5a20 <= #1 1d_r 7 text_in_xz[111:104] ~ wO(15:08] : sa20 next;
always @{posedge clk} 5310 <= #1 1d_r ? text_in r[119:112] ~ w0{23:16) : sal0_next;
always @(posedge clk) 5200 <= #1 1d_r ? text_in_r[127:120] * w0[31:;24] ; sal0_next;

LILIEEEETEIEEER IR BRI L EILFTIRERTL LI LT EEI LI IFEIIIIERELEE ST}
i

/f Round Permutations

24

assign sa00_sr = sa00_sub:
assign sa0l_sr = sall_sub;
assign sal2_sx = sal2_sub;
assign sal3_sr = sal3_sub;
assign sall ar =
assign sall_sx =
assign salZ2_sr =

5a13:sub;
assign sal3_sr = sall_sub;

assign sa20 st = saz2_subr

a2s8ign sall sr = =a23_sub;

assign 8822 sr = 5a20_sub;

assign sa23 st = sa2l_sub;

assign 3a30_sr = sa33_sub;

assign sa3l sr = sa30_sub;

assign sal32 sr = s5a3l_sub;

assign sa33 sr = sa32 _sub;

assign [s5a00_mc, salld_mc, sa20_me, sa30_mc}
assign {sa0l_mc, sall me, sa2l me, sa3l me}
assign (5a02_mc, sall mc, sa22_me, sa3Z_mc}
assign {sa03_mc, sal3_mc, sa23d me, sa33 mc}
assign sal0 naxt = sald_mc ~ w0(31:24];
assign sall next = sall mc * wi{31;24];

mixicol(saDOisr,salnisr,5320_51,5330_511;
mix_col (sa0l_sr,sall_sx,sa2l_sr,sa3l_sr);
mix:col(saﬂzisr,salzisr,sazzmsr,sa32_5r);
mix_eol (sa03_sr,sal3_sr,sa23_sr,sa33_sr);

Lon

assign sal2_next = saﬂzﬂma ~ w2[31:24];
azsign sa03_next = sal3_mec "~ w3[31:24];
assign sal0_next = sal0_mc ~ wO[23:16];
assign sall_next = sall mc ™~ wl[23:16};
assign salZ_next = sal2 me " w2[23:167;
aasign 8al3 next = sal3 mc ~ w3[23:16];
aasign 3a20_next = sa20 mc " wO[15:08];
assign sa2l_next = sa2?l mc " wl[15:08];
assign sa22 next = 3a22 me © w2[15:08];
assign sa23_next = 3a23_mc * w3[15:68];
assign sa30_next = 5a30_me * wO[07:00];
assign sa3l_next = sa3l_mc “ wl[07:00];
assign sa3Z_next = sa32_mc " w2[07:00];
assign sa33_next = =sa33_mc ~ w3[07:00];

LELREEI I I TP TP P L8P AP I A
i

// Final text output

/

always @{posedge clk) text out[127:120] <= #1 3300 sr ~ w0{31:24):
always @{posedge clk) text out[095:088] <= #1 sal0l sr ~ wl[31:24];
always @{posedge clk) text_out[063:056] <= #1 sa02_sr ~ w2[31:24]1;
always @{posedge clk) text out[031:024] <= #1 sa03_sr ~ w3[31:24];
always @(posedge clk) text oub[119:112] <= #1 s2l0_sr ~ wd[23:;16];
always @{posedge clk) text out[087:080] <= #1 sall_sx ~ wi{23:16}:
always @{posedge clk) text out[055:048] <= #1 sal2_sr ~ w2{23:16};
always @{posedge clk) text_out[023:016] <= #1 sal3_sr " w3[23:16
always @{posedge clk} text out[111:104] <= #1 sa20_sr * w0[15:08
always @(posedge clk) text out[079:072] <= #1 sa2l_sr " wl([l5:08]

always Q@(posedge clk) text out[047:040] <= #1 sa22_sr ~ w2[15:08
always 8{posedge clk) text out[015:008] <= #1 sa23 sr " w3[15:08
always Q(posedge clk} text out[103:096) <= #1 sa30_sr ~ w0[07:00
always @(posedge clk) text out[071:064] <= #1 sa3l_sr * wl[07:00
always @(posedge clk) text out[039:032] <= #1 sa32_sr " w2[07:00

text out[007:000] <= #1 58333 _sr w3[07:00

17
1t
1:
17
I
1:

always 0@ ({posedge clk

it
I
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// Generic Functions

I

function (31:0] mix col;

input [7:0] s0,381,82,53;

reg i7:01 s0_o,3l_o,32 o,83_o;
begin

mix_col[31:24)=xtime(s0)“xtime (s1) sl s2"s3;
mix_col[ZS:lS]st“xtime(51)“xtime(s2)"52“s3;
mix col[15:08]=s0s1%xtime{s2) *xtime (83} s3;
mix_col[07:00}=xtime (s0)*s0"s1l"sZ"xtime {83);
and

endfunction

function [7:0] xtime:
input [7:0] b; xztime={b[6:0]1,1 b0}~ {8 'h1b&{8{b[71}}};
endfunction

SEEFETETIEERET IR LT RIS E R DI E TG ialiiiriisitiiss
i

// Modules
i/
aes_key_expand 128 ul{

.elki clk |

Lkld{ 1d 1

Lkeyl key Vr

wwo _Of w0 V.

wo_L{ wl Vo

wWo 2| w2 |

wo_ 3 ( w3 |RH
aes_sbox us00( Lal 2al0 y, .daf 5a00_sub  ));
aes_sbox usi{ .al 2allt V., .df sabl_sub ));
aes_sbox usl2{ al sal2 P sal2_sub });
aes_shox us03( Lal s8a03 Ve oLdi sal3_sub ));
aes_sbox usli| ai sald Yo oad( sal0_sub )
aes_sbox usll| ai sall ), .d{ sall_sub });
aes_sbox uslz{ Lal sal2 Y, .dif sal2 sub })
aes_sbox usl3| .al sal3 e .df sald_suvb })s
aes_sbox us20( .al sa20 ), .df{ 5a20_sub });
aes_sbox us2l( .al sazl booad( saZl_sub });
aes_sbox us22( .al sa22 Voo oadi sa?2_sub })s
aes_shox us23| .af sa23 ), .df{ sa23_sub });
aes_sbox us30( al sa30 b.o.df 5a30_sub });
aas_sbox us3l{ .al sadl ), .di sall_sub }):
aes shox usd2| <alf sa3d2 ), .di sa32_sub });
aes_sbox 1833{ af salld broodi 8a33_sub ))r

endmodule
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17 i
//// BRES Inverse Cipher Top Level it
i it
1107 1tz
/¢// Buthor: Rudolf Usselmann 1t
riis rudi@asics.ws ifi7
14/ it
1407 i
f/// Downloaded from: http://www.opencores.org/cores/aes_core/ ////
it i
SHLEEEET I RIS T TR T B LTI L TR I EL i EEii T
7477 1
f4// Copyright (C) 2000-2002 Rudolf Usselmann it
rird wuw_asics.ws i/
fit/ rudi@asics.us I
1107 1
//// This source file may be used and distributed without Il

//¢/ restriction provided that this copyright statement is not  ////
//// removed from the file and that any derivative work contains ////
//// the original copyright notice and the associated disclaimer.////
Iy 1
[rr7 THIS SOFEWARE IS PROVIDED ~“AS IS'' AND WITHOUT ANY e
//// EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED i
//// TO, THE IMPLIED WARRANTLES OF MERCHANTABILITY AND FITHESS 1f
//// FOR A PARTICULAR PURPOSE. IN NO EVENT SHALL THE AUTHCR il
//// OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, 111l
//// INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES i
//f/ (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE I
//// GOODS OR SERVICES; LOSS OF USE, DATA, CR PROFITS; OR 117
//f/ BUSTNESS INTERRUPTION} HOWEVER CAUSED AND ON ANY THECORY OF ////
//// LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT ////
//// (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY QUT ////

//// OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE fii7
//// POSSIBILITY OF SUCH DAMAGE. iy
it £i1f
PELPETEIEEERT IR IR LI RTTE TR LT ETEE T A L LTIl it idiiifits
// CVs Log

i

// 51d: aes_inv_gipher_tep.v,v 1.1.1.1 2002/11/09 11:22:53 rudi Exp %
I

// $Dmte: 2002/11/09 11;22:53 $
/7 $Revision: 1.1.1.1 3

/! BAuthor: rudi §

// $Locker: §

//  S$8tate: Exp $

// Change History:

i $Leg: aes_inv_cipher top.v,v §

/ Revision 1.1.1.1 2002/11/09 11:22:53 rudi
I Initial Checkin

“include “cilaes_moduleshorittimescale.v"

module aes_inv_cipher_top{clk, rst, kld, 1d, done, key, text in, text out };

input clk, rsty
input kld, 1d;
output done;
input [127:0] key;
input [(127:0] text_in;
output [127:0]1 textﬁout;

FAILFI RS EE LI T I EE TP E I TEEEP s I I
/i

// Local Wires

/i

wire [31:0] wk0, wkl, wk2, wk3;

reg [31:0] wl, wl, wZ, w3;

rag [i27:0) text in kr

reg [127:0] text out;

reg [7:0] sa00, sall, sa02, =al3;

reg [7:0] sall, sall, sal2, s=al3;

reg [7:0] sa20, sa2l, sa22, sal3;

reg [7:0] sa30, sa3i, sal32, s8a33;

wire [7:0] 5a00_nezt, saldl_next, salZ_next, sal3_next;
wire [7:01 sall_next, sall_next, sal2_next, sal3_next;
wire [7:0] 5a20 next, sa2l_next, sa22_next, sa2d_next;
wira [7:01 5a30 next, sa3l_next, sa32_next, sa3d_next;
wire [7:0]1 5a00_sub, s5a0l_sub, saldZ_sub, sal3_sub;
wire [7:0] salomsub, sallﬁsub, sal2_sub, sal3_sub;
wire [7:0] 9a20_sub, sa2l_sub, sa22 sub, sall_sub;
wire (7:0) sa30_sub, sa3l sub, sa32 sub, sa33 subr
wire {7:01] sa00_sr, sall_sr, sal2_sr, sal3_sr;

wire [7:0] sal0_sr, sall_sr, sall_sr, sal3_sx;

wire [7:01 sa20 _sr, sa2l_sr, sa22_sr, sa23_sr;

wire [?:0] sa30_sr, sa3l_sx, sa3Z_sr, sa33_sr;

wire [7:0] sab0_ark, sa®l ark, sa02_ark, sa03_axk;
wire [7:0] sall_ark, sall_ark, =al? ark, sal3 ark;
wire [7:0] sa20_ark, sa2l ark, sa22_ark, sa23_ark;
wire [7:0] sa30_ark, 9231 _ark, sa32 ark, sa33 ark;

Treg 1d r, go, done;

reg [3:0] dent;
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7
/! Misc Logic
//
always @(posedge clk)
if{lrst) dent <= #1 4'h0;
else
if (done) dcnt <= #1 4Th0;
else
if {1d}) dent <= #1 4'h1;
alse
if (go) dent <= #1 dent + 4'hl;
always @{posedge clk}) done <= #1 {dcnt==4'hb) & !ld;
always @ (posedge clk)
iff{'rst) go <= #1 1'b0;
else
if {1d} go <= HL 1'bl;
alae
if{done) go <= #1 17b0;
always @(posedge clk} 1f¢1d) text_in r <= #l text_in;
always @ (posedge clk) Id_r <= #1 1d;

j;/!///!/////ff/f////!/f//f///////f///////////////!/f////!//////////

// Initial Permutation

7t

always B({posedge clk) 5a33 <= #1 1d_r ? text_in r[007:000] ~
always G@{posedgs clk) 5823 <= #1 1d_r ? text in k[015:008] *
always @{posedge clk) sal3 <= #1 1d:r ? text in r([023:016] #
always @ (posedge clk) sa03 <= #1 1d_x ? text_in_r[031:0247 ~
always @(posedge clk} sa32 <= #1 ld_r ? text in r(039;032] ~
always @ ({posedge clk)} sazz <= #1 1d_r ? text_in_r[047:040] *
always @({posedge clk}) sal2 <= #1 ld_r ? text in ri053:048] ~
always @(posedge clk) sa02 <= #1 ld_r ? text_in_r[063:056] *
always @{posedge clk} sa3l <= #1 1d r ? text_in_r[071:064] *
always Q({posedge clk) sazl <= #1 1d r ? tert_in_r[079:072] ~
always @{posedge clk) sall <= #1 1d r ? text_in r[087:080] ~
always @{posedge clk) sall <= #1 1d r ? text_in r[035:088] ~
always @(posedge clk) sa30 <= #1 1ld r ? text_in_x[103:086} ~
always @(posedge clk) 8a20 <= #1 1ld r ? text_in r[lil:104] *
always @(posedge clk) 5ald <= #1 1d_r ? text in x[118:112] ~
always @{posedge clk) 5a00 <= #1 1d r ? text_in r[227:120] ©
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// Round Permutations

07:007
15:08] :

w3 [ 3333nnext;
w3 [ sa23_next;
w3[
w3l
w2l

23:16] : sall_nexrt;

31:24] : 9203 _next;

07:00] @ sa32 next;
w2[(15;08] : sazZ_next;
w2§23:16] : sal2_next;
w2[31:24] : 8a02_ next;
wl[07:00] : s&3l_next;
wl[15:08]) : s5a2l next;
wl[23:16] ; sall_next;
wl{31:24] : saldl_next;
w0 [07:00] : sa30_next;
w0[15:08] ; sa20_next;
w0[23:16] : sall_next;
w0[31:24] : sa00_next;

i

assign sal0_sr = sal0;

assign sall_sr = 2a0l;

assign saQ2_sr = sa02;

assign sa03_sr = sal3;

assign sal0 sr = s5al3;

assign sall_sr = sal0;

assign sal2 sr = sall;

agsign 5313_51 = sal2;

assign sa20_sr = sal2;

assign sa2l_sr = sall;

assign sa22_sr = sa2l;

assign sa23_sr = sall;

assign sa30_sr = =a3l;

assign sa3l_sr = sa3l;

assign sa32_sr = sa3d;

assign saEB_sr = 3a30;

assign 5aﬂﬂ_ark = 5a00_sub ~ w0[31:24];

assign sall_ark = sa0l_sub " wil[31:24):

assign sal2_ark = sa02_sub ~ w2[31:24];

assign sa03 ark = sa03_sub ~ w3[31:24];

assign salfl_ark = sall_sub ~ wO[23:16];

asgsign sall_ark = sall_sub " wl{23:16];

assign sal2 ark = 9al2_sub " w2[23:16);

assign sal3 ark = sal3 sub " w3[23:16];

agsign sa20_ark = sa20 sub ~ wO[15:08];

assign sa2i_ark = sa2l_sub "~ wi{l3:08]s

assign sa22_ark = sa22 sub " w2[15:08];

assign sa23_ark = saZ3_sub * w3[15:08];

assign sa30_ark = sa30_sub ~ w0[07:00];

assign sa3l_ark = sa3l sub "~ wl[07:00];

assign sa32_ark = sa3Z_sub * w2[07:00];

asgign sa33_ark = sa33_sub " w3[07:00];:

assign {sa00_next, salO_next, sa20_next, sa30_next} = inv_mix_col(sa00_ark,sal0 ark,sa20_ark,sa0_ark):
assign {sall_next, sall_next, saZl next, s5a3l_next} = inv_mix_coltsaOliark,sallia:k,sa21_ark,sa31_ark);
assign {sal2_next, sal2_next, sa2Z_next, sa32 next} = inv_mix col(sa02_ark,sal2_ark,sa22 ark,sa32_ark);
assign {sa03_next, sal3_next, sa23_next, sa33_next} = inv_mix_col {sa03_ark,sal3_ark,sa23_ark,sa33 ark);
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// Final Text Output

17

always @{posedge clk) text_out[127:120] <= #1 3a00 ark;
always @{posedge clk) text_out[OSS:GBS] = #1 saCl_axk;
always @{posedge clk) text_out[063:056] <= #1 sa02_ark;
always @(posedge clk) text_ount[031:024] <= #1 =2a03_ark;
always @ (posedge clk} text_out[119:112] <= #1 sal0_ark;
always @{posedge clk) text out{087:080] <= #1 sall_ark;
always E{posedge clk) text_out[055:048] <= #1 sal2 ark;
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always @(posedge clk) text_out[023:016
always @(posedge clk) text out[111:104
always @(posedge clk} text out[079:072]
always @(posedge clk} text out[047:040
always 8(posedge clk) text out[015:008
1
]
]
1

A

= #1 sal3_ark;
#1 sa20_ark;
#1 sa2l_ark;
#1 sa22_ark;
#1 sa23_ark;
#l sa30_ark;
#1 sa3l ark;
#1 sa32:ark;
#1 sa33_ark;

AA N A
n

[

A

always @(posedge clk)} text out[103:096
always @{posedge clk] text out(071:064
always @{posedge clk] text cut{033:032
always @(posedge clk} text out[007:000

AA
wnon

A
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// Generic Functicns

144

fynction [31:0] inv_mix_col;
input [7:0] 80,s5l,82,83;
begin

invinixﬁcol[31:24]=pmulie(50)‘pmulibtsll“pmulgdtsz)“pmulﬁQ(sE);
inVJnix_col[23:15]=pmul_9(sﬂ)“pmulﬁe(51)"pmulib(52)‘pmulid(53);
inv_mix_cel([15:08]=pmul_d{s0) "pmul_9(sl) "pmul_e{s2) “pmul_b(s3);
inv_mix_col[07:00]=pmul_k {s0) “pmui_d(sl) "prul_59{s2) “pmul_e(s3);
end

endfunction

/f Some synthesis tools don't like xtime being called recursevly ...
function [7:0] pmul_e;

input [7:0] b:

reg [7:0] two,four,eight;

begin

two=xtime (b) ; four=xtime ({two) ;eight=xtime {four);pmul_e=eight”four”two;
end

endfunction

funetion [7:0] pmul_Q;

input (7:0] b:

reg [7:0] two,four,eight;

begin

two=xtime (b} ; four=xtime (twc) ;eight=xtime (four) ;pmul S=eight’b:
end

andfunction

function [7:0] pmul_d;

input [7:07 b

reg [7:0] two,four,eight;

begin

two=xtime (b} four=xtime (fwo};eight=xtime (four):pmul d=eight”four"b;
and

endfuncticn

function [7:0] pmul b;

input [7:0] b:

reg [7:0] two,four,eight;

bagin

two=xtime (b) ; four=xtime (twol ;eight=xtime (four);pmul b=aight"two’h;
end

endfunction

function [7:0] ztime;
input [7:0] bisxtime={b(6:0],1'b0}"(8'hlb&a{8{b[7]}})¢
endfunction
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// Key Buffer

I

reg [127:0] kb([10:0]:
reg [3:0] kent;
reg kdone;
reg kb_1d;

always @{posedge clk)
if{lrst) kent <= #1 4'ha;
alse
if (k1ld) kent <= #1 4'ha;
else
if(klb_1d) kent <= #1 kent - 4'hl;

always @(posedge clk
if{lrst) kb_ld <= #1 1'b0;

else

if (kld) kb 1d <= #1 1'bl;

else

if (kgnt==4"h0) kb_ld <= #1 1'b0;
always @(posedge clk] kdone <= #l f{kent==4'h0) & !kld;
always @ (posedge clk) if{kb_1d} kb[kent] <= #1 {wk3, wk2, wkl, wkO};
always B{posedge clk) (w3, w2, wl, w0} <= #l kb[dent]:
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// Modules

Iy

aes_lkey expand_128 u0(
.clkl clk ¥y
Jkldi kld N
Jkey( key V.
wo_0¢ wkQ Y.
wo_ 1 wkl Y.

1,

wo_ 2 wk2
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wwo_3( wk3 V1;

ges_inv_sbox wsl0{ .af 5200 _sr ), Ldi sa00_sub  ));
aes_inv_sbox us0l{ .a{ sall_sr I .di sall_sub });
aes_inv_sbox us02{ .a{ sa02_sr ). .di 5a02_sub  });
aesﬁinvﬁsbox ua03{ .af saOBﬁsr Vs di saOEﬁsub IBF:
aes_inv_shox usllO{ .a{ sall _sr I .di sall_sub });
aes_inv_sbox usll{ .a{ sall sr I .df sall_sub ));
aes_inv_sbox usiz{ .a{ salZz sxr ), .di salZ_sub  });
aes_invﬂsbox usi3{ .af 5313_51 ), Ldy sala_sub B
aes_inv_sbox us20! ,al sa20_sr ) e Ldy 5a20_sub  });
aes_inv_sbox us2l{ .a( sa2l_sr I .df sa2l_sub });
aes inv sbox us22{ .af( sa22 sr |8 di 3a22_sub  });
aes inv sbox us23({ .af sa23 sr Ve -di{ 3a23 sub  ));
aes_inv_shox us30({ .afl 8a30_sr He .d{ sa30_sub ) j;
aes_inv_sbox us31l( .a( sa3l_sr }, -1 sa3l_sub ))

aesiinvisbox us32{ .af 5a32_ s Ve Ldf 5a32_sub  }):
aesfinv?shox wsd3{ .af sa33_sr Vo .df sa33msub Yy

endmodule
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1

//// AES SBOX (ROM) HrE
I Iy
11 i
/¢// Buthox: Rodolf Usselmann 17
11 rudiBasics.ws Ite
1i1f it
Lt i
/#// Downloaded from: htip://www.opencores.org/cores/aes_core/ ////
1t Iy
j//////////////////////////////f///////f//////////!////ff///!f///fff/
1 i
//// Copyright (C) 2000-2002 Rudolf Usselmann Ies
ries WWW.a51ics.ws it
1117 rudiQasics.ws i
1t 17
//f/ This source file may be used and distributed without s

//{f restriction provided that this copyright statement is not i
/f/} removed from the file and that any derivative work contains ////
//Ff/ the original copyright notice and the associated disclaimex.////
17 1
Iy THIS SOFTWARE IS PROVIDED " “AS IS'' AND WITHOUT ANY i/
///f EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED  ////
//// TOQ, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS /i
//// FOR A PARTTICULAR PURPOSE, TH NG EVENT $HALYL 'HE AUTHOR it
//f/ OR CONTRIBUTORS BE LIABLE FCR ANY DIRECT, INDIRECT, I
//// INCIDENTAL, SPECIAL, EXEMFLARY, OR CONSEQUENTIAL DAMAGES 1
///f (INCLUDING, BUT WOT LIMITED TO, PRCCUREMENT OF SUBSTITUTE ////
//// GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR i
//// BUSINESS INTERRUPTICN) HOWEVER CAUSED AND ON ANY THEORY OF ////
//// LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT ////
//// {INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN BNY WAY OUT ////

//// OF THE USE OF THIS SOFTHARE, EVEN IF ADVISED OF THE il
//// POSSIBILLTY OF SUCH DAMAGE. 1t
117 i
FEELIELIEETIPEI IR TLEE T F LR ET LR LR P LRSI F T E LTI i i TE Y
/! CVS Leg

/1

/7 $1d: aes_sbox.v,v 1.1.1.1 2002/11/09 11:22:38 rudi Exp §

/1 $Date: 2002/11/09 11:22;3B §
// &Revision: 1.1.1.1 §

// S$huthor: rudi %

/f  SLocker: %

// §8tate: Ezp $

// Change History:
/ $Log: aes_sbox.v,v §

/i Revision 1.1.1.1 Z002/11/09 11:22:38 rudi
/f Initial Checkin

‘include "c:\aes_modules\oriltimescale.v"

medule aes_sbox{a,d)r

input [7:0] ar
cutput [7:0] dr
reg [7:0] d;

always @(a}
casela) // synopsys full_case parallel_case
§'h00: d=8'h63;
§'h0l: d=8'h7c;
§'h02: d=8'h77:
8'h03; d=8'h7h;
§'h04: d=8"hf2;
8'h05: d=8'heb;
8'h06; d=8héf;
8'h07: d=8"hc5:
§'h08: d=8"h30:
8'h09: d=8'h01;
8'h0a: d=8'he?:;
8'h0b: d=8'h2b;
8'hidc; d=8"hfe;
§'hod: d=8'hd7:
§'hie: d=8'hab;
8'hof: d=8'h7é;
8°'hl0: d=8"hecay
8'hll: d=8'hBZ:
8'hl2: d=8"hcd;
8'hl3; d=8'h7d;
8'nl4: d=8'hfa:
§'h15: d=8h59:
g'hlé: d=8'hd?;
8'hl7: d=8'hf0;
8'h18: d=8'had;
8'h19: d=8'hdd:
8'hla: d=8'haz;
8'hlb: d=8'haf;
8'hlc: d=8"hbc;
8'hld: d=8'ha4;
8'hle: d=8'h72;
8'hlf: d=8'hc0;
8'h20: d=8'hb7;
8'h2l: d=8"hid;
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§'h22:
81h23:
8'h24:
8'h25:
8'h26:
8'h27:
8'h28:
8'h29:
8"hZa:
BTh2b:
8'h2c:
B8 h2d:
B'h2e;
B'h2f;
8h30:
8'h3l:
B*hiz:
B8'h33:
8'h3d:
8'h35:
2'hle:
8'h37:
8'h3g:
8 h39:
8*h3a:
8'hi3k:
8 hic:
8 hid:
8 h3e:
8'h3f:
9Thi0:
8'hdl:
8Théz:
9'hd3:
8'hdd:
9'hd5:
8'hdb:
8'hi7;
8'hde:
gTh49:
8'héa;
8'hib:
8'hic:
4 héd:
8thie:
8'h4f;
8'h50;
8 hE1:
81hE2;
8'h53:
81h54:
8'h55:
8'h56;:
8 h57:
8'hb8:
8'h59:
8'h5a:
8'hib:
8'hBea:
8'h5d:
8'hbe:
B'h5f:
B'hé0:
B'hél:
8'hé2:
B'h&3:
B'h&d:
B'h&5:
B he6:
B'hé7:
8'hé8;
B'hé68:
E'heéa:
8'héb:
grhse:
8'héd:
8'hée:
'héf:
8'h70:
g8'hil:
g'hiz:
8'h73:
8'h7d:
8'h75:
8'h76:
8'h77:
8'h78;
8'h79:
§'h7a:
8'h7b:
8'h7c:
§'h7d;
$'h7e:
B!
B'hBO:
B hel:
B'h82:
8he3:
8'hod:
8Th85;
g"h86:
g'he7:

d=8'h93;
d=8'h26;
d=8"h36;
d=8'h3f;
d=8"hf7:
d=8"hecea;
d=8'h34;
d=8"ha5;
d=8"he5;
d=8'hfl;
d=8'h71;
d=8"hd8;
d=8'h31;
d=B'hi5;
d=8'h04;
d=8"hc?;
d=8"h23;
d=8"hc3;
d=8'hi8;
d=8'h96;
d=B"h05;
d=B'h%a;
d=|
d=l
d=
d=|

d=8"heb;
d=B'h2?;
d=B'hb2;

'h33;
'has;
d=B'h45;

=B'hif;
d=B"h0Z;
d=B'h7f;
d=B"h50;
d=8"h3c;
d=B"hof;
d=8"has;
d=8'h51;
d=8'ha3;
d=8%h40;
d=8"h8Ef;
d=8"h82;
d=8"h8d;
d=8"h38;
d=8"hf5;
d=8"hbc;
d=8"hba;
d=8"hda;
d=8"h2l;
d=8"h10;
d=8'hff;
d=8"hf3;
d=8'hd2;
d=B"hed;
d=B"hlc;
'hl3;
d=B'hec;
d=B'h5E;
d=B'ho7;
d=8"h44;
d=B'hl7;
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8'hegsg:
8'hgo:
§'hfa:
2'heb:
B'héc:
§'had:
B'hBe:
B'hEf:
B'ho0:
B'hol:
B'ho92:
B'ho93:
B'ho4:
B'h95:
8'hoe;
8'h97:
8'ho8:
8'h55:
8'hoa:
8'hob:
8'h8c:
8'hod:
8'hSa:
9 hBf:
8'hal:
d'hal:
8'haz:
87ha3;:
8'had:
8'hab:
8'haé;
8'ha7:
8%haB:
8'had:
8'haa;
8"hab:
8%hac:
8 had:
8'hae:
B8haf:
B8 hi0r
B hbl:
BThb2:
8'hb3:
B"hb4:
BThb5;
BThb&:
B'hb7:
3Thb:
8'hb9:
8'hba:
8'hbb:
§'hbe:
&' hbd:
§'hbe:
8'hbf:
§'hcO:
g'hel:
g'hez:
8'hc3:
8'hcd:
8'hes:
8'hce;
8'hc?:
8'hed:
§'hc9:
8'hca:
8'heh:
8'hce:
8'hed:
d'hce:
2'hef:
8'hd0:
§'hdl:
gtha2;
8'hd3:
8'hdd:
8'hd5:
B'hdé:
B'hd7:
B'hdg:
B'hdg:
B'hda:
8'hdb:
B'hdes
8'hdd:
8'hde:
8'hdf:
8'hel:
8'hel:
B8'he2:
8'hel:
B'hed:
§'heb:
8'heg:
8'heTs
B'heB:
8'helds
B8'hea:
§'heb:
B'hec:
B'hed:

d=8"hed;
d=8"hal;
d=8'hl7e;
d=8"h3d;
d=8'h64;
d=8"h5d;
d=8"h19;
d=8"h73;
d=8*hE0;
d=8"h81;
d=B8Th4f;
d=8"hde;
d=8"h22;
d=B'h2a;
d=B'h90;
d=8'h88;
d=8'hds;
d=8"'hee;
d=8'hb8;
d=8'h14;
d=8'hde;
d=8'h5e;
d=8'h0b;
d=8"hdb;
d=8"hel;
d=8Th32;
d=8"'h3a;
d=8"h0a;
d=8'h49;
d=8"h0&;
d=8'h24;
d=8"h5c;
d=8"he2;
d=8Thd3;
d=8"hac;
d=8"'h62;
d=8'h91;
d=8Thos;
d=8'hed;
d=8'h79;
d=B'he7;
d=8'hc8;
d=8"h37;
d=8"héd;
d=B"h8d;
d=B"hd5;
d=8"'hde;
d=B8'hal;
d=8"'héc;
d=8"h56;
d=8'hf4;
d=8'hea;
d=8'he65;
d=8'h7a;
d=81has;
d=81h08;
d=8"hba;
d=8'h78;
d=8"h25;
d=8"hZe;
d=8"hlcy
d=8"hat;
d=8"hbhé;
d=8"hcé;
d=8"he8;
d=8"hdd;
d=8'h74;
d=8"hlf;
d=8'hdk;
d=8"hbd;
d=8"h8b;
d=8"h8a;
d=8'h70;
d=Brh3e;
d=BThb5;
d=B"h6&;
d=8"h48;
d=8"h03;
d=8'hie;
d=8"h0e;
d=8"hél;
d=Brh35;
d=8Th57;
d=8"hb9;
d=8'h8§;
d=8"'hel;
d=8"hld;
d=8'h%:;
d=%'hel;
d=8'h{8;
d=8'h98;
d=B"hll;
d=BThé€9;
d=8'hd9;
d=8"'h8e;
d=8'h94;
d=8'h9b;
d=8"hle;
d=8'h87;
d=8"'hed;
d=8'hce;
d=BTh55;
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8'hee: d=8'hZ8;
'hef: d=8'hdf;
8'hf0: d=8"h8cy
8'hfi: d=8'hal;
8'hf2; d=8"hB9;
8'hf3; d=8"hod;
8'hf4: d=0"hbf;
8'hf%: d=8'heé;
8'hfe: d=8'hd42;
8'hf7; d=8"h68;
8'hf8: d=8'hdl;
8'hfg: d=8"h399;
B'hfa: d=8'h2d;
B'hib: d=8'hof;
8'hfc; d=8"hb0;
8'hfd: d=8"h54;
g§'hfe: d=8"hbb;
8'hff: 4=8'hle6;
endcase

endmodule
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1117 e
//// BES Inverse SBOX (ROM) 1t
1 rrr
117 1
/747 Author: Rudolf Usselmann Iy
1 rudif@asics.ws i
1t i
1 1t
//{/ Downloaded from: http://www.openceras.org/cores/aes_core/ /[///
17 i
PEELIITIEE TN T FERS L FED PRI F 20T EERE LB iiif it}
i L1El7
/1/} Copyright (C) 2000-2002 Rudelf Usselmann I
Yers www.agics,ws it
i rudifasics.ws it
i 1t
//¢/ This source file may be used and distributed without i

/1// restriction provided that this copyright statement is not 12
f/// removed from the file and that any derivative work contains ////
/f/} the original copyright notice and the associated disclaimer,////
11 17
117 THIS SOETWARE IS PROVIDED ‘A5 IS'' AND WITHOUT ANY P
//// EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT HOT LIMITED  ////
//#/ TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS  ////
//// FOR A PARTICULAR PURPOSE. IN NO EVENT SHALL THE AUTHOR 1227
//// OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, 11t
//// INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES Iz
//// (INCLUDING, BUT NOT LIMITED TO, PROCUREMEWT OF SUBSTITUTE ////
//// COODS OR SERVICES; LOSS OF U3E, DATA, OR PROFITS: CR it
//// BUSIWESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF ////
//// LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT ////
//// {(INCLUDING WEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT ////

///{ OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE 1
77/ POSSIBILITY OF SUCH DAMAGE. 174
Y2z i
FELLLRLITETIEEI LTI E IR PP AL 1 iirEid
// CVS Log

I

// $Id: aes_inv sbox.v,v 1.1.1.1 2002/11/09 11:22:55 rudi Exp $

// $§Date: 2002/11/09 11:22:55 §
// $§Revision: 1.1.1.1 §

//  $Buther: rudi $

// $Locker: §

// $State: Exp $

// Change History:
7/ $Log: aes_inv_sbox.v,v §

I¥s Revision 1.1.1.1 2002/11/09 11:22:55 rudi
I Initial Checkin

“include “eilaes_modules\oriltimescale.v"

madule aes_inv_sbox(a,d};

input [7:0] ar
cutput [7:0] d;
reg [(7:01 d;

always @(a)
case {a) // synopsys full_case parallel case
8 h00: d=8'h52;
8'hel: d=8'h0%;
8'h02: d=8'héGa;
8'h03: d=8'hdb;
8'h04: d=8'h30;
8'h05: d=8'h36;
8'h06; d=8"'ha5;
81he7: d=8'h3B;
81h08: d=8'hbf;
8'h02: d=8'hd0;
8'hl0a: d=8'hal;
8'hOb: d=8'hYe;
8'hlc: d=8'h81;
8'h0d: d=8'hf3:
8'h0e: d=8'hd7;
8'h0f: d=3'hfb;
B'hl0: d=8"h7c:
B'hll: d=8'he3;
B'hl2: d=8'h39;
B'h13: d=8'hB82Z;
8'h14; d=B'hob;
B'h15: d=8Th2f;
8'hl6: d=B'hff;
8'hl7: d=8"hav;
8'hl8: d=8"h34;
8'hl9: d=8"hfe;
8'hla: d=8"h43;
8'hlb; d=8'h44;
8'hlc: d=8"hci;
8'hld: d=8Thde:
&'hle: d=8"he9;
$'hlf: d=8"hch;
8'h20: d=8"h54;
8'h2l: d=8"h7k;
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gr'h2a:
8*h23:
8rhid:
B'h25:
B'h26:
8'h27;
8'h28:
8'h29:
8'h2a:
8'h2b:
8'h2c:
g'h2d:
§'hie:
8'h2f:
8'h30:
§'h31:
8'h32:
8'h33:
8'h34:
B'h35:
8'h36;
B'h37:
8'hig:
B'h39:;
B'h3a:
B'h3b:
B'h3c;
B'h3ds:
8'h3e:
B81h3f;
8'h40;
8'hal:
81h42;
81h43;
8'h44:
8'h45:
8'h46;
8'ha7:
8'h44g:
8'h49:
8"'hda:
8 hdbr
8'hic;
87had;
§8"hie:
8thdf:
87h50:
B8'h51;
8rh52:
B 'h93:
8'hG4:
8'h35:
8'h56:
8Th57:
8'h58;
8'h59:
3'hSa:
8'h5b;
§'h5c:
§'h5d:
8'h5e;
g h5f:
8'he0:
8'hel;
8'he2:
2'he3:
8'hé4:
8'hs5;
8'hé6:
8'héa7:
9'hs8:
8'heg:
B'héa:
§'héb:
B'héc:
B'héd:
B'hoée:
8'hef:
B'h70:
B'h71:
B'h7Z:
B'h73:
B'h74:
B'h75:
B'h76:
8'h77:
B'h78:
B'h793;
8'h7a;
8'h7b:
8'h7ec:
B'h7d:
8'hla:
8'h7f:
8'hBO:
B'hE1;
B'h82:
B'h83:
G'hed:
B'hB85:
B'h86:
8'he7:

d=81h94;
d=8"h3z;
d=8"'haé;
d=8"he2;
d=8"h23;
d=8"h3d;
d=8"hee;
d=8"'h4c;
d=B"h95;
d=8"h0b;
d=8"h42;
d=B'hfa;
d=8"hc3;
d=8'hde;
d=8"'h08;
d=B"h2e;
d=8"hal;
d=8"hé6;
d=8"h28;
d=8"hd9;
d=8"h24;
d=8"hb2;
d=8'h76;
d=8"h5s;
d=8'haZz;
d=8"hd9;
d=8"h6d;
d=8"h8b;
d=8"hdl;
d=8rh25;
d=8'h72;
d=B"hfg;
d=B'hf&;
d=8'h64;
d=B'h86a;
d=8'hés;
d=8'h98;
d=8"h16;
d=8"hd4;
d=8"ha4;
d=8"h5c;
d=8"hee:;
d=8"h5d;
d=8"hé5;
d=8"hbé;
d=8'h92;
d=8'héc;
d=8"h70;
d=8"h48;
d=81h50;
d=8'hfd;
d=8"hed;
d=8"'hb%;
d=8"hda;
d=B'h5e;
d=8"'h15;
d=B"h46;
d=8'h57;
d=8'ha?;
d=8'h8d;
d=8"'h9d;
d=8'h84;
d=8"'h20;
d=8"hd8;
d=8"hab;
d=8'h00;
d=8"h8e¢;
d=8"hbc:
d=8"hd3;
d=8"h0a;
d=8"hf7;
d=8"hed;
d=8"h58;
d=8"h05;
d=8"hbd;
d=8"hb3;
d=8"h45;
d=8"h6;
d=8"hd0;
d=8'h2c;
d=8"hle;
d=8"ha8f;
d=8"hcar
d=8"h3fy
d=8"hOf;
d=8"h02;
d=8"hecl;
d=8"haf;
d=8"hbd;
d=2"h03;
d=8"h01l;
d=8'hl3;
d=8*h8a;
d=8"heb;
d=8"h3ay
d=8"h81;
d=8"hl1;
d=8"hdl;
d=8"h4f;
d=8"he7;
d=8"hde;
d=8'hea;
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B'hBg:
B'hBS;
8'hBa:
B hib:
B'hBes
B'hBd:
8'hBe:
B'hBf:
8'h90:
8'h9l:
8'ho2:
8'h93:
B'h9d:
8'hob:
B'h%6;3
8'h%7:
B'ho98:
8'hoe9:
8'h3as
B'hSb:
B'hSec:
B'hod:
B'hoe:
B'haf;
B'hal:
B'hal:
B'ha2:
B'hal:
E'had;
B'ha5;
B'haé:
B'ha?:
B'haB:
8'had:
B'haa:
E'hab:
B'hag:
B'had:
8'hae:
B'haf:
B'hb(:
B'hbl:
E'hb2:
B'hb3:
B'hbd:
B'hbb:
B'hbhé:
B'hb7:
B'hbg:
B'hba:
B'hba:
B'hbb:
B8'hbe:
B'hbd:
E'hbe;
B'hbE:
B'hel:
B'hel:
8'he2;
B'he3:
B'hed:
8'heh:
§'heé:
8'he?:
8'heB:
8'he9:
8'hca:
8'hch:
8'hce:
§'hed:
S'hee:
8'hcf;
§'hd0:
8'hd1:
8'hd2:
8'hd3:
8'hdd:
8'hds:
8'hd6:
8'hd7:
8'hd8:
8'hd9:
&'hda:
8 hdb:
$'hda:
8'hdd:
8'hde:
8'hdf:
8'hel:
BThel:
B'hez:
8'he3:
B'hed:
8'he5:
8'he6:
8 heT:
8Thed:
8"hed:
8'hea:
8'heb:
8'hec:
8'hed:

d=8'h97;
d=8ThE2;
d=8'hcf;
d=8'hce;
d=8'hE0:
d=8'hb4;
d=8"hes;
d=81h73;
d=8'h96;
d=8"'hac;
d=8'h74;
d=8'h22;
d=8"he?;
d=8"had;
d=8"h35;
d=8'h85;
d=8'he2;
d=8'hfo;
d=8'h37;
d=8'hed;
d=8"hlc;
d=8'h75;
d=8'hdf;
d=8"hbe;
d=8'hd7;
d=8"hil;
d=8'hla;
d=8'h71;
d=8'h1ld;
d=8'h29;
d=8'hc5;
d=8'h89;
d=8'hef;
d=8'hb7;
d=8'hb62;
d=8"'h0e;
d=B'haa;
d=8'h189;
d=8"'hbe;
d=8'hlb;
d=8'hic:
d=8"'h54;
d=8"h3e;
d=8"'hdb;
d=8'hcé;
d=8'hd2;
d=8'h79;
d=8'h20;
d=B"h9%a;
d=8"hdb;
d=B"hcl;
d=B8'hfe;
d=8'h78;
d=8"'hcd;
d=B'hb5a;
d=8'hfd;
d=8'hlf;
d=8"hdd;
d=B"haB;
d=B"h33;
d=8"h88g;
d=8"h07;
d=8'he7;
d=B*h31;
d=8"hbl;
d=8"hl2;
d=8"hl10;
d=8"h59;
d=8'h27;
d=8'h80;
d=8"hac;
d=8"h5f;
d=8°he0;
d=8"hb1;
d=8"h7£;
d=8"had;
d=8"hl9;
d=8"hbb;
d=8"hda;
d=8"h0d;
d=8"h2d;
d=8"he5;
d=8"h7a;
d=8"h8%;
d=8'hg3;
d=8"hc9;
d=8"h%c;
d=8'hef;
d=8'hal;
d=8"hal;
d=8'h3b;
d=8"hdd;
d=R'hae;
d=B8'h2a;
d=8'hfb;
d=8"hb0;
d=8"'hcB;
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endmedule

8'hee:
B'hef:
g'hf0:
8'hfl:
8'hfz;
8'hE3;
8'hfq:
SThES:
8'hEa:
8ThET:
8ThE8:
8'hig:
8*hfa:
8'hib:
8'hic:
8'hid:
8'hfe:
8'hEf:

endcase

d=8"h9g;
=8"h6l;
=8'h17;
¢=8"h2b;
d=8"h04;
=8'h7a;

=8 'hel;
d=B8'h&%;

d=8"'h7d;
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THERRTETEEEET IR LG T IR ER T IR T ERE LR EEL TR I T EdI i iideiiit
fi

i
f/// AES Key Expand Block {(for 128 bit keys) [l
it 1l
fitr 1l
///f BAuthor: Rudolf Usselmann i
it rudi@asics.ws Isif
fit i
firi il
//// Downloaded from: http://www.opencores.org/cores/aes_core/ ////
/1 i
FELESEIE IR R ETEL TP ET LTI IS LIS PR FA AL FLE i EIEiif ]
fA4 I
//// Copyright (C) 2000-2002 Rudolf Usaelmann i
1117 WWw.2sics,ws It
2L rudiGasics.ws 114
1247 il
//// This source file may be used and distributed without 17

/f1/ restriction provided that this copyright statement is not  ////
//4/ removed from the file and that any derivative work contains ////
//// the original copyright netice and the associated disclaimer.////
1iid 1447
tit THIS SOFTWARE IS PROVIDED °“AS IS'' AND WITHOUT ANY 17esi
//// EXPRESS OR IMPLLED WARRANTIES, INCLUDING, BUT NOT LIMITED ////
///f TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS  ////
///f FCR A BARTICULAR EURPOSE. IN NO EVENT SHALL THE AUTHOR F
///! OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, 11if
//// INCIDENTAL, $PECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES i
///¢ (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE  ////
//f/ GOODS OR SERVICES; LOSS QF USE, DATA, OR PROFITS; OR i
//// BUSINESS INTHERRUBTION} HOWEVER CAUSED AND ON ANY THEORY OF ////
//#/ LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT ////
//// (INCLUDING NEGLTGENCE OR OTHERWISE) ARISING IN ANY WAY OUT ////

f/#/ OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE 7
//{{ BOSSIBILITY OF SUCH DAMAGE. 1417
1117 s
R R L L N T R N N N T NN
// CV5 Log

/

// $Id: aes_key expand 12B.v,v 1.1.1.1 2002/t1/0% 11:22:38 rudi Exp $%
/1

// $Date: 2002/11/08 11:22:;38 §
// $Revision: 1.1.1.1 $

// S$Author: rudi 3

//  $Locker: $

// $8tate: Exp $

// change History:
it $Log: aes_key _expand 128.v,v $

1 Revision 1.1.1.1 2002/11/09 11:22:36 rudi
/7 Initial Checkin

‘include "c:\aes_modulesh\oriltimescale.v”

module ass_key expand 128{clk, kld, key, wo_ 0, wo_l, wo_2, wo_3};

input clk;

input kld;

input [127:0] key;

output [31:0] wo_0, wa_l, wo 2, wo_3;

reg [31:0] w[3:03;

wire [31:01 tmp Wi

wire [31:01 subword;

wire [31:0] rcon;

assign wo 0 = w[0]7

asasign wo_1 = w[l];

assign wo 2 = wi2l;

assign wo 3 = w(3];

always @ (posedge clk) w[0] <= K1 kld 7 key[127:096] : w[0]“subword"rcon;
always @(posedge clk) wi{l} <= #1 kid 7 key[095:064] : w[0]"w[1l]"subword*recon;
always @ (posedge clk) wl2] <= #1 kld ? key[063;032] w[0]™w[2]}"w[1l] "subword rcon;
always @(posedge clk) w[3] <= #1 kid ? key(031:000] w0l *w[31*w[2]"w[1] “subword"rcon;
assign tmp_w = w[3};

aes_shox ud( .a(tmp w([23:16]), .d{subword{31:24})};

aes_sbox ul( -altmp w([15:08}), .d{subword{23:16]}} 7

aes_sbox u2{ caitmp wl{07:00)), .d{subword[15:08]1}};

aes_sbox ud( a{tmp_w{31:24]}, .d{subword[07:00]}}7

aes_rcon 0| .clkiclk}, .kld({kld}, .out{rcen)):

endmodule
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FEEREIEF TR EEI R EEES T FERIATI TR EEL L ET I EG TR I L i FEir 1 iE

£r i
///{ RES RCON Block 117
1477 i
1h0 1
//// Buthor: Rudolf Usselmann 1
I rudilasics.ws £
£ 21
1447 i
//// Downloaded frem: htip://www,openceres.org/cores/aes_core/ [///
140/ 1
;;;ﬁ//////////////!/////////////////////f/////!f///ff///f///////////!

1
//// Copyright (¢} 2000-2002 Rudolf Usselmann 1rs
144/ wWw.asics.ws it
1iL rudif@asics.ws 21/
i1 11
/i/// This sounrce file may be used and distributed witheut 1

//1/ restriction provided that this copyright statement iz not  ////
f/ff removed from the file and that any derivative work contains ////
f/// the original copyright notice and the associated disclaimer.////
i 1ii!
£t THIS SOFTWARE TS PROVIDED ‘“AS IS'' AND WITHOUT ANY 1/
//// EXPRESS OR IMPLTED WARRANTIES, INCLUDING, BUT NOT LIMITED ////
/{/{ TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITHESS  ////
//// FOR B PARTICULAR PURPOSE, IN WO EVENT SHALL THE AUTHOR 2
//// OR CONTRIBRUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, it
//// INCIDENTAL, SPECIAL, EXEMELARY, OR CONSEQUENTIAL DAMAGCES /117
///{ [INCLUDING, BUT HOT LIMITED TC, PROCUREMENT OF SUBSTITUTE ////
//// GOODS OR BERVICES; LOSS OF USE, DATA, OR PROFITS; OR L
//// BUSINESS INTERRUFTION) HOWEVER CAUSED AND ON ANY THEORY OF ////
//// LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT ////
//4// (INCLUDING MEGLIGENCE OR OTHERWISE) ARISING IN ANY WAL OUT ////

//// OF THE USE OF THI$ SOFTWARE, EVEN IF ADVISED OF THE 1
//// POSSIBILITY OF SUCH DRMAGE. 1777
i 1117
FEELETETERE R TTERTET T EL I LI EE LA T ET i P I EER I TP FELTILREE T
/f VS Log

/f

Fff $Id: aes_rcon.v,v 1.1.1.1 2002/11/09 11:22:38 rodi Exp $

7/

// $Date: 2002/11/09 11:22:3B $§
// SRewision:; 1,1.1.1 §

// S$huthor: rudi $

/f $Locker: $

// S$S5tate: Exp §

// Change History:
Iz $Log: aes_rcon.v,v §

£ Revision 1.1.1.1 2002/11/09 11:22:38 rudi
i/ Initial Checkin

“include “"ec:laes_moduleshoriltimescale.v"”

module azes_rcon{clk, kld, ouk};

input alk;
input kid;
ocutput {31:01 cut;
reg {31:01 out;
reg 13;01 renk;
wire {3:0} rcnt_next;

always @(posedge clk}
if tkld) out <= #1 32'h01_00 00_00;
alse out <= #1 frcon{rcnt_next);

assign ront_next = rent + 4'hl:
always @{posedge clk)

if (k1d} rent <= #1 47hO;

else rent <= #1 rent next:
function [31:0] freon;
input [3:01 iz

case{l) // synopsys parallel case
47h0: frcon=32'h01_00_00_00;
47hl: frcon=32'h02_00_00_00;
4'h2: frcon=32'h04 00 00_00;
47h3: freon=32'ho8_00_00 00;
4'h4; freon=32'h10_00_00_00;
4'h5: freon=32'h20_00_00_00;
4'h6: frcon=32'h40_00_00_00;
4'h7: freon=32'h90_00_00_00;
4'h8: frcon=32'hlb_00_00 00;
4'h9: freon=3Z'h36_00 00 007
default; frcon=32'h00_00_00_00;

endcase

endfunction

endmodule
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I
i
71t
[
i
/i
111
I
1
W

i
AES Top Tayer for Combined Sbox Design 11if
(for serial input of £4 bit per cycle) Iy
Hi
Author: Lee Y¥i Lin i
leeyilin@yahoo.com i
114
1

Composed for Final Year Project of EE Faculty, UTP 1 17
I

FEELFEEITELLRII R LI EELATLLERS BRI E LT LI L L0007 00 EHI00 04101 EH 7Y

// 3D

ate: 2004/4/01 %

// S$Revision: 1.0 §
// S$Author: Lee Yi Lin §

/f Chi

ange History:

“include "cilaes_medulesi\new\timescale,v"

medule ses_newB4_top {clk, rst, option, start, get_output, key_in, text_in, texi_out);

input elk, rst;
input optien;
input start;
output get_output;
input [63:0] key_in;
input [63:0] text_in;
output [63:0]} text out;
red get output;
reg [63?0] text out;
// local wires
reg [127:0] text_in_buf;
wire [127:0] text_out_buf;
reg [127:0] key buf:
reg option_buf;
reg load_crypto, load_key;
reqg run;
wire done;
reg complete;
reg [7:0] counter;
reg [7:0] cont_temp, cnt_temp2;
always @{posedge clk)
1f{lrst) counter
else
if {complete} counter
else
if {start) counter
alse
if (run) counter
always @{posedge clk)
if(lrst) run <=
alse
if{start} run <=
else
if {complete) run <=
always @{posedge clk)
if (start) option_
always @(posedge clk
if{!{|counter) & start)
else
if (counter == 8'h01)
always @ (posedge clk)
if (! {|counter} & start})
else
if (counter == 8'h01l)
always B(posadge clk)
if (option buf)
begin
if {star
else
if (coun
else
if {coun
load ke
and
else
if {loption_buf)
begin

if{ataxr
else
if {coun
else
if {coun

<= #1 B'h00;
<= #1 8'bL0O0;
<= #1 8'h01;

<= %1 counter + §'h01;

#1 17b0;
#1 17b1;

#l 17ho;

buf <= K1 option:

text_in buf[063:000] <= #1 text_in;

text in buf[127:064]} <= #1 text_in;

key bhuf[063:000) <= #1 key in;

key buf[127:064] <= #1 key in;

£} leoad_crypto <= #1 1'b0;

ter == B'hO1l} load cryptc <= #1 1'bl;
ter == B'h02) load_crypte <= #1 1'b0;
v <= #1 1'R0;

t}) load _key <= #1 1'b0;
ter == B'h01l}) load key <= #1 1'bl;
ter == 8'h0Z) load_key <= #1 1°b0;
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if{load_key) cnt_temp <= #1 8'hlb;
else
if{|cnt_temp) cnt_temp <= #1 cnt_temp - §'h01;

load crypto <= #1 !(|cnt_temp[7:1]) & cnt_temp([0];
end

// encryption or decxypticn process takes place

always @(posadge olk)
if{done) assign cnt_temp2 = countex:

always @{posedge clk)

if {done) text _ont <= #1 text out_buf[063:000];
else
if{{counter — cnt_temp2} == 8ThOL} text_out <= #1 text_out buf[127:064];

always @(posedge clk)
if(dene || ({counter - cnt_temp2) == B'h0l)} get_output <= #1 1'bl;

always @ {posedge clk)

if {{counter - cnt temp2)} == 87hO1} complete <= #1 1'bl;

else

iff {counter - cnt_tempZ) == §"h02} complete <= #1 1'b0;
aes_crypto_top ud{

.clph_opt{ option buf Y.

Lelk( clk I

kst rst I

Ckld( load_key I,

1df load_crypte I

.done{ done I

key( key_buf I

Jtext_in( text_in_buf 1,

.text out( textﬁcutﬂbuf

endmodule
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1

Fri
//// AES Cipher Top Level 11
2idi (combined with) 7y
f//// BRES Inverse Cipher Top Level 1il7
i /i
rri 117
£/// Author: Rudelf Usselmana frr/
1447 rudifiasics.ws £
e 1H7
£/7/ Modified by: Lee Yi Lin s
177 leeyilin@yahoo,.co 11
/it 1i/
///! Downloaded from: http://www.opencores.crg/cores/aes core/ [f///
Iy 117
FEEEFLTTITEEERS I FETET I REE ST FEP T TR I EFREPIi7 AT Eiiii8dii7i0f
fi17 I
/f// Copyright (C)} 2000-2002 Rudolf Usselmann ity
fit wWW.asics.ws riH
1i7 rudiasics.ws rirr
£117 1il!
F/// This source Eile may be used and distributed without I7esi

///} restriction provided that this copyright statement is not ////
///{ removed from the file and that any derivative work contains ////
/741 the original copyright notice and the sssociated disclaimer.////
i i
o THIS SCFTWARE IS PROVIDED ““AS TS'' AND WITHOUT ANY i
//// EXPRESS OR IMPLIED WARRANTIES, TNCLUDING, BUT NOT LIMITED  ////
//// TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AWD FITHWESS  ////
//// FOR A PARTICULAR PURPOSE. IN NO EVENT SHALL THE AUTHOR i
//// CR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, 1
//// INCIDENTAL, SPECIAL, EXEMPLARY, CR CONSEQUENTIAL DAMAGES £
///f (INCLUDING, BUT NOT LIMITED TOQ, PROCUREMENT OF SUBSTITUTE  ////
/471 GOODE OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR i
//// BUSINESS INTERRUPTION) HOWEVER CAUSED ANMD ON ANY THEORY OF ////
//// LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT ////
//// {INCLUDING NEGLIGENCE OR OTHERWISE} ARISING IN ANY WAY OUT ////

//// OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE i
///f POSSIBILITY OF SUCH DAMAGE. 1
i Iz
FEEEILE T TP IEHFEE R E i AP
// CVS Log

/i

// $Id: aes_cipher_teop.v,v 1.1.1.1 2002/11/09 11:22:48 rudi Exp 5
/f  $Id: aes inv_cipher tep.v,v 1.1.1.1 2002/11/09 11:22:53 rudi Exp $

// $Date: 2002/11/09 11;22:48 $
/f 3Revision: 1.1.1.1 %

// SAuthor: rudi §

// $Locker: §

/{ $State: Exp §

// Change History:

17 $Log: aes_cipher_top.v,v §

174 Revision 1.1.1.,1 2002/11/09 31;22;48 rudi
17 Initial Checkin

Iz Modification:

1 Both Cipher and Inverse Clpher were merged for combined-Sboz

instantiaticn

i Modified on 1/4/2004 for Final Year Project of EE Faculty, UTP

I
174

‘include “"c:laes modules\new\timescale.v"

module aes_crypto_top{ciph_opt, c¢lk, rst, kld, 1d, done, key, text_in, text out };

input ciph_opt:

input clk, rst;

input kld, 1d;

output done;

input [127:0Q] key:

input {127:0] text_in:

output [127:0] text_out;

req (127:0] text_out;

req done;

reg [7:0] in_#00, in 801, in_s02, 1n s03;

reg [7:0] inﬁslo, in_s11, in_sl2, in s13:

req [7:0] in_s20, in_s21, in_s22, in _s23;

reg [7:01 in_s30, in_s31, in_s32, in_s33;
wire [?:0] out_s00, out s0l, out_s02, out_s03;
wire [7:0] cut_s10, out_sll, out_sl2, out_si3;
wire [7:0] cut_s20, out_s2l, out_s22, out_s23;
wire [7:0] out 530, out s3%i, out_sli2, out_s33;
wire [31:01 w0, wl, w2, w3;

il
/!

// Local Wires for Cipher

r

wire [31:0] Cw0, Cwl, Cw2, Cw3;

reg [127:0] Ctext_in_r;

reg [127;0] Ctext out:

reg [7:0] Csalfd, Csall, Csa02, Csal3;

reg [7:0] Csal0, Csall, Csal2, Csal3y

reg [7:0] Csaz0, CsaZl, CsaZ2, Csa2ld;

rey [7:0] Cs5a30, Csa3l, Csa32, Csalli;

wire [7:0] C3a00_next, Csall_next, Csa02_next, Csal3_pext;

wire [7:0] Csall_next, Csall_next, Csal2 next, Csal3 next;
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wire [7:0) Csa20_next, Csa2l next, Csal22 next, Csald_next:
wire {7:0] Csa30_next, Csa3l_next, Csa3Z_next, Csal33_next;
wire [7:0] Cs3a00 sub, Csall_sub, Csal2_sub, Csal3_sub:
wire [7:0] Csal0 sub, Csall_sub, Csal2_sub, Csal3_sub:
wire [7:0] Csa20_sub, Csa2l_sub, Csa22 sub, Csa23_sub;
wire [7:0] Csa30_sub, Csa3l_sub, Csa32_sub, Csa33_suk;
wire [7:01 Csa00_sr, Csall_sr, Csal2_sr, Csal3_sx;

wire [7:01 C£sald_sr, Csall_sr, CsalZ_sr, Csal3_sr;

wire [7:0] Csa20_sr, CsaZl_sr, Csa22 sk, CsaZ3_sr}

wire [7:0] Csa30_sr, Csa3l_sr, Csa32_sr, Csa33_sr;

wWire [7:0] Csal0_me, Csall_me, Csa02 me, Csaldld_me;

wire [7:0) Csall me, Csall me, Csal2_mec, Csal3_me;

wire [7:01 Csa20_mc, Csa?l_mec, CsalZ_mc, Csa2d_me;

wire [7:01 Csa30_me, Csa3)_mc, Csa32_me, Csaldd mey

reg Cdone, Cld r;

reg £3:0] Cdent;

FIEETIEEIERET AT EIEEFEFEERELETERI I EESLFEEEdE i i i i Eiri1iitEss
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// local Wires for Inverse Cipher

174

wire [31:0] Iwk0, Iwkl, Iwk2, Iwk3;

rag [31:0] Iw0, Iwl, Iw2, Iw3;

reg [127:0] Itext in r;

reg [127:01 Itext_out;

reg [7:01 Isa00, Isall, Isa02, Isal3;

req (7:0] Teall, Isall, Isal?, Isal3;

reg [7:0] Isa20, Isa2l, Isa22, Isalld;

reg [7:0] Tsa30, Isa3l, Isa32, Isa33;

wire [7:0] 15a00_next, Isadl_next, Isal2_next, Isal3_next;
wire [7:01 Isal0 next, Isall_next, Isal2 next, Isal3_next;
wire [7:0) 1sa20_next, Isa2l_next, Isa??_next, Isal3 next;
wire {7:0] IsaBO_next, Isa3l_next, Isa32_next, Isa33_nexi;
wire [7:0] Isa00_sub, Tsall_sub, I5302 sub, Isald3_sub;
wire [7:0] Isal0_sub, Isall_sub, Isal2 sub, Isall_sub;
wire [7:01 1sa20 sub, Isa2l_sub, Isa22 sub, Isa2i_sub;
wire [7:0) Isa30_sub, Isadl_sub, Isa32_sub, Isa33 aubk;
wire {7:0] Isaf0_sr, Tsall _sx, Isa02_sr, Isal3_sr;

wire [7:0] Isall_sr, Isall_sr, Isal2 sr, Isal3_sr;

wire [7:0] IsaZ0_sr, IsaZl_sr, 1sa?2_sr, Isai3_sr;

wire [7:0] Isa30_sr, Isa3l_sr, Isa32_sx, Isa33_sr:

wire [7:0] Isa00_ark, Isa0l ark, Isa02_ark, Isa03_ark:
wire [7:0] Isai0_ark, Isall_ark, Isal2_ark, Isal3_ark;
wire [7:0] Isa20_ark, Isa2l_ark, Isa22 ark, IsaZi_axk
wire [7:0] 1sa30 ark, Isa3dl_ark, Isa32 ark, Isa33_ark;

reg Ild r, Igo, Idone;

reg [3:0] Idcnt;

L L L NN N N N NN R e
i

// Misc Logic for Cipher
/i

always @{posedge clk)
if{lrat) Cdent <= #1 4'h0;

else

1£{1d) Cdent <= #1 4'hb;

else

1£(1Cdent) Cdent <= H1 Cdent ~ 4'hi:

always @(posedge c¢lk} Cdone <= #1 1{]1Cdenti3:1]) & Cdent[0] & !1ld;
always B{posedge clk) if{ld) Ctext in r <= #l text_in;

always @({posedge clk) Cld_r <= #1 1d;
FALEEFEIEEFITEEEEI IR EFIFEETEITEIdi I EITEdidiiditiiitfitit

1/
// Initial Permutation {AddRoundKey) for Cipher

i/

always @(posedge clk) Csad3 <= #1 Cld_r 7 Ctext in_r[007:000] ~ Cw3{07:00] : Csa33_next;
always @{posedge clk) Csa23 <= #1 €1d r ? Ctext_in_x[015:008) * Cw3[15:08] : CsaZ3_next;
always @{posedge c¢lk) Csall3 <= #1 Cld_r ? Ctext in_x[023:016] ~ Cw3[23:16] : Csal3_nexzt;
always @{posedye clk) C¢sa0d <= #1 Cld_r ? Ctext_in_r[031:024] ~ Cw3[31:24] : Csald3_next;
always @(posedde clk) Csa3? <= #1 Cld r ? Ctext_in_r[039:032] ~ Cw2[07:00) : Csa3Z_next;
always @(posedge clk) Csa2? <= #1 €ld r ? Ctexk_3in_ri047:040] ~ Cw2[15:08] : Csa22 next;
zlways @(posedge clk) Csal2z <= #1 £1d_r 7 Ctext_in_r[055;048] Cw2{23:16] : Csal2 next;
always @(posedge clk) Csa02 <= #1 Cld_r ? Ctext_in_r[063:056] ~ Cw2[31:24] : CsaD2 next;
always @(posedge clk) Csall <= #1 Cld_r ? Ctext_in r{071:064] Cwl[07:00] : Csal3l next;
always Q@(posedge clk} Csa2l <= #1 Cld_r ? Ctext_in r[079:072] * Cwl{15:08] : Csa2l_next;
always B(posedge clk) Csall <= #i Cld_r ? Ctext in_r{[087:080] * Cwl(23:16) : Csall_next;
always @(posedge clk) Csabl <= #1 Cld r 7 Ctext_in_r[095:088] ~ Cwl[31:24] : Csa0l_next;
always Bi{posedge clk] sa30 <= #1 Cld r ? Ctext_inir[103:096] ~ Cwl[07:00] : Csa30 next;
always @{posedge clk} CsaZd <= #l Cid r ? Ctext_in r[111:104] Cw0[15:08] : Csa20_next;
always @(posedge clk) Csall <= #1 Cld_r ? Ctext_in r(119:112] A~ Cw0[23:16) : Csall_next;
always @({posedge clk) Csa00 <= #1 €ld r ? Ctext_in_r[127:120] ~ Cw0[31:24] : Csall_next;

R L e e v e
i

// Round Permutations for Cipher

1

assign Csa00_sr = Csa00_sub;
assign Csall_sr = Csall sub:
assign Csal2 sr = Csal2_sub;
assign Csal3_sr = Csal3_sub;
assign Csall_sr = Csall sub;
assign Csall_sr = Csal2_sub;

asszign Csal2_sr = Csal3_sub;
assign Csal3 sr = Csal0_sub;
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azsign Csa20_sr = Csa2Z_sub;

assign Csa2l_sr = Csa23_sub;

assign Csa22 sr Csa20_sub;

assign Csa23 sr Csa2l_ sub;

assign Csa30_sr = Csa33_sub;

assign Csal3l sr = Csald0_sub;

assign Csa32_sr = Csa3l_sub;

assign Csa33_sr = Csa32_sub:

assign {Csall_mc, Csall_mc, Csa20 _me, Csa30 _mel = mix_col{CsaC0_sr,Csal0_sr,Csa20_sr,Csa30_sr);
assign {Csall_me, Csall me, CsaZl_mc, Csadl_mc) mix col{Csalbl_sr,Csall_sr,Csa2l_sr,Csa3l sr};
assign {Csal2_me, Csal2 mc, €sa2? me, Csa32_mc} mix_col(Csab2_sr,Csal2 sx,Csa22 sr,Csa32 sr);
assign {Csal3_me, Csall _me, Csa23_me, €sa33 me} mix col(Csald3 sr,C=al3 sr,Csa23_sr,Cs233_sx);
assign Csaldl_next Csal0 me ~ Cw0([31:241;

assign Csall_next = Csall mc *~ Cwlf31:24];
assign C3a02 next Csal2_me "~ Cw2([31:24]1;
assign Csal3_next Csal3_mec ~ Cw3[31:24]:
assign Csall_next CsalO_me ~ Cw0([23:186];
assign Csall _next = Csall mc *~ Cwl[23:16]:
assign Csal2_next Csalzﬁmc ~ Cw2[23:161;
assign Csal3 next Csal3_me * Cw3([23:16];

-
a

ok onomn
[
muon

wonn

assign Csa20_next CsaZl_mc Cw0[15:08];
assign Csa2l_next = Csa2l_mc * Cwl([15:08];
assign Csa22_next [
assign Csal23_next [
assign Csa30_next = Csa30_mc * Cw0[07:00];
assign Csa3l_next Csa3l me ~ Cwl[07:00];
[
!

non

CsalZ_me Cw2[15:08];

Csa23 me

o

Cw3[15:08]»

no

asaign Csa32_next = Csa32_mc * Cw2[07:00];:
assign Csa33_next = Csa3d_mc * Cw3[07:00];

;;/////////!//////!////////////////////////////!/////!/////////f////

// Final text output for Cipher

7

always @{posedge clk} Ctext out{l27:120] <= #1 Csal0_sr "~ Cw0D[31:24

always @{posedge clk} Ctext_out{095:088] <= #1 CsaOlZsr ~ Cwif3l:24

always @{posedge clk} Ctext out{063:056] <= #1 Csal2_sr ~ Cw2([31:24

always @{posedge clk) Ctext out{031:024] <= #1 Cs3a03 sr "~ Cw3[31:24
~

always G{posedge clk} Ctext out{l119:112] <= #1 Csall_sr * CwC[23:16
always @{posedge clk} Ctext_out[087:080] <= #l Csall sr
always €(posedge clk) Ctext_out(055:048] <= #1 Csal2 sr
always @{posedge clk) Ctext out[023:016] <= #1 Csal3 sx Cw3i[23:16

]

]

1

]

]
Cwl[23:186]
1

]

always @{posedge clk) Ctext out[111:104] <= #1 Csa20_sr Cw0[15;:08)
]

]

]

]

]

1

]

H
;
Cw2[23:16];
always @{posedgs clk} Ctext out[073:;072] <= #1 Csa?l_sr ~ Cwl[15:08
always @({posedge clk) Ctext_out[047:040] <= #1 Csa22 sr ~ Cw2[15:08

i
i
H

always @{posedge clk) Ctext out(015:008] <= #1 Cs5a23 sr Cw3fl5:08
always @{posedge clk) Ctext _out{103:096] <= #1 Cs5a30 sr CwO[07:00
always @{posedgs clk} Ctext out[071;064] <= #1 Csal3l_sxr "~ Cwl[07:00
always €(posedge clk) Ctext out($39:032] <= #1 Csald2_sr "~ Cw2([07:00
always @(posedge clk) Ctext out[007:000] <= #1 Csa33 sr ~ Cw3[07:00);

H
i
H
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/f{ Mise Logic for Inverse Cipher

I

always @(posedge clk
if(lrst) Tdent <= #1 47h0;

else
i1f(Idone) Tdent <= #1 4'h0;
else
1f(1d) Ident <= #1 4'hl;
else
if{Igo) Ident <= #1 Ident + 47hl;
always @{posedge clk) Idene <= #i1 {Idcnt==4"hb) & !1ld:

always @{posedge clk
1f('rst} Igo <= #1 1'bO;
else
if{1d) Igo <= #1 1°bl;
else
1f(Idone} Igo <= #1 1'b0;

always @{posedge clk) 1f{ld) Itext_in_r <= #1 text_in;
always E{posedge clk) Ild r <= #1 1d:

SILEELTILEREL LT RET ORI AT E TR T LTI I Eiriifiiiies
I

// Initial Permutation Inverse Cipher

/

always @({posedyge clk) Isa33 <= #1 Tld r ? Ttext in r[007:000] ~ Tw3[87:00] : Isa33 next;
always @ ({posedge clk) Tsa23 <= #1 T1d r ? Ttext in r[015:008] ~ Iw3{15:08) : Isa23 next;
always @{posedge clk) Tg5al3d <= #1 Ild:r ? Itext:in:[[023:ﬂlﬁ] ~ Iw3(23:16] : Isal3_next;
always E€{posedge clk} Isa03 <= #1 Ild r ? Itext_in_r[031:024] ~ Iw3(31:24] : Isal3_nextk;
always @{posedge clk} Isa32 <= #1 Ild r ? Itext_in r[03%:032] ~ Iw2[07:00] : 1sa32 next;
always @({posedge clk) Isa2z <= #1 Ild x 7 Itext_in_r[047:040] ~ Iw2(15:08] : Isa22 next;
always @{posedge clk} Isal? <= #1 Ild_r ? Itext_in_r[055:0481 ~ Iw2[23:16] : Isalzﬁnext;
always @{posedge clk) Isa02 <= #1 Ild r 7 Itext_in_r[063:056] ~ Iw2[31:24] : IsalZ_next;
always @{posedge clk) Isa3l <= #1 Ild r ? Ttext in r[071:064] " Iwl[07:00) : Isa3l_next;
always @{posedge clk} Isa2l <= §#1 Ild_r ? Itext_in_r[079:0721 ~ Iwl[15:08] @ IsaZlﬁnext;
&lways G{posedge clk) Isall <= #1 Ild r 7 Itext_in_x[087:080] ~ Iwl[23:16] : Isall next;
always @i{posedge clk) Isa0l <= #1 Ild r ? Itext in x[085:088] ~ Iwl([31:24] : Isall_next;
always @{posedge clk} I5230 <= #1 Ild r ? Ttext in r[103:086] ~ Iw0([07:00] : IsadDd_next:
always @{pcsedge clk) Isa20 <= #1 Ild r ? Itext in r[111:104) "~ Iw0[15:08] : IsaZ0_next;
always @(posedge clk) Isall <= #] Ild_r ? Itext_in_r[119:;112] *~ Iw0[23:16] : Isald_next;
always €(posedge clk] Isal) <= #1 Ild_r ? Itext_in r[127;120) "~ Iw0[31:24] : I3a00_next;

FIIETIEE I L0000 I PR T 0P i i i i i iiiiiiieiiiisid
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/i

// Round Permutations Inverse Cipher
7

assign Isal0_sr = Isald;

assign Isall_sr = Isall;

assign Isal2 sr = Isa02;

assign I5a03:sr = Isal3;

assign Isal(_sxr = Isal3;
assign Isall sx Isall;
assign Isal2 sr Isall;
assign Isal3d_sx = Tsall;
assign Isa20_sr IsalZ2;
assign Isa2l_sr Isal3;
assign Isa22 sr = IsaZl;
assign TsaZ3_sr = Isal2l;

L]

assign Isa30_sr = Isa3dl;
assign Isal3l_sr = IsaldZ;
assign Isa32 sr = Isa33;
assign Tsa3d_sr = Isall;

Isa00 sub * Iw0[31:24];
Isall_sub " Iwl[31:24];
Isal2_sub ~ Iw2[31;24];
Isa03 sub ~ Iw3[31:24]:
Isalﬂ_sub ~ TwQ[23;16];
Isall sub ~ Iwl[23:16];
Isal2_sub * Iw2[23:16];
Isal3 sub ™ Iw3[23:16]:
15220 sub ~ IwO[15:08];
assign IsaZl ark Isa2l sub ~ Iwl[15:08];
assign IsaZZ:ark Isazzisub ~ Iw2[15:08];
assign Isa23 ark = Isa23_sub *~ Iw3([15:08];

assign Isal0_ark
assign Isall_ark
assign Tsal2_ark
assign Isal3_ark
assign I=all_ark
assign Isall ark
assign Isal2 ark
assign Isalld ark
assign Isa20 ark

I (R I

Lo

uu

assign Isa3l ark = Isa30 sub Iw0[07:00];
assign Isa3l ark - Isa3l_sub ~ Iw1[07:00];
assign Isa32 ark Isa32 sub ~ Iw2[07:00];
assign IsaSB:ark 13633:5ub ~ Iw3[07:00]1;
assign {Isa00_next, IsalQ next, Isa20_next, Isa30_next}
assign {Isall next, Isall next, IsaZl_next, IEaSl_next]
assign (Isal2 next, Isal2 next, Isa2Z next, Isa32 next}
assign (Isa03_next, Isal3_next, Isa23_next, Isa33_next}

inv_mlx_col (Isad0_ark,Is=al0 ark,Isa20_axrk,Isa30_ark):
inv_mix_col (Isa0l_ark,Isall_ark,Isa2l ark,Isa3l_ark);
inv miz col (Isa02_ark,Isal? acrk,Isa22 ark,Isa32_ark);
inv_mix col (Isa03_ark,Tsal3 ark,IsaZ3_ark,Isa33_ark);

JITLENIT T80 it i iididddrdridddzididintitiififidsiriiidsizis

// Final Text Cutput Inverse Cipher
I

always @{posedge clk] Itext out[l27:120] <= #1 Isa00_ark;
always €{posedye clk} Itext out{095:0B8] <= #1 Isall ark;
always @{posedge clk] Itext_out[063:056] <= #1 IsalZ_ark;
always @{posedge clk} Itext out[031:024} <= #1 Isa03_ark;
always @{posedge clk} Itext cut[115:112] <= #1 Isall_ark;
always @{posedge clk} Itext_out[087;0801 <= #1 Tsall ark;
always @{posedge clk} Itext_out[055:048] <= #1 Isal? ark;
always @ (posedge clk) Itext out[023:016] <= #1 Isal3_ark;
always R{posedge clk}) Itext out[1ll:104] <= #1 Isa20 ark;
always @{posedge clk} Itext:out[079:072] <= #1 IsaZl_ark:
always @{posedge clk) ITtert_out[047:040] <= #1 IsaZ22_ark;
always G{posedge clk} Itext out[015:008] <= #1l Isa2l_ark:
always G{posedge clk) Itext cut[103:096] <= #1 Isa30_ark;
always @{posedge clk) Itext out[071:064] <= #1 Isall ark:
always @(posedge clk) Itext out[039:032] <= #L Isa32_ark;
always @{posedge clk) Itext out[007:000] <= #r Isa33 ark;

always @({posedge clk) text_out <= #1 ciph_opt ? Ctext_out : Itext_ out;
always @(posedge clk) done <= #1 ciph_opt ? Cdone : Idone;

it
/

// Generic Functions for Cipher

/i

function [31:0] mix_col;

input [7:0] s0,81,82,33;

reg [7:0] s0_o,s8l o,52_0,83_o0;
begin

mix_col[31:24]=xtime (50} "xtime(sl)"s1~s2"53;
mix_col[23:16]=90"ztime(s1} xtime (52} "s2"53;
mix_col[:5:08]=90"51"xtime (52) “xtime (s3] "s3;
mixicol[07:00]=xtime(50)”sO“sl“sZ“xtime(sS);
end

endfunction

function [7:0] xtimes
input {7:0] b; xtime={b([6:0],1'b0}~(8'hib&{B{LI71}}];
andfunction

PIFIEEEILITEFFIIETTEEL LI ITER LR F BT TE I FEET I TEERiTEiErfeiii
I

// Genmeric Functions for Inverse Cipher

/

function [31:0] inv_mix_col;
inpub [?7:01 40,31,82,33;
begin

inv_mix_col[31:24]=pmulie(sﬂ)‘pmulib(sl)‘pmulgd(sZ)"pmul_9{53);
inv_mix eol{23:16]=pmul_9(s0) "pmul_e{sl) “pmul b(s2) "pmul_d{s3);
inv_mix_col{15:08]=pmul_d(s0} “pmul_9(sl) “pmul_e(s2)“prul bis3};
invﬁmixicclIDT:UB]ﬂpmulAb[sO)“pmul_d(sl)”pmul_9(52)"pmul_ets3);
end
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endfunction

// Some synthesis tools don't like xtime being called recursevly
function [7:0] pmul_e;

input {7:0} b;

reg (7:0] two,four,eight;

begin
two:xtiNE(b):fout=xtime(two);eight=xtimelfour):pmuliezeight"fcur“twa;
end

endfunction

function [7:0] pmul_9;

input [7:0] b;

rag [7:0] twe,four,eight;

begin
two=xtime(b);faur=xtime(two);eight=xtime(four):pmu1_9=eight“b;
end

endfunction

function [7:0] pmul_d;

input [7:0] b;

reg [7:0] two,four,eight;

begin
two:xtime(b};four=xtime(two);eight=xtime(fcur);pmul_d=eight“four“b;
and

endfunction

function [7:0] pmul b:

input {7:0] b;

reg [7:0] two,four,eight;

begin

two=xtime (b) ; four=xtime (two) ; sight=xtime {four) ;pmul_b=eight*two’b;
end

endfunction

FLLIEEEETELTFREEE AR I LRI RITE TR EFETELETTEIEFEIIEEFILELIERIEEI T
2

/f Key Buffer for Inverse Cipher
1/

reg [127:0) kb[10:0]7
reg [3:01 kent;
reg kdone;
reg kb_ld;

always B8{posedge clk}
if{trst) kent <= #1 4Tha;
alse
if (kld) kent <= $#i 4%ha;
else
if (kb 1d)} kcnt <= #1 kcnt - 4'hl;

always @(posedge clk}
if (frst} kb ld <= #1 1'b0;

else

if {k1gd) kb_1d <= #1 1'bl;

else

1f (kent==4"h0} kb_1d <= #1 1'00;
always @{posedge clk) kdone <= #1 (kent==4'h0) & !kld;
always @{posedge clk) if (kb 1ld} kb[kent] <= #1 {Iwk3, Iwk2, Iwkl, Iwk0};
always @{poszedge clk) {Iw3, Iw2, Iwl, Iw0} <= #1 kb[Ident];

SITELIILIEIELS 8D E0 T I 008000800 T I Et i idddrdiiriadlirds
/1

// Modules for both Cipher and Inverse Ciphaer
/1

assign Cwd = wi;

assign Cwl wl;
assign Cw2 = w2:
assign Culd = w3}

assign Csal0_sub = out_s(0;
assign Csall_sub = out s01;
assign Csal2 sub = cutﬁsﬂz;
aasign Csal3 sub = out_s03;
agsign Csal0_sub = out_slO;
assign Csell_sub = out_sll;
assign Csal2_sub = ocut_sl2;
assign Csall_sub = out s13;
agsign Csa20_sub = cut_s20;
assign Csa2l_sub = cut_s21;
assign CsaZ2_sub = out_s22:
assign Csa23_sub = out_s23;
assign Csad0_sub = out_s30;
assign Csa3l_sub = out s31;
assign Csa32 sub = out s32;
assign Csa3d_sub = out_533;
assign Iwk0 = w0;

assign Iwkl = wl;

assign Iwk2 = w2;

assign Twk3 = w3r

assign Isal0_sub = out_s00;
assign Isall_sub = out_s01:
assign IsalZ_sub = ocut_s02;
assign IsaUBﬁsub = out_sDB;
assign Isal0_sub = out_sl0;

assign Isall_sub = out_sll;
assign IsalZ sub = outmslz;
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assign Tsal3_sub = out_s13;

assign Isa20_sub = out_s20;
assign Isa2l_sub = out_s21;
assign Isa22_gub = out_s22;
assign Tsa23_sub = out s23;
assign Tsa30_sub = out_s30;
assign Isa3i_sub = out_s3l:
essign TIsa32_sub = out_s32;
assigr Isal3d_sub = out s533;
zlways Q@{ciph_opt) in_s00 <= ciph_opt ? CsaDd0 : Isald_sr;
always @{ciph opt] in_s0l <= ciph_opt ? Csall : Isall_sr;
always @{ciph_opt) in_s02 <= ciph_opt ? Csa02 : Iszal2 sr:
always @{ciph_opt] in_ s03 <= ciph opt ? Csa03 : Isal3_sxy
zlways @(ciph_opt) in_sl0 <= ciph_opt ? Csall : IsalQ_sr;
always @(ciph_opt} in_sll <= ciph _opt ? Csall : Isail sr;
always @{ciph opt} in_sl12 <= ciph opt ? CsalZ : Isal2 sr;
2

always Q(ciph_opt} in_s13 <= ciph_opt
always @(ciph_opt} in_s20 <= ciph_opt ? Csa20 : IsaZ0_sr:
always @({ciph _opt} in 521 <= ciph opt ? Csa2i : Isa2l sr;
always @{ciph opt} in_s22 <= ciph opt ? Csa22 : Isa22_sx;
always @{ciph eopt) in_s23 <= ciph opt ? Csa23 : IsaZ3 sr;

7

7

?

Csal3d ; Isaild_sx;

always Q@{ciph opt) in_s30 <= ciph opt ? Csa30 : Isa30_sr;
always @{ciph opt} in_s31 <= ciph opt 7 Csa3l : Isa3l_srz;
always @{ciph_cpt) in_s32 <= ciph_opt Csad2 : Isa3d2_sr;
always @lciph_cpt) in_s33 <= ciph_opt ? C2a33 : Iszald3 sr;

aes_key expand 128 ul(

.clk( clk I

Lkl 1d I

Lkey( key 1

-wo_0f w 1.

wo_1{ wl 1

wwo_21 w2 I

.wo_3( w3 Yy
aes_sbox_inv usl0({ .bf ciph opt 1, Lal in_sG0 be o -di out_s00 Vi
aes_sboxminv us01{ .b{ ciph opt ), af in_sCl1 V. o Wdl out_s01 R
aes_sbox_inv usl2{ .b{ ciph_opt 1}, Lal in_sD2 V., Ldf out_s02 V)i
ass_sbox_inv us03( .b{ ciph_opt 1}, .af in_s03 Ve ood( out_s03 Yy
aas sbox_inv uslo{ .b( ciph opt 1}, af in_s10 y, -df out_si0 Vi
aes_sbox_inv usil{ .b( ciph_opt ), .al in_sl1l V. o.df out_sll e
aes_sbox_inv usl2{ .b( ciph_opt 1}, af in_sl2 V.o o.di out_sl2 1);
aes_sbox_inv usl3{ .b( ciph_opt ), -1 in_sl3 V., o.df out_sl3 1):
aes_sbox inv us20( .b{ ciph_opt 1}, al in 520 ), -df out_s20 14
aes:sboxiinv us2lf  .b{ eiph opt 1}, al in 521 HPE: 1) out_s21 i
aes_sbox_inv uws22( .b{ ciph_opt ), af in s22 PR out_822 I3 F
aes_sbox_inv us23{ .b{ ciph opt ), al in_s23 Ve oadi out_s23 s
aes_sbox_inv us30{ .bf ciph_opt ), .af in_s30 browdd out_s30 1
ags_sbox inv us3dl{ .b{ ciph opt 3, .af in_s31 ¥, o.df ont_sil ;s
aes_sbox_inv us3z{ .b{ ciphﬁopt Y. al in_s532 Ve o odi out s32 3
aes_sbox_inv us33( .b{ ciph_opt 3, val in_s33 1, .df out_ 5332 i

endnodule
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LOLEEELTITEETET LTI LT LT AL 0TI LTI P i I i iiiriiriiriity

i i
//// BES Combined 8box/Inv-Sbox Top Layer Block e
s

v

i it
//// Buthor: Lee Yi Lin /i
I leeyilin@yahoo.com 1
Iy s
1 i
//// Composed for Final Year Prcject of EE Faculty, UTP Iy
vy vy

PETIILLELTERIF I AT R I I L7000 i i ririiiiiifiiiiritis
/

7/

/7 S$Date: 2004/4/01 §

// SRevisicn: 1.0 §

// $Author: Lee Yi Lin $
7/

// Change History:

7/

7/

//

/

‘include "c:l\aes_modules\new\timescale.v"

module aes sbeox invib,a,d):
input b;

input [7:0] a;

output [7:0] d;

reg [7:0] d;
reg [7:0] a_in;

wire [7:0] a_sub;

always @(b)

if (b)
begin
a_in = a;
d[?] = a_sub[7]"a_sub[&]*a_subl[5]*a_subl4]"~a_sub[3]~1'b0;
dfé] = a_subl6]”a_sub[5]"a_subl[4]"a_sub[3]"a sub[2]1~1'bl;
df3] = a_sub[5]*a_subl[4]"a_sub[3]"a_sub[2]"a_sub[l]~1l'bl;
d[4] = a_sub[4]”a_sub[3]"a subi2]”a sub[1l]”a sub[01"1'b0;
df3] = a_sub[7]"a_sub[3]"a_suk[2]”a sub[1]*a sub[0]"~1'b];
df2] = a_sub[7]"a_sub[6&]*a_subl2]”*a_subl[l]”a sub[0}~1'b0;
d[1l] = a_sub[7]"a_sub[6]*a_sub[5]*a_subl[l]~a sub[0}+1'bl;
d[C] = a_suk[7]"a_subl[&]l~a_subl5]~a_sub[4] ~a_sub[0]~1'bl;
end

else
begin
a_in{7] = al6]”al4]1%a[1]"1'b0;
a_in[6] = a[5]"al[3]"al[0]1"1'b0;
a in[3] = a[7]”a[4]"a[2]"1 b0;
a_in[4] = a[6]"al3]"al[l1]"1'b0;
a_in{3] = a[5]1"al21"a[0]1"1"b0;
a_inl2] = a[7]"a(4]a[l1l]1"1'bl;
a_in[l] = a[6]"a[31"a[01"1'b0;
a_in[0] = al7]"al5]™al2]1"1'bl;
d = a_sub;
end

aes_mul inv ml{ .Db¢ b ), .m{ a_in )}, .g( a sub ));

endmodule
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;;;;//!//!/////!//////////f/////////!/////////////f///////f//////////

/f/7  ARS Multiplicative Inverse Block
/717 (to be instantiated by ass_sbox_inv for building
f/{/ (both Sbox and Inverse Shax)

11t

//// Buthor: Lee Yi Lin

ftrf leeyilin@yahoo, com
1117

i1r

//// Composed for Final Year Project of EE Faculty, UTE

i

// S$Date: 2004/4/01 %

// SRevision: 1.0 %

// 5author: Lee Yi Lin §

// Change History:

"include "eilaes_modules\new\timescale.v"

module aes_muil_inv(b,m,g);

input b;

input [7:0] m;
output [7:0] g;
reg [7:0] g;

always @(b}

case (m)
8'h00:
8'hoLr
8Thoz;
B'h03:
§'hi4:
g'hos:
2'hog:
8'h07;
8'hog:
B8'h09:
B'hOa:
B'hib:
B'hlc:
8'hod;
8'h0e;
8hOE:
8Thl0:
8'hl1;
8'hl2:
87h13
B8'hi4
8'hls
8'hlé
§'h1l7
8'hlg:
8'hlg
8'hia;
B'hlb:
B'hle:
B'hld:
8'hle:
8'hlf:
8'h20:
4'h21:
8'h22:
8%h23:
B'h24;
8'h25:
8'h26:
8'h27:
8'h28:
8'hig:
8'h2a;
B'h2h;
B'h2¢:
B'h2d;:
8'h2e:

8'h2f: g

§*h30:
9Th3l:
9rh3z:
8 h33:
B'h34;
B'h35;
8'h36:
§'h37:
8'h38;
4'h39:
S'h3a:
8'h3b:
B8'h3c:
B'hid:
§'h3e:
8'h3f:
8'h40:
8'h4l:
g'h4z:

g=B"h00;
=8'h01;

g=8"h7b;
=BThdl;

g=8"h4f:

=8'h29;
=8'hcl;

g=8'hel;
g=8'he5;

g=8"hb4;
g=8'haa;

g=BThcl;
g=B8"h0a;
g=8'h98;
g=8'h15;
g=8'h30;
g=8'h44;

g=8"hZe;
g=B'hd5;
g=8'h92;
g=8'héc;
g=8'hi3;
g=8"h39;
g=0"héee;
g=8"h42;
g=8"hf2;
g=8*h35;
g=6"h20;
g=8"'hef;
§=8'h77;
¢g=8"hbkb;
g=8'h39;
g=8'h18;
g=8'hld;
g=8"hfe;
g=8'h37;

17
/117
1117
il
1ifd
[
1iff
il
2
21z

rls
;5!//f///f//////////////////f//////f/////////////////////////////////
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8'h43: g=8'h&7;
8'h44:
87h45:
g'hd6:
8'h47:
8'h48;
8'h49:
8'hda:
8 hib:
8'hic:
B'hid:
8'hde:
Brhif:
B8rh30:
B'h51;
8rh52:
B'h53:
8'hs4:
8'h55;
8Th56
8'h57
8'h58
8'h59
81h5a
&§'h5b

8'h79: g=B'h70;
8'h7a: y=8'hdo0O;
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endmodule

B'hal:

8'hab:
8'hac:
8'had:
8'hae:
8'hat;
8'hb0;
8'hbl:
8fhh2:
8fhb3:
8hbdr
8'hbs:
B8'hbéa:
8'hb7:
8'hb:
8'hbo:
8'hba:
&'hbb:
f'hbc:
8'hbd: g=8"hbc;
8'hbe: 8°hee6;
8'hbf:
9'hel: g=8"h0b;
8'hcl: g=B"h28:
B'he2:
B'hc3: g=B'ha3;
B'hed: g=8'hda;
B'heS5: g=8'hd4;
8'he6: g=8'hed;
8'he?: g=8'h0f;
8'hcl: g=8'ha9;
8'he®: g=8'h27;
8'hca: g=8'h53;
8'heb: g=8'ho4;
8'hce: g=3'hlb:
8Thed: g=8'hfg;
§'hce: g=8'hac;
8 hcf: g=B'hes;
8"hd0: g=B'h7a;
8°hdl: g=B'h07:
8'hd2: g=B'hae;
8'hd3: g=8'he3;
8'hd4: g=8"hc5;
B*hd5: g=8'hdb;
8'hd6: g=8'he2;
8'hd7: g=8'hea;
§'hd8: g=B'h%4;
8'hd9: g=8'hBb;
g'hda: g=8'had:
8'hdb: g=8"hd5;
8'hdc: g=8%hod;
8'hdd: g=8'hfs;
9'hde: g=8"h90;
8'hdf: g=8'héb;
8'hel; g=B"hbl;
8'hel: *hod;
8'he2: g=B'hds:
B'hel:
8'hed:
B'heb:
B'heb;
B'he?:
B'hef;
B'hes:
8'hea;
8lheb;
8'hec: g=8'h5d;
8'hed: g=8'h50;
8'hee: g=8'hle;
8'hef: g=8'hb3;
8'hfd: g=B'hSb;
8Thfl: g=B'h23;
8*hf2: ¢g=8'h38;
8"hf3; g=8'h34;
8Thfd: g=8'he&d;
BThEL: g=8'h46;
8*hfé: g=B"h03;
B'hf7: g=8"hBc;
8'hE8: g=8'hdd;
8'hf9; g=8"h%c;
8'hfa: g=0'hld;
8'hfb: g=8'ha0;
8'hEc: g=8"hed;
8'hfd: g=8'hla;
8'hfe; g=8"hdl;
8'hff: g=9"hlc;

endcase
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SILIEIII DL ID T 8T L0800 P F i 00 i il i i iiiidiizifinsiiisd

fH/ it
//// BES Test Bench i
i I
1irf 1/
//// BRuthor: Rudolf Usselmann i
11tf rudifasica.ws 7
11 : i
1i1f 1
//// Downloaded frem: http://uww.cpencores.org/coras/aes_vere/ [///
117 1l
;;;;//l!/////////////f//f//ff/////////f/////ff/f/////////!///////;;ﬁ;
/144 Copyright (C) 2000-2002 Rudolf Usselmann 17
I rs wuw.asics. us 1Ef
1t rudiasics.ws 1t
I it
//// This source file may be used and distributed without it

//// restriction provided that this copyright statement is not  ////
//// removed from the file and that any derivative work contains ////
//// the original copyright notice and the associated disclaimer.////
147/ 11l
1 THIS SOFTWARE IS PROVIDED ~“AS IS'' AND WITHOUT ANY 177z
//// EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED  ////
//// TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS  ////
//// POR A PARTICULAR PURPOSE. IN NO EVENT SHALL THE AUTHOR 17t
//// OR CONTRIBUTORS BE LIAELE FOR ANY DIRECT, INDIRECT, 1117
//// INCIDENTAL, SPECTAL, EXEMPLARY, OR CONSEQUENTTIAL DAMAGES 11t
//// (INCLUDING, BUT WOT LIMITED TO, PROCUREMENT OF SUBSTITUTE ////
//// GOODS OR SERVICES; LOSS OF USE, DATA, OR BROFITS; OR 7247
//// BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF ////
//// LIBBILITY, WHETHER TH CONTRACT, STRICT LIABILITY, OR TORT ////
//// (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY oQUT /[///
//// COF PHE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE 117
///! POSSIBILITY OF SUCH DAMAGE. 147

i rH7
FELIIFILEEIIZIIFRLPIEIFR]LERDIRETFRLLEIIFRI IR 0PI 00000 P20 0000720000007
/7 CVS Log

// $Id: test bench top.v,v 1.2 2002/11/12 16:10:12 rudi Exp §

/f $Date: 2002/11/12 16:10:12 3§

/7 $Revision: 1.2 §

// Sauthor: rudi 3

/f $Locker: $§

/{ $state: Exp %

// Change History:

i $Log: test_bench_top.v,v 3

i Revision 1.2 2002/11/12 16:10:12 xudi

4 Improved test bench, added missing timescale file.

i Revision 1.1.1.1 2002/11/09 11:22:56 xudi
i Initial Checkin

“include "timescale.v™

module test:

reg cik;

reg rat;

reqg [383:0] tv[512:0); // Teat vectors
wire [383:0] tmp;

req kld;

wire 127:0] key, plain, ciph;

[
wire [127:0] text_in;
wire [127:01 text out;
[
t

wire 127:0] text_outZ;
req 127:0) text_exp;
wire done, done?;
integer n, error_cnt;
initial

begin

$display{"\n\n"};

SALsplay (MHEhkkkbk kb hdkkk ke k ko kR b kAR kAR kAR AR R ARk Rk kR kT

$display("* AES Test bench ..."):

SALSPLAY (MHH AR * ok bk d ok bk ek bk ke ek e R kS e b sk )

$display{"\n");
“ifdef WAVES
$shm_open {"waves");
$shm_probe {"A3", test, "AS™);
$display("INFO: Signal dump enabled ...\n\n"}:

“endif
kld = 0;
clk = 0;
rst = 0;

error_cnt = 07

repeat {4} @ {posedge «lk);

rst = 1;

repeat {20) i (posedge clk);
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fdisplay("");
$display("");
$display("Started random test ..."};

tw[9]= 384'hDUDODUUOD000000000000000000GOU00f3448190300627bacd5d03fb08f273@503367E3e966d925956567cc9ce537f59:
tv[l}= 384'hOUDOOOOODBOOB00000000000000000009798c4640bad?557c3227delO17497239a1531bf4996954Ebc09395?b234539;
tv[2] 384'hOOOOO0000OOUDUOU00000000000000OOQGEbSCZfEEIZdeEaEEBCE1f30c42168ff4fE391aEa4Qca5b25d23bedd44aSST;
tv[3] 384'hOOOOD0000UOUUUODUOUDOOD000000000631183874519964999637986503f1d35dc43be40be0953712f7ebeEca?O?ZUB;
tv[d]= 384'hUDUOUDOUOOOO00000000000000DDUDUOCbeCEecSlZBGca3e989bd97Ehﬂcb284BZbEedablB95a94faa€9b63265cc47ce;
tv[3a]= 384'hﬁD0000000000OOUDUDUDODUOODﬂDODOﬂbZGaeblBT4eQ7ca835Bf522378509144459264f47BEfEa?BbaCbBBclSed3d60L
tv[E]l= 354‘hﬂ00000000000GOUDODUUOUDOOD000OOUSEGSEOUbZGS1656d54eabB4b91f0aca10834e2efec8aBe3312caT4EDb9040bbf:
tvl7]= 384'tha5EB69d?4b953374cf867cfb47385900000ODOODDODG0000000OOUDUDUOUOOGdZ51e6944b051604eaa€fb4dbf?8465:
tv[8]= 334‘hcaeaGSCdbb75691GQechZebeGeEq67500000DOUOUOOUOGOUDUDODOUODOODODOGeZ9201190152df4eeﬂ58139def610bb;
tv[9]= 384‘ha292faQbaf7d2OB22c39f0542f764a4100000DOOODOOU0000000000000000000c3b44b95d9&2f25GTOEQQQaDdEOBSfaS;
tvllo]l= 354‘hb6364ac4e1de1eZEﬁeafl44aZd15f7aDOUOGODODU000000000000000000000005d9b05578fc944b3cflccf0874ch581;
tv[ll]= 384‘h64chc?achDbBBSafGEf49d521944b20000O000000000000000GDDUODDGOOOOE7efCEBd5db3578104DcheEadGSQcOE;
tvll2y= 384‘h47d6742$€fc00465dc96355e851b64d90000D000GUOOOOUOOOU000000000000003D6194f666d1336243323058b264&97;
tv([l3]= 384'h3eb39790678c56bee3dbbcdeccfﬁcdbﬁ0000D000OGODUDUDUODGOG0000000000858075d536d79ccee$71f7d7204b1f67;
tv[14]= 334'h641103924f0743d5GﬂccadaeTZ513427OOUUOUOD00000000000000000000000035870c6aSTEB992314bcb8087cde?2ce;
tv[i5]= 384'hlEdSlZ6516f8312ab1a3Gd9f04d68@5l000000000000000OOUDDOUDOOD0000006D6839b656041e225825b7c7affb4363;
tv[le]= 384'hfS3035?968578480b39333c251cd1093000000000000000UOU00000000DODDDDdef39990fc688f1b07224cC0335Ecea:
tv[171= 334'hdas4357f325d42d601b432E964HOZEEeUOOGGODDDODDGOO00000000000UOU000bbaO7lbcbé?ﬂfoSEBGeSdEaddlecGG;
tvi{lg]= 384'he3?b1c6a3234Gf6fdb413f238b089f230000000DOOOGOOGDODODDBUOUUOOO00043c9f7662f5d288bb27334Uef&feleaB;
tv{ld]= 384'hGCUOEbEE248390cabcc?315253be56740000000ODODDOG0000000000000000003580d19cff44f101467:966a69053d55:
tv[20]= 384'h143ae8ed6555abad6110ab58893a84100000000000000000000000000000000806dassddd29diddeafbeT64f0202a0f;
tv[2i]= 384‘hb69418a55332240dc8249235355GanCOD000000000000000000000000000000a303d940ded8f0baff6f75414cac5243;
tv[22]= 384‘h71b5508a1993el362&4d0ce9b22b78d500000000000000GOUBOOU0000000BDOOchabdll7E853ecabfbb11d12194d9d0;
tv[23)= 384‘h5234:dca2GUEb81f29408d5f6da2120600UOOOBGDUDOODUOU000000000000000fff6034740086b3b9056195b95d9137b;
tv[24]= 384'h13237c45074a3d3075dc1d82Bbb7BcﬁfOODGDUDODGDOGGOOD0000GOUUUDDUODDHl4EaOEe2357f0caa30c58c94d130544:
tv[25]= 334’h30713234Bfeﬁcbd04fla12909893ﬂBfSODOOOOOOOO000DODUDOUDDODDODDOOGB4b98e06d356deb07ebb82495713f7b63;
tv[26])= 394’h9Df426C0E68385f2£fc5dfc03a554dce0000000000UOUDOUUUOUOUOO0000DDGOTaZ0353d460fc95e0423a7a0764c6cf2;
tv[27]= 334'hfedeaZ4d8b65c1c737d5034ed3519590OOUDUOOOBGODOODD000000000000000f437UdEaESVTEQbOZbécAOdf57d45b17;
tv[2B]}= 354'hHOUDDOO0DODDOG0000000OOU0OODDOUDU000DDOOGDOGGDOOO000000UDDUUUODDUedd33d3cGZleSQ5455bd8bal418bec8;
tv{29]= 334'hcOUDUODDODDODG0000000OOUGGDDDODDU0000000000000000000000DGOUDUODD4b53E83345Dc113c64ca42e111239637;
tw(30]= 384'heDﬂOODG0000000OOOUODUUOUDDU000000000DO000OOUOUODUOUGUODODODOOOODTEalda?TOde?ac4c9ef94d822affd97;
tv[3l]= 384‘hfDODOOODOU0000UOUDOGDGOD000000000000GGOOUUDUBUODOOUDOODODOODOBGO970014d634e2b76507?768984d03Cch;
tv(32]= 384‘hf8OOOUDOOUUOOUUOUOOUDDODDOG000000000GOOU0UOODOUDOOD0DODDODGDOU00f17e793ed0db752799955b5f493575a7:
tvi33]= 384'hchUOUDOOD00000000000000OODOODDUDOU0UDODDDODOOGDDOGDOOODOUOOOUUOBedBaTSISGaB40d0963d3379db4af263;
tv[34]1= 384'hfeBDOOOOOO0000000000000DUOOUOU00OOD0O00000000000000000000000000064295f834ESC?TESera364bac637eESJ
[35]= 384'hffDOOOOOOOOOUDOUDUODOOU0000000DG000OO000OODDUDUDUODUOG0000000000b1d758256b28fd850ad4944208cf1155;
tw[36]= 384'thBOODGODDODUDODDDODOOOD00000000000UOUOD000DGODODDD000000000000042Efb34c743de4d83ca330115990890b;
tv[37]= 384'hfchODUOD000000000000000000000UﬂUODUO0000000000000000000000000UOQBSSfGQCEaBbZITZCDCI995f9182c0f3:
twv[38}= 384'hffeOOOUOU0000000DOUOUOO000000000000000000000UOD00000000000000000956d7798fac2Uf8238823f984d06f7f5;
tv[(39]= 384'hfffODDOUDDODDDOQODGODDODOOOOOUO0UODOGOUDUOOODOODOGDDDOUOOOOOUOOOalef44f2d16beBZBca44aaf7b9b106b;
= 384‘hfffﬂDDOGD00000000000OOODDUUODDOUOD00000OODDDOODOOOOOOOUOUDUDUDOUbela33950d40d103764c76bd4c6b6f8;
= 384‘hffchOOU0OOOUOUDUODDOUDOODDOGDOUOU00000ODDDUDU000000000000000DOU263705059f00d4817e2d69deB?BaeeBd:
tv[dz]= 384‘hfffeO000DUODOOUDUOD00000000000000000000UGDDOOD0000DOG00000000000113e:be4a45326930dd26069467fb5b5;
tv[43]= 384‘hffffOOODDDDDDDGD000DOOOOOOUOUDDUODGOUOD0009000UOOOOOUOOUUOOUDUOD97d0754fe68f11b9e375d0705608c884;
tvl44]= 3B4ThELLIH0006000000000000000606000000000000000000000000000000P000D000CEa0b3eS9Rd050682539977840520004;
tv[45]= 384'hfffchOD00000000000000000000000000UOUOGOODOOOD000000000000000000d5556a33438db87bC41b1752c5565e49;
tv[46]= 334'hffffeOODOOGO000DOUOOOOGOUUOUD000000000000000000000000000GODD000090fb128d3313f63548521bb962bflf05:
tv[47]= 384'hfffffOU0000UUDDUODOOODDDDDDGDOUOOOOOUUOOOUUOUOOUDUOODDODOODDDOGDZ6298e9c1db5170215fadfb7d238d691;
tv[48]= 334'hfffffBU0UODUOG0000000000000000000UDUBUOOOGDODOOOD000000000000000a6cb761d61f8292d0df39332793d0380;
tv[48]= 384'hffffch0DDBODG00000000000GODDOUOUOODDDDOGDODGOOOODOOOOOOODUOUOUDIZacdS9b13cd5fﬁ?26e34d44fd486108;
tvis0]= 354‘hfffffeO0000000UDDBUOUDOUODOBODGDO00000UOUOOUDUOUDGDUDOUDUODDDOOD95b1?03fc57baﬂ9EeUc35EUfebdd7ed4;
tvi5l]= 384'hffffffDUOU00000000000DDGDODOOOOU000000UOUOOUDUODOOG000000000000Odel1722d893e9f9121c381beccld3593;
tvisz]= 384'hffffffBUODDOOD0000000000000000000UODOGUOU000000000000000000000006d114ccb27hf39101298974054GdefZ;
tv([53]= 384'hffffffc00000000000000000DOUOUODDGDODDDODG000000000000000000000005093791?eb4GAEecfac29b9cc33d9340;
tv(54]= 384'hffffffeOOOOOOUOOUODUDUOU00000000DODDD0000OOOOOUOUDUUUOUUODOUOG0018c1b632157122056d0243d83165cddb:
tv[558]= 384'hfffffffOODOOD000000000000000000000000OODDOOUDDDDUDU0000UOUUUDU009969396359d1366074d823562d7e1431;
tv(s6]= 384'hfffffffSOO000000OOOODOUDDDOUOG00000ODDDO00000000000OOUUUOUOOOO00607064d08438bba758ed17eb02535733:
tv[57]= 384'hffffffchDUOUOOU000000000000000000000000DOUDOOUDUOODOG0000000000el?bc?9f30eaab2fac2cbb93458d6876;
tv[58]= 384'hfffffffeODODGDOO00000000000000DDDODUO0000000000000000000000000001114b02028009b923f0b019150e5e7c4;
tw[
tv [

59]= 384 'hEELEFEFF000000000000000006000000000000000000000000000000000000009c28524a1 6alelela52971caal8d13476;

601= 384 'hIfLLTFEFRO0000000000000000000C0000000000000000R00000000000000000ed62e16363638360FddEad62112794£0;
tv[61] 384 'hIfLL£EE£c00000000000000000000000000000000000000000000000000000005a86B8£0b2a2c 1622401 61658F£d4044;
tui62] 384 hfEFEEEE£2000000000000000000000000000000000000000000000000000000023£710842509bb0c32F2664B:78680%0a;
tv(63]= 3894'hEEELFFFFFO00000000000000000000000000000000C00000000000000000000044a98bE11el63F622c47achadle03a89;
tv[64]= 384 hEfLTFLLEL60000000000000000000000000000000000000000000000000000000F1BafFo4274696d9b61848bd50ac5e5;
tv[65]= 3B4A*hI{fIfLff£c00000000000000000000000000000000000000060C00000000000082408571c3e2424540207£833b6ddass;
tv[66]= 384 hELfELEFE£0000000000000000000000000000000000000000000000C0000000303FF996847£0c7d1F4308£3027L0b75;
tv[87]= 384 hELfFFFFFLEO000000000000000000000000000000000000000000000000000007dE4dafdad29a3615a%bhece5c99518a;
tv[68]= 3BAThLLfELELLEFB00000000000000000000000000000000000000000000000000000a72954a48d0774db0b4971c526260415;
tv[69]= 3RB4ThECLLLELEFF000000000000000000000000000000000000000000000000000001dE9bTE112dc653107d2efdalid11£0;
tw[70)= 384 hfffFTFFEFfe0000000000000000000C0C0000000000000000000G000000C00008c4d8c699118a1fcBT545a647FL1d34E;
tv[7i}= 384'hELLLELEEFFF000000000000G000000C000000000000000000000000C00000000a6c4807aell f36£091c57dSFbGE548d1;
Ev[721= 384 hEELEfEFFEEFFBO000000000000000000000006000C00C000000000006000000008ebE73aad49c82007£77a5c ccectabd;
tv[73]= 384'hELLLE£EEFEFL00000000000000000000000000000000000000000000000000004Fb288¢c2040049001d2c7585ad123Ea;
tv[74]= 384'hEELLELELLLEL000000000000000G000C0000200000000000C00000006000000004497110efbodcebl3e2bl3Ebdd65564:
tv[75]= 384'hELELLLLELFLL000000000000000000000000000000000000000000000000000075550ebcb5ab0e48634c9abb9edalddt:
tv(76]= 384 hEfLLELLELLLLE000000000000000000000000000000000000000G00000000000L6768473celBd32a86a81405dd500345;
tv[77]= 384 hEfEELLEELLEFCO000000000000000000000000000000000C0000000000000000ch2E430383£9084203a6535718065de6;
tv[78]= 384 hELEEELLEFEFTe0000000000000000060000000000000000660000000000000C00Ff4e66c0Tbae3e?IfD7d210847a300ba;
tv[78]= 3B4ThEfLEEFELFFFFFO000000000000000000000000000000000600000000000000007b0T85E25505FadS%013c186dd66ce3;
tv[B0)= 3B4'hEFFELFELLLELFA000000G00000000000000000000000000000000000000000008b527a6achdaecteasfiedalcbTTB3e5;
tv[81]= 384'hEFLELLEEFEEE£c00000000000000000000000000600C0O000000GOC0000000000435daE53ebbe9880c22861736a0b548k;
tv[B2]= 3B4'hEFELLEEFFLEEF20000000000000000060000000000060000000000000000000053786104b9744b98F052046F10850d0b;
tv[83]= 384 hEFLLFLELLLELFEODOOO000000000000000000000000000000000000000000000b5ab3013dd1e6ldf06chaf3dcalace?s;
tviBd]= 384 hEELEFLELEFECEFFBODOODO0000000000000000000000000000C00000000000000747046%bed723030fdac?IaBeddfbbl0;
tv[85]= 384 ' hELEFEFFFFLLEFEC0000600000000000000000006000000000060000000000000a35a63F5343eba%efa167bcbe8adl2%ea;

]
tv[86]= 384 ' hELELEEELFLFFLF20000000000000000000C0000000000000000000000000C000Fd86E87£0757a210e95df181204c30663;
tv[87]= 384'RELELELLEFELELEL0000000000000000000000000000000C000000000CC0000007a181e84bd5457d26a860Fbaed6018tb0;
tv([88]= 384 hELEFEFLFELEFEETB0000000000000000000000000000000000000000C0000000653317b9362b6F0bselakBle6bdl94b5 ;)
tv[89]= 384 h{LELEELEFELELFLCO00000G00000000000000000000000000000000006000000995c8dclbE689E03c45867h5Faa5c18dly
tv[90]= 384 'hELELELFELELFLELR000000000000C000000000000000000000000000000000007724496¢56ddaloBb9%abectc?57295d;

tv[91]= 384 hELEFFEEFFFFEEFFL00000000000000000000000000000000000000000000000084bel9e053635F09f2665eTbacBsbd2d;
tv[92]= 384 hELLLLELELEFEFEFFB0000000000000000000000000600000000000000000000032cd652B42926acadanbl37bblbe2bse;
tv[93]= 3B4’hIfEFFEFEFFFFFLLLc00000000000000000000000000000000000000000000000493d4a4£E30ebb337d10aas429171a554;
tv[94]= 3B4 hEFfFFEEELEFEE£E£20000000000000000000000000000000000000000000000049bEE7FFf454blec5adazato566e2chsd;
tv[95]= 384 hELLLLELLLLEEEEFFFO000000000000000000000000000000000000000000000035354565ace3f31eb24%bazact765d7a;
tw[96]= 384 hiffffEFFreFFffFEE0000000000000000000000000000000600000000000000£6081Fc326%eecr3231cbe9045697chA;
tv[87]= 3B4ThELFEEFFFEFFFEFEEFC000000CGG00000000000000000000000000000000000000akb63cFadf51£8e604d9cc37182£6635a;



Appendix 18 test_bench top.v

tv[98]= 384‘hfffffffffffffffffeUOU0000GOD000000000000UOOOOOUUDU0000000000000078663?3f24a0bSed56e0d96fcdafb877;
tv[99]= 354'hffffffffffffffffffﬁoﬂDDG000000000000UOOUOODUOUGOODOOOD000DOOUOODlea448c23ac954f5dﬁ1259d754944465;
tv[100]= 384'hffffffffffffffffffﬂ00000000OOUDU0000000000000000000000000000000Dac05599ddﬂac0223930fef4a36dd1668;
tv[101]= 334'hffffffffffffffffffcﬂ0000000UDUDUUOUODDUOO000000000000000000D000UdS764468bb1033283f7el473ce895073;
tv{lo2]= 334'hffffffffffffffffffeOODOUOUOUOUUD00000DODO00000000UOUDODODDUUUOUOlbUdOZS93683b9f180458e4336b73982;
tv[103]= 334'hfffffffffffffffffffDODDDOUD0000D000Dﬂ000000000000000OOUUUODDUODOBSdeﬂ1?d302df410&937dcdb9hb6&43;
tv[104])= 384T hIfEEFLELLEFFELLE££E900000000000000000000000020000000000000000000e£1623ccd43130fFE40b15%4aTe2lcct;
tv[l0561= 384 hELEFEELELELEEELEFFTo00000000000000000000000060000000000000000000284ca2fa35807b8b0acdd1%e11d7dbdT;
tv[l06}= 384'hfffffffffffffffffffeOUOGOUUOUDU0000ODGOOD00000000000DOOOOU000000f2e976875755f94ﬂld54f36e2a23359L
tv[ib7]= 384‘hffffffffffffffffffffoﬁOOGD00000000000UODOGDUDOUUUOOGOOGOODDOOOUOeCl98518e109532403b7920887c8dd80;
tv([108]= 384 hELffEEFLLEFLEFELFELFBO000000000000000000000000000000000000000000545d50ebd91924a6948d96addTed6aB0;
tv[109]= 384‘hffffffffffffffffffffcﬁOOU0000DU0000D0000DOUO0000000OOU00000000UOdbdfb527060&0&71009:7bb0c68f1d44;
tv(ll0]= 384‘hffffffffffffffffffffeﬂ0000000000000D0000ODUOUOOGOOD000D0000009009cfal322€a33da21?3a024f2ff0dﬁQsd;
tvli11l]= 354'hfffffffffffffffffffffﬂODD0000000000UOOUUUOUU000000000000000000008735b137SbDbedQSEdCdOGZBB180521;
tv[112]= 334'hfffffffffffffffffffffﬁGOD000000DODGODDGO0000000000000000000000003BfGTthBSedaQ?b6df03039fcdd0104;
tv[113]= 3BATRILEFFEFFEERFEEEEEETF000000000000000000000000000000000000300000192afFffh2ciB0e82b05926d0fc6cd4th;
tv[lld4]= 334'hfffffffffffffffffffffeOOOOOUOOOGDBUU0000000000000000000000000000637980ce7b1050f530952d74daaf798c;
tv{115]= 384 hEELPFFPFAFLLLLEFEEF££0000000000000000000000000000000000000000002a3695e1351b936858bd958cE513eE60)
tv[li6]= 384ThELEEEFFEEELLLLEEFEEFFFB000000000000000000000000000000000000000006dal490batba0343b935681d2¢ceS5bal ;
tv[1l7]= 384'hffffffffffffffffffffffcﬂOOU0OOGDUUOOODGDOG0000OOODDOG00000000000f093233f08534Dllcﬁnoﬂgab29adazfl;
tv[l1i8]= 384 hEL L ELF PP FLLELFEfI££200000000000000000000000000000000000006000£F13R06¢f19¢cc38721554dTc0fcdeddb;
tv[119]= 384'hfffffffffffffffffffffffUDOUDDOOOO00000000000000000000UDODUODGOOU683BaflféfGQbaegdGdeIBEdcdfOEEH;
tv[lz0]= 384T hEFFEFELFFLELELEFEFFLLLEBOO0C00000000000000000000000000000000000036cf44cd2d550bEblad28ef583ddE5dT7;
tvfl2i]= 384'hfffffffffffffffffffffffcﬂoﬁDODDOD0000000000000DOUUOOOUOGUUOD000Dd0633195b5376f109d5c4ec6c5d62ced;
tvfl2z2]= 384'hfffffffffffffffffffffffeUOD0000000000000000000DODDOOODODUOUU0000:440d9614d3d61070727Bbli24235c36;
tv[123]= 384 hEFLETFEFTLEfELFEEEFEFEEE0000000000000000060000000000000000000000£0¢5e6TFaSelbd3addctBfeb6EToloh;
tv[l2d]= 384'hffffffffffffffffffffffffBOD00000000000000000000000000000000000003940039chd?effcz2bffc35deeﬂb4d5;
tv[125]= 384 hEELELELEELLLLELELLFFFTEFCO00000000000000000000000000000000000000b63305c72badfabg7382406d40c49ba6;
tv[i2é]l= 384 REECELLEFFEFfAFFfLffEff££e00000000000C00000000000000000000000000036bbaakb22a6bd4925a99a2L408d2dbae;
tv[l127]= 334'hfffffffffffffffffffffffffﬂﬂDOUDDOOGOﬂDOOD00000000UOUOOUUUOUDUOO0307c5h5fcd05333b98bc51&27366e461;
tv[l28]= 384'hfffffffffffffffffffffffffE00000ﬂDDGDﬂ00000000000DDDUDOUUUOD00000829c04ff4c0751300b3ef055035337b5;
tv(l2e]= 384'hffffffffffffffffffffffffch00000000DUDDOD0000UOGDODDDDGO00000000f17af0e895ddaﬁeb989fc55DGGeB4c54;
tv[130]= 384 W EfLELf I EfFfFFfFfffffLEfa00000000000000000000000000000000000000277167£3B12afff1ffackias34379£03;
tv[131l]= 384 'hffFRLLffFfEfFEFEEFFFELELL000000000000006000000000000000000000002¢bide3a%cT2872e425a02ef3eb597d;

Ev[136]= 384 hEEffLEELEFFFFFFEFFELLLELEFFOO0000000000000000000000000000000000016591c0£27d60259085a96c3386%aTef;
tv[137 3BAThEffFEfff L EELffFfEEFFFEFLELC00000000000000060000000000000000000044fb5¢4d4F5chT9%e5¢174a3ble97348;
tv[138]= 3B4"h{fLfffffffffEEffffELLfEfFrfat00000000000000000000000000000000000674d2b61633d162he59dde04222£4740;
tv[139]= 364 hEfEEEREfEEEELEEFFFFFLEFLLLLL000000000000000000000000000006000000b4750E£f263a65e1f%9e824cafdi8T3a37;
tv[140]= 3BA hEffEEfffFFEFTFFLLfELEELEFEFEH0000C00000000000000000000000000000062d0662d6eanddedebaa?fTealadf6hs:
tv{ldl]= 384 AL FFFFEFFEXELLEE20000000000000000000000000000000000070c46bb30632beb57E£7eand3ebadd897;
tv[l42}= 384'hiffEfffffEfffFFfrfffffELEfe00000000000000000000000000000000000323994cfhoda?B5a5d9642e17590224a;
tv[143]= 394'hEfffFELLELELEFFFFFFFFLLLELELEEQ00000000000000000000000000000000001dbESTE77bTb173850B5d0b54851e371;
tv[ldd]= 304'hEfLLFELEfEFELFFFEELLLELEEFFEFH0000000000000000000600000000000000dfa5c097cdel532ac071d57bld28d1bd;
tv[145]= 384" hffFfFffffReffffEFfEfEFFLFEEc00000000000000000006000000000000003a0¢53£a37311Fc10bd2a9981F513174;
tv[146]= 384" hELEEEEEEEPFRELEELELELAFFLFEFF00000000000000000000000000000000000ba4E370c0a25c41814bdaeZe506balbd;
tw[147]= 384 'hELLEELLERFELEEELLELLLELEEFLAELO0000000000000000000000000G000000002dce3achT2Tcdl3ccdT6dd2zEea5624f6;
tv[148]= B4 REL LA P AL LI LEEEEFFFEEFFELER0000000000000000000000000000000005160474d504b%3aelbERJ35E245E4b3;
tv[148]= 3B4'hiLLEfEfEfEFfrFffRLfEELELfffeffc00000000000000000000080000000000041a8a947766635dec3T553d% 6c0ckbT;
tv[150]= 384 hEfEEEfEfE e L EFfFFFFFFFFLELEEFL00000000000000000000000000000000025d6cEe6881E2bE497dd14cddddf445h;
tv[151]= 384 NETE I FELF AL CELEFFFEEEFFEEEL00000000000000000000000000000000041c78c1352d9e98¢096640647265dale;
tv([152]= I EELEFEFfEEREREEEELFFEFFPFFEELLEB8000000000000000000000000000000005a4d404dB8917e353e92a2107203b2305;
tv(153)= 384 hEfEEfEFfFfrffFfLELELEFEEFFEEFEECO00D00000000000G006000000000000002bed6646b3Eda71643F384cd3cc3eat;
tv[154)= 384 W CEfffffEEfFEEEFEREEELLF000000000000000000000000000000009badall43f4e54404R521c4£6977d80e;
£v[155]= 84 hEEF A E AL EEEfFEFFFFELELLEECLELNQ0Q00000000D0000000000600000000a156258¢877d5Fcdi964484538bf 926}
tv[156}= 384'h0C00000000C00000000000000000060GB00D00000000000000000000000000603adT8e726clecl2blebfed2b23d%cH4;

tv[132]= 384 ' hEfEELELLEFEEEEFFFLLEFFLELLB000000000000000000000000000000000000036acaa3a?13es68ddbSh679d3a2¢97 e;
tv[133]= 384 hELELAFFPFPFEFfALLEEELEE£££C00000000C00C00000000P00000C00000000009241dacadfdd034a82372db50elalfqf;
tvii3d4]= 384 hEST TP AL ILEfffFFEFFFEERE0000000000000000000000000000000000000c14574d9ed00cE2b5a7£T7e53cd57885;
tv[135]= 304 hEFEFEEEEEEELELEEfELFFEEEELL0000000000000000000000000000000000000783de39236570abaB3abib?37eh521c9;
1
]

o

tv[137]= 384'hC0000000000000000000000000000006<000000060000000000000C0000000002ae5939cBefdf2f04e60b9EaT7117h2a2;
tv(158]= 384'h000000000000000000G00000C000000020000000000000000006000000000000f031d4d74£5dchE39daat8calaf6es2T;
€y[139]= 384'h0000D00000000000000000000C0000C0FC00000000000000000000000000000096d9£d5¢cedf074417274E0E33e401a36;
tv[160]= 384"h0000C000000C0CC00000000000000000£800900000000000000000000000000030ccdb044646d7etfIcoeaideald8blen;
tv[161l]= 384'h0O0DOGOOOD0O0000CO0000000000000000EC0000CG0000D00CR000000000000000016aedceS5042a6TeaBel?7hTc587ecch2;
Ev[162]~ 3684'R00000000000000600000000000000000£e000000000000000000000000000000b6dalbblla?3855d9c5cblbdctalzala;
tv[163]= 384"h000000000000000000G0000000000000££000000000000000000000000000000dbaf1aa530967d6732¢e4715ebles2db;
tv[164]= 384'h0000000000000000040000000¢000000££600000000000000000000000000600a81738252621dd180a34F3455b4baalf;

tv[163]= 3B84"h0000000000CQ00000000000000006000f£c0000000000000000000000000000077e2b508db7Fd89234caf793%e5621a:
ty[1661= 384 "h0000000000000000C000000000000000f£e00000000000000000000000000000b8498c251FfBd42ee13F0933b688 cd19;
tv[167]= 384'h00000000000000000000000060000000£££00000000000000000000000000000865135E8a81£25c2d630b17502E68e53;
tw([1l68)= 384'h0000000CO0000000000000000B0000000FEES00000080000080000C00000000008087145a01ladlceeded95ea3fToq54t;
tv[169)= 384'h00000000000006000000600000000000££Ec00000000000000000600000000008eae3bltadclicasdldiblfatle56nib?;
tv[170}= 384'h000GI060000000000000C000000000000FF F2000000000000000000000000000064b4d629810 dabbafdf08F3b0da8d2es;
tv[171]= 384'h00000C00000000000000000000000000EEF£000000000000C000000000000000dTe5dbd3324595F8fda7d7c571dabez2asr
tv[172]= 384'h00000000000000000000800000000000££F£E000000000000000000000000000£3£72375264e167 Fcaddelcl527dY606;
tv[173]= 384'h000000000C000000000000C000000000FEE£0000000000000000000000¢00008ae79dd4F4011T9bTead45d06666c13b;
tv[174]= 384'h00C000000C000000000000C0000CO0O0EEE£0000000000000000000000¢0000dd35cea2T98940b40db3£019ch94c08h;
tv[1758]= 384'h00GC00000G0000000000000C00090CO0EEEEF000000000000000000C000000006941chbbb3ebsc2bTafab81lebdde07be7;
tv[176]= 384'h0000000000000GG0C000000000000000£EFFFBQAD0000C00000000000000000002c20£439£6bb087h28b8bAEASI2adToS;
tv[177]= 384'h00000000G00000C0C000000000000000£E£E££cG0000000000000000000000000625401F058e565677a086378bd2¢49b3;
tv[178]= 384'h00000000000000000000000G00000000EEEFFe00000000000000000000000000c0bsFdA38190eFd5Fbha301438d085350;
tw[172]= 384'h00000000000000¢00000000000C00000ELFEFL000000000000000000000000001300LE£5c99806eFd25da34 f56bed5db;
tv[180]= 384"h00000000000000000000000000000000EEEEELB00000000000000000000000003b594¢60F5¢B27Ta5113677£94208d62;
tv[181)= 384'h0000C0O000C0CE0C00000000000000000FEEFE£2000000000000000000000000069¢0fc1818edaasshd?e3dd638£09:05;
ty[182]= 384'h00000000000000000000000000000000£ff£fFe0000000000000000000000000F8023e29c3fdcd5a0l0b4ed85c?elatbi;
tv[183]= 384'h00000000000000000000000000000000EE£EEEF000000000000000000000000035F40182ab4662F3023baeclae?6b57;
£v[184}= 384'hC0000000000000000000000000000000FEELE£ES0000000000000000000000003aekbbad7303549b4194a6945c6003684;7

tv[185]= 384"h0000000C000000000000000000000G0CEFELFEFCO000C000000000000000000022]24beatlec2834279bed?£7eb0fa38;
tv{i86]= 384'h0000000000000000006000000000000REFELFEFO00000000000000000000000b9fh4399fa4facc7309211ec98360b0a;
tv[187]= 384"h000000000000C0000000000000000000EEFFEEFFO00000000000000000000000c2627743742005d634F715a028140132;
Ev([188]= 384°h00000000000000000000000000000000FEELEELEBOO000000000000600000000171a0e1b2dd424F0608%F2cdclOE32F
tv([189]= 384°H0G00CO00000000000000000009000000£EEEEFFFCOG0000000000000008000007cadbed02d1b2085eT35edcallacece;
tv([180]= 3847h00000G0C0000000000000000000000000£ELELELFe0000000000000000000000043b02F92921485aF6£5¢6d6558baalf;
tv[191]= 384'h0000000000000C0R000000C0000000000EFEFELELEQ0000000006000000000000082FaaccsbE43508bFBFa86]13caTl5dea;
tv[192]= 384"h00000000000000000000000000000000FFEEEEFFER0000000000000000000000ckh2bfE280£3F9742cTed513FB8026209¢;
tv([193]= 3647h00000000000000000000G00000000000££EEEEEEECO0000000000000000000000215a4]eedd2fa992a62323980ded3F68;

tv[194]= 3B4"h00000000000000000000000000000000f£EFEFEEFe0000000000000000000000F21e99cE4E0E7Tcead3bella2fa755bl;
tv{195]= 384Th000000000000000000000000000G0000EEEEEFEFEFO00000000000000000000095¢3a0ca9079%646331dF8b4e70d2adS;
tu[1%6]= 384"h0000000000000000C000000000000000F£ELEELLELB0000000000000000000004afe?E120ce7613F745012a01a8268073;
tv(197]= 3847h00000000000000000000000000000000EE£E £EEEEFB00000000000000000000827f00067562¢8b9d479beedd13febT4;
tv[198)= 384'h0000000GI00000000600000000000000EfEFEFFEFFe00000000000000000000035830c8e?aacfe?d30310£381cbf6al;
tv[199}= 384'R0D000O0000000000000800000C00000000ELELELELEFEON0000000000000000000191aa0f2¢8570144F38657ead085ebes;
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tv[200]= 384'h00000000000000000G00000000000000FEEEEEFFEEEEBO000000000000000000085062e2c909F15d9269b6¢186a99c410;
tv[201]= 384'h0GEO000000G000000000000000000000EELELFFFFFFCOD000000000000000000678034de%e41bbab60ed?3%eeabibeB;
tv([202]= 384'h00Q000000000060000000000CICV0000FFELFEFFELLe000006000000600000000a2F 93a4ce5abbdSdS6E1h93c£199111;
tv[203]= 384'h00000000000006000000000000000000f£f ELFEFELEFO00000000000000000001¢3112bch0cldecTd9d799743691bE02;
tv([204]= 384'h00000000000006I00000000000000000EEEEELEEELEFB000000000000000000000055bd75c7£36881989d3ec]¥11c044;
tv[205]= 384'h00000000000000I00000000080000GO0EEL EFEEFFFFFC0000000000000000000ea2e6bbef182b7dEf35620abd6al 2045F;
tv[206)= 384"h00000000000000000000000000000000EEf FEEEFEFFfc000000000000000000022322327e01780b17397£24087£8C06E;
tw[207]= 384'h00000000C00000000000000000000000E L FELEEELFE£0000000000000000000c8cach5adlltg2e373b2411768149%6e7;
tv([208}= 384'h000000000C000000C000G00000000000EEEEFEEEFELFEBO000000C0000000000al8e3dbbeas?7860dab6b80dal139256;
384'h00000000000000000000000000000000£EF FFFEFFEFFTCO0000000000000000078b61a3TbF328eccaBd?43265a3d425¢;
384'h00000000000000000000000000000000E EFFFFFFFEFFF2000000000000000000d2d98¢6beclf06fdaBel7eBae3flcaeT;
tv{211]= 384'h000000C0000000000000000G0000D0000EEEEEEEFFEFEFFON0000000000000C001LFd4L91cT01Ed6bELIBTE997629da63k;

1

1
tv(212]= 384'h0000C0O0000000000C00000000000000CEEEEELEFEELEEFRO00D0000000000CN011005d52£25£16bdc9545a876a63490a;
tv[213]= 384'h00000G0O00O000000C000000000000000EEEEEEFFEEfFFfcD00DDD000000000003a4d354F02bb5a5e47d39666867£246a;
tv[214]= 384'h0C000000000000000000000000000000Ff EFEFEFELEXELLe00000000000000000d451bBd6elelalebbl55EbbféaThTded;
tv[215]= 384'h0G000000000000000000000000000000fEEFfEFE£EEEEFF000000000000000008008d4f42FaTbabal0acl5e87hSf2080;
Ev[216]= 384'h00000000000000000000000G00C00000ELELEEEFEFFEFFFEB0000000000000000b6112952739caTa9b50F8adc0e?54a3t;
tv[217]= 384"h0000000000000C0000000000800C00000EFEFEEfFFEFFFFEC00000000000000007d33FfcTd8abeldcald36750f8F5daaf20;
tw[218]= 3847h00000000000000000000000000000000FfFfEFLELEEEELF@00000000000000003b5e0F566dc%60298T0c12637539b25¢;
te[213]= 3847L000D00000O00000000000000000000000FLEELEFFEEFEEEFE0000000000000000£807¢3e7985 e0E5a50e2cdb25c5108e;
tv([220]= 384'H00000000000000000000000000000000FfEfEFfFFEFEEEEES000000000000000415992a856fb2T6b39%a62E5d274d7a9;

1

i

3847h000000000C0000000000C000000000000REESELEFFEFFFFFEF00000000000000021feecdd5b2e675973ac33bFf0c5424%0;
384'h0000000060000000000000C0000000CFFFFfFFEETELELLEFO000000000000001480cb3855ba62d0%eab6B8LTc708817;
tv[224]= 3847h0O00O000QCEI000000000000000000000CEELFEEFFELFEEEEEER0000C000000000066404033d6b72b609354d5486e7eb511r
tv[225]= 384*h0000000000000000000000000000000CEFEfELEEEf£fEEEE£c000C000000000016317a220a7d700dable075b0026621]
tvi226]= 384"h0000G0C000D0C0000C0000000000000000EEEffFfEEfFLfEFEEfe00000000000000ab3bA0542233F1271bFaFd000F403545;
tv(227]= 384"h000C0000000000060000000000000000EEEEfFEEEFEFFFEFFE00000000000000d93eacl66facdbdcad927déblldfaifie;
tv[228]= 384"h00000000000000000000000000000000FFf FELFCEELEEEFELEB00000000080001bdec521316503d9d5eet5df3eaddddf;
tv[228]= 384"h00000000000000000000000000000000fff fEEFEEFFEEEfEF£0000000000000eefd56431deabblacfidbdae3?17E£75E;
tv[230]= 384Th000000000000000000C0000000000000£fEfEFEEELEEEFEFFFRO00000000000006£251%a2fafaaSt6bfefScfal5c21ha;
tw[231]= 3847h00000000000000000000000000000000FffFEFEEELLELELELEFO000000000000251aTeacTe2faB09%4aa8d0d7012531a;
tv[232]= 3847h00000000000000000000000000000000fFfEFEEfFffEFEfEE£EB0000C00000003bFEclbedctIb268220F0d06a60L4058;
tv[233]= 384'h00000000000000000000000000000000fEffEfEfEEfELEEEEEECO000B0000000e8B6E9291529c5bb3bIctBb2e2E700888 ;)
tv[234]= 3847h00000000000000000000000000000000fEFEFfFfrfrfffErftfe000000000000563bE90d61beal39f48dd625Fcalf136];
tw[235]= 394'h0000000G000000000000000000000000FFEFFFfifflfffEFFEfF0000000000004d37c850644563¢69Fd0acd%a049325h;
tv[236]= 384'h0000000C0000000000Q00C0000000000FfEfFif ffffffffffffA00000000000b87¢52109182%F3bl3cab4lesl130a6;
tv(237]~ 384'h00000005000000000000000000000000fFffEffEEffEFFEFEFEfc000000000002a65abthbea3flel0facceelizobl393;
tv[238]= 384'h000C00000CC000000000000000000000f fELFffffffEffEfEEEFa000000000009ca54757439%ede3e25500f4d43aaB990;
tv[235]= 384'h0000000J00C000000000G00000000000ffEEEFfFLEffFfFffffEff00000000000a5a652614c9300£37816L1EIFd0cRT7EO;
tv[240]= 384'h000C000000C000000000000000000000fFFfFfffferfffffEEfEEB000000000014954F0b4697776F44494Fe458d814ed;
tv[241]= 384'h000000000080000000000C0000000000fFEfFLf L EFffffEfFffffc00000600007C8d%ab602761723fed2fBbb50GchalT;
tv[242]= 384'h00000000000000000000000000000000ffEfEfffffEfifEfEEFFFaC000000000db7e1932679Edd099742aab04aa0d5aR0;
tv[243]= 384'h0000000000000000000000000000C000ffEEFFEffEFEFFFFFFEFLf00000000004c6ale3a568cdl0f2702d73ded1l8¢28;
tv[244]= 384"h00000000000000000000000000000000f FEFFEfFFCFfffffFifffFRO0000000090echetl77e674¢98de412413F7ac915;
tv[245]= 384'h00000000000000000G00000000000000FffEffffffEfffFffEFELfC0000000C090E84a2achsfelechlebd5622520073;
tv[246]= 384’h00000050000000000600000000000000fffEffffffEfffFffEffifet000000007472F5aT08B607caT9707795901035:5;
tv[247]= 384'h00000000000000000600G000000000000EfEEfEfFffFffffff FEFFFL00000000056aff089878bf3352FRdf172a3ae47d8;
tv{248]= 384'h0C000000000000000000000000000000f L LfEfEffffEffffEf£££FB0000000065c0526¢bad0161bBN19a2a3171abd23;
tv{248]= 384'h0C000000000000000000000000000000fff fEffFEfEfEfffEEFEEffe00000000377belbe3dbde3e310baabdalT3FR4f;
tv[250]1= 384'h000000000000CG6000000000000000000ffEEfEfEFtffffffffffiffe000000009402e%a26f69de6504daBd20cefcaals;
tv[251)= 384°h00000000000000000000000000000000ffEEffEEEfEfEEFFFEFEEf££00000000123c1E4aF313ad8cRcab48ble?lfhhel;
tv[252}= 384'h00000000000000000000000000000C00ffffffffERffEEfELfEFFfffa00000001££ch26d30203dedb001GfbA0ET26cT4;
tv[253]= 384"h00000000000000000000000000000000EFfFffFFrffffrFffEFFEFfffc000000076dalfbela50728c50£d2e621b5adB85;

[
[
tv([221]= 368471h00000000000000000000000000000000LfEf£EFFEEFEFFFFc00000000000000010d3edTakfelSabddolache?d0767abl;
[
[
[

tv[254 384'h00000000000000000000000000000000f AL L fEffEffEfEffffffffffe0000000082ebiba35F442fh52668a16a591d1d6;
tv[2553]= 384'h0000000000G000000C000000000000000fEffffffffffrfffffffffffr0000000e656F%ecf5fe27ec3edal3d00c2B82Eh3;
tvi256]= 384'h00000000020000000000C00000000000fEfFfFEffEffEEfEEfEEffEffR00000020a8209d63274cd9a20bb74bedT7683a;

1
]
1
Ly [257]= 384'h000000000G0000000000000000000000f ffffffFFfffffFfEfffEffifc00000078bf5dceldbh7dd73a8e2611deTcal26;
1=
]
1

tv[Z58 384"h00000000000000000000000000000000f FE L ffffEffffffffEffffffe0000003cB49939a5d29399F344cdalecaBab7h;
tv[258]= 384'h0Q000000000000000000000000000000fEEEEfFfFfffFfrFfrfffffff000000ed3c0a%4d59%beced8835daTaadf07cal;
tv[260]= 384'h0000000000000000C00000C000000000LEfFr ffEEffffffrffffffeffB000006391%d4cel01964308h6ad09d99¢d795;

tv[261}= 384'h00DO00000D0O000000C000000000000000fffffffffEfffFfEEfffEffEffa000007678£3a833F19fead3f3c602%e2be6ll;
tv[262]= 384"h00Q0CC00000000000000000000000000fEfEffEfffEffffrfffiffffffelN0003a2426631067d36b%2be7c5f81c13a56;
tv[263]= 384"h0000CCO0000000008000000000000000fFEFfEfffefffFfFEfFFFFfeffro00009272e2d2edd11050998c845077a300a0;
tv[264]= 384'h0D0OCOO00N00000000000000000000000fFfEFffffEfFEfffEfEfFFffffFFR0000088cdb53£5ecDfEdliclada7 6246,
1= 384'h00000000000000000000000000000000f FfFffFfFFffifffEfLLfffEfEEc00004010a5e401fd£0a0354ddboe0d012b17;
1= 384'h00000000000000000000000000000000Ffff ffffffFffifffFIfffffffEfet000a87a385736c0ab169bd6589bd8445a93;
tv[267]= 384'h00D0000000O0000000000000C00000000fFffffffffffFffffEfffEFfEfEFFO000545F2083d9616dccia0fald3Nedcd2BY;
1= 384'h0500000000000000000000000000000CF FFFffFffffEfEArfffLfEELfEEFRO004bTOGETES2406352394037a6d4E46884;
1= 384'h00000000000000000000000600000000f £ fLffLEffCEfefffEFffffffFc000b7972b3941c44b90akaTh264bfba7367;
tv[270]= 384"h000000000000000¢00000000000000000ffEfFiffffifEffffffffFfFfFffa0006f45732cEi0B81546E0Ed23696d2bh60;
1
]
1

tv[271]= 3847h00000000000000000000000000000000ffEfEEfFEfffffrffffEfFEFFEFfr0002e357%cal5af27£64b3c255a5bfa30ba;z
tv(272]= 384*h00000000000000000000000000000000ffEfEEffEfEELLEFEfFFfEFFFELFFIN034a205a91ae2a0C90bTd1boEa6780447;
tv[273]= 3847h00000000000000G00000000000000000ff Ff FrffffffffffrffffffFffFffc00adds616bd04f873350065335122%a%e;
tv[274]= 3B4'h0000000C0OC000D0000000000000000000 L fefffiFf FiffiffffffFfffffe007f492b03045RB67d1617%a8cefaB3ealt;

tv[275]= 384"h00000000000000000000000000000000ff EFFrfffffEfffffEfeffEFELfffff003bdidleefdaletdlialteTadf2BlESa2;
tv([276]= 3847h00000000000000000000000000000000Ff L ECfffffefffffffffffFfrfffra0dl788£572d9Bb2bleecsd5E392209%ba;
tv[277]= 3847h00000000000000000000000000000000f fffEffffffffffFfffffffffffffcO0B33££6£61A98a57h2B8e8035060L85a6;
tw[278]= 384°n00000000000000000000000000000000ff fffFfffffffffffffffEEfFFEFfffa08569261797del76bf0b43bacc6285afh;
tv[279]= 3847h00000000000000000000000000000000fffffffffffEEfffrffffFEEfEfffErOLEOb0fdalc4aBl8fbhieialcdceddn?;
tv[280]= 384"h0Q0000000000000000000000000000000 i LEffffEfffffffefffEFffFfffreBadelo5913685¢c67Cc5269 Baaed2983e;
tv{281)= 384*h0000000000000000000000000000000C0EffffEffffffffrErffffEFFfffffffc39%bdedld5cBedBasble37eblfadt5ach;
tv{282]= 384*h000C00000000000000C000000000000CFffEffFffEffEffrfffiff fffrFFfffabc005e72c1418c44f569f%ea33ba54f3;
tvi283]= 384"h000CGG000000000000000000000000000EfEffEfEEfffEffffffEfffEffefffrf3r5bfccleasbbalafa?347d23aBdnbde;

for (n=0;n<284;n=n+1}

begin
8 (posedge clkj;
#1;
kld = 1;
@ (posedge clk)};
#1;
kld = 0;

@ (posedyge clk);
while ({done) @ {posedge clk):
//$display {("TNFO! (a) Vecter %0d: zpected %x, Got $x %t", n, ciph, text_sut, S$time);:

if{text_out != ciph | {|text_out)==1"bx}
begin
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end

end

assign tmp
assign key
assign tex
assign pla
assign cipl

always #3

$diaplay ("ERROR: (a) Vector %0d mismatch, Ezpected $x, Got %x",

n, ciph, text out);
error_cnt = erreor_cant + 17
end

while (!donez) @ {posedge clk);

//%display ("INFO: (b) Vactor %0d: xpected %%, Got $x", n, plain, text_out2);

if (texk_out? != plain | {ftext_out2)==1'hx)
begin

$display ("ERROR: (b} Vector %0d mismatch. Expected %x, Got %x",

n, plain, text_out2);
errox_cnt = errer_cnt + 1;
end

@ (posedge clk):
#1;

sdisplay{""};

$display("");

$display("Test Done. Found %0d Errors,”, error_cat});
Sdisplay("");

Sdisplay("™);

repeat (10) € {posedge clk);

$Einish;

= twvn];
= kld tmp[383:256] : 128'hx;

?
t in = kld 2 tmp[255:128] : 128'hxk;

aes_cipher_top ul{

aes_inv_ci

andmodule

in = tmp[255:128];

h = tmp[l27:0];

clk = ~clk;

Lelk( clk Ve
L8t rst Ve
LLdd kld b
.done { done Ie
-key( key T,
-text_in{ text_in by
.text:cut( text_out }

)i

pher_top ul{

Lelk( elk I
xstd rst T
Skldi kld }e
.1d¢ done }a
.done ( done2 b,
Lkey( key by
-text_in{ text_out },

.text_out ! text_out2 )

Vi




Appendix 19 Synthesis Report of Original Design

Final Results

Top Level Qutput File Name ¢ aes_ori6d top.edn
Cutput Format ; EDIF

crit : Area

Users Target Library File Wame T Virtex

Keep Hierarchy : WO

Macro Generator ¢ Macro+

Macro Statistics

# RAMs 1
1408-bit dual-port RAM : 1

# Registers : 99
4-bit register 2
1-bit register HE

# Multiplexers Hant
£4-bit 4-to-1 multiplexer 1 1

# Adders/Subtractors : B
4-bit adder : 3
8-bit adder 1
8-pbit subtractor 2
4-kit subtractor 2

Design Statistics

# I0s 1 197

Cell Usage :

# BELS : 14962

# INV 17

# LUT1 1

# LUT2 T 907

# LUT3 : 4542

# LUT4 : 7697

¥ MUXCY_L : 36

¥ MUXF5 1717

# VCC H

# XORCY : 44

# FlipFlops/Latches : 1760

# FD : 1103

# FDE : 580

# FDR 1 22

# EDRE : 32

¥ FDRSE HY

# FDS r 2

¥ FDSE : 7

# D - 8

4 RAMS : 128

# RAM16X1D ;128

# Clock Buffers 1

# BUFGP 01

# I0 Buffers ;196

# IBUF ;131

# OBUF : 65

TIMING REPORT

NOTE: THESE TIMING NUMBERS ARE ONLY A SYNTHESIS ESTIMATE.
FOR ACCURATE TIMING INFORMATION PLEASE REFER TO THE TRACE REPORT
GENERATED AFTER PLACE-and—ROUTE.

Timing Summary:

Speed Grade: -6

Minimum pericd: 23.042ns {(Maximum Frequency: 43.399MHz)
Minimum input arrival time before clock: 9.007ns
Maximum cutput required time before clock: 6.887ns
Maximum combinational path delay: No path Feund

Timing Detail:
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Path from Cleck 'clk' rising to Clock 'clk' rising : 23.042ns
{Slack: -23.042ns)

Gate Net
Cell:in->out fanout Delay Delay Logical Name
FD:C->Q 55 1.065 4.635 ul 8220 5 1
LUE3:I2->0 & 0,573 1.665 ul us22_I_SF&9
LUT4:I3->0 1 0.573 0.000 ul_us22_ I 203 LUT 11 F
MUXF5: 10->0 1 0.£36 1.035 ul_us22 T 203 LUT 11
LUT4:13->0 1 0.573 1.035 wul_us22 I _1%9 LUT_136
LUT3:I2->0 1 0.573 0.000 wul usi2 I d 6 F
MUXF5:10->0 1 0.436 1,035 wul us22 I d_6
LUT2:T0->0 21 0.573  2.925 ul T saZ2 ark 6
LOT2:I1->0 2 0.573 1.206 ul I n0224 4
LUT3:I1->0 1  0.573 1.035 ul 1351 T Result 4
LUT4:I0->0 1 0.573 1,035 wul_T380 I Result
LUT4:I3~>0 2 0.573  0.000 wl_T n0QC8_4
FD:D 0.342 ul_sa32 4
Total 23.042ns

Path from Port 'start' to Clock 'clk' rising : 9.007ns
{Slack: =-9.007ns)

Gate Net
Cell:in->out fanout Delay Delay Logical Name
IBUF:I->0 i1 0.768 2.070 start IBUF
LUT4:I2->0 64 0.573 4.860 I_ n0003_1
FDE:CE 0.736 key buf 47
Total 9.007ns

Path from Clock 'clk' rising to Port 'text out 0' : 6.887ns
(Slack: ~6.887ns)

Gate Vet
Cell:in->out fanout Delay Delay Logical Name
FDE:C~>Q 1 1,065 1.035 T text out 0
OBUF: I->0 4.787 text_ocut 0 CBUF
Total 6.887ns

—-—>
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¥ilinx Mapping Report File for Desigr ‘aes_orié4 top®
Copyright {c} 1995-2000 Xilinx, Inec. a1l rights reserved.

Design Information

Cormmand Line i map -p V300E-BG352-8 -cm area -qm exact -k 4 -c¢ 100 -tx off
aes_orib6d top.ngd

Target Device : xv300e

Target Package : bg352

Target Speed Ht ]

Mapper Version : virtexe -- D.22

Mapped Date : Wed Apr 07 11:08:27 2004

Design Summary

Number of errcrs: i

Number of warnings: 2

Number of Slices: 6,979 out of 3,072 227%

Number of Slices containing
unrelated logic: 65 out of 6,979 1%

Total Number Slice Registers: 1,760 out of 6,144 28%
Number used as Flip Flops: 1,752
Number used as Latches: ]

Total Number 4 input LUTs: 13,415 out of 6,144 218%
Number used as LUTs: 13,1586
Number used as a route-thru: 3
Number used for Dual Port RAMs: 256
{Two LUTs used per Dual Pori RAM)

Number of bonded IOBs: 196 out of 260 75%

Number of GCLEs: 1 out of 4 25%

Number of GCLKICBs: 1 out of 4 25%

Total equivalent gate count for design: 114,785
Additional JTAG gate count for ICBs: 9,456




Appendix 21 Synthesis Report of New Design

Final Results

Top Level Cutput File Name 1 aes_new64d top.edn
Output Format : EDIF

crit i Area

Users Target Library File Name o Virtex

Keep Hierarchy : NO

Macro Generator : Macro+

Macro Statistics

# RAMs 1
1408-kit dual-port RAM i1

# Registers HIT
4-bit register Hams
I-bit register t 65

# Adders/Subtractors : 7
4-bit adder L2
B~bit adder 1
8-bit subtractor 2
4-bit subtractor 2

Design Statistics

# I0s : 197

Cell Usage

# BELS : B94p

# INV : 1o

# LuT2 1 763

# LUT3 s 2890

# LUT4 1 4427

# MUXCY L 1 33

# MUXF5 : 776

¥ vCC =1

# XORCY : 40

# FlipFlops/Latches : 1445

# FD 1923

# FDE i 458

# FDR 15

# FDRFE, 2 27

# FDRSE HI Y

# FDS 11

# FDSE 7

# LD : 8

# RAMS ¢ 128

# RAM16X1D : 128

# Clock Buffers 1

# BRUFGP !

# IC Buffers : 196

# IBUF : 131

# OBUF HI %

TIMING REPORT

NOTE: THESE TIMING NUMBERS ARE ONLY A SYNTHESIS ESTIMATE.
FOR ACCURATE TIMING TNFORMATION PLEASE REFER TO THE TRACE REPORT
GENERATED AFTER PLACE-and-ROUTE.

Timing Summary:

Speed Grade: -6

Minimum period: 39.333ns (Maximum Freguency: 25,424MHz)
Minimum input arrival time before clock: %.727ns
Maximum output required time before clock: 6.887ns
Maximum combinational path delay: No path found

Timing Detail:

Path from Clock 'clk' rising to Clock 'clk' rising : 39.333ns
(Slack: -39.333ns)
Gate Net
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Cell:in-»out fanout

FDE:C->Q 9
LUT3:11->»0

LUT4:I2->0

LUT3:I2->0 7
LUT4:1I0->0
LUT2:I1->0
LUT4:11->0
LUT4:I3~>0
LUT4:I3->0
LUT4:13->0
LUT3:I2->0
LUT2:I0->0
LOT2:I1->0

=
WO B RPN O Y

ul I _inv mix col 4 pmul_e 13_xtime 177 xLime 1

LUT2:I1->0 1
LUT4:12->0 1
LUT4:I0->0 1
FD:D

573
.573
L5713

573
.573

OO OO O OoOO0oR
w
~J
[#\)

0.573
0.573
0.573
0.342

.035
.440
208
.908
.250
.665

PFNRFEFRPHRREREGOFRO
I
e
o

1.035
1.035
0.000

Logical Wame
option_buf 2
ul_I_in s03 6

ul us03 I 5_LUT 210

ul us03 T a in 4
ub_us03 m0 I 157 _LOUT 218
ul_us03_md T 156 LUT 6
ul_us03 m0_I_155_LUT 109
ul_us03 m0_T 146 LUT 109
ud_us03 ml T g 4
ul_us03 I n0035

u0_us03 I d 7

ub_I_Tsal3_ark 7

ul_I728 T _XolD
u0_TI760 T Result
ul I n0155_2
ul_Isal3 2

Path from Port 'start' to Clock 'clk!' rising : 9,727ns

{Slack: -9.727ns)

Gate Net
Cell:in->out fanout Delay Delay Logical Name
TBUF:I->0 19 0.768 2.7%0 start_ IBUF
LUT4:I2->0 64  0.573 4.860 I_ n0DO3
FDE:CE 0.7386 text_in_buf 5%
Total 9.727ns

Path from Clock 'clk' rising to Port 'text_out _0' : 6.887ns
{Slack: -6.887ns)

Gate Net
Cell:in->out fanout Delay Delay Logical Name
FDE: C->Q 1 1.065 1.035 I_text out 0
OBUF:I->0 4.787 text_out_0_OBUF
Total 6.887ns
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Xilinz Mapping Report File for Design 'aes new64_top'
Copyright (c) 1995-2000 Xilinx, Ine. All rights reserved.

Design Information

Command Line * map -p V300E-BG352-8 -cm area -gm exact -k 4 -c¢ 100 -tx off
aes_newé4 top.ngd

Target Device : xv300e

Target Package : bg352

Target Speed : -8

Mapper Version : virteze -- D.22

Mapped Date : Wed Apr 07 11:43:50 2004

Number of errors: 1
Number of warnings: 1
Number of Slices: 4,382 out of 3,072 142%
Number cf Slices containing
unrelated legic: 68 out of 4,382 1%
Total Number Slice Registers: 1,445 out of 6,144 23%
Number used as Flip Flops: 1,437
Number used as Latches: 8
Total Number 4 input LUTs: 8,341 cut of 6,144 135%
Number used as LUTs: 8,082
Number used as a route-thru: 3
Number used for Dual Port RAMs: 256
{Two LUTs used per Dual Port RAM)
Number of bonded IOBs: 156 out of 260 75%
Number of GCLKs: 1 out of 4 25%
Number of GCLKIORSs: 1 out of 4 25%

Total equivalent gate count for design: 78,977
Additional JTAG gate count for IOBs: 9,456




