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ABSTRACT

This project puts the main concerns in designing a portable security system that is able to detect
break in(s) through windows or doors in the house. The key point for the project is portability,
which reflects the capability to carry or move the system around, so that the users will be able to
safeguard their belongings and themselves wherever they are. This system would check for the
condition of the sensor(s) continuously to ensure no intrusion. A mobile phone Sony Ericsson
T630 is being used in this project. When the sensor is triggered off, the system will then display
a text string “help” on PC. On the other side, PC will control the mobile phone Sony Ericsson
T630 to send a text message to the pre-programmed phone number which can be the user’s
mobile or police help line, to inform him/her of the attempted burglary. AT command is used to
send the text messages. This project will definitely be beneficial to everyone. It is still further

developed and enhanced for more feasible features. It is a handy solution to overcome burglary.
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1.1

CHAPTER 1: INTRODUCTION

Background Study

Every day, when we pick up the newspapers, we see that there are many crime
cases such as burglaries, robberies, snatch thieves, drug frauds and many more. We do
not know whether the next person who appears in the headline is we ourselves or our
relatives or anyone we know. Whatever happens, we are always at the losing end. Hence,

it is crucial to have an advanced security system.

A Security system is an electrical device that sets off an alarm when someone
tries to break in [1]. Thus, by installing a security system, we will be able to secure our
premises. There are several types of security system available in the market such as
wireless alarm systems, burglar alarm systems, and computerized access control systems.
All these security systems act in such a way that whenever there is an intruder inside our
premises, an alarm will be triggered off and it will warn us while the intruder panics and

runs for his life.

A security system is designed to perform the three basic tasks as follows:

1. To detect

The system consists of a central Control Panel that monitors the various entry
points in users’ home/building. If an intruder is trying to break into users’
house/building through one of the protecied entry points, the system will

detect this and will trigger the alarm.
2. Todeter

When the intruder accidentally triggers any one of the components, either the
magnetic contact or vibration sensor, both the Control Panel and Siren Unit
will sound immediately with a piercing siren that will deter the intruder from

continuing with the break in.
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1.3

3. Toinform

When the transmitter sends a signal to the Control Panel about the intrusion,
the system will then inform the owner by calling the pre-programmed phone
numbers which can be the hand phone or office phone, or by sending a

message to warn the owner about the attempted burglaries.
Problem Statement

Nowadays, we can find many security alarm systems such as the CCTV and home alarm
systems in the market. However, most of the security systems are very expensive and not
affordable by poor or middie income families. Usually, it requires special technical
personnel to install the security system and it is difficult to remove once it is being
installed. Moreover, the security systems that are currently availabie in the market are
not handheld or portable. For instance, when we go for & vacation and stay in a budget
hotel that does not provide any personal security system, we need to pay great attention to
our valuables and stuffs left in the room. Therefore, it is necessary to design a portable
security system with advanced features which can easily be installed and removed. This
requires a portable security system without complicated wiring or cabling which we can

carry around with us when we go for a vacation or move into a new house/workplace,

Objectives

The objectives of this project include:

a) To develop a portable security system that can detect (intention of) illegal eniry to a

house or a building.

b) To safeguard our personal belongings, valuables and ourselves.
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Scope of Study

The project focuses on designing a functioning portable security system that can detect

the following:
1. Opening a door/window.

The majority of all entries are made through windows, especially windows that are left
open offering a welcome sign to the intruder. When the burglars try to break into the

house through the opening of a door or 2 window, the alarm will sound.
2. Transmission of alarm signals o the owner

Another focus of this project is the transmission of the alarm signals of the security
system to the owner. When the alarm is triggered off, the system will send a text message

to the user’s mobile or police helpline to inform him/ her of the attempted burglaries.
Limitations of the Project

The limitations of the portable security system project are listed below:

(a) Resource constraint

Although most of the resources (¢.g. components) for this project are available in the EE
central store, but sometime the components needed might be out of stock and not all
components can be gotten from there. Hence, we will need to find other alternatives such
as buy it online, buy it from elsewhere, or look for other components to replace it. Then,
this will lead to a delay to the project completion time and also the cost of the project —

which form the next two constraints.
(b) Time constraint

The period for final year project is very limited which is two semesters. Thus, good time
management and planning are crucial. A Gantt chart had been created in this case. The

draft and design of the project must be completed within the time frame.



(c)  Budget constraint
If given more financial help, better quality materials could be employed in this project.

.6  Benefits of the Project

(a) To be able to protect our house/building from unwelcomed visitors.
(b) To be able to save cost on installation of the security system.
(c) Itis auser friendly project since it does not require complicated wiring or installation.

.7 Organisation of Report

Fhis thesis is divided into five chapters. In Chapter 1, an introduction of project is presented
ilong with the project objective, problem statement, scope of study, limitations and the benefits
f this project. Chapter 2 begin with the literature review on the theories and facts that related to
he project. This chapter also provides a review on the research of the components and software
hat are used in this project. Chapter 3 discusses the related works to this project. In Chapter 4,
nethodology and approach that used to develop this project are discussed. Chapter 5 discusses
m the result and discussion of the project. The last chapter summarizes this project, discusses the

imitation of this project and suggests possible recommendations for future works.



CHAPTER 2: LITERATURE REVIEW

1.1 Chapter Overview

This chapter discusses the theories and facts relating to the portable security system project.

%2 Handphone Communication
[here are 3 types of commands available for interfacing with handphone modem:

a) Fbus protocol

b) Mbus protocol

¢) AT command
[hese commands can be used by the computer to control the handphone modem. The Fbus and
vibus protocols are developed by Nokia for its older generation of handphones such as the Nokia
1310 and 3315 while the AT command is the common command that is being used in most

1andphones nowadays.

22.1 Fbus protocol

‘bus is a completely bi-directional bus for both transmitting and receiving data from a phone. It
s fast (115,200 bps) and high speed full duplex bus. Figure 2.1 shows the Fbus Connection in
Jokia 3310.




An example below shows how Fbus communication in Nokia 3310 takes place [2]:
1) PC sends request to Nokia 3310.
This sample frame is sent to get the hardware and software version from a Nokia phone.
1E 06 0C D1 0007 00 01 00 03 06 01 60 60 72 D5
Byte 0 : F-bus Frame ID
* Byte 1 : Destination ID (Phone’s Device ID byte)
Byte 2 : Source Address (PC’s device 1D bype)
Byte 3 : Command 0xD1 is Get HW & SW version
Bytes 4 & 5: Message length
Byte 6 — Byte 13: Data segments
Byte 14 : Odd Checksum
Byte 15 : Even Checksum
The frame structure is as below:

IE |00 } 0C | Type | Len | Message | Sequence No | Padding byte | Checksum

2) Nokia 3310 replied with acknowledgement.
IEQCO07F 0002D1 06 CF 71

The frame structure is as below:

1E | 0C |00 | Type ! Len | Message | Sequence No | Padding byte | Checksum

Notice that in the first line the destination ID and Source Address are swapped.
3) Nokia 3310 sends response to the request (from PC)

The message type D2 means Get HW & SW version request has been received.
0x26 which means 38 byte message (highlighted in grey colour) shows:
O0x0003 “V” “firmware\n” “firmware date\n” “model\n” “(c)NMP.”

4) PC sends acknowledgement
IEO0O6CT7F0002D201CO7C
The frame structure is as below:



1E [ 00 | 0C | Type | Len | Message | Sequence No | Padding byte | Checksum

The PC sends ACK frame to the phone stating that the Message Type D2 is received.

2.2.2 Mbus protocol
Mbus is a one pin bi-directional bus for both transmitting and receiving data from phone. It is
slow (9600 bps) and only half duplex. There is limited information on how to transmit data using

Mbus Protocol; hence it is not discussed here.

2.2.3 AT commands

AT commands are a set of instructions used to control modem operations such as dialing,
1anging up, and changing the parameters of the connection. The modem can be either a GSM
nodem or a GSM phone modem. AT commands is simply a string of characters preceded by
he AT prefix that is sent to the modem. In this project, AT commands is only used to send
>ut the SMS text messages. The AT commands can be written and tested through the hyper

erminal.

AT commands has the following format:
* The command is prefixed with AT (Attention).
¢ The command is terminated by a carriage return <CR>,
* The commands can be entered in upper case or lower case.
¢ The AT prefix can be written in either upper case or lower case, but both the A and the T
must be written in the same form.
¢ Characters that precede the AT prefix are ignored.

» Multiple commands can be strung together on a single line and spaces may be included

between commands but are not necessary.

General Syntax of AT-Commands:

Basic AT<command> [=] [<parameter>]

Extended AT+<command>= [<parameter>]

7



Read command AT+<command>?

AT<command>?

Test command  AT+<command>=?

Response command AT-+<command> : <parameter >

mportant AT commands used to Test and Design:

Table 1: Important AT command

\TD To dial a voice call from the modem
\TA To answer an incoming call
\TH To hang up a voice call

\T+CMGR To read the message at particular location

\T+CMGS To send the message

\T+CMGF To change the message format to PDU or Text mode

.3  SMS Mode

“here are 2 SMS modes that a GSM modem or mobile phone can operate in. They are called
sMS text mode and SMS PDU mode in which PDU stands for Protocol Data Unit.

‘or PDU mode, the message to be sent has first to be converted into HEX code but we can just

imply type out our message for the text mode.

3elow is a description of the main difference between SMS PDU mode and SMS text mode in

ending text messages.

‘or example, "It is easy to send text messages.”" to the mobile phone number +85291234567. In
MS text mode, we should enter the following command:
IT+CMGS="+85291234567"<CR>1t is easy to send text messages.<Ctrl+z>



lowever, for GSM modem or mobile phone that is operating in SMS PDU mode, the above
;oommand line does not apply. This is because the syntax of the +CMGS AT command is
lifferent in SMS PDU mode. To send the same message in SMS PDU mode, the message body,
lestination phone number header and some other headers are encoded in the hexadecimal
equence, Hence, the following command line should be used instead:

IT+CMGS=42<CR>07915892000000F001000B915892214365F70000214934283D0795C3F3
'\C88FEQO6CDCBGE32885EC6D341EDF27CIE3E97E72E<Ctrl+z>

“he octets of the PDU message contain lots of information. In the above example, the PDU code

s divided and different octets signify the following information:

07 Length of SMSC information.

91 Type of address of SMSC.

5892000000F0 Encoded Service center number.

01 First octet of SMS delivery message.

0B Address length of the sender message.

91 Type of address of the sender number.

5892214365F7 Sender number.(number is +85291234567).
00 TP-Protocol Identification Address.

00 TP-Data coding Scheme.

21493A283D 0795 TP-SCTS Time stamp.

C3 TP-User data length.
C88FEO06CDCB6E32885EC6D341EDF27CIE3E97E7 Encoded Message “It is easy to

send text messages”,



.4 Hardware and Theory

\4.1 PICI6F8774

IC16F877A microcontroller manufactured by Microchip is used as the brain of this project
)ecause it is cheap and easy to be assembled. This microcontroller has a 25 MHz processor, 33
nput/output (1/0) pins, (8K*14words) of Enhanced FLASH program rhemory, (368*8bytes) of
LAM, (256*8bytes) of data EEPROM. The PIC does not have an operating system and simply
uns the program in its memory when it is turned on. It is used to control the output of the system
ccording to the inputs. The program is loaded into it to be executed as desired. It can be
eprogrammed and erased up to 10,000 times. Figure 2.1 shows the pin assignment for
'IC16F877A. Different types of PIC series will have different pin assignments.

40-Pin PDIP
! 7
MCLRA RR e [ 1 N 40| =e RBTPGD
RAD/ANO w1 2 39 [ -—= RB&PGC
RATANT e 1 3 38 1T - REBS
RAANZA/E /O REF e [ 4 37 [ - RB4
RABAN BN RES+ —-a [ 5 36 [ - RB3PGM
RA4/TOCKICIOUT e[ 6 38 [7 e—w RB2
RAS/ANSG/SS/C20UT == [ 7 = 34 1 == RB1
REOG/RD/ANS =—= [ 8 B 33 [ == RBOANT
RETAURIANG = = 19 = 32 [0 - Vo
RE2/CSIANT =—a [ 10 -F 31 {7 e Wex
Ve o1t >y 30 [] ——= RD7/PSPT
VEE e [ 12 e 29 [T —=—= RD6/PSPE:
OBCICLKL —w {71 13 e 28 |7 - = RDS5MPSPS5
OSC2/CLKO w—n [ 14 % 27 17 - RDAPSP4
RCO/T10SO/TICKE ww 5 15 26 [ e RCTRXDT
RCUTIOSI/CCPZ w7 18 25 [] e RCETRICK
RC2/CCP1 m—w [ 47 24 7 = o RCBSDO
RC3/SCKI/SCL w—-w 7 18 23 [ == RC4/SDI/SDA
ROOMPSPD -—e 1 19 22 [ w—= RD3IPSP3
RO1/PSP1T ~—a ) 20 21 [0 == RD2FSP2

Figure 2.2 Pin Assignment for PIC 16F877A
4.2 Window/Door magnetic sensor

Magnetic sensors are the most common type of sensor used in security systems. They are often
referred to as "contacts” or "switches." They are usually discretely placed on access points,
such as windows or doors, so that they are not visible from the outside. Window/Door Magnetic
sensors consist of two pieces that form a circuit and when separated, signal the control panel

10



that an alarm event has occurred. There are two types of magnetic sensors, Normally Closed
(NC) or Normally Open (NO). In this project, we use a NC magnetic sensor. The specifications
of a NC Magnetic Sensor are as follows:

® Operating distance: 18mm+5Smm

e Switch withstood-voltage: 160VDC

¢ Load current: 500mA

e Life time: 1,000,000 times

¢ Switch output: NC

Figure 2.3 Magnetic Sensor

igure 2.3 above shows how a NC magnetic sensor works. When the door/window is closed,
1e electric circuit is closed. This means that as long as the door is closed, electricity can flow
‘om one end of the circuit to the other. But if somebody opens the door/window, the circuit is

pened, and electricity cannot flow. This triggers an alarm.

4.3 Voltage regulator

he operating power supply for the PIC microcontroller and sensors are in the range of +4 volts
V) to +5 volts (V) DC . Hence, a voltage regulator 7805 IC is used to regulate a 9-volt input
ower supply to a 5-volt power supply for the microcontroller and sensor to prevent the
ymponents and circuits from being overloaded. Figure 2.4 below shows a pinout of the 7805 IC.
rom the front side of the IC, we can see three legs or pins. The left pin must be connected to 12-
3lt DC. The centre pin must be connected to ground. The right pin is the 5-Volt output voltage.

heat sink is required for heat dissipation and can be mounted at the back of the IC.

11
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Figure 2.4 Voltage Regulator

There will be noise occurring when regulating the voltage. Therefore capacitors need to be
added to get an accurate +5V. Figure 2.5 shows the regulator circuit to step down the voltage

source.

Figure 2.5 Voltage Regulator Circuit

.4.4 Mobile phone (Sony Ericson T630)

n this project, a mobile phone was used as a GSM Modem. Sony Ericsson T630 was chosen.
"his mobile phone has been chosen because it can support both SMS modes - either PDU mode
r Text mode. Moreover, this mobile phone is supported with GSM. The mobile phone can be

ontrolled and customized in various levels by using the standard AT Command.

Figure 2.6 Sony Ericsson T630



+4.5 MAX232

‘he MAX232 device is a dual driver/receiver. Each receiver converts EIA-232 inputs to 5-V
"TL/CMOS levels while each driver converts TTL/CMOS input levels into EIA-232 levels. It is
1sed widely for level shifting. This IC plays an important role whenever sending data serially to

.PC which requires voltage levels as per RS232 standard. Figure 2.7 below shows the MAX 232
liagram.

[

[3if o]

CAPACHANCE 1u5)
BEVIE 5
JER2IE G

RELTERP

e o o

Diagrams continuad i the full datz sheet.

Figure 2.7 MAX 232 Diagram

4.6 RS232
18232 (Recommended Standard 232) is an electrical signalling specification published by the
lectronic Industries Association (EIA). RS232 is often used in computer serial ports and

10dems. The 9-pin (DBY) connector, with specific pin assignments, is commonly accepted as

the RS232 connector or the setial connector.”
The general voltage assignment is:

Signal = 0 (LOW) > +3.0V
Signal = 1 (HIGH) < -3.0V
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Figure 2.8 shows the RS-232 signals used and pin assignments in a DB 9 Male connector.

2 345

Fin Sigral Ein gl

1 Daa Carrier Delazl 8 Data Set Roagy

2 Hecpves Data i RacuesiioSeas |
3 ranstited Daia 3 Sieglr b Sane

4 Daa Termiral Seady g Ring (ngater

5 Siqna! Grzurd '

Figure 2.8 RS-232 DBY Male Pinout

In this project, only Pins 2, 3 and 5 of the DB9 connector are used while the other pins are

ignored.

2.4.7 USB to serial converter cable

Modern computers usually are without serial ports and have USB pbrts instead. This converter
will plug into a computer’s USB port and provide a COM port for devices that need a serial port.
In this project, we used this USB to Serial Converter Cable to provide COM port and also to
allow serial communication between PC and other devices such as microcontroller and mobile

phone.

Figure 2.9 USB to Serial Converter Cable
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2.4.8 Cytron PIC programmer (UIC00A & UIC-S)

UICOOA is a user friendly PIC USB Programmer, it allow an user to quickly program and debug
the source code while the target PIC is on the development board. UICO0A is designed to be
plug and play with USB connection. This programmer obtains it power directly from the USB
connection, thus no external power supply is required, making it a truly portable programmer.
Below are the procedures to program a microcontroller using UIC00A and UIC-S:

By connecting UICO0A to USB port of a computer and another end with optional socket
(UIC-S) to program 18 pins, 28 pins and 40 pins PIC Microcontrollers, at which the PIC
microcontroller is being located in UIC-8, and then running PICkit 2 programming software to

program the PIC microcontroller.

Figure 2.10 Cytron PIC Programmer (UIC00A & UIC-S)

5  Software and Theory

.5.1 MPLABIDE

IPLAB IDE is a software program that runs on a PC to develop applications for Micro-chip
ricrocontrollers. It is called an Integrated Development Environment, or IDE, because it
rovides a single integrated “environment” to develop code for embedded microcontroliers.
APLAB can be used for either Assembly program or C program. In this project, we use MPLAB
or a C program. We can either create our own C code as source file via MPLAB or directly
1sert the C code into the file. The C code will be BUILT (command in MPLAB) to compile the
rogram. If the BUILD is successful, then a hex file for the program will be generated. The hex
ile generated will be used for PIC programming via PICkit 2 programmer software. Else, we can

ebug the program or check the validation of the program via simulation mode.

15



"~ Figure 2.11 An example using MPLAB IDE

5.2 PICKit 2 programmer software

PICkit 2 is prograMer software that is used to programs all the current 8-, 16-, and 32-bit
Flash PIC microcontrollers. It is easy to use with MPLAB® IDE and other development
environments.By using an appropriate programmer tool (e.g. UIC-S), the hex file generated
with MPLAB IDE is being imported and then written (using WRITE command) into the

appropriate target device, the PIC microcontroiler.

MicrocHP.

Figure 2,12 PICKkit 2 Programmer
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5.3 EAGLE

IAGLE, which stands for Easily Applicable Graphical Layout Editor is a schematic capture and
'CB layout tool. It is being used to design the electronic schematics and a printout circuit board
PCB) layout of this project. Using this software tool, we are able to turn the drawn schematics
nto a PCB design. EAGLE consists of a schematic editor, PCB layout editor and auto-routing
nodule. The schematic editor is for designing circuit diagrams, while the PCB layout editor is
or allowing back annotation to the schematic, and auto-routing to automatically connecting

races based on the connections defined in the schematic.

Figure 2.13 An example Using Eagle Software
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CHAPTER 3: RELATED WORKS

. Chapter Overview
This chapter discusses projects and paper works related to this project. These related

ks have been reviewed carefully in order to improve the quality and reliability of this project.
- analyzing the projects developed by other researchers, there is a possibility to know what
ttures are lacking in their projects. Moreover, there are some useful ideas that can be

plemented in this project from other similar projects.

! Previous Projects

.1 Automatic phone-alert home security system [3]

¢ project is about designing an automated phone system that, when triggered by an electronic
asor, it initiates a phone call and plays a notification message. The device is compatible with
y electronic sensing detector, such as an infra-red detector, motion sensor or an ultrasound

tector, and is adaptable to the existing telephone line at home.

; the selected sensor is triggered, a pre-stored number is dialed and a voice message is played,
tifying which detector has been activated. The owner or designated contact dials a verification
de, in this case the star “*” button and the message is played. If the call is unanswered or the

rification is incorrect, the system will continue to make further attempts to call until the
essage is played.

r belter sccurity purposes, it is good to have a verification code as we can prevent non-owner
pick up the calls without permission but in terms of emergency, it is not practical to have the

ification code; the system consumes time to verify the code before playing the message. In

signing this project, a system without verification code that will be convenient to the owner is

msidered.
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2.2 To handphone burglar alarm using PIC 16F877A microcontroller [4]

his project is similar to the previous project stated in Subsection 3.2.1. But this project focused
1 the generation of DTMF (Dual Tone Multi Frequency) tones using a PIC Microcontroiler,
scompanied by the R-2R Ladder Network as the Digital to Analog Converter (DAC), and the

srresponding circuit in order to inform the owners about intrusion through phone calls.

Then the sensor is triggered, the sensors sent the information to PIC Microcontroller and the
IC will transfer the data to R2R Ladder Network; the R2R will then convert the data into
'TMF tones and an automatic phone call will be received by the owner. The system or circuit
i the house phone will recognize the pressing of the keypad button and generate the different
)TMF tones. The sounds used for touch tone dialing are referred to as DTMF (Dual Tone
fultiple Frequencies) tones. Each number on a phone keypad (as well as the "#" and "*") is
spresented by a pair of tones. DTMF is associated with digital telephony, and provides two
slected output frequencies (one high band, one low band) for a duration of 100 ms. DTMF
eneration consists of selecting and combining two audio tone frequencies associated with the
yws (low band frequency) and columns (high band frequency) of a pushbutton touch tone
slephone keypad. The matrix for selecting the high and low band frequencies associated with

ach key is shown in Figure 3.1.

Figure 3.1 The DTMF Frequencies and Corresponding Keys

19



order to generate the DTMF tone for "1", a pure 697 Hz signal will be mixed with a pure
09 Hz signal (see Fig 3.2) and so on.

667 He Sine Wave - 1209 Hz Sine Wave = ILYIUNT lTone for "i”

Figure 3.2 Two Pure Sine Waves Combined to Form The DTMF Tone for

“131

this project, modification had been done on house phone by adding an extra wired connection
tween the house phone and the PIC. The house phone is only applicable at home; hence other
ternatives such as cell phone can be considered to replace the house phone as our project main
yective is portability, Moreover, the concept of using a DTMF tone is simple and easy to be
iplemented. But a further research has to be performed; we have to think of the possibility of

yise or other factors that can affect and influence the generation of the DTMF tone.

2.3 Home security system by Chun-Pai Jimmy Hsieh, Yang Cao [5]

"his project built a wired home security system using different types of sensors. Besides the
nagnetic switch used at the doors and windows, this project also utilized a temperature sensor,
moke detectors, and a motion sensor. Thus, the security system will sound the siren for two
wurposes namely when there are intruders or when there is smoke or fire. This product had been
«quipped with a voice playback chip which will speak when there is alarm to indicate which

iensor contributes to the alarm.

Chis project is built without considering how the owner of the system could switch off the
system when he/she enters the armed house from outside. This is because the main control unit

»f the system is attached inside the house. This central processing unit of the system will input
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| the sensors and keypad while the outputs indicate zones and voice alarm. Furthermore, a
ired system like this project could not provide portability to operate the system. Thus in wired
sstem, the project designer will probably set a delay of around 15 seconds in triggering the
arm at the front door in order to provide some time for the owner to disarm the system. The
ren will sound if the owner is unable to turn off the system within the given time frame and

iis will be inconvenient.

1 designing our project, a wireless system which will be convenient to the owner is considered.
lence the system is built with a wireless remote control which has high portability and will case
e owner to bring it along when he/she is out of the house. This is because the owner can

isarm the system before entering the house and no need to rush into the house to disarm the

ystem.

2.4 A smoke detection system using wireless network [6]
iis smoke detector project is mainly designed for the hearing impaired. Besides that, this

oject can be implemented when there is nobody in a particular place while the alarm for the
1oke detector is sounded. In this paper, the smoke detector will connect to a personal computer
C) in order to control the GSM (Global System for Mobile Communications) module/phone to

nd SMS (short message Service) from the detection place and receive SMS from the victim.

Mis project is conducted using a laptop which has to be in online status all the time for the
onitoring purpose. Although the laptop can be easily available, it is not practical to keep the
ptop online all the time. This is because it could contribute to the hang up of the operating
stem whereby it cannot send signal to the GSM device. Thus, it is recommended to use a
icrocontroller such as a Peripheral Interface Controller (PIC) instead of PC as the control unit.
y considering this, this project is designed by using a PIC microcontroller as a main device to
mtrol the inputs and outputs. Therefore, it is more convenient to use a PIC that to use a laptop

hich consumes a lot more power.
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CHAPTER 4: METHODOLOGY

| Chapter Overview

is chapter discusses the methodology and approaches that being used in the project. The

1eline of the project are discussed too.

! Project Activities

In order to achieve the project’s objective, there are various steps that need to be

executed. The procedures involved are shown as follows:

 Define,

FYP1I

Figure 4.1 Project Activities
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i Gantt Chart
P1

Table 2 Gantt Chart for FYP 1

1 |2 |3 |4 |5 |6

10

11

12

13

14

aject title selection

oblem statement and objective
ntification

ckground study and literature
Jiew

rther research and study

sntify and purchase required
uipments and materials, cost
timation

rcuit drafting and design

ototype construction Part 1 and
ototype testing

sport compilation

Table 3 Ganit Chart for FYP 2

1 |2 {3 (4 |5 |6

10

11

12

13

14

terature review (for prototype
lilding)

'ototype building

‘ototype testing

mulation, testing and results

ecommendation and
odification

-eparation for exhibition and
-esentation

inal report compilation and
-esentation
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| Tools and Equipment Used
e equipments used throughout the experiment can be categorized into the following:

a) Hardware

Table 4 Components/Hardware Used

“PIC Microcontroller 16F877A

Acts as the centre of control and is programmed

PIR sensor

Acts as an input to detects the motion of the surroundings

Magnetic sensor

Acts as a input sensor which will be attached to door or

window

Buzzer Acts as alarm that will triggered when the sensors are on
Reset Switch Used as the switch to turn off/reset the alarm
LED Acts as an indicator when the alarm is triggered
DC Supply Used as the main power source to activate the system
Crystal Oscillator Provides stable clock signal
Voltage Regulator Maintain a constant voltage level
Resistor Restricts the flow of electric current to avoid short circuit
Capacitors Placed in series with crystal oscillator to reduce DC bias

Diode 1N4007

Allows electrical current to flow in one direction

UIC00A & UIC-S

Programmer tool

Software

Table 5 Software Used

MPLAB Build the hex file for the C code

PICKIT 2 Import the hex file and program the PIC microcontroller

FAGLE Design the electronic circuit for the project
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5 Key milestone

Figure 4.2 showed the draft for the overall system design.

. »door wmdow o

Sending text
message to the pre-
determined number

The hand phone will
receive warning text
message when the sensor is
triggered.

Figure 4.2 Overall System Design for The Project

6 Interfacing for the System
6.1 Interfacing USB to Serial Converter with PC

this project, we need to use a USB to Serial Converter Cable because the laptop used for

sting purposes does not have a Serial Port.

1) First, connect the USB to Serial Converter Cable to the PC. Install the driver CD that is

provided.

2) After finishing the installation, we need to check which COM Port is used by the PC to

interface with the USB to Serial Converter Cable.

3) Go to Start->Control Panel. Look for System, and double click on it.

25




Figure 4.4 System Properties Dialog Box
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5) Under Device Manager, look for Ports (COM & LPT). From here, we can check for the
COM Port that the PC uses to interface with other devices. In our case, the PC used COM
Port to interface with the USB to Serial Converter Cable.

E o g T FE R R e T R

L T T = o T A T T T e e
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w2 Interfacing PC with handphone
general, there are three methods to interface a computer / PC to a mobile phone:

(a) Via Bluetooth connection
(b) Via a Serial Port cable

{(c) Via a USB Cable
athod (b) and Method (c) are the same as the previous part on Interfacing USB to Serial

mverter with PC (subsection 4.6.1), hence it is not discussed here.

) Via Bluetooth Connection
1) First, turn on the Bluetooth for both the mobile phone and PC.
2) Next, right click the Bluetooth icon on your desktop, select Add a Bluetooth

Device.

Explore My Bluetooth Places

Remote devices must be in Discoverable
mode for this computer to find them.

Figure 4.8 Bluetooth Setup Wizard
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3) Select the correct Bluetooth device that you wish to interface with PC. Then, click Next.

(RERE:

prass ing i

Figure 4.9 Bluetooth Device Selection

4) Select the service that we want to interface with the handphone. In this case, select Serial
Port 1 and click Configure.

Select the services

you are interested in.

g Bwough e

TRT 3B &

T
H
-

C

Figure 4.10 Bluetooth Service Selection
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5) The following dialog box will appear. Now, we know that the PC is interfacing with the
Bluetooth device (Mobile Phone) using COM Port — COMI 1.

Figure 4.11 Bluetooth Properties

6) Click on OK in the Bluetooth Properties dialog Box. Then, Click next on the Bluetooth
Service Selection Dialog Box.

Sefect the services you are interested in.

P VA SOOI FUT ST JUIC U B .t NN S
o services sie available tiough the sefzciad Blustecth Device.

Figure 4.12 Bluetooth Service Selection
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7) Click Finish on the Bluetooth Setup Wizard Completion Page. We havenow successfully
interfaced the PC and Mobile Phone.

Completing Bluetooth Setup
Wizard

o]

[

o complate inds conn
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CHAPTER 5 : RESULTS AND DISCUSSION

Il  Chapter Overview

iis chapter includes the prototype testing of the project. The results of this project are explained

0. In addition, the challenges faced in this project are discussed.

?  The Block Diagram for this Project

" Opeting of the
- dookwindew

Sending text
message to the pre-
determined number

The hand phone will
receive warning text
message when the sensor is
triggered.

Figure 5.1 Block Diagram for the Project
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this project, the expected result is as below:

> Start e
b

o™ ,—r""""“""" \‘*—-
Sensor DY T

Alarmn
(Buzzey and LED)

activated

v

SIS Alert to

POLICE and
IRER

I Yes
Alarm
(Buzzer and LED)
Off

.

"f___.-m-"" G2t ..-‘"*-»__\
,’/ End Y
‘\\.&_‘_ - +

T e it

Figure 5.2 Flow Chart for the Project
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control a handphone through a programmed microcontroller, we need a Serial Cable for Sony

icsson T630. Unfortunately, the cable is currently out of stock in Malaysia.

Figure 5.3 Serial Cable for Sony Ericsson T630

:nce, the completed project is divided into 2 parts:

rt 1 : Interfacing PIC16F877A microcontroller with PC

Setting Up HyperTerminal and using it to communicate with PIC16F877A
rt 2 : Sending SMS Messages from a PC
1e assumptions being made here is:

» The existence of PC is to replace the unavailability of Serial Cable for Sony Ericsson

T630 (as shown in Figure 5.3).
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3 Interfacing PIC16F877A microcontroller with PC

sure 5.1 below shows the connection from the PC to the microcontroller:

+—» UUSB +— Serial Port +—» MAX 232 +—>

Figure 5.4 Cennection from PC to Mircocontroller |

the earlier chapter 4.5.1, we discussed about interfacing the USB to Serial Port Cable to PC.

»w, we continued on with the interfacing of the microcontroller with PC.

Figure 5.5 Schematic Diagram for the Project
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t is shown below

ircui

i prototype of the ¢

Figure 5.6 The Prototype for the Project
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L1 Setting Up HyperTerminal and using it to communicate with PIC16F877A

ter connecting the circuit as in Figure 5.5, we need to set up Hyperterminal.

1) First, go to Start 2 All Programs -» Accessories - Communications > Hyper Terminal

Figure 5.7 Setting Up Hyperterminal

2) On the Connection Description Dialog Box, type a name for the communication, in this

case, we typed usb_usart and choose the first icon.

S

Figure 5.8 Connection Description
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3) On the dialog box, Connect using, we choose COM13 (defined earlier for USB to Serial
Cable).

Figure 5.9 Choose the Correct COMPort

4) Define the Port Settings as the following and click OK.

iz cortroh

Figure 5.10 Settings for COMPort
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5) The hyperterminal is now ready to communicate with the microcontroller.

i?:igure 511 Hypertenﬁﬁial Window
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ogram Code:

iclude <16£877a.h>
ises HS,NOWDT NOPROTECT,NOLVP,PUT,NOBROWNOUT
se delay(clock = 20000000)

se RS232(baud = 9600, xmit = PIN_C6, rcv = PIN_C7)

sfine sensor PIN_A0Q
efine sw PIN_Al
efine buzzer PIN_C5
efine led PIN_C4

id main (void)

_TRIS_C(0x00);
_TRIS_A(0xfT);
iile(1)

f((input(PTN_A0))&&(linput(PIN_A1)))
{ output_high(led);
output_high(buzzer),
delay ms(10);

puts("help™);

h
else if ((input(PIN_A0))&&(input(PIN_A1)))
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{

output_low(led);
output_low(buzzer); }
else  {

output_low(led);

output_low(buzzer); }

e program code above sets the following situation:

1en the sensor is triggered off, the LED and Buzzer will be activated and at the same time, a
ing of HELP is being displayed in HyperTerminal. If the sensor is being turned off using the
et switch on PIN A1, the word “Help” would not be displayed.

Figure 5.12 Overall Situation
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: flowchart below explained the situation:

No

Sensor ON?

Alarm

(Buzzer and LED) ¢
activated

Display “HELP”
on Hyperterminai

‘RESET’

Button turn

lYes

Alarm
(Buzzer and LED)
Off

v
“HELP” stop from
displaying on
Hyperterminal

End

Figure 5.13 Flowchart for Project Part 1
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Sending SMS Messages from a PC
st, we turn on the Bluetooth devices on PC and the mobile phone. Next, we set up

perterminal as the step before. But this time, the COM Port being used is COM11.

» start the interfacing by typing AT, and the response is OK which means the PC and Mobile

e is now connected and we can use AT command to control the mobile phone .

xt, we will check for the SMS text mode that the mobile phone Sony Ericsson T630 is using.

: type AT+ CMGF=? to shows which SMS text mode the phone is using. The response is +CMGF:
1). This means this mobile phone supports both PDU mode and Text mode. Mode 0 refers to PDU

de while Mode 1 refers to Text mode.

+CHGF=7
MGF: {0.1)

> are using SMS text mode for this project, hence we need to set the phone to use only Text
ide by typing AT + CMGF = 1. The reply of OK means the phone is now set to SMS Text
wde.

£+CHGF=1

W, we start writing our text message to the phone memory by typing the command
“+CMGW= “Receiver number” and press enter.
s will see a symbol > being replied, in which we will type our message there and end the

sssage with Ctrl+z. A reply of OK means the message is now stored in SIM card (defauit).

~CHGH="0125597225"
HELPYMY HOUSE AT ADDRESS XXX BEING BUGLARIZED. FROM WONG LEE SEE IC NUMBER KK
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ure 5.14 Message stored in SIM archive Figure 5.15 Message inside SIM
hive

xt, we will send the message from our storage (SIM) to the receiver by typing AT+CMSS=1.
e number | represents the message that has just been stored in the SIM card in the position

mber (default). A reply of OK means the message is being sent.

+CHSS8=1
HSS:

e receiver will then receive the text message.

Figare 5.16 Message Received
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5 Challenges Faced

here are few challenges faced for the project:
1) The selection of a mobile phone

Not all mobile phones can be used in this project. Only a mobile phone that can

supports SMS text mode is chosen.
2) The unavailability of Serial Cable for Sony Ericsson T630

Display the output to Hyperterminal, then from Hyperterminal to Handphone.
3) The interfacing from PIC 16F877A to PC (Hyperterminal)

The setting of baud rate has to be the same for both devices, else the Hyperterminal

would not respond.
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CHAPTER 6: CONCLUSION AND RECOMMENDATION

Conclusion

e project’s main objective is to design and construct a portable security system. The most
portant components in the design are the alarm system circuits. Circuit design, circuit testing
1 C programming testing on the alarm system have been carried out. We have been
:cessfully in displaying the output of the alarm system into PC and sending message using PC.

e project is still further developed and enhanced for more feasible features.

| Recommendation

ice the project is intended to be portable, some recommendations to improve this project are

by proposed. The suggestions are listed below:
* More sensors can be included

Sensors like a smoke detector, a light sensor, amotion detector can be added into the

system,
s Remote control circuit

A remote control circuit can be added to control the alarm system to improve the

portability of the system.
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APPENDICES

pendix A:PIC16F87XA Pinout Description

PIC16F87XA

TABLE 1-2: PIC16F873A/876A PINOUT DESCRIPTION

N PO, SDIC. | QFH | WP | Buffer Ceecringion i
o SSOF Pink | Pins | Type Type s
g B
o
i
=

T3
i
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pendix B : AT Commands for T630

Commands

AT+CPMS Preferred Message Storage (verd)

Description:

Exscution
command:

Exactiion command -
reEpOn5e;

Raad commang:

Test command:
Tesi command
resnonse:
Termination: Fromg
Parameters:

iRl

<TE

Description

“RAE”
vy

cmamzs

siring tyne

ungEn

SN

SETI I
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<mema3»

siring type

HEAE"

“SH"

AT+CMGF

Descrigtion:

Exscution
cemmand:

Read command:
Tesi command:

€5t command
TESPCNSE!

Term- nation:

Parameter:

cused iy cusadls,
<usesds

Integer type

<totali».<toiaids,
<totalds

integer type

[E4)
[1E]

won

cmades

=
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AT+CMGW Write Message To Memory (ver.d}

Description:
Node; inieal moos oha T2 el Be vssd

Exscution made (+CMGF=1):

commandh <SRG zens/dan <o <CRxiaxi is anteredecin-Z’
nEDe

ifp

Exgcufion command +Sh
rasponse;

Test command: AT+CMGW=? Shaove i & suppories,
Termination:
Parameters:
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IDescr

{133

#

<lang

Integer type
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Execud
response:

Tast eommend:
Tormination:
Parameters:

«in®;

et

izt

roommmand

<ign

Deascription

Integer {ype

el

Dascription

Integer type

<gar

Siring ype

todas

integer type

amire

Ini';éger {ype

<scity

Siring ype

<lgngth»

integer type
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CECADTUER

AT
Description:

Exscytion
command:

AT+CLAC

Description:

Exscution
sammand:

Possibie
rasponselsi

Tezt command:

cpdux Daserigtion

<Mr> Description

Inieger type

sackpdus

List All Available AT Commands

Note: T

~ieeCReelF>

1.F»
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ATA

Descriptian:

Exscutior
command:

Possible responses:

ATH

Bescription:
Exscution
command:

Pzramueter:

LA
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Dial Command

ATD

&
o

Descript

E

s

[y

H

el _Etringey

ATD g

Exacution

cormmand

OST &lO7

AT

i

ATD=ME<=]

ATD»51M <

ble responses:

E5i

Po

o

H

Tasoipt

ASEEIR

m

28360

18263

144090

3

U

96

4RG3

Pzrameter

" TE

R

¢4
+
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AT+GMI Request Manufacturer information

Cescription:

ztine fopihe ndfzee mcdam,
Executior T+GMI
command:

Exscuiiorn command <im
respense:

Test command: AT-GMI=T

2]

Parameter:

AT+GMM

Description:

Exacutipr AT +GNMM
command:

Executon command «<mods's

rasgonsat
Test commang; AT-GMM=? 38 iing command e supoocisd,
Pzrzmeter:

ESialett

AT+GMR Request Revision ldentification

Description: £

o

Execuiion AT+G

command:

Execeiion sommand <rsyvisine
TeSDORSE!

Test cormmand! ATGWMR=2? Srow

Parameter:

59



