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ABSTRACT

CleverSecure Online System (COS) implements on the use of popular algorithm which
is Blowfish algorithm to encrypt and decrypt the data that can be save in directory or
send through email. This application also can encrypt the folder that contains the private
information such as business plan etc. The purpose of the development is to provide the
security service to the all information in our PC and allow users to protect confidential
sensitive messages and documents sent over insecure medium of Internet. With data
encrypted such that only the intended recipients can decrypt and read it, it prevents
others from accessing the confidential information. The system also enables users to
attach the encrypted file into their email to send directly to the receiver. The email
system used to send the encrypted file to the third party. During the development of
COS, the specific methodology used which is Prototyping Process. It contains several
phase; Requirement Analysis; Preliminary Design; Prototype Creation; Evaluation;
Prototype Refinement; and lastly Final Delivery. The outcome of this project is the
onlinc system that enable user to use the application easily with the friendly user

interface to secure their private information.
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1.1

CHAPTER 1

INTRODUCTION

Background of Study

Nowadays, the security is very important in communication technology.
Encryption is now used in protecting information within many kinds of
civilian systems, such as computers, networks (e.g. the internet e-commerce),
mobile telephones, and bank automatic teller machines. Computer security is
needed to protect the valuable data in our computer from unauthorized users.
It’s like “a house and the things in it” analogy, where the computer same as
the house, apartment or condominium. For example, we routinely lock the
doors and close the windows when leave, and don’t give the keys to just
anyone. Another alternative, some of people may install a security system to
their house. The door, windows and security system 1s the things that provide
the security to our house. Let’s now apply on the computer, we can add a
firewall, an anti-virus program, patches, and file encryption to improve the

level of security on the computer.

Encryption comes together with the decryption process. Once we encrypt the
file or data, we need to decrypt it to get back the original. This process is very
important when a user need to send a private document or text to the third
party. There are many encryption systems that allow user to do the process
mentioned above. But the system is the applications that need a user to install
it on their PC or laptop. So for the first time, I tried to develop the web based

encryption service to promote the use of cryptography technique.
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1.2

Problem Statement

The problem rose when the private file or document in the PC was accessed
by someone and the email was attacked by the hacker. The network level
security is not enough secure to make sure that the PC cannot be access by
unauthorized user. So because of this problem, I have tried to develop a web
service for encryption and decryption process to allow any online user to
encrypt and decrypt the file easily without install any software on their PC.
It’s called CleverSecure ONLINE System (COS).

I hope with the web service it could help the users to protect their file for
sending to other party and indirectly improve user awareness about the
important of data security. The target user of the system is online user.
Within this research, I found that the security of the information must be
implementing on the network security level and desktop level. The cost of the
implementation at desktop level is cheaper than network level and the

difficulties to implement it also different. Please refer to Figure 1.1.

Figure 1.1: The cost involve in securing data at the user level are minimum



1.3  Objectives and Scope of Study

1.3.1 Objectives

Below are the objectives of the system:

» To develop web based file encryption service that can help user in
protecting the valuable data or any private file while sending to the third
party.

» To encourage user’s awareness about the computer security by using the
forum provided in the web page to discuss about the current issues.

e To implement the email service so that user can directly send the
encrypted file after encryption process.

e To give the information to the user about the methods or algorithm

available for encryption and other information about cryptography.

1.3.2 Scope of Study

The project scopes are as follows:-

* Develop and generate the encrypted file using blowfish encryption method.

* Design solutions that ease the user to secure their file without installing the
application to their computer. But they need the internet connection.

* Study on how to use the Blowfish algorithms during the encryption and
decryption process. Besides know the advantages of the algorithms, how its
work, their strength and weaknesses.

* Encrypt not only files but text messages. Security file service web site has
special Text Encryption Assistant to encrypt important messages being sent
via e-mail.

* Identify and choose suitable development steps among available software

development model for identified system.



1.4

1.5

Relevancy of Study

The study is match to Information Technology (IT) ficld because it is
concentrates with Web development and Internet Programming. The study
will start with understanding the concept of encryption, the processes and
analysis the level of strength of other existing encryption system. Then
continue with the analyzing requirement and designing the solution. Finally,
the study is about doing the programming and coding. Besides that it allows
IT student to improve their programming skills in many different languages
and allows students to apply the real situation in developing web based

service.

Feasibility Study

The project is scheduled to finish within one year. By using the study on the
method, concept of internet programming, the goal may be accomplish since
the web development could be evaluate at each phase. The project cost is
only cover the tools used and could limit the cost by using open source
software. The knowledge in internet programming and mathematical

operation of the algorithm chosen are required to finish the project.



2.1

CHAPTER 2

LITERATURE REVIEW

Background

The purpose of the computer security is to devise ways to prevent the
weaknesses from being exploited. To understand what preventive measures
make the most sense, we consider what we mean when we say that a system
is “secure”. When we talk about computer security, We mean that we are

addressing three very important aspects of any computer related system: -

¢ Confidentiality ensures that computer-related assets are accessed only
by authorized parties.

¢ Integrity means that assets can be modified only by authorized parties
or only in authorized ways.

¢ Availability means that assets are accessible to authorized parties at

appropriate times.

Other than computer security, another thing that we must when talk about

security is Computer Crime. Computer crime is any crime involving a

 computer or aided by the use of one. Many studies attempted to determine the

characteristics of computer criminals. By studying those who have already
used computers to commit crimes, we may be able in future to spot likely

criminals and prevent crimes from occurring.



2.2

Encryption and Decryption Process

Basically in computer security the word of “encryption” is synonym and can
be used to refer to the cryptography. Encryption is defined as the
transformation of data into a form in which it cannot be made sense of
without the use of some key. Such transformed data is referred to as cipher
text. Use of a key to reverse this process and return the data to its original (or
plaintext) form is called decryption [4] .For purposes of security; the more
difficult it is to decrypt the cipher text, the better.

On the other hand, if the algorithm is too complex, takes too long to do, or
requires keys that are too large to store easily, it becomes impractical for use
in a personal computer. Therefore, some balance must be reached between
strength of the encryption (that is, how difficult it is for someone to discover
the algorithm and the key) and ease of use. For practical purposes, the
encryption need only be strong enough to protect the data for the amount of

time the data might be useful to a person with malicious intent.

G

Secret Key

Plalma Encrypt Ciphartext Recrypt Fiaintext

Figure 2.1: The relationship between plaintext and cipher text, and the encryption

and decryption processes that transform them.
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Blowfish Algorithm

Blowfish is a keyed, symmetric cryptographic block cipher designed by
Bruce Schneier in 1993 and placed in the public domain. As a public domain
cipher, Blowfish has been subject to a significant amount of cryptanalysis,
and full Blowfish encryption has never been broken. Blowfish is also one of
the fastest block ciphers in public use, making it ideal for an open uses
product. Blowfish has a 64-bit block size and a key length of anywhere from
32 bits to 448 bits [1]. The Figure 2.2 below shows Blowfish's F-function,

The function splits the 32-bit input into four eight-bit quarters, and uses the
quarters as input to the S-boxes. The outputs are added modulo 232 and XOR
to produce the final 32-bit output. Since Blowfish is a Feistel network, it can
be inverted simply by XOR P17 and P18 to the cipher text block, then using

the P-entries in reverse order.
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Figure 2.2: The Feistel Structure of Blowfish
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Strong Cryptography
"There are two kinds of cryptography in this world: cryptography that will
stop your kid sister from reading your files, and cryptography that will stop

major governmenis from reading your files. This book is about the latter."

--Bruce Schneier, Applied Cryptography: Protocols, Algorithms, and Source
Code in C.

Cryptography can be strong or weak, as explained above. Cryptographic
strength is measured in the time and resources it would require to recover the
plaintext. The result of strong cryptography is ciphertext that is very difficult
to decipher without possession of the appropriate decoding tool. How
difficult? Given all of today’s computing power and available time — even a
billion computers doing a billion checks a second — it is not possible to

decipher the result of strong cryptography before the end of the universe. [12]

No one has proven that the strongest encryption obtainable today will hold up
under tomorrow's computing power. However, the strong cryptography
employed by PGP is the best available today. Vigilance and conservatism

will protect you better, however, than claims of impenetrability.



CHAPTER 3

METHODOLOGY/PROJECT WORK

3.1 Project Phases
There are many examples of software development models, but methodology
that suitable for finishing a system within a limited time evolved from the
iterative approach such as spiral model, prototyping model, reuse model and
others. So in order to increase the system development speed and cut the time,
the most suitable approach is the Prototyping Model. Prototyping model start
with developing prototype (an early approximation of a final system or product)
then it is built, tested, and then reworked as necessary until an acceptable
prototype is finally achieved from which the complete system or product can

now be developed [ 5.

Prototypes help users get an idea of what the system will look like, and make it
easier for user to make design decisions without waiting for the system to be
built. Prototyping is most beneficial in systems that will have many interactions
with the users. This model also works best in scenarios where not all of the
project requirements are known in detail ahead of time. It is an iterative, trial-
and-error process that takes place between the developers and the users [5].
Prototyping has several benefits: The designer and implementer can obtain
feedback from the users early in the project. The users can give their feedback
and compare the developed system with their specification. It also allows
developer to estimate their time to finishing the system according to mile stones.

There are several steps to develop a product using prototyping model.



Develop prototype

\ prototype
refinement

No

Is it user
satisfied with
the product?

Analyze on user’s
comments

Final Delivery

Figure 3.1: Prototyping Process

3.1.1 Requirement Analysis
In this phase, the system functional and non-functional requirements were
collected from many different sources. The collection of requirements could
be done by research on existing system and from written references. It also
done by studying on existing non-computerized system and understand some

usual operation in encryption/decryption process.

In order to gather the requirement of the system, several techniques used by
doing the research on description of cryptography and make an observation
to the existing system. The research on cryptography is conducted by surfing
on the internets and finds the book or journal related to topic from the library.
At this stage, we need to know about the encryption and decryption process,
how it’s very important in data security and understand the method/algorithm
used in these process. This is the best techniques to identify the suitable

method used for the process.
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3.1.2

3.1.3

3.14

Besides that, during the requirement analysis, we need to observe on the
existing system: - what their weaknesses are and how the system impact to
the user’s awareness on data security. User requirement also important to

make sure that the system developed is satisfied their needs and desire.

Preliminary Design

After the initial phase of requirement information is collected, or new
information is gathered, it is rapidly integrated into a new or existing design
so that it may fold into the prototype. In this phase, the system data flow will
be recognized by identifying its input, process and output. Interface and
database design will be involved. The system is designed by using Unified
Modeling Language (UML). See Appendix A to see about the use case
diagram.

Prototype Creation

A first prototype of the new system is constructed from the preliminary
design. This is usually a scaled-down system, and represents an
approximation of the characteristics of the final product. At this stage, the
system’s coding was developed. The phase is focus on programming. Some
internal testing was done in this phase to ensure the prototype is running fine.
During the Part A FYP presentation, the first prototype is developed to get
the comment from users and supervisors. During the first output, only the
main operation of the system was finished. Basically the purpose of the first

prototype is to present the idea on what is the system ability.

The creation of the prototype will be repeating again and again by adding the
new function and module in the system. The system also may be modified

after prototype refinement phase.

Evaluation

The users and supervisor thoroughly evaluate the first prototype, noting its
strengths and weaknesses, what needs to be added, and what should to be
removed. At this phase, the comments will be collect and analyze again to

enhance the performance of the system in terms of function and others. Once

i1



3.15

in two weeks, the prototype is presented to the supervisor to keep up the

changes makes to the system.

The evaluation also occurred by other IT and IS lecturers department during
Part A presentation. The suggestions were gathered and then were discussed
with the supervisor in order to accept or not. The evaluation step was iterated
as many times as necessary to the next prototype to see the comment and

suggestion again.

Prototype Refinement

The first prototype is modified, based on the comments supplied by the
supervisor, and a second prototype of the new system is constructed. This is
to ensure that the prototype is developed to be more effective and efficient
based on the suggestion from supervisor. In this phase, the prototype was
going back to the design and prototype modification again and then was
assessed again. The preceding steps are iterated as many times as necessary,
until the supervisor satisfied that the prototype represents the final product

desired.

In this phase, the prototype also was added with the new functions or
requitements and then will be integrated with the current prototype. The
prototype and its documentation were refined each time afier evaluation

process. During the next evaluation, the new prototype was preserted.

12



3.1.6 Final Delivery
After many prototype refinements have been done and the prototype has been
enhance and appears as a complete system, the prototype was delivered as a

final product. The final delivery will be on the part B FYP presentation.

The system 1is not exactly following the structure and rules in prototyping model.
Some features need to be adjusted to suit in the environment. First, unlike in
prototyping model, the system will not be tested and assessed in real environment
and with real users. However, this system only will be revised by supervisor.
Therefore, the reliability and dependability will not be assessed but only its
performance in functionalities. None user’s participation involved. Second, because
of the system is not implemented in a real environment, there is no routine
maintenance is carried out on a continuing basis. But based on the prototyping
models, the system needs to maintain and support to prevent large-scale failures and
to minimize downtime. The prototype that will be developed in this phase may not
fulfill the requirements in initial definition. The requirements that are not carrying

out will be added in prototype refinement phase.

13



3.2 Tools and Equipments
During the development, the software and tools required in order to develop the
interface, coding and database. It is important to make sure that it can be used

easily and the chosen is based on the programming language used.

3.2.1 System Requirements

Table 3.1: List of System Requirements

Device / Software / Tools Requirements

Operating System Windows Vista " Home Basic
Processor Intel Celeron M. 1.6 GHz

Disk Space 80 GB

Memory 1 GB

Peripherals Printer

Network Fast Ethernet Adapter

Web Server Apache

Database MySQL server

3.2.2 Software and Tools for Development

Table 3.2: List of Software and Tools for Development

Software / Tools Description

Adobe Photoshop CS2 Tool to be used to designing the web interface

Dreamweaver MX 2004 & | Tool to be used for designing the interface and
Ms. Expression Web programming codes.

Logo Design Studio 2006 Tool to be used to design the logo for the

website

14



4.1

4.2

CHAPTER 4

RESULT AND DISCUSSION

System Background

CleverSecure Online is a solution used for users that want to send their secure
file or data to the third party. By using this system, users could do the
operation of encryption and decryption without installing the software to their
PC. Now they can find the service online and simply encrypt the file to send
it to the others. In order to do the encryption process, the system
automatically will generate the key and the methed used is Blowfish
algorithm. Other than that, the system will allow user to use the email service
and make a discussion room, give the feedback and comment about the

computer and data security.

System Functionalities

The system functionalities are group to 6 main functions which are
Encryption, Decryption, Method, Email, Forum and Feedback. For the first
page - Home, there is the login that allow user to enter the username,
password and provide a brief explanation about the website. After users login
to the web site, they can choose whether to make an encryption or decryption
process. Before the users make a process done, they should know about the
method used and method available for data security. Not all the method

mentioned are available in this website.

15



4.3

4.3.1

Other than that, they can use the email service to send the encrypted file and
involve in a discussion room which is the forum to discuss about the
computer and data security. The user also can discuss about the technology
today and ask any question about the computer security. The active member
ot administrator will answer their question as soon as possible. Then, for the

feedback function, it allows user to make a suggestion or comment about the

web.
System Design

Use Case Diagram

In this section the Unified Modeling Language (UML) used to emphasize the
functional requirement of the system from user’s point of view. The use case
diagram used to present a graphical overview of the functionality provided by
a system in terms of actors, their goals and any dependencies between those

Us€ cases.

Figure 4.1 below shows the use case diagram for COS. The Actor or users
can access the information about the algorithm used and available for data
security. Then they also can simply search their file in directory and make an
encryption process. Besides that, the user can decrypt file by searching their
encrypted file in directory. The user can discuss and ask the question
regarding the process using the forum. Forum is used to discuss about the
problem arise and new technology in computer security today. From here, we
can improve the user awareness about the knowledge of computer security.
They also can give the feedback/suggestion and comment about the system

functionalities.

16



Decrypt file

\

user

Discuss or ask
question

Give
feedback or
comments

Figure 4.1: Use Case Diagram for CleverSecure Online

4.3.2 Sequence Diagram
Figure 4.2 shows the sequence diagram for search file and encryption
process. This diagram use message passing is to show the interaction between
the objects. First, user will select the option through the main menu (User
Interface) whether to encrypt or decrypt the file. If the file is selected, user
will search the file using file dialog browser and the encryption process
begins. User will choose the file location for encrypted file after encryption

process finished.

Figure 4.3 shows the class diagram. It shows the interaction between the
classes which are file, user and method. The class of users has their own
userlD and password to allow them to make an encryption/decryption
process. The function of createUser() will be used to create a new user in the
database. These user will choose the file location and the file will be encrypt

using the available method.

17
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Figure 4.2: Sequence Diagram for Search and Encrypt File
4.3.3 Class Diagram
1 *
File User
Encrypt
+ Location - loginID
- password
- *
+ searchFile() L. Decrypt
+FileListView() + createUser ()
1.1

Method

+typeAlgo

+getDetail()

Figure 4.3: Class Diagram for CleverSecure Online System
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4.3.4 System’s Workflow

User choose Original file
Or
Encrypted file

h 4

User choose to Encrypt
Or <
Decrypt the file

l

System execute the
encryption

Yes

No

File encrypted or
decrypted successfully

Figure 4.4: System’s Workflow for COS

In this system workflow (See Figure 4.4.), the first task occurred would be the
selection the file by the user whether the original file or encrypted file. After the
selection, users also need to choose whether to encrypt or decrypt the file. Given the
key by the users, the system will perform the encryption or decryption process. If
there is an error, the system will prompt the users indicating that there is an error

occurred.

19



44  The Application
The interface for CleverSecure Online System is designed using Macromedia
Dreamweaver tools. Until now, it divided into 6 functions. The functions
are:-

4.4.1 Main Page — User Login
A member can directly login by using their userID and password and for a
new user; they can click on “click here” to go to the registration page. Figure
4.5 shows the Home page for CleverSecure Online. This page also allow user
to get the information regarding the encryption and enable user to login as a

member.

> COMPUYER SEGURITY

L]
4 seasid

THITM R BAID THOT

YYHAT AMATLARILE

Figure 4.5: The screen shot of Main Page

4.4.2 Method or Algorithm
Within this function, user can get the information about the algorithm used
for encryption on this online system and it also provide the information of

other algorithm available for the data security. See Figure 4.6.

20
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Figure 4.6: The Screen Shot of Method or Algorithm function

4.4.3 Encryption / Decryption
Figure 4.7 shows the interface for encryption process. First of all, users need
to browse the file and find the suitable path to locate the encrypted file. Same
as the decryption, firstly users need to find the location of encrypted file so
that the decryption process will be executed. Besides that, user can add some
file for encryption process to encrypt them together. This feature is enable

users make a process quickly.

Inserlt the Fite llelow

L [ Bovso. [N  Aco |

Figure 4.7: Screen Shot of Encryption Process
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44,4 Email Service

In this functioh, users can use the email service to send the encrypted file
directly to the recipient. Here user also can send the file by attached it
together with the message. For the message, its will not be encrypted and it

only encrypt using network level during message transmission.

[URIEEE mimieyB4@ gmail.com
Tn: mimiey_gurizi@yahoo.com

[ORETALTRINE NN ©\WE b xamppihtdocs\t]. Browse....

Huegsayge

This i1a the original file for the company's
annual report.. .

Figure 4.8: Screen Shot of Email Service

4.4.5 Forum
For the forum function, the registered user can ask the question and discuss
the current issues of computer security, available algorithm and any problem
related with the function provided by this online system. The purpose of the
forum provided by administrator is to encourage user awareness about the
data security. It also used to expose the users with the available algorithm
used and how the process works to discuss about it among the member. This
forum is suitable for the users who are very interest with the computer
security and computer science. Figure 4.9 shows the main page of forum after

the registered user login.
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Figure 4.9: Screen Shot for Forum Function

4.4.6 Feedback
In this function, users can drop their complaint, compliment or suggestion to
the admin so that this online system will be updated from time to time. For
the 1% version, there are a lot of complaints from user. By using this function,

users can easily send any comment or feedback directly to the administrator,

See Figure 4.10.

Feedback and Complaint Foarm

B Uk | )=

What would vou ke us to do ab

ni

=

Date Time User's Name ] Your E-mail

TS TETEEN TN S

Please rate our parformance (Optional)
Please take a moment to rate our sarvice. Your feedback will help us evaluate our performance se that we can better serve
you.
Please tick ' one . Excellent Good | Average Poor
1. Waiting time for encrypt file ] £ [ [
2. User interface design i1 o i I

Figure 4.10: Screen Shot of Feedback Function
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4.5 Evaluation

After the system is completed, an evaluation is made. This evaluation is done
during the interaction between ten numbers of users and an online system.

The system is evaluated on 3 sections:-

4.5.1 Effectiveness of the application

Effectiveness of the Application

Very
Uneffective, 0%

Uneffective, 4%
Very Effective,

30% & Very Effective

m Effective

O Moderate

O Uneffective

W Very Uneffective

Moderate, 19%

Effective, 45%

Figure 4.11: Effectiveness of the application towards the user

The first attribute of the evaluation is regarding the effectiveness of the
interface for the Online System. The interfaces include the interactive
representation interfaces for the main page frameset. From the evaluation
session, the highest percentage of the respondents thought the application is
Effective and said that a lot of things could be done to enhance the
effectiveness of the application. On the other hand, 4% of the respondents
thought that the application is Not Effective. This is due to their opinion that
for a person new to such technology of the file security, it takes some time to

get along with.
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4.5.2 Ease of interaction

Ease of Interaction

Very Herd, 15% VeryBasy, 0% Eagy, 14%

bderate, 16%

a Very Easy
® Easy
O Moderate
0 Hard
= Very Hard

Hard, 55%

Figure 4.12: Ease of interaction within the application

The second attribute of evaluation is the ease of interaction in CleverSecure
Online System. This attribute represent the interactive web design, ease of
finding file and give a feedback or join forum. The result in Figure 4.12
shows that 55% of the respondents thought that the interaction of the
application is Hard mostly caused by the performance of the application and

difficulties to view the intended.

4.5.3 System Reliability and Security
A system cannot be deemed reliable if it is not secure, so the concepts of
security and reliability are intrinsically linked. The security here refers to the
encryption process which is will produce the encrypted file with the strong
security from intruders. A reliable system has been defined as one that is
capable of operating without material error, fault, or failure during a specified

period in a specified environment.
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4.6

Discussion

The system is online to eliminate user task to install the program in their PC.
So every time users want to make a process, they need to have the internet
connection. Today the internet is easy to get and the latest one is the wireless
technology. Everywhere you go, the information could be access via the
internet and many features can be used without any problem. There are many

application available that allow user to make an encryption and decryption

process.

For example Mars Encapsulator Encryption system that enable user to create
a self extracting file called Capsule in .EXE format. Some email systems do
not support that type of file to send it to the others. The focus is only to
decrypt file and data on the PC. Because of the problem, the online system is
created to make easy for the user to use the email system to send the

encrypted file.

The method used for this system is blowfish algorithm. The strong algorithm
is measured by their complexity of the operation itself. The most popular
algorithm is PGP. PGP combines some of the best features of both
conventional and public key cryptography. When a user encrypts plaintext
with PGP, PGP first compresses the plaintext. Data compression saves
modem transmission time and disk space and, more importantly, strengthens
cryptographic security [12]. Their operation is complex compare with the
blowfish algorithm. But for the 1% version of this online system, I came out
with the simple algorithm and will be enhanced in the future that allow user
to encrypt their file using PGP.
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5.1

CHAPTERSS

CONCLUSION AND RECOMMENDATIONS

Conclusion

In conclusion, the system is focusing on the transforming the file, folder and
data which will be used by the user to protect the information from
unauthorized access. The system is to make the user feel secure when they
send their file to the third party. Indirectly it will encourage user to know
more about the technology on computer security. Because of the technology
today is changing rapidly, it is most important to the user to have the

knowledge on that area.

The discussion room on the CleverSecure Online system enable user to
discuss and ask any question regarding that topic. From there, we can get the
knowledge and share the new information. As a member of the system, user
will get the information about the method use and available in encryption
process. Actually, users need to be exposed about the algorithm to get the

basic idea what it is all about.

27



5.2

Recommendation

The system still can be improved to be more a good online system. The
possibility of internet connection is slow should be considered to make the
system more reliable. It cannot be denied that file encryption also has its
advantage. There are many hacker out there might want to access the
encrypted file and try to break up the algorithm. So from time to time, the
new algorithm should be added to make sure that the process is strong

enough.

The quality of encryption and decryption process must be improved in order
to encourage user to use it. Among recommendations are first; ensure the
system user will allow the users to post their code of the method so that users
can encrypt the file using new method. Indirectly this system also will attract
the professional programmers that have highly interest on cryptography to
develop the code for specific method. Second is to build a system that can

encrypt the file from mobile as well.
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APPENDIX A:

PROJECT GANTT CHART
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APPENDIX B:

-SYSTEM’S GUIDE



User Manual
This guide describes how to use the CleverSecure ONLINE System through the

internet connection.

1. Registered user need to enter their username and password (Figure Appendix

A.l)
2. After that, the system will be redirect to the method function shows in Figure

AppendixA.2.
Click the button on the left hand side to choose the function available.

4. Click on Encryption or Decryption button to execute the process respectively.

See Figure AppendixA.3.

Neot 2 member> Click He

Figure AppendixA.1: User Login

Blowfish is" 8- keyed; symmetric eryptographic block cipher. duagned by
Bruca Schreter in 1933 and piaced in the public domain. i

As & public domain <cipher, Blowfish has heen subjectto a sugmﬁcant amnunt
iof eryptanalysis, and fufl Blowtish encryptian Ras never been broken, J

Blowfish is also one of the fastest black ciphers in pubfic vse, making it |deal
open uses product - I

OES. oo ": S

DES was approved as a fadsral’ dard in N b 5, and publiched]
on 15 Ianuary 1977 as FIPS #UB.46, autherized for use nn all unchagsfiedy

1t way subsaquantly reaffirmed as the standard in 1383, 1988 {revised as
¥ 95-46-1) 1993 (FIPS-46-2), and again in 1989 (FIPS-46-3), the !mer

Figure AppendixA.2:  Screen Shot of Method Page



insert The File Below :

AppendixA.3: Screen Shot of Encryption Function

5. Click Email button to send the encrypted file and message to recipient. Figure
AppendixA.4 shows the confirmation message to send the email. The system

will show the error message if there is no internet connection.

- Warnin
"tocatho
S use i

170

Message:

jtesting!!!?

AppendixA.4: Email Confirmation



6. Click on Forum to join the discussion room and ask any question regarding to
the computer security. Figure AppendixA.5 shows the screen shot of how to
post the topic in forum. Click on the “New Topic™ to start. Click Reply to
reply the question.

[Bi][uf’lurl Avom » Methed or alanri;hm » Blowfish » how it work

how it work

: mithiey 84 oy i it work
¢

Adiieaioe « car Today at 12109:13 pm * [Ruata piodify xjRamave SRt Tey
NEENE hetlo, . i ) E - o e =
. p-m.:_ L amohe zan explzie to me how this type of alge wn{ks. o

“\a\ § " anyane car suggest any link for the informatiant 1!
L

D ey ——

Figure AppendixA.5: How to post the topic

7. Click on Feedback to make any complain or suggestion to CleverSecure
ONLINE System. Fill the form whether to make a complaint, compliment or
suggestion.

8. Include the username and email address so because administrator will reply it
to your email as soon as possible.

9. Tick the checkbox to give the level of performance on this online system.
Click Submit to send the form to administrator. See figure AppendixA.6.

10. After using the system, click logout to end the session.



Fevdback ared CarmplaniUF frne:

B Uain | fIEE

. ’ User's Name Your E-mal
i T I

. . Please rate our parformance (Optional) .
Please take' s Morngnt to rate our service. Your wilt halp us lueate sur parfi 50 that we can better serve
: - you, o .

Please tick - one | Average

1. waiting time for encrypt file
1. User interface design

Figure AppendixA.6: Screen Shot of Feedback Function
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Sending Email:

<IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Transitional /EN" >
<html>

<head>

<meta http-equiv="content-type" content="text/html; charset=130-8859-1">
<link href="style.css" rel="stylesheet” type="text/css™ />

<style type="text/css">
{Fermem-Text Styles—wwomeema?/
wsb {font-size: 3px;}

ws7 {font-size: 9.3px;}

w8 {font-size: 11px;}

ws9 {font-size: 12px:}

wsl0 {font-size: 13px;}

wstl {font-size: 15px;}

w512 {font-size: 16px;}

.ws14 [font-size: 19px;)

.wsl6 {font-size: 21px;)

.wsl18 {font-size: 24px;}

.ws20 {font-size: 27px;}

ws22 {font-size: 29px;}

.ws24 {font-size: 32px;}

ws26 {font-size: 35px;}

.ws28 {font-size: 37px;}

.ws36 {font-size: 48px;}

ws48 {font-size: 64px;}

ws72 {font-size: 96px;}
wpmd {font-size: 13px;font-family: 'Arial’;font-style: normal;font-weight: normal;}
¥ emmemeennaParg Styles-—-—--ut/
DIV,UL,OL /* Left ¥/

margin-top: {px;
margin-bottom: Opx;

}
</style>

<style type="text/css">

div#fcontainer

{
position:relative;
width: 778px;
margin-top: 0px;
margin-teft: auto;
margin-right: auto;

text-align:left;
body {text-align:center;margin:0}
stylel {
color; #FFFFFF;
font-weight; bold;
}
<fstyle>
</head>

<seript language="JavaScript] 4" type="text/javascript">
L

function jsPlay(soundobyi) §

var thissound= eval{"document."+soundobj);

try {
thissound.Play();

}
catch (e) {
thissound DoPlay(),
}
!
N>
<fscript>

<script language="javascript” type="text/javascript">
<]-m
function MM_swaplmgRestore(} {
var i,x,a=document. MM_sr; for{i=0;a& &i<a length& &(x=a[i])&&x oSrc;i++) x.src=x.08r¢;
}



function MM _pretoadimages() {
var d=document; if{d.images){ if(!d. MM_p) d. MM_p=new Array();
var i,j=d.MM_p.length,a=MM _preloadlmages.arguments; for(i=0; i<a.length; i++)
if (ali}.indexOf"#"}=0){ d. MM_p{j}=new Image; d. MM_p[j++].src=ali];} }

function MM_findObj(n, d} {
var p,i.x; if{1d) d=document; if((p=n.indexOf("?"))>0& &parent frames.length) {
d=parent.frames[ & substring(p-+1)].document; n=n.substring(0,p); }
if(oe=d[n])ac&d.all) x=d.allfn}; for (i=0;!x&&i<d.forns.length;i++) x=d.forms[i][n];
for(i=0; | x&&d layers&&i<d layers.length;i++) x=MM _findObi(n.d.layers[il.document);
if(!x && d.getElementByld) x=d.getElementByld(n); return x;
}

function MM_swaplmage() {
var i,j=0,x,a=MM_swaplmage.arguments; document. MM_sr=new Amay; for(i=0;i<(a length-2);i+=3)
if (x=MM_findObj(a[i]))!=null){ document MM_srfj++]=x; if{'x.08rc) x.08rc=x.src; x.src=afi+2];}

fl-=
</script>

<body>
<div id="wrapper">
<div id="wrapper-i">
<div id="header">
<h1><a href="http://www.freewebsitetemplates.com">
<img src="images/logo2 jpg" width="288" height="114"
alt="CleverSecure Online System" /></a></h]>
<div id="b-nav">
<img sre="images/b_nav_1 jpg” width="59" height="51" ><img src="images/b_nav_2.jpg" width="59" height="51"
{><img src="images/b_nav_3.jpg"><img src="images/b_nav_4.jpg" width="62" height="51">
</div>
<t--end b-nav —>
<div id="header-cap"></div>
</div><l-- end header >
<div id="spacer"></div> <I-- end spagcer -->
<div id="body">
<div id="body-i"><p></p><p></p>
<form name="form1">
<div id="text3" style="position:absolute; overflow:hidden; left:317px; top:262px;
width:435px; height:158px; z-index;7">
<div class="wpmd">
<div>
<?php
//get data nedeed !
$from =§_POST[from],
$to  =$_POST[to];
$subject =3 _POST[subject};
$message =$_POST[message];
fireplace \n with <br>
$message = str_replace("\n", "<br>" $message);
freport
echo "<b><font color=¢E080FF> From: $from </b><br>";
echo "<b>To: $to </b><br>";
echo "<b>Subject: $subject</b><br><br></font>",
// Obtain file upload variables
$fileart =3 _FILES['fileatt'|'tmp name'l;
$fileatt_type =$_FILES[fileait'|['type’);
$fileatt name =$_FILES[fileatt]['name’);

$headers = "From: $from n™;

/ if{$_FILES['fileatt"])['size’] > 0)

if (is_uploaded _file($fileatt)) {

// Read the file to be attached ('rb' = read binary)

$file = fopen($fileatt,'rh");

$data = fread($file, filesize($fileatt));

fclose($file),

{/ Generate a boundary string

$semi_rand = md5{timeQ);

$mime_boundary = "=Multipart Boundary x{$semi_rand}x";

/i Add the headers for a file attachiment

$headers .= "MIME-Version: 1.0\n" .
"Content-Type: multipart/mixed;\n" .



" boundary=\"{$mime_boundary}\"";
/ Add a multipart boundary above the message
$message = "This is a multi-part message in MIME format \n\n™ .
"—{$mime boundary}\n" .
"Content-Type: text/html; charset=\"iso-885%-1\"\n" .
"Content-Transfer-Encoding: 7bifin\n" .
$message . "nin”;

/{ Base64 encode the file data
$data = chunk_split{base64_encode($data});
/{ Add file attachment to the message
$message = "--{$mime_boundary}n" .
"Content-Type: {$fileatt_type};in" .

" name=\"{$fileatt name}\"\n" .
/"Content-Disposition: attachment;\n" .
/" filename=\"{$fileatt_name}\"n" .
"Content-Transfer-Encoding: base64\n\n" .
$data . "n\n" .
*—{$mime_boundary}--\n";

}else echo "File error! ";

/isend the mail
if{mail($to, $subject, $message.Fheaders))echo "<b><font colo=HFF0000>Message was send!<b><ffont>";
else echo "<b><font color=#FF0000>Message errorl<b></font>";

7>
</div></div>
</div>
<p>
<textarea name="textareal"
style="position:absolute;width:448px;height: 142px;left:309px;top:460px;z-index:9" readonly><?=$_POST[message]?>

<ftextarea>
<fp=
<p>&nbsp;</p>
<p>&nbsp</p>
<p>&nbsp;</p>
<p>&nbsp;</p>
<p>&nbsp;</p>
<p>&nbsp;</p>

. <p>&nbsp;</p>
<p>&nbsp;</p>
<p>&nbsp;</p>
<p>&nbsp;</p>
<p>&nbsp;</p>
<p>&nbsp;</p>
<p>&nbsp;</p>
<p>&nbsp;</p>
</form>

<div id="nav1" style="position:absolute; left:68px; top:258px; z-index:6; width: 180px;
height: 26px;"><a onMouseCut="MM_swaplmgRestore(}"
onMouseOver="MM_swaplmage('nav10.",'images/menu_1i.gif,1)" hret="index php"><img src="images/menu_1.gif* alt=""
name="nav 10" width="180" height="26" berder=0 onl cad="MM_preloadlmages('itnages/menu_1i.gif)"></a></div>
<div id="nav1" style="position:absolute; left:68px; top:448px; z-index:6; width: 180px;
height: 26px;"><a onMouseQut="MM_swapImgRestore()"
onMouseOver="MM_swapimage('nav100',",images/menu_7i.gif,1)" href="feedback. php"><img src="images/menu_7.gif"
alt="" name="nav100" width="180" height="26" border=0 onLoad="MM_preloadImages{'images/menu_7i.gif’)"></a></div>
<div id="nav1" style="position:absotute; left:68px; top:416px; z-index:6; width: 180px;
height: 26px;"><a onMonseOut="MM_swapImgRestore()"
onMouseOver="MM_swaplmage('nav200',",images/menu_2i.gif',1)" href="forum/index.php"><img src="images/menu_2_ gif"
al="" name="nav200" width="180" height="26" border=0 onLoad="MM_preloadImages(images/menu_2i.gif}"></a></div>
<div id="nav1" style="position:absolute; left:68px; top:290px; z-index:6; width:
180px; height: 26px;"><a onMouseOut="MM_swaplmgRestore()"
onMouseOver="MM _swaplmage('nav300',", images/menu_31.gif’,1)" href="algorithm.php"><img src="images/menu_3.gif"
al="" name="nav300" width="180" height="26" border=0 onLoad="MM_preloadimages('images/menu_3i.gif)"></a></div>
<div id="nav1" style="position:absolute; lefi:68px; top:321px; z-index:6; width:
180px; height: 26px;"><a onMouseOut="MM_swaplmgRestore(}"
onMouseOver="MM_swaplmage('nav400',", images/menn_4i.gif,1)" href="encrypt. php"><img src="images/menu_4.gif"
alt="" name="nay400" width="180" height="26" border=0 onLoad="MM_preloadlmages('images/menu_4i.gif)\"></a></div>
<div id="nav1" style="position:absoiute; left:68px; top:353px; z-index:6; width: 180px;
height: 26px;"><a orMouseOut="MM_swaplmgRestore()"
onMouscOver="MM_swaplmage('nav500",", images/menu_51.gif,1)" href=""><img src="images/menu_5.gif" alt=""
name="nav300" width="180" height="26" border=( onLoad="MM_preloadlmages('images/menu_5i gif)"></a></div>
<div id="nav1" style="position:absolute; left:68px; top:384px; z-index:6; width:
180px; height: 26px;"><a onMouseQut="MM_swaplmgRestore()"



onMouseOver="MM_swaplmage('nav60(’," 'images/menu_6i.gif,1)" href="email php"><img src="images/menu_6.gif" alt=""
name="nav600" width="180" height="26" border=0 onLoad="MM_preloadlmages(‘images/menu_6i.gif")"></a></div>

<div id="text4" style="position:absolute; overflow:hidden; left:318px; top:428px;
width:63px; height:18px; z-index:10™>

<div class="wpmd">

<div class="style]">Message:</div>

</div>

</div>

<p>&nbsp;</p>
<p>&nbsp;</p>
<p>&nbsp;</p>
<p>&nbsp;</p>
<p>&nbsp;</p>
</div>
</div>
<fdiv><l--end wrapper-i-->
<fdiv><!--end of wrapper-->

<fbody>
</htmi>



Encryption and Decryption Process:
<php

class Horde Cipher blowfish {

/* Pi Array */

public $p = array(

0x243F6A88, 0x85A308D3, Ox13198A2E, 0x03707344,
0xA4093822, 0x299F31D0, 0x082EFA98, 0xEC4E6CE9,
0x452821E6, 0x38D01377, 0xBES466CF, 0x34E90C6C,
OxCOAC29B7, 0xCI7C50DD, 0x3F84D5BS5, 0xB5470917,
0x9216D35D9, 0x8979FB1B);

/* S Boxes ¥/

public $s1 = array(

0xD1310BA6, 0x98DFBSAC, 2FFD72DB, 0xD01ADEB7,
O0xBSE1AFED, 0x6A267E96, 0xBATC9045, 0xF12C7F99,
0x24A19947, 0xB3916CF7, 0x0801F2E2, 0x858EFC16,
0x636920D8, 0x71574E69, OxA458FEA3, 0xF4933D7E,
0x0D93748F, 0x728EB658, (0x718BCD5S, 0x82154AEE,
0x7TB54A41D, 0xC25A59BS, 0x9C30D539, 0x2AF26013,
0xC5D1B023, 0x286085F0, OxCA417918, 0xBSDB38EF,
Ox8ET9DCBO, 0x603A180E, Ox6C9EOESB, 0xBO1ESA3E,
(xD71577C1, 0xBD314B27, (x78AF2FDA, 0x55605C60,
0xF65525F3, 0xAASSARY4, 0x57489862, 0x63E81440,
0x55CA396A, 0x2AAB10B6, 0xBACC5C34, 0x1141ESCE,
OxA15486AF, 0x7C72E993, 0xB3EE1411, 0x636FBC2A,
0x2BASCSSD, 0x741831F6, 0xCESC3ELS6, 0x9B87931E,
CxAFD6BA33, 0x6C24CF5C, 0x7A325381, 0x28958677,
0x3B8F4898, 0x6B4BBYAF, 0xC4BFERIB, 0x66282193,
0x61DR0OSCC, 0xFB21A991, 0x487CACE0, 0xSDECS032,
0xEF845D5D, O0xE98575B1, 0xDDXC262302, 0XEB651B88,
0x23893E81, 0xD396ACCS, 0x0F6D6FF3, 0xB3F44239,
0x2E0B4482, 0xA4842004, 0x69C3F(4A, 0x9E1FIBSE,
0x21C66842, OxF6EI6CIA, 0x670COCH1, OXABD3SSFO,
Ox6AS1A0D2, OxD8542F68, 0x960FAT28, 0xAB5133A3,
Ox6EEF0B6C, (x137A3BE4, 0xBA3BF050, 0x7EFB2A9S,
0xA1F1651D, 0x39AF0176, 0x66CAS593E, 0x82430E88,
0x8CEES8619, 0x456F9FB4, 0x7D84ASC3, 0x3BSBSEBE,
O0xE06F75D8, 0x85C12073, Ox401A449F, 0x56C16AAS,
0x4ED3AAS2, 0x363F7706, 0x1BFEDF72, (1x429B023D,
(x37DOD724, 0xDO0A1248, 0xDBOFEAD3, 0x49F1C09B,
0x075372C9, (x80991B7B, 0x25D479D8, (xF6ESDEF7,
OXE3FES01A, 0xB6794C3B, 0x976CEORD, 0x04C006BA,
0xC1A94FB6, 0x409F60C4, Ox5E5CIEC2, 0x196A2463,
0x68FB6FAF, Ox3E6C53B5, 0xi1339B2EB, 0x3B52EC6F,
0x6DFC511F, 0x9B30952C, 0xCC814544, 0xAFSERDO9,
OXBEE3DO04, 0xDE334AFD, 0x660F2807, 0x192E4BR3,
0xCOCBAR57, 0x45C8740F, (0xD20B5F39, (xBYD3FBDB,
0x5579COBD, Ox1A60320A, 0xD6A100C6, 0x402C7279,
0x679F25FE, 0xFB1FA3CC, 0x8EASEOFS, 0xDB3222F8,
0x3C7516DF, 0xFD616B15, 0x2F501ECS, OxADO552ARB,
0x323DBSFA, 0xFD238760, 0x53317B48, 0x3E00DF82,
0x9ESC57BB, 0xCAGF8CAQ, 0x1A87562E, (xDF1769D8,
0xD542 A8F6, 0x287EFFC3, 0xAC6732C6, 0x8C4F5573,
(x695B2780, 0xBBCASSCS, OxELFFA33D, 0xB8F0O11A0,
0x10FA3D98, 0xFD2183B8, 0x4AFCB56C, 0x2DD1D35B,
0x9AS3EAT9, (xB6F84565, 0xD28E49BC, 0x4BFBY790,
OXE1DDF2DA, 0xA4CB7E33, 0x62FB1341, 0xCEE4C6ES,
OxEF20CADA, 0x36774C01, 0xDO7EYEFE, (x2BF11FB4,
0x95DBDA4D, 0xAE9(9198, 0xEAADRET1, Ox6B93D35A0,
0xDOSEDIDO, 0XxAFCT725E0, 0x8E3C35B2F, 0x8E7594B7,
Ox8FFGE2FB, 0xF2122B64, 0x8888BR12, 0xG00DFOIC,
Ox4FADSEAQ, 0x688FC31C, 0xDICFF191, 0xB3ASC1AD,
0x2F2F2218, 0xBEOE1 777, OXEA752DFE, 0x8B021FAl,
O0xE5SAQCCOF, 0xB56F74E8, 0x18ACF3D6, 0xCE$9E299,
0xB4AS4FEQ, 0xFD13E0B7, 0x7CC43B81, 0xD2ZADASDS9,
Ox165FA266, 0x80957705, 0x93CCT7314, 0x211A1477,
OxE6AD2065, 0x7TBSFARG, OxC75442F5, 0xFBID35CF,
0xEBCDAF0C, 0x7B3E89A0, 0xD6411BD3, OxAEIE7EA9,
0x00250E2D, 0x2071B335E, 0x226800BB, 0x57B8EOAF,
0x2464369B, 0xFO09BYIE, 0x5563911D, 0x59DFAGAA,
0x78C14389, 0xD95AS53TF, 0x207D5BA2, 0x02E5B9CS,
(x83260376, 0x6295CFA9, 0x11C81968, 0x4E734A41,
0xB3472DCA, 0x7B14A94A, 0x1B510052, 0x9A532915,



0xD60F573F, 0xBCYBC6GE4, 0x2B60A476, 0x81E67400,
0x08BAGFBS, 0x571BE91F, 0xF296EC6B, 0x2A0DDS1 S,
0xB6636521, OXETBOFIB6, OxFF34052E, 0xC5855664,
0x53B02D5D, 0xA99F8F A1, 0x08BA4799, 0x6EB5076A);

public $52 = array(

0x4B7ATOEY, 6xB5B32944, 0xDBT75092E, 0xC4192623,
OxADGEAGBO, 0x49A7DFTD, (x9CEEGUBS, Ox8FEDB2606,
OxECAARCT, 0x699A17FF, 0x35664526C, 0xC2B19EE1,
0x193602A35, 0x75094C29, 0xA0591340, 0xE4183A3E,
0x3F54989A, 0x5B429D63, 0x6BBFE4DS6, 0x59F73FD6,
OxA1D29C07, 0xEFEB30FS, 0x4D2D38E6, 0xF0255DCI,
0xACDD2086, 0x8470EB26, 0x6382E9C6, 0x021ECCSE,
0x09686B3F, 0x3EBAEFCY, 0x3C971814, 0x6B6AT70A],
0x687F3584, 0x52A0E286, OxB79C5305, 0xAAS500737,
0x3E07841C, (x7FDEAESC, 0x8ETD44EC, (x5716F2BS,
0xBO3ADA37, 0xF0500C0D, 0xFO1C1F04, 0x0200B3FF,
OxAEOCFS1A, 0x3CB574B2, 0x25837A58, 04D}C0921BD,
0xD19113F9, Ox7CA92IFF6, 0x94324773, 0x22F 54701,
Ox3AESES81, 0x37C2DADC, 0xC8B57634, 0x9AF3DDAT,
0xA9446146, 0x0FDOO30E, 0xECC8CT3E, 0xA4751E41,
0xE238CD99, 0x3BEAOE2F, 0x3280BBAl, 0x183EB331,
0x4E$48838, 0x4F6DB908, 0x6F420D03, 0xF60AD4BF,
0x2CBR1290, 0x24977C79, 0x5679B072, OxBCAFS9AF,
OxDEJATTIF, 0xD9930810, 0xB3SBAE12, 0xDCCF3F2ZE,
0x5512721F, (IN2E6B7124, 0x501ADDES, 0x9F84CD87,
0x7A584718, 0x7408DA17, 0xBCOFIABC, OXES4BTDEC,
OxECTAEC3A, 0xDB851DFA, 0x63094366, 0xC464C3D2,
OxEF1C1847, 0x3215D908, 0xDD433B37, 0x24C2BA16,
0x12A14D43, 0x2A65C451, 0x50940002, Ox133AE4DD,
0x71DFF89E, 0x10314E55, 0x81ACTTDS, 0x5F11199B,
0x043556F1, 0xD7A3CT6B, 0x3C11183B, 0x5924A509,
0xF28FE6ED, 0x97F1FBFA, 0x9EBABF2C, 0x1E153C6E,
(x86E34570, GXEAE96FB1, 0x860ESEDA, 0x5A3E2AB3,
Ox771FE71C, 0x4E3D06FA, 0x2965DCRB9, 0x99E71DOF,
0x803E89D6, 0x5266C825, 0x2E4CCI78, 0x9C10B36A,
0xC6150EBA, 0x94E2EA78, 0xASFC3C53, 0x1ECA2DF4,
O0xF2F74EA7, 0x361D2B3D, 0x1939260F, 0x19C27960,
0x5223A708, (xF71312B6, 0xEBADFEGE, 0xEAC31F66,
0xE3BC4595, 0xAGTBCS83, 0xB17F37D1, 0x018CFF28,
0xC332DDEF, 0xBE6C5AAS, 0x65582185, 0x68AB9R02,
0xEECEASOF, 0xDB2F953B, 0x2AEFTDAD, 0xSBSE2F24,
0x1521B628, 0x29076170, 0xECDDA4775, 0x619F1510,
0x13CCA830, 0xEB61BD96, 0x0334FE1E, 0xAA0363CF,
0xB5735C90, 0x4C70A239, 0xD3S9ESEOB, OxCBAADE14,
OxEECC86BC, 0x60622CA7, 0x9CABSCAB, 0xB2F3846E,
0x648B1EAF, 0x19BDF(OCA, 0xA02369B9, 0x655ABB50,
0x40685A32, 0x3C2AB4B3, 0x319EE9D3, 0xC021B8F7,
0x9B540B19, 0x875FA099, (x95F7997E, 0x623DTDAS,
0xF8378894, 0x9TE32D77, 0x11EDS35F, 0x16681281,
0x0E358829, 0xCTE61FD6, 0x96DEDFA1, 0x7858BA99,
x57F584A5, 0x1B227263, 0x9B83C3FF, 0x1AC24696,
0xCDB30AEB, (x532E3054, 0x8FD948E4, 0x6DBC3128,
Ox58EBF2EF, 0x34C6FFEA, 0xFE28ED61, GxEETC3C73,
0x5SD4A14D9, OxEB64B7E3, 0x42105D14, 0x203E13E0,
Ox4SEEE2B6, 0xA3AAABEA, 0xDB6CAF13, OxFACB4FDY),
0xC742F442, 0xEFG6ABBBS, 0x654F3B1D, 0x41CD2105,
0xDB1ET99E, 0x86854DCT, 0xE44B476A, 0x3D816250,
O0xCF62A1F2, 0x5BED2646, OxFC8R83A0, 0xC1CTBAAS,
0x7F1524C3, 0x69CB7492, 0x47848A0B, 0x5692B285,
0x095BBF00, 0xAD19489D, 0x1462B174, 0x23820E00,
0x58428D2A, 0x0C55F5EA, 0x1DADF43E, 0x233F7061,
0x3372F092, 0x8DO3TE41, OxD65SFECF], 0x6C223BDB,
0x7CDE3759, OxCBEE7460, 0x4085F2A7, 0xCET7326E,
0xA6078084, Ox19F8509E, OXESEFDSS55, 061059735,
OXA969ATAA, 0xC50C06C2, 0xSAVMABFC, 0x800BCADC,
Ox9E44TAZE, 0xC3453484, 0xFDD56705, 0x0ETESECS,
0xDB73DBD3, 0x105588CD, 0x675FDAT9, 0xE3674340,
0xC5C43465, 0x713E38D8, 0x3D28FR9E, 0sF16DFF20,
Ox153E21E7, 0x8FB03D4A, 0xE6E39F2B, 0xDB83ADF7);

public $s3 = array(

OxES3D5SAGS, 0x948140F7, 0xF64C261C, 094692934,
0x411520F7, 0x7602D4F7, 0xBCF46B2E, 0xD4A20068,
0xD4082471, 0x3320F46A, 0x43B7TD4B7, 0x500061 AF,
Ox1E39F62E, 0x97244546, 0x14214F74, 0xBF8B3840,



0x4D95FCID, 0x96B591 AF, 0x70F4DDD3, 0x66A02F45,
0xBFBCO9EC, 0x03BDY785, 0x7TFAC6DDY, 0x31CB8504,
OX96EB27B3, 0x55FD3941, 0xDA2547E6, 0XABCAOASA,
0x28507825, 0x530429F4, 0x0A2C86DA, 0XEIBG6DFB,
0x68DC1462, 0xD7486900, 0x680ECOA4, 0x27A18DEE,
Ox4F3FFEA2, 0xES87ADSC, 0xB58CE006, 0x7AFAD6B6,
OXAACEIETC, 0xD3375FEC, 0xCE78A399, 0x406B2A42,
0x20FE9E35, 0xDYF385B9, OXEE39D7AB, 0x3B124ESB,
0x1DCYFAF7, Ox4B6D1856, 0x26A36631, 0XEAE397B2,
0x3AGEFAT4, OxDD5B4332, 0x6841E7F7, 0xCA7820FB,
0xFBOAF54E, 0xDSFEB397, 0x454056AC, 0XBA489527,
0x55533A3A, 0x20838D87, OXFE6BAYB7, 0xD096954B,
0x55A867BC, 0xA1159A58, 0xCCA92963, 0x99E1DB33,
OxA62A4A56, 0x3F3125F9, OxSEFATELC, 0x9029317C,
OxFDFSES02, Ox4272F70, 0x80BB155C, 0x05282CE3,
0x95C11548, OXE4C66D22, 0x48C1133F, 0xCTOFR6DC,
0XO7FSCIEE, Ox41041F0F, 0x404779A4, 0x5D3SGE17,
0x325F51EB, 0xD39BCOD], 0xF2BCC18F, 0x41113564,
0x257B7834, 0x602A9C60, 0xDFFSESA3, 0xIF636C1B,
0x0E12B4C2, 0x02E1329E, 0xAF664FD1, 0xCAD18115,
0x6B2395E0, 0x333E92E1, 0x3B240B62, 0XEERER922,
0x85B2A20E, 0xE6BAODYY, 0xDET20C8C, 0x2DA2F728,
0xD0127845, 0x95B794FD, 0x647D0862, 0xE7CCFSFO,
0x5449A36F, 0x877D48FA, 0xC39DFD27, 0xF33ESDIE,
0x0A476341, 0X992EFF74, 0x3A6F6EAR, OxFAFSFD37,
0xA812DC60, 0xA1EBDDFS, 0x991BE14C, 0XDB6EGBOD,
0xC67B5510, 0x6D672C37, 0x2765D43B, 0xDCDOES04,
0xF1290DC7, 0xCCOOFFA3, 0xB5390F92, 0x690FEDOB,
0x667BIFFB, 0xCEDBTDAC, 0xA091CFOB, 0xD9155EA3,
0xBB132F88, 0x515BAD24, 0x7BS479BF, 0x763BD6ER,
0x37392EB3, 0xCC115979, 0x8026E297, 0xF42E312D),
0x6842ADA7, 0xC66A2B3B, 0x12754CCC, 0x782EF11C,
0x6A124237, 0xB79251E7, 0x06A1BRES, 0x4BFB6350,
0x1A6B1018, 0x1 ICAEDFA, 0x3D25BDDS, 0xE2E1C3C9,
0x44421659, 0x0A 121386, 0xDIOCECEE, OxDSABEA2ZA,
0x64AF674E, 0xDABGASSFE, 0xBEBFE9SS, Ox64E4C3FE,
0x9DBCB057, 0xFOFTCO86, 0x60787BES, 0x6003604D),
0xD1FD8346, 0xF6381FB0, 0x7745AE04, OxD736ECCC,
0x83426B33, 0xFO1EAB71, 0xB0804187, 0x3C005ESF,
0x77A057BE, 0xBDESAE24, 0x55464299, 0xBF3582E61,
0x4ESSFASF, OXE2DDEDAZ, 0xE474EF38, 0x8789BDC2,
0x5366F9C3, OxCSB38E74, 0xB475F255, 0x46FCDYBY,
0x7AEB2661, 0x8B1DDF84, 0x846A0E79, 0x915F9SE2,
0x466E3598E, 0x20B45770, 0x8CD55591, 0xC02DE4C,
0xBOOBACE], 0xBB8205D0, 0x11A86248, 0x757T4A99E,
0xB77F19B6, 0xE0ASDC09, 0x662D09A 1, 0xC4324633,
OXE85A1F02, 0x09FOBESC, 0x4A99A025, 0x1 DEEFE10,
0x1AB93DID, 0xOBASA4DF, 0xA186F20F, Ox2868F 169,
OXDCB7DAS3, 0x573906FE, 0xA1E2CE9B, 0x4FCDTE52,
0x50115E01, OxA70683FA, 0xA002B5C4, 0x0DE6D027,
O0X9AFS8C27, 0xT73E8641, 0xC3604006, 0x61AZ06B5,
0xF0177A28, 0xCOFS86EQ, 0x006058AA, 0x30DC7DE2,
0x11E69ED7, 0x2338EA63, 0x53C2DD94, 0xC2C21634,
OxBBCBEES6, 0x90BCB6DE, 0xEBFC7DAL, 0xCE591D76,
Ox6F05E409, 0x4B7C0188, 0x39720A3D, 0x7C927C24,
0x86E3725F, 0x724D9DBY, 0x1 AC15BB4, 0xD39EBSFC,
0xED3545578, 0x08FCASBS, 0xD83D7CD3, 0x4DADOFCS,
0x1BSOEFSE, 0xB161E6FS, 0xA28514D9, 0x6C51133C,
0x6EDSCTET, 0x36E14EC4, 0x362ABFCE, 0xDDC6CS37,
0xD79A3234, 0x92638212, 0x670EFASE, 0x406000E0);

public $s4 = array(

0x3A39CE37, 0xD3FAF5CF, 0xABC27737, 0x5AC52DIB,
0x5CBOGT9E, 0x4FA33742, 0xD3822740, 0x99BCIBBE,
0xD5118ESD, 0xBF0F7315, 0xD62DICTE, 0xC700C4TR,
UxB78C1B6B, 0x21A19045, 0xB26EBIBE, 0x6A366EB4,
O0x5T4BABZF, 0xBC946E79, (xC6A3761)2, 0n6549C2C8,
0x530FF8EE, (x468DDE7D, 0xD5730A1D, 0x4CD04DC6,
0x2939BBDB, 0xA9BA4650, 0xAC9526E8, OxBESEE304,
OxAIFADSF0, 0x6A2D519A, Ox63FF3CE2, 0x9AS6EE2D,
0xCOB9C2B8, 0x43242EF6, 0xAS1E03AA, 0x9CF2D0A4,
0x83C061BA, 0x9BE36A4D, 0xBFE51550, 0xBAG45BD6,
0x2826A2F9, 0xAT3A3AE]L, 0x4BA99586, OXEF3562E9,
0xC72FEFD3, 0xF752FTDA, 0x3F046F69, Ox77FADAS9,
0x80E4A915, 0x87B08601, 0x9BOSEGAD, 0x3B3EE593,
0xE990FDS A, 0x9E34D797, 0x2CFOB7DM, 0x022B8BS1,



0x96D5AC3A, 0x017DA67D), 0xD1CF3ED6, 0x7CTD2D28,
O0x1F9F25CF, OxADF2B8IB, 0x5AD6B472, Ox5ARBF54C,
OxE029AC71, 0XE019ASES, 0x47BOACFD, OxED93FA9B,
OxE&D3C48D, 0x283B57CC, 0xF8D56629, Gx79132E28,
0x785F0191, 0xED756055, 0xF7960E44, 0xE3D35ERC,
0x15056DD4, 0x88F46DBA, 0x03A16125, 0x0564F0BD,
O0xC3EB9E1S, 0x3C9057A2, 0x97271AEC, 0XxA93A072A,
0x1B3F6D9B, 0x1E632LF5, 0xF59C66FB, (x26DCF319,
0x7533D928, 6xB155FDFS5, 0103563482, 0x8ABA3CBB,
0x28517711, 0xC20ADYFS, OxABCC5167, 0xCCADS25F,
0x4DER1751, 0x3830DCSE, 0x379D5862, 0x9320F991,
OXxEATAS0C2, 0xFB3ETBCE, 0x5121CE64, 0x774FBE32,
OxABB6E3TE, 0xC3293D46, 0x48DES5369, 0x6413E680,
OxA2AE(810, (xDD6DB224, 0x69852DFD, 0x09072166,
OxB39A460A, 0x6445C0DD, 0x586CDECF, 0x1C20C8AE,
6x5BBEF7DD, 0x1B588D40, 0xCCD2017F, 0x6BB4EIBE,
OxDDA26ATE, 0x3A59FF45, 0x3E350A44, 0xBCB4CDDS,
O0x72EACEAR, 0xFA6484BB, 0x8D6612AE, 0xBF3C6F47,
0xD29BE463, 0x542F5DYE, 0xAEC2771B, 0xF64E6370,
0xT40E0D8D, OxET5B1357, 0xF8721671, 0XAF537D3D,
0x4040CB08, 0x4EBAE2CC, 0x34D2466A, 0x0115AF84,
O0xE1B00428, 0x95983A1D, 0x06B39FB4, 0xCE6EAQ4S,
0x6F3F3B82, 0x3520AB82, 0x01 1A1D4B, 0x277227F8,
0x611560B1, 0xE7933FDC, 0xBB3A792B, 0x344525BD,
OxA08839E1, 0x51CE794B, 0x2F32C9B7, 0xA01FBACSY,
OxE01CC87E, 0xBCCTDIF6, 0xCF0111C3, 0XA1ESAACT,
0x1A908749, 0xD44FBDYA, 0xDODADECB, 0xDS0ADA3S,
0x0339C324, 0xC6913667, 0x8DF9317C, 0xEOB12B4F,
0xF79E59B7, 0x43F5BB3A, 0xF2D519FF, 0x27D9459C,
0xBF97222C, 0x15E6FC2A, 0x0F91FCT1, 0x9B941525,
0xFAES59361, 0xCEB69CEB, 0xC2AR6459, 0x12BAASRDI,
0xB6C1075E, 0xE3056A0C, 0x10D25065, OxCB03A442,
0xEOEC6ECE, 0x1698DB3B, 0x4C98A0BE, 0x3273E964,
0x9F1F9332, 0xE0D392DF, 0xD3A0342B, (x8971F21E,
0x1B0A7441, 0x4BA3348C, 0xC5BE7120, 0xC37632D8,
0xDF339E8D, 0x9B992F2E, 0xE60B6F47, 0x0FE3F11D,
O0xB54CDAS4, 0x1EDAD891, 0xCE6279CF, 0xCD3ETEGF,
0x1618B166, 0xFD2CID05, 0x848FD2CS5, OxF6FB2299,
OxF3523F357, 0xA6327623, 0x93A83531, Ox56CCCDO2,
0xACF08162, 0x5A75EBBS, 0x6E163697, 0x88D273CC,
0xDE966292, 0x81B949D0, 0x4C50901B, 0x71C65614,
OxE6C6CTBD, 0x327A140A, 0x45E1D006, 0xC3F27B9A,
OxCOAAS3FD, 0x62A80F00, 0xBB25BFE2, 0x35BDD2F6,
0x71126905, 0xB2040222, 0xB6CBCF7C, 0xCD769C2B,
0x53113EC0, 0x1640E3D3, 0x38ABBD60, 0x2547ADFO,
0xBA38209C, 0xF746CE76, 0x77AFALCS, 0x20756060,
0x85CBFEA4E, 0x8AES8DDS, Ox7AAAFIBI), 0x4CFIAATE,
0x1948C25C, Ox02FBSASC, 0x01C36AE4, 0xD6EBEIFS,
0x90D4F869, 0xA65CDEAD, 0x3F09252D, 0xC208E69E,
0xB74E6132, 0xCE77TE25B, 0x578FDFE3, 0x3AC372E6);

/* The number of rounds to do */
public $_rounds = 16;

/* Constructor */

function Cipher_blowfish($params = null)
{

}

Jhk

* Set the key to be used for en/decryption
&

* @param String $key The key to use
#/
function setKey{$key)

{

$key = $this->_formatKey($key);

$keyPos = $keyXor = 0;

$iMax = count($this->p),

$keyLen = count($key),

for ($i = 0; $i < $iMax; $i++) {

for ($t=0; $t < 4; $t+-+) {

$keyXor = ($keyXor << 8) | ({$key[SkeyPos]) & 0x0ff);
if (++SkeyPos = SkeyLen) {



$keyPos = 0;
}

)
Sthis->p[$i] = $this->p[$i] * $keyXor;
}

$encZero = array({'L' => 0, 'R' => 0);

for ($i=0; $i + 1 < §iMax; $i +=2) {

$encZero = $this->_encryptBlock($encZero['L'], SencZerofR'T};
$this->p[$i] = SencZerc['L];

$this->p[$i + 1] = $encZero['R'Y;

1

$iMax = count(3this->s1);

for ($i = 0; $i < $iMax; §i +=2) {

$encZero = $this->_encrvptBlock($encZero['L"], $encZero[RTY;
$this->s1[$i] = $encZero['L'];

$this->s1[$i + 1] = $encZero['R']; -

'

$iMax = couni($this->s2);

for ($i=0; 3i < §iMax; §i +=2) {

$encZero = $this->_encryptBlock($encZero['L'], $encZero['R']);
$this->s2[$i] = $encZero['L];

$this->s2{$i + 17 = $encZero[R'};

h

$iMax = count($this->s3);

for ($i = 0; $i < $iMax; $i +=2) {

$encZero = $this->_encryptBlock($encZero['L'], $encZero[RT);
$this->s3{$i] = SencZero['L'];

$this->s3[$i + 1] = $encZerof'R'];

H

$iMax = couni($this->s4);

for ($i = 0; $i < $iMax; $i +=2) {

$encZero = $this->_gncryptBlock(SencZero['L'], $encZero['R'D);
$this->s4[8i] = $encZero['LT];

$this->s4[$i + 1] = $encZero['R'T;

H

}



Al

* Return the size of the blocks that this cipher needs

3
* @return Integer The number of characters per block
*/

function getBlockSize()

{
return §;

H

/*!I
* Encrypt a block on data.
®

* @param String $block The data to encrypt
* ({@param optional String $key The key to use
#®

* (@return String the encrypted output
¥/
function gncryptBlock($block, $key = null)

{

if (lis_null(Skey)) {
Sthis->setKey(Skey);
H

tist(3L, $R) = arrav_values(unpack('N*', $block));
$parts = $ihis->_encryptBlock(3L, $R);
return pack("NN", $parts|'L'], $parts|R);

/**

* Encrypt a block on data.

*

* @param String $L. The data to encrypt,
* @param String $R The data to encrypt.
*

* @return String The encrypted outpet.
*/

function _encryptBlock($L, $R)

{

$L "= $this->p[0];

$R "= ({($this->s1[(SL >> 24) & 0xFF] + $this->s2[($L >> 16) & Ox0ff])  $this->s3[(SL >> 8) & 0x01T]) + $this-
>s4[$L & O0x01f]) ~ Bthis->p[1];

BL "= (($this->sI[($R >> 24) & 0xFF] + $this->s2(($R >> 16) & Ox0ff]) ~ $this->s3[(FR >> 8) & 0x01]) + $this-
>s4[$R & OxOff}) ~ $this->p[2];

ER A= (((Sthis->s1 [(3L >> 24) & OxFF} + $this->s2[(SL >> 16) & 0x0ff]) ~ $this->s3{(FL. >> 8) & 0x0ff]) + Sthis-
>s4[$L & 0xOff]) ~ $this->p{3};

$L A= (((Sthis->s1[(3R >> 24) & OxFF] + Sthis->s2[($R >> 16) & 0x0ff]) » $this->s3[($R >> 8) & OxOf]) + Sthis-
>s4[$R & 0x0ff]) ~ Sthis->p[4];

$R = ((($this->s1[($L >> 24) & 0xFF] + $this->s2[($L >> 16) & 0x0f])  $this->s3[SL >> 8) & 0x0H]) + thris-
>s4[$L & 0x0f1]) # $this->p[5];

$1. 2= ((($this->s1{($R >> 24} & OxFF] + $this->s2[($R >> 16) & 0x0£f]) * $this->s3[{($R >> 8) & OxO0ff}) + $this-
>s4[$R & OxOff]) ~ $this->pl6];

BR = ((($this->s1[(§L >> 24) & OxFF] + $this->s2[(3L >> 16) & Ox0ff]) » $this->s3[($L. >> 8) & Ox0ff]) + $this-
>sd4[$L & OxOff]) ~ $this->p[7];

BL *= ((($this->s1 (SR >> 24) & OxFF] + $this->s2[($R >> 16) & 0x0ff]) » $this->s3[(BR >> 8) & Ox0f]) + $this-
>s4[$R & OxOf]) * $this->p[8];

SR = ((($this->s1{(8L >> 24) & OxFF] + $this->s2[($L. >> 16) & 0x0ff]) * $this->s3[(FL. >> 8) & OxOH]) + $this-
>s4[$L & OxOf]) " $this->p[9];

$L = ((($this->s1[(SR >> 24) & OxFF] + $this->s2[(3R >> 16) & 0x0ff]) * Sthis->s3[($R >> 8) & 0x0]} + Sthis-
>34[$R & OxOff]) ~ $this->p[10];

$R A= ((($this->s1 [(8L. >> 24) & OxFF] + $this->s2[(BL >> 16) & OxOFF]) ~ Sthis->s3[($L >> 8) & OxO]) + $this-
>s4{$L & OxOff]) ~ Sthis—>p{11];

BL "= (((Sthis->s1[(BR >> 24) & OxFF] + $this->s2[(SR >> 16) & 0xOFf]) * $this->s3{(SR >> 8) & OxOfF]) + $ehis-
>s4[$R & OxOff]) » $this->pf12];

8R "= (({$this->s1[($L >> 24) & OxFF] + $this->s2[(SL >> 16} & Ox0ff]) » Sthis->s3[(3L > 8) & OxOfE]) + $this-
>s4[$L & Ox0ff}) ~ Bthis->p[13};

3L *= ((($this->s1[($R >> 24} & OxFFT + $this->s2[(3R >> 16) & 0x0ff]) ~ $this->s3[($R >> 8) & OxOff]) + $this-
>s4[$R & 0xO0ff]) ~ $this->p[14];

3R 7= (((Sthis->s1[($L >> 24) & O0xFF] + $this->s2[($L >> 16) & 0x0ff)) * $this->s3[($L >> 8) & 0x0fF]) + Sthis-
>s4[$L & Ox0ft]) ~ $this->p[15];

$E = ({($this->s1[(SR >> 24) & OxFF] + $this->s2[(3R >> 16) & Ox0ff]) ~ Sthis->s3[($R >> 8) & OxOfF]) + $this-
>s4[$R & Ox0ff]) ~ $this->p[16];

$R ~= $this->p{17];

teturn array('L' => §R, 'R’ => §L);



I'**
* Decrypt a block on data.
* {@param String $block The data to decrypt
* @param optional String $key The key to use
* @return String the decrypted output
*

function decryptBlock($block, $key = null)

if (lis_null($key)) {

$this->setKey($key);
}
$unpack = unpack('™N*, $block);
if (! is_arrav(Sunpack))
pla_error(

sprintfBLOWFISH: decryptBock{)<br>We expected unpack to produce ar ammay, but instead it produced [%4s]. T
his function was entered with (%s,%s). If you think that this is a bug, then please tell the PLA developers how you got her
¢. You are using PLA [%s,%s]",

serialize($unpack),rawuriencode($Sblock), $key,pla_version(),phpversion());

list{3L, $R) = arrav_values(Sunpack);

3L 7= Sthis->p[17];

$R "= ((($this->s 1 [($L >> 24} & 0xFF] + $this->s2[($L >> 16) & OxOff]) ~ Sthis->s3[($1. >> 8) & Ox0f(]) + $this-
>sA[$L & OxOff]) ~ $this->p[16];

SL A= ((($this->s [[(SR >> 24) & OxFF] + $this->s2[(BR >> 16) & Ox0F]) ~ $this->s3{($R >> 8) & OxOE]) + Sthis-
>s4[$R & 0x0fF]) » Sthis->p[15];

SR ~= (((Sthis->s1[(SL >> 24) & Ox¥F] + $this->s2[(SL >> 16) & 0x0fE]) * $this->s3[(SL >> 8) & OxOFH]) + Sthis-
>SA[$L. & 0xOff]) ~ $this->p[14];

BL "= (((Bthis->s1 [(3R >> 24) & OxFF] + $this->s2[($R >> 16) & 0x0ff]) ~ $this->s3[($R >> B) & OxOf]) + $this-
>s4{$R & Ox0f1]) ~ $this->p[13];

SR = ((($this=>s1[(SL >> 24) & 0xFF] + $this->s2[(SL >> 16) & 0x0ff]) ~ Sthis->s3[(SL >> 8) & Ox0H]) + $this-
>$4{$L & OxOM) ~ Sthis->p[12];

8L *= ((($this->s 1 [($R >>24) & OxFF] + $this->s2[(8R >> 16) & OxOff]) ~ $this->s3{($R >> §) & 0x0ff]) + $this-
>s4[SR & OxOff}) ~ Sthis->p[11];



ER A= (({$this->st[(SL >> 24) & OxFF] + $this->s2[(3L. >> 16) & OxOH]) ~ Sthis—>s3{(SL >> 8) & 0x0ff}) + $this-
>s4{$L & 0x0ff]) ~ $this->p[10};

$L A= (((Bthis->s1{(SR > 24) & OxFF] + Sthis->s2[(SR >> 16) & 0x0f]) » $this-~s3[(BR >> 8) & 0xOf]) + Sthis-
>s4{$R & 0xOFF]) * $this->p[9];

$R "= ((($this->SL[(SL >> 24) & OxFF] + $this->s2[($L >> 16) & OxOff]) * $this->s3[(SL >> 8) & OxOff]) + Sthis-
>s4[$L. & Ox0f]) ~ Sthis->p[8];

$L A= ({(Sthis->sI[(SR >> 24) & OxFF] + $this->s2[($R >> 16) & 0x0f]) » Sthis->s3[($R >> 8) & Ox0ff]) + Sthis-
>34[SR & OXOfT]) * Sthis->p[7];

$R = (({$this->s1[(SL >> 24) & OxFF] + $this->s2[($L. >> 16} & 0x0ff]) ~ $this->s3[($L >> 8) & OxO0ff]) + Sthis-
>s4[$L & 0x0ff]) ~ $this->p[6];

$L ~= ((($this->s1[($R >> 24) & OXEF] + $this->s2{(SR >> 16) & OxOff]) * $this->s3[($R >> 8) & OxOf]) + $this-
>$4[$R & OxOff]) ~ Sthis->p[SL;

$R A= ((($this->$ 1[(SL >> 24) & OXFF] + $this->s2[($L >> 16) & OxOff]) » Sthis->s3[(SL >> 8) & 0xOH]) + Sthis-
>34[SL & OxOff])  Sthis->p[4];

$IL A= ((($this->s1{(SR. >> 24) & OxFF] + $this->s2[(SR >> 16) & OxOfY]) ~ $this->s3[($R >> 8} & OxOff]) + Sthis-
>s4[$R & OxOff]) ~ $this->p[3);

$R A= ((($this->S1[(SL >> 24) & OxFF] + $this->s2[(SL >> 16) & 0x0ff]) » $this->s3[(SL >> 8) & 0xOfY]) + $this-
>S4[$L & OxXOfF]) ~ $this->p[2];

$L = ({($this->s 1 [($R == 24) & 0xFF] + Sthis->s2[{SR >> 16) & OxOff]) * $this->s3[($R >> 8) & 0xO0f]) + $this-
>$4[8R & 0x0ff]) ~ $this->p[1];

$decrypted = pack("NN", $R * $this->p{0], $L};

return Sdecrypted;

"**

* Converts a text key into an array.
* @return array The key.

¥/

function _formatKey($key)

{

return array _values(unpack('C*, $key));

™



