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ABSTRACT 

Digital watermark is a signal that contains information that is inserted into a 

digital medium such as images, videos, audios and etc. Digital watermarking is the 

process of embedding a digital watermark into the digital medium. Watermarking is 

commonly applied for copyright protection, copy protection and authentication of the 

digital media. A reversible watermark can provide all this with some extra features 

which include removal of the watermark safely from the watermarked media to 

return back the original media. Current practise of watermarking is that the 

watermark was directly embedded into the digital image by altering the image pixel 

bit. However, the image pixels may not be able to restore to its original value when 

the watermark is removed from the image. Memory Watermarking technique is 

proposed where the watermarking process are conducted in the memory. The image 

and watermark are read as memory bytes and the watermark are drawn to the image 

in the memory without affecting the physical image file. The watermarked image in 

the memory is displayed to the users while the physical file of the original image and 

watermark remain separated. The watermark can be added and removed with the 

restored image pixels one hundred per cent (I 00%) matched the original image 

pixels. A simple recovery procedure was built in to restored the original image if 

found the image of the watermark file was tempered. 
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CHAPTER I 

INTRODUCTION 

1.1 Background of Study 

Digital watermark is a sequence of bits of signals that is inserted into 

a digital media such as images, videos, audios and etc. It may contain the 

information of the copyright ownership of the material. Digital watermarking 

on the other hand is the process of embedding a digital watermark into the 

digital media such as images. A digital watermark serves as a purpose to 

enforce and provide copyright protection on the digital media. With the 

digital watermark, owners can have their digital material protected and reduce 

the possibilities of copyright infringement. 

1.2 Problem Statement 

One type of digital watermark is a reversible watermark. A reversible 

watermark enables content owner to enforce their copyright of the digital 

media that they owned but at the same time to recover the original digital 

media that was watermarked (Feng, Chu, Lin, & Tsai, 2006). Unfortunately, 

data loss in terms of the image pixel bits is unavoidable although the 

watermark was removed from the watermarked media. Due to the embedding 

process which alters the bits of the images, the bits of the original image 

could not be recovered fully to get the same exact original image again after 

the watermark being removed. This loss of data can cause some wrong 

information especially in medical images, where it may lead to wrong 

diagnostic and wrong treatment. 
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1.3 Objective of Study 

In this study, the objectives that need to be met are as follows: 

1. To introduce memory watermarking as a new way of reversible digital 

watermarking. 

2. To achieve one hundred percent (100%) matching with original image 

after watermark removal. 

1.4 Scope of Study 

The focus of this study is to create an application that uses memory 

watermarking technique to watermark an image and display it to the users. 

This study will only cover for the application of digital images such as Joint 

Photographic Expert Group Qpeg), Bitmap (bmp ), Portable Network 

Graphics (png) and etc. It also should come with a simple recovery procedure 

to recover the image that was changed or corrupted. 
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2.1 Introduction 

CHAPTER2 

LITERATURE REVIEW 

Digital watermarking is a process where hidden information is 

embedded into a digital media such as images, documents, videos and etc. 

The digital media is watermarked using an algorithm and resultant in a 

watermarked media with minimal distortion to the original media (Huang, 

Pan, & Hang, 2004). A watermark is considered as a noise embedded into the 

digital media which do not make significant changes to the original media as 

compared to the watermarked media. 

Digital watermarking is commonly used in protecting the content 

ownership of the digital media. Watermark contains information of the 

content owner which is used to verify the ownership and authenticity of the 

watermarked digital media (Puhan & Ho, 2005). The watermark is embedded 

into the media through the watermark embedding process. Through the 

embedding process, the information of the ownership, copyright and etc. is 

embedded or inserted into the host media. 

Watermark extraction is used to extract the watermark information out 

of the watermarked media. With the extraction of the watermark information, 

the ownership can be verified as this information cannot be altered. Digital 

watermarking is currently implemented for copyright of images as well as 

music and movies by the entertaimnent industry. Through digitally 

watermarked these media, the copyright holders are able to protect their 

copyright as well to be able to combat piracy and prosecute those who 

infringe their copyright. 
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2.2 Watermark Classification 

2.2.1 Perceptible and Imperceptible Watermark 

One of the classifications is perceptible watermark (Huang, Pan, & 

Hang, 2004). This classification of watermark is the watermark where it is 

visually visible in the digital media. Such digital media with perceptible 

watermark enable identification of the original content owner easier as the 

watermark is visually visible (Yang, Li, Sun. Yang, & Cing, 2008). 

Figure I: An image with visible digital watermarking -

the text "Brian Kell 2006" is visible across the centre of the image 

(Source: http://en. wikipedia.org/wiki/Digital_ watermarking) 

As perceptible watermark is intended to be visible, the watermark 

must be difficult to be removed or resist falsification by unauthorized person 
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(Shih, 2007). The watermark need not be extracted to get the information as 

the visibility of the watermark can be used to verify the content owner of the 

watermarked media. 

Figure 2: An imperceptible watermarked image 

'· 

Figure 3: The result ofthe watermark detector using PSNR 

Another classification of the watermark is imperceptible watermark 

(Huang, Pan, & Hang, 2004). Imperceptible watermark or commonly known 

as invisible watermark is not visually visible to the human eyes and it 

normally contain information on the copyright owner of the digital media 

(Bandyopadhyay, Paul, & Raychoudhury, 2010). The invisible watermark 

will contain the ownership, copyright information and etc. is embedded into 

the digital media which is invisible to the naked eyes but it will cause a slight 

distortion which is not visible or noticeable when comparing both the 

watermarked media and the original media. 
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Invisible watermark is embedded into the digital media by means of 

complex algorithm which will discuss in the embedding scheme of this report 

(Shih, 2007). An imperceptible watermark needs to be extracted using 

computer as to get the hidden information in the watermark from the 

watermarked media. With imperceptible watermark, no one are able to know 

the existence of the watermark without extracting it which it has then become 

one of the tools in order to thwart piracy especially in the video, audio or 

digital images. 

2.2.2 Conventional and Reversible Watermark 

There are two different techniques for watermarking which is 

conventional watermarking and reversible watermarking. 

A conventional watermarking or also known as irreversible 

watermark is a watermark which could not be removed once it was embedded 

into the digital media (Feng, Chu, Lin, & Tsai, 2006). The watermark is 

embedded into the host media using a certain watermarking scheme or 

algorithm which will be discussed in the later part. The watermarked media 

can be then published online with the watermark that being embedded 

contains the copyright and ownership information. If the media was suspected 

to infringe the copyright, then the media can be checked using watermark 

detector such as using the peak signal-to-noise ratio (PSNR). If a watermark 

is detected, then information in the watermark can be extracted and the 

ownership of the media can be verified. 

A reversible watermarking is a watermark that can be removed after it 

was embedded into the digital image to get back the original data (Zhou, 

Wang, Zhou, & Yu, 2010). When a reversible watermark is embedded into 

the host media, it should have the similar features as the conventional 

watermark. The difference between the reversible watermark and the 
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conventional watermark is that the users were able to extract out or remove 

the watermark from the watermarked media (Feng, Chu, Lin, & Tsai, 2006). 

With this, the original media can be retrieved back along with the watermark 

and this is widely used in the medical and military industry (YongJie, Yao, 

Jeng-Shyang, & ShaoWei, 2005). 

Origmal tmage 
Watcrmarlled 

trnage I I 

• 
tl 

Conventional watermarking scheme 

Suspected 
tmage 

Watermarl. 

Watermarking ---+ 
.rcheme 

------------------------------~~-----------------------------------
Reversible watennarking scheme 

Ongmal imag;/ 

• 
WatcrmarA 

Watcrmarlled 
tmage 

Suspected 
tmage 

Watemwrlcing 
stheme 

Figure 4: Conventional Watermarking vs. Reversible Watermarking 

(Source: (Feng, Chu, Lin, & Tsai, 2006)) 

2.3 Watermark Embedding Scheme 

Watermar4 

A digital watermark can be embedded into a host media by means of 

two different ways. These are the different type of algorithm that can be used 

to embedded watermark to the host media with each having its own way of 

embedding watermark along with its own properties. 

2.3.1 Spatial Domain 

Spatial Domain is the simplest form or algorithm for embedding 

watermark into a host media. A watermark is inserted into the host media for 

example an image where some of the grey value in the pixels of the image is 

changed (Shih, 2007). This is advantageous in terms of the smaJI amount of 

computing power due to its low complexity needed as well as the easy 
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implementation of the algorithm. According to Shih (2007), it is easily 

detected and is usually less robust against attack such as compression and 

nmse. 

2.3.2 Transformation Domain 

The transform domain is introduced to address several weaknesses 

and limitations of the Spatial Domain. These watermarks are more robust 

against attack as compared to those embedded using Spatial Domain (Hsiang­

Cheh, Jeng-Shyang, & Hsueh-Ming, 2004). It is commonly divided into three 

(3) which are Discrete Fourier Transformation (DFT), Discrete Cosine 

Transformation (DCT) and Discrete Wavelet Transformation (DWT). 

2.3.2.1Discrete Fourier Transformation (DFT) 

In DFT, an image is discomposed into set of orthogonal functions and 

can then transform the spatial intensity image into its frequency domain 

(Shih, 2007). This then is used to embed the watermark by selecting the 

adequate parts of the image. DFT commonly used to perform the phase 

modulation between the watermark and the host image (Jean-Luc & Stephan, 

2000). Phase modulation is used in DFT instead of magnitude components 

for watermarking (Shih, 2007). 

The general equation ofDFT is defined as follows. 

I s,-1 Nz-1 . 

f = " ,, L L Ftk1, ~·2). 
J,.. J-i"'') 

- 1.· 1 =o k,=u 

ex1,P · 2;r(:rJkJ/;V! + ·"tk1/N2)] 
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2.3.2.2Discrete Cosine Transformation (DCT) 

DCT is a transform coding module for image and video coding 

standards such as MPEG and JPEG which makes this a popular watermarking 

algorithm. This is due to the compression standard set in JPEG and MPEG 

which this will make DCT-domain watermark are more robust (Jean-Luc & 

Stephan, 2000). 

From the research done by Mei, Li, & Tan (2009), the DCT tum over 

the image edge to make the image transformed into the form of even fimction 

which is mathematically defined as 

F(jk)=a(j)a(k{zt~J f(mn}:o{(2m+1)jx}a{(2n+1)kx] 
m=fhr,f) 2N 2N 

2.3.2.3Discrete Wavelet Transformation (DWT) 

DWT is another type of algorithm that we can use to embed 

watermark into the host media such as image or videos. DWT become a key 

technique in source compression standard JPEG-2000. It offered a possibility 

of embedding in a compressed domain which others cannot achieve. Unlike 

DFT or DCT, DWT able to provide simultaneous representations for both the 

spatial and frequency interpretation. 

In the research done by Terzija, Repges, Luck, & Geisselhardt (2004), 

the signal is decomposed or split into two part which are the high frequency 

and low frequency part. A series of high pass and low pass filter is used to 

analyse the high frequencies and the low frequencies respectively. The 

decomposition of the signal is mathematically expressed as follows: 
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Yhtgh[k]= Lx[k]g[2k-n] 
11 

and 

Y!ow[k] = L x[k ]h[2k- n] 
n 

The above procedure can be repeated for further decomposition and 

the output of both filters are known as DWT coefficients. The image is the 

decomposed into pyramidal structure with various band information: low-low 

frequency band LL, low-high frequency band LH, high-low frequency band 

HL and high-high frequency band HH. 

Ll..J HLl 

HLt 

LH1 HH1 

lHJ HHt 

Figure 5: The pyramid structure. 

2.4 Reversible Watermarking Embedding Scheme 

A reversible digital watermark can be embedded using three (3) 

different methods in addition to the embedding scheme that commonly 

employed such as the frequency domain and spatial domain method. 

The first is using data compression method. In data compression, the 

remainder is calculated based on the image quantified value. The remainder is 

then compressed using Context-Based, Adaptive, Lossless Image Coder 

(CALIC) lossless compression. The quantified image is then concatenated 
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with the remainder value. Then, the watermarked image is obtained by adding 

the compressed data and watermark to the image. The retrieval of the 

watermark is by calculating the remainder back and the twelve (12) digits of 

the remainder are decompressed to sixteen (16) digit. The final four (4) bit is 

the hidden watermark. 

()u.ulll lkJ 

llll.ll!o.· --------------'~.1~··~! 

111<):111.11 

R~..· m.unth.·'"' 

t \I lit 

l)uanuli ,·J 

\ \ I I It t ln~•u 1.1 

\\ :tth''f lli,Uli.•, l 

11\1:2;.!~ 

• ~)Ill 1111.1!,!~ -------...:~ 

dt.--,.,,rnpn.•,, r'-'tl l..l l llLh.·r , Rc\. ''' "''''-"d 
\\ J lcmwlcJ l<.:m.1inJ.:" ~ 

1m.•r·· ou~m.o l 
I nu <", un.t~ -..' 

(>..trh \\ lll'ml.lrl 

( t.) I h•• ro lrh'lll • • u .. J n'~""'' rim.' t•ro•·· ~ 

Figure 6: Data Compression Process 

The next embedding scheme is the difference expansion. Difference 

expansion works by generating some small value to represent the features of 

the original image. It then expands the generated values to embed the bits of 

the watermark information. The watermark is embedded in the least-

significant bit (LSB) and the watermarked image is reconstructed using the 

modified values. There are some problems exist in this scheme. Using Tian's 

Scheme (2003) which uses this method, there exists the possibility of data 

loss when the watermark is removed to restore the image to its original. 

Difference expansion is pixel based and the data loss will affect the block of 

the image pixels causing the value of the image pixel to be different but this 

data loss will not affect the next block. There is a location map which 

contains the additional information of the embedding of the pair of pixels. If 
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this location map is destroyed, the mismatches of the pixel values are bound 

to occur. 

l nlq;.:r 
I, 

~~~· hx:: 

Figure 7: Tian's Scheme 

Histogram bin exchanging is another method to embed the reversible 

digital watermark as proposed by Vleeschouwer et al. (2003). The embedding 

target is converted to histogram of a block. The original image on the other 

hand is segmented into several blocks of neighbour pixels. The shifting of the 

bins in histograms is done by shifting either the leftmost bins or rightmost 

bins of the histogram according to the corresponding bit of the watermark. 

The drawback of this method is that it can have slight distortion of the pixels. 

It can be due to the shifting of the bins which would cause the histogram to 

have extreme value or skewness. 
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Figure 8: Histogram bin shifting process 

2.5 Recovery Scheme 

A watermarked image may suffer from attacks or even distortion 

which may cause the image to loss some information and even different from 

the original one. A recovery watermarking scheme would enable recovery of 

the modified media back to its original form. 

An image can be divided into several blocks of specified sizes and the 

recovery information of the image is embedded into the least significant bits 

(LSBs) of each block of the images (Liew & Jasni, 2011) (He, Zhang, & Tai, 

2009). From the research ofLiew & Jasni (2011), the each block in the image 

is authenticated by comparing the hash value. If found any block was 

tampered, the recovery block will be used for the reconstruction or restoration 

of the tampered block image. Then, the watermark can be removed to restore 

it to the original state. 

There are other type of recovery methods that other researcher 

proposed. DWT -SPHIT algorithm would also enable recovery of the digital 

image that was watermarked (Chen & Sun, 2010). 
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Figure 9: Embedding Process of Chen & Sun's Scheme 
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Figure 10: Extraction and Self-Recovery Process of Chen & Sun's Scheme 

Chen & Sun (2010) proposed that the original image is compressed 

with the block discrete wavelet transform and set partitioning in hierarchical 

trees (SPIHT) algorithm to get the recovery data due to the high performance 

and simplicity of the algorithm. The recovery watermark is then used to 

restore the attacked blocks by comparing the data in each block with the 

recovery watermark (Chen & Sun, 2010). 

2.6 Secure Hash Algorithm 

Secure Hash Algorithm also commonly known as SHA is one of the 

cryptographic hash functions that were published by the National Institute of 

Standards and Technology. SHA is an algorithm for generating one-way 
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cryptographic secure hash. SHA-2 was currently the latest hash standard in 

SHA family where it succeeded from SHA-1. Collectively, SHA-2 consists of 

SHA-224, SHA-256, SHA-384 and SHA-512 hash functions which is named 

after the digest lengths (Secure Hash Standard, 2008). 

SHA-512 uses six (6) logical function where each function will 

operates on 64-bit words and the result of each function is a new 64-bit word. 

SHA-512 uses a sequence of eighty constant 64-bit words where these words 

are the first 64-bits of the fractional parts of the cube roots of the first eighty 

prime numbers. The message to be hashed is padded where in SHA-512 case, 

the length of the message should be of a multiple of I 024 bits. The message 

undergoes some pre-processing where then message will be hashed using the 

functions defined (Secure Hash Standard, 2008). 

Ch(x,y.z) = (X .-\)')~(-.'1:1• :} 

.1/aj(x, r.z) = (x ·"' 1')~ (.u. ;)~ ( 1· .~ zl . . 

L::s:: (X) = ROTR :s(x) $· ROTR 34
!x) $• ROTR 39

(x) 

L,s: (X) = ROTR :4(x) $ ROTR '<xl $· ROTR "1(x) 
_ . .,. .... 

ROTR (xl $ ROTRs(x) $ SHR 7!x) a'""' (x) = 
. .,. ... : 

ROTR :v(x) $ ROTR 61 (x) $· 
A 

a .... (x) = SHR"(x) 

Figure 11: SHA-512 Functions 

An example ofSHA-512 with the resultant hash value calculated is as 

follow. The resultant hash is 64-bits long. 

String to be hash 

Result hash value 

: The quick brown fox jumps over the lazy dog 

: Ox07e547d9586f6a73t73fbac0435ed76951218fb7d 

Oc8d788a309d785436bbb642e93a252a954f239125 

47dle8a3b5ed6elbfd7097821233fa0538f3db854fee6 
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CHAPTER3 

METHODOLOGY 

3.1 Requirement Gathering 

The first stage of this research study is to gather the system 

requirement. A study on the previous work and research done by others 

researcher related to watermarking is done. This study on the related work is 

conducted to get the general idea of how the implementation of the reversible 

digital signature and the recovery scheme of the images. Through the 

research, algorithms will be analysed and reviewed to understand better how 

the watermarking works. 

Through these studies on related works, the requirement of the system 

can be obtained and drafted out. With the gathered requirement, it will make 

sure that the system being build does not go out of scope as well able to 

achieve the objective. At the same time, how the system will work and the 

flow of the system is planned and drafted. This will give some initial kick 

start on how the system may look like and work in the final system. 

Next, technical specification design of the project will be decided. It is 

essential to have a technical specification of the system as well as the design 

specification so that the project will not go off-track or having scope creep. 

This will help the developer to keep track of the functionality build in order 

to prevent this scope creep from occurring. 
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3.2 Equipment and Tools 

The author makes use of these tools for the system development: 

1. Microsoft Visual Studio Professional201 0 

Usage: Visual Studio is an integrated development tool by which the 

author used for the development of the system. The tool provides .NET 

Framework 3.5, C# and VB progranuning language for the development. 

It is used to compiles codes and creates the graphical user interface 

(GUI). 

2. Matrix Laboratory (MATLAB) 2009a 

Usage: MATLAB is used for obtaining the pixel values of the images for 

the testing purposes. It enables the author to compare the image pixels 

values. 

3. Some digital images 

Usage: The sample which is used for testing the system. 

3.3 System Architecture and Design 

3.3.1 System Architecture 

In this study, the system consists of three (3) different modules which 

each provide different functionalities. These modules works together to 

enable the author to achieve the targeted objectives for this research study. 
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-----------------. I 
Module 1: 'Watermarkmg' : I ________________ _ 

-----------------. I 
t------t--+- Module 2 Watermark Removal': ....._ _______ .... I_----------------

-----------------. I 
1 Module 3 'Image Recovery' : I ________________ _ 

Figure 12: System Architecture 

The first module is the watermarking module. This module functions 

to perform watermarking on the digital image using the memory 

watermarking technique. This module will read the image and watermark and 

finally display the watermarked image to the user. 

The next module is the watermark removal module. It functions as to 

remove watermark from the watermark media. This module ensures the 

original image of the watermarked image can be obtained. The final module 

is the recovery module. The recovery module is to function as to check the 

integrity of the image loaded and if there exist any changes to the original 

images, it will restore the image back to its original value. Further 

explanation of how the modules and memory watermarking works is at 

section 3.3.2 System Design. 

3.3.2 System Design 

3.3.2.1Memory Watermarking 

In the present, watermarking is done by embedding the watermark 

directly into the image by changing the bits of the images by using the 

embedding algorithm such as discrete wavelet transformation (DWT) and etc. 

The resulted watermarked image is save as a physical file such as jpeg, png or 

etc. which contains the watermarked image that being embedded into it. 
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In this system, the author is proposmg memory watermarking 

technique to perform watermarking for digital images. Memory watermarking 

is a technique where the watermarking procedure is done in the memory and 

displayed to the users and it is different from the present technique used. 

There are no any physical watermarked image files that exist when using this 

technique as the image and the watermark are separated in different files . The 

watermarking is only done in the memory without affecting the original 

Image. 

Firstly, the selected image read by a memory stream as sequence of 

bytes where it contains the image information such as the pixel value and etc. 

In this, we are taking the example of a bitmap file. 

321174241115474911313313919218919824215016219613514 
JU" 

95111118971131209911311996110116931061149510811698111119100113121 
97107114961061139510511293103110931031109410411193105109921041089 
01031059110410693107106941081079210610589103102861009884999581969 
28096897995888096897995887793867692857793867589837286807382797281 
78717875465350212624283331192423667271104109110869696839595829695 
79929477909270818571828672838773848873858972879072879071868972828 
97684917687917890928092948193938194928194927891898295938696969010 
010095102 10588959878848977818670737772758071778469788771809372849 
66984936682897586946576805059634451543134384649535861668488931031 
15117100114120617790809912015617720916919523217920925019522725520 
82442552072452552092462552092462552112462552162482532202492542252 
50254228250255231250255231251255230250255228251253226251255223252 
25522025225521925225519923725518722625515619825511415623175120207 

Figure 13: Bytes values of a bitmap image file. 

From the image bytes value above, the one that highlighted in yellow 

is the bitmap file header. There is magic number which it represents the file 

format of the image. In bitmap it was unsigned integer 66 and 77 which 

represents the value BM. The value 134, 19, 11 and 0 represents the size of 

the bitmap file while the next 0, 0, 0 and 0 are unused. The final value of 54, 

0, 0 and 0 represents the offset where the pixel array can be found. 
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The values highlighted in blue are the Device Independent Header 

(DIB). After the DIB, the values are the image pixels array containing the 

colour value of each pixel. The value here represented are in bytes which one 

(1) byte equals to eight (8) bits and the bytes values start from 0 to 255. The 

bitmap file structure is represented as in the image below. 
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ICl l oint l'tnfiiP · - , 

1 2 3 

• 0 ...... ,_ 
• Q) 

: -~ ,u. : Pad rcrw stze l o a multtple of 4 Bytes 

~ 

~ 
lert IIJI' ()ILl 

l'txo•IJ\IIdY )A y) 

. . 
Plxe(2,9) 

Plxei(2,8J 

Plxel(2,7] 

Plxel(2,6] 

PlxeC2.SJ 
Plxe(2,4] 

Plxe(2,3J 

Plxel(2,21 
Plxel(2,1 I 

Plxel(2,0j 

Plxel(w-1,91 Peddng 

Plxel(w-1 ,81 Peddlng 

Plxe{w-1 ,71 ~ 
Plxel(w-1 ,81 Peddlng 

PfxeCw-1 .SJ Padding 
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4 5 5 1 • , 11 11 

Figure 14: Bitmap file structure 

(Source: http://en. wikipedia.orglwiki/BM P _file _format) 
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The value 37, 32, 117, 42 are the bytes value of the fust pixel in the 

format of RGBA (red, green, blue, alpha). The array of the image pixels will 

build up the entire image where each pixel is represented in RGBA values. In 

this example, all the values are in bytes which OxFF in bytes are 255. 

Next in the process, the watermark image is also transformed into 

array of bytes in the memory stream. Using these bytes value, the images are 

built in the memory as a bitmap image object. Then, it is a graphic object was 

created out of this bitmap object using the Graphic Developer Interface 

(GDI+). Then, the watermark image is drawn to the graphic drawing surface 

of the graphic object with the position and the watermark opacity specified. 

Then, the graphic object that consist of the bitmap image and watermark are 

displayed to the user as watermarked image . 

.. 
r _J_ 

Image Bytes 
Image B1tmap Image GDI+ GraphiC 

Data m Drawmg Surface 
Memory 

l:ltjll 
DrawW ... nwk ... lmlgl 

y 
Watermark Bytes 

Watermark 
Watermark B1tmap Data 

m Memory 

Watermark 

Watermarked Image 

Figure IS: How memory watermarking works. 
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Image and 
Wate<mark 

Use< Pi!SSY<1)1'd 

lmage8ytes 

Encrypllon 

Enct)'pled 
Image 

Figure 16: Graphical summary of the entire system. 

3.3.2.2Saving Watermarked Image 

Encrypted 
Wauwmatk 

Output 

Recovery 
Info 

When saving the watermark image, the users are required to enter the 

ownership information as well a password to protect the watermark from 

being removed. The user entered password will be hashed using SHA-512 

which is known as Secure Hashing Algorithm. [n the hashing algorithm, a 

strong pseudo-random number generator that uses the CryptAP[ is generated 

as a salt to the hashing. This can improve the security of the password and 

reverse engineering of the password can prevent. 

Using the hash of the password and the system generated salt, these 

values are hashed again and the final hash value of this are used to encrypt 

the images which are then converted to string from the bytes value. For the 

watermark, the same process also occurs where it is also encrypted with the 

fmal hash value of the salt and the hash. A header containing the password 

hash and salt are appended to the image and a file is generated. Another 

header containing the watermark information and the watermark ownership 

are appended to the encrypted watermark file and saved as another different 

file. Recovery information that contains both the watermark values and the 

images are stored in a different file encrypted. 
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All the three (3) files are then zipped together as one single file and 

saved with Watermarked Image (wmim) extension. The idea is adapted from 

docx format where a docx file contains various xml and cabinets files. 

U\ff P .. WMl<d 

lmoc~ Bvte> Encrypt~ llftiiC~ 

'"'• 

• 
,,.,.,.., .. _, 
Y.·ll-' •.. 

AIII*JdUMr 
IIIII o..p,c .. ... W8llrlnft 
~ 

Wott'fmart Bvt~• Encrypt~ Wat~rmork • 
WittPt"mtlrk 

Figure 17: How watermark image is saved. 

[iJ Testwm•m · ZIP 1rch1\e, unpacked s•ze679.976 bytes 
Test.wm1m 

1F• Name Packed Type 
'iO B - File f okler 

1mage.enmg 
reco~el)'.recv 

wmlmage.enmg 

260.092 
340,244 

79,640 

Figure 18: Output of the watermarking. 

3.3.2.3 Watermark Removal 

197,035 ENMG File 

257 757 RECV f 1le 

60,322 ENMG File 

In the watermark removal process, the user needs to enter the 

password that they input during the creation of the watermark image file. The 
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password entered by the user will be hashed with the salt in encrypted image 

file header and the resultant hash will be compared to the original hash. Only 

if the hash value matched, then the user can recover the original image. As 

the watermark is not directly embedded into the image itself, the originality 

of the image is maintained and user can select the format output type they 

want. With this feature, the watermark is reversible where it can be removed. 

3.3.2.4/mage Recovery 

In the image recovery, the image bytes values are converted to base64 

string. This is also similar to the watermark image and the watermark 

information will also be included in the recovery file. 

The integrity of the image and watermark are check by calculating the 

SHA-512 hash of the image loaded in the memory stream. If found the value 

are different, then the recovery process started where the image information 

are loaded into the memory and the watermarking process continues. At the 

same time, the file will be overwritten with new values so that the next time 

the watermarked image file is loaded, it able to load correct image file. 
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CHAPTER4 

RESULT AND DISCUSSION 

4.1 Watermarking of the Digital Image 

The author had conducted testing on the different image format such 

as Joint Photographic Expert Group Greg), Portable Network Graphic (png), 

Bitmap (bmp) and etc. The watermark types also are different where it was 

tested for both image watermark and also text watermark. 

It shows that the watermarking can be done and presented to the users 

without the needs of the physical watermarked image file. Compared to the 

current watermarking techniques which embeds the watermark directly into 

the image and resulted in a physical watermarked file, the memory 

watermarking technique is able to display a watermarked image while having 

both the image and watermark separated in different file. 

In the system, the watermarking of the images can be done in the 

memory while both the image and the watermark are separated in different 

file. The watermarked image in the memory is displayed to the users. 
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----.... 
Vatermark Inserted 

---

Figure 19: Watermarked Image 

·-­-- iii 
,._.., • 10 

4.2 Restoration of Original Image 

In the test conducted, the result of the values of the selected pixels of 

the original image and the restored image are recorded. The values of the 

pixels are compared using MatLab. By reading the image as matrices which 

represents the individual pixel value each, the originaJ image and restored 

image are compared. The comparison process is done by subtracting the 

original image matrix with the restored image matrix. The result matrix of the 

subtraction is then sum up. If the vaJue of the sum of the matrix is equivaJent 

to zero (0), then both of the images are the same. 

>> Orlqlnallmaq~ • lmr~ad i'C: Us~rs CFC D~sktop Test TestJpeg.Jpq') ; 
>> P~stor~dtmaq~ = 1mr~ad i'C: Users CFC Desktop Test PestoredJpegl.JPO') ; 
>:> 
>. PesultSubtractlon • Orlqlnallmaqe - Pestoredlmaqe; 
>> 

>> SumPesultColumns • sum (PesultSubtractlonJ; 
>> 
>> SumAll • sum•SumP~sultColumns ) ; 

>> 

Figure 20: Matlab code to compare the two image. 
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The sample test images are as attached in Appendix I. The results of the tests 

done on five sample images of different file type each are as follows: 

File type Image Sum of Matrix Original Image = 

Subtraction Restored Image 

Jpeg Jpeg Image A Sum=O Yes 

Jpeg Jpeg Image B Sum=O Yes 

Jpeg Jpeg Image C Sum=O Yes 

Jpeg Jpeg ImageD Sum=O Yes 

Jpeg Jpeglmage E Sum=O Yes 

Bitmap BMPimageA Sum=O Yes 

Bitmap BMP ImageB Sum=O Yes 

Bitmap BMPimageC Sum=O Yes 

Bitmap BMPimageD Sum=O Yes 

Bitmap BMPimageE Sum=O Yes 

PNG PNGimageA Sum=O Yes 

PNG PNGimageB Sum=O Yes 

PNG PNGimageC Sum=O Yes 

PNG PNG ImageD Sum=O Yes 

PNG PNGimageE Sum=O Yes 
.. Table 1: Result of comparmg 1mage p1xels between or1gmal1mage and restored 1mage. 

During the study, the author found that the restored image file could 

have different file size as well as the file hashes could be different between 

the original image and the restored image. After further analysis, the 

difference was found in the image header information. As for the image pixel 

information, there are no any differences between the original image and the 

restored image. The author found this problem where the image file headers 
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are different between original image and the restored image for bitmap, jpeg 

and png files. 
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CHAPTERS 

CONCLUSION AND RECOMMENDATIONS 

This project highlights memory watermarking technique of embedding a 

watermark into a digital image which can be removed to get back the original image. 

It explores the possibility of performing the watermarking in the memory and not 

having the physical file that the watermark was embedded to it. The recovery scheme 

enables user to recover the image to restore it to the original condition if it was 

tampered with. The application of this can be applied to the medical images as well 

as software models and etc. 

The final outcome of this project is able to achieve both the objectives which 

are as follows: 

1. To introduce memory watermarking as a new way of reversible digital 

watermarking. 

2. To achieve one hundred percent (100%) matching with original image after 

watermark removal. 

There is vast improvement can be made to the system and this research to 

make it better. The author currently uses simple encryption and decryption which 

make it insecure. In the conducted study, the author does not give much attention on 

the security of the system. There is much room of improvement of this system in 

terms of the security of this system especially in the encryption of the file. 

The file size of the watermarked image file can be improved and reduced 

especially in the bitmap data which is large. There should be a better way of 

compression method used to compress all the files so that the file size can be reduced 

but at the same time do not cause any information to be loss or missing. This is one 

of the future works that can be done to improve the system. 
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APPENDIX I 

IMAGE USED IN TEST CASES 

a) Joint Photographic Expert Group (JPEG) 

i. JPEG Image A 

ii. JPEG Image B 
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iii. JPEG Image C 

iv. JPEG ImageD 

v. JPEG Image E 
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b) Portable Network Graphic (PNG) 

i. PNG Image A 

ii. PNG Image B 

iii. PNG Image C 
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iv. PNG Image D 

, 

v. PNG Image E 

c) Bitmap (BMP) 

i. BMP Image A 
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n. BMP Image B 

m. BMP Image C 

iv. BMP ImageD 
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v. BMP Image E 
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APPENDIX II 

C# CODE: CLASS FORMl 

using System; 
using System. Collections. Generic; 
using System.ComponentModel; 
using System. Data; 
using System.Drawing, 
using System. Text; 
using System.Windows.Fonns; 
using Watermarking; 

namespace FYP 

{ 
public partial class Form 1 : Form 
{ 

private string imageFilePath; 
private string watermarklmageFilePath; 
private Color textWatermark:Color; 
private Font textFont; 
private Watermark imgWatermarked; 

public Forml() 

( 
lnitializeComponentO; 

initSystemO; 
initDropDownListO; 
initTextboxO; 

public void initTextboxO 
{ 

txtXpos.Text = "10"; 
txtYpos.Text = "JO"; 

public void initSystemO 
( 

btnRemoveWatermark.Visible =false; 
btn Watermarklnfo. Visible= false~ 
textWatermarkColor = Color.Biack; 
textFont=new Font("Times New Roman", 10); 

public void initDropDownListO 
{ 

stringO opacityList =new string[ll] { "0%", "10%", "20%", "30%", "40%", "50%", "60%", "70%", "80%", "90%", 
"100%"}; 

cbxOpacity.DataSource =opacity List; 

public void loadlmageFromFile(bool watermarked, string imageFilePath) 
{ 

if (watennarked) 
{ 

try 
( 

lblWatennark. Visible= true; 
lbiWatennark.Text ="Watermarked Detected"; 
lblWatermark.ForeColor = Color.Red; 

47 



btnRemoveWatermark.Visible ""true; 
btnWatermarklnfo.Visible ""true; 

btnSelectWMimage.Enabled ""false; 
btnSave.Enabled =false; 
btnFontEnabled =false; 
txtWatermarkText.ReadOnly =true; 
txtXpos.ReadOnly =true; 
txtYpos.ReadOnly =true; 
cbxOpacity.Enabled =false; 

displayWatermarkedlmage(imageFilePath); 

catch 

//exception 

else 

try 

{ 
lbiWatermark.Text = '11

'; 

lblWatennark.Visible =false; 
btnRemoveWatennark.Visible =false; 
btnWatermarklnfo.Visible =false; 

btnSelectWMimage.Enabled =true; 
btnSave.Enabled =true; 
btnFont.Enabled =true; 
txtWatennarkText.ReadOnly =false; 
txtXpos.ReadOnly =false; 
txtYpos.ReadOnly ~false; 
cbxOpacity.Enabled =true; 

Image image= Jmage.FromFile(imageFilePath); 
pictureBoxl.lmage =image; 

pictureBoxl.Size =image. Size; 

catch 

//exception 

private void btnLoadlmage_ Click( object sender, EventArgs e) 
{ 

openFileDialogl.Title ="Open Image File"; 
openFileDialogl.Filter ="Watermarked Image Files[*.wmimiJPEG Files[* .jpg" + 

"[Enhanced Windows MetaFile[* .emf' + 
"[Exchangeable Image File[* .exif' + 
"IGif Files[*.gi~Bitrnap Files[* .bmp" + 
"[PNG Files[*.png[TIFF Files[*.ti~Windows MetaFile[*.wmf'; 

openFileDialogl.DefaultExt = "wmim"; 
openFileDialogl.Filterlndex = I; 
openFileDialogl.FileName = ""; 

openFileDialogl.ShowDialogO; 

II if the user did not select a file, return 
if(openFileDialogl.FileName = "") 

return; 

imageFilePath = openFi1eDiatog \.FileName; 
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ifQsWMIMFile(imageFilePath)) 
( 

loadlmageFromFile(true, imageFilePath); 

else 

loadlmageFromFile(false, imageFilePath); 

static boo! Is WMIMFile(string f) 
( 

return f !=null && f.EndsWith(".wmirn", StringComparison.Ordinal); 

private void btnSave_Ciick:(object sender, Eventi\rgs e) 
( 

if ('string .lsN ullOrEmpty(imageFilePath) && (!string JsNuliOrEmpty( watennarldmageFilePath) II 
!string. IsN ullOrEmpty( txtWatermarkT ext. Text))) 

( 

""); 
//string password= Microsoft. Visua!Basic.Interaction.lnputBox("Piease input your password?", "Input Password'', 

WatermarkDetails wmDetail =new \VatermarkDetails(); 

DialogResu!t result= wmDetaii.ShowDialog(); 

while(result != DialogResult.OK U wmDetaii.Error) 
( 

if (result= DialogResult.Cancel) 
break; 

else 
result= wmDetail.ShowDialog(); 

if {!wmDetaii.Error && (result= Dia!ogResu!t.OK)) 
( 

saveFileDialogl.Title ="Save Watermarked File"; 
saveFileDialogi.Filterindex = I; 
saveFileDialogl.FileName = string.Empty; 
saveFileDialogl.Filter= "Watermarked Image Filesl*.wmim"; 
saveFileDialogl.DefaultExt = "wmim"; 

if (saveFileDialogl.ShowDia1og() = DialogR~sult.OK) 

( 
if (saveFileDialogl.FileName = "") 

( 
MessageBox.Show("File name cannot be empty", "Error", MessagcBoxButtons.OK, 

MessageBoxlcon. Warning); 
return; 

else 

int posY= getPosY(); 
int posX = getPosXO; 

float opacity= getOpacityQ; 

//save watermark ownership details 

if ( !string.lsNuliOrEmpty( watennarkimageFilePath)) 
( 

new Watermark().SaveWatennarkedFile(saveFileDialogl.FilcName, wmDetaii.Password, imageFilePath, 
watennarkimageFilePath, opacity, posY, posX, wmDetail.OwnerNamc, wmDetaii.Organization, wmDetail.Email); 

} 

else 
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new WatennarkQ.SaveWatermarkedFile(saveFileDiaJogl.FileName, wmDetaii.Password, imageFilePath, 
txtWatermarkText.Text, opacity, posY, posX, textWatennarkColor, textFont,. wmDetail.OwnerName, wmDetail.Organization, 
wmDetail. Email); 

) 

McssageBox.Show("File saved", "File Saved", MessageBoxButtons.OK, McssagcBoxlcon.Infonnation); 

else 

//display error 
if (string.lsNul!OrEmpty(imageFilePath)) 
{ 

MessageBox.Show("There is no image selected to be watermarked", "Error", McssageBoxButtons.OK, 
MessageBoxlcon.Error); 

else if (string.IsNullOrEmpty(watennarklmageFilePath) && string.IsNui!OrEmpty(txtWatermarkText.Text)) 
{ 

McssngeBox.ShowC'There is no watermark image selected or text inserted", "Error", MessageBoxi3uttons.OK, 
McssageBoxlcon.Error); 

private void btnSelectWMimage_ Click( object sender, EventArgs e) 
{ 

openFi1eDia1og2.Title ="Open Image File"; 
openFileDialog2.Filter= "JPEG Filesf*.jpg" + 

''!Enhanced Windows MetaFile!* .emf' + 
"!Exchangeable Image Filef*.exif' + 
"fGifFilesf*.gi~Bitmap Filesf*.bmp" + 
"fPNG Filesf*.pngfTIFF Filesf*.tit]Windows MetaFilef*.wmf'; 

openFileDialog2.DefaultExt ~ "jpg"; 
openFileDialog2.Filterindex =I; 
openFileDialog2.FileName = ""; 

openFileDialog2.ShowDialog(); 

II if the user did not select a file, return 
if (openFileDialog2.FileName = "") 

return; 

watermarklmageFilePath = openFileDialog2.FileName; 
txtWMimgPath.Text = watermarklmageFilePath; 

float opacity= getOpacity(); 

int posX = getPosX(); 
int posY= getPosY(); 
displayWatennarkedimage(posX, posY, opacity); 

private void cbxOpacity_SeJectedlndexChanged(object sender, EvcnU\rgs e) 
{ 

float opacity= getOpacity(); 
int posX = getPosXQ; 
int posY= getPosY(); 

displayWatermarkedlmage(posX, posY, opacity); 

private void txtXpos_TextChanged(object sender, EventArgs e) 
{ 

float opacity ~ getOpaeityO; 
int posX = getPosX(); 
int posY= getPosY(); 
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displayWatennarl<edlmage(posX, posY, opacity); 

private void txtYpos_TextChanged{object sender, EventArgs e) 
( 

float opacity~ getOpacityO; 
int posX = getPosXO; 
int posY= getPosYO; 

displayWatennarkedlniage(posX, posY, opacity); 
} 

private float getOpacityQ 
( 

string opacityStr = cbxOpacity.SelectedV aloe. ToStringQ; 
float opacity= 0; 

switch (opacityStr) 
( 

case "0%": opacity= 0; 
break; 

case "10%": opacity= 10; 

break; 
case "20%": opacity= 20; 

break; 
case "30%": opacity= 30; 

break; 
case "40%": opacity= 40; 

break; 
case "50%": opacity= 50; 

break; 
case "60%": opacity=60; 

break; 

case "70%": opacity= 70; 
break; 

case "80%": opacity=80; 
break; 

case "90%": opacity=90; 

break; 
case "100%": opacity= 100; 

break; 

return opacity; 

private int getPosXO 
( 

if (string.lsNullOrEmpty(txtXpos.Text)) 
return 0; 

else 

return Convert.Tolnt32(txtXpos.Text); 

private int getPosYO 
{ 

if (string.lsNullOrEmpty( txt Ypos. Text)) 
return 0; 

else 
return Convert. Tolnt32(txtYpos. Text); 

private void dispJayWatermarkedlmage(int pos:X, int posY, float opacity) 
( 

if (!string.lsNullOrEmpty(watermarl<lmageFilePath) && !string.lsNullOrEmpty(imageFilePath)) 
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Bitmap bmp =new Watermark().combinelmage(opacity, lmagc.FromFile(watennarkimageFilePath), 
lmage.FromFile(imageFilePath), posX, posY); 

pictureBox I .image = bmp; 
pictureBoxl.Size = bmp.Size; 

else 

//error message 

private void displayWatermarkedlmage(string filepath) 
{ 

Watennark wm =new WatermarkQ; 

Image im = wm.toadWatermarkedlmage(filepath); 
pictureBox I .Image = irn; 
pictureBoxl.Size = im.Size; 

irngWaterrnarked = wm; 

private void displayWatennarkedlmage(int posX, int posY, float opacity, string text) 
{ 

if (!string.lsNullOrEmpty(imageFilePath)) 
{ 

Bitmap bmp =new Watermark().combineText(opacity, fmage.FromFile(imageFilePath), text, textFont, 
textWaterrnarkColor, posX, posY); 

pictureBoxl.hnage = bmp; 
pictureBoxl.Size = bmp.Size; 

private void btnFont_Ciick(object sender, F.vcntArgs e) 
{ 

if (fontDiaJogl.ShowDialog() != DialogResult.Cancel) 
{ 

textFont = fontDialogl.Font; 
textWatennarkColor = fontDia1ogl.Color; 

string WatennarkText = txtWaterrnarkText.Text; 

float opacity = getOpacityQ; 
int posX = getPosXO; 
int posY= getPosY(); 

displayWatermarkedimage(posX, posY, opacity, WatermarkText); 

private void txtWatennarkText_ TextChanged(object sender, EventArgs e) 
{ 

string WatennarkText = txtWatermarkText.Text; 

float opacity = getOpacityQ; 
int posX = getPosX(); 
int posY = getFos YQ; 

displayWatennarkedlmage(posX, posY, opacity, WatennarkText); 
} 

private void btnRemoveWatermark_Click(object sender, EvcntArgs e) 
{ 
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string password= MicrosoflVisualBasic.lnteraction.InputBox("Please input your password?", "Input Password",'"'); 

byte[] imageBytes =new WatcrmarkQ.checkWatennarkPassword(password, imageFilePath); 

if (image Bytes ~null) 
{ 

MessageBox.Show("lncorrect Password", "Error", Messagei3oxButtons.OK, McssageBoxlcon.Error); 
return; 

else 

saveFilcDialog2.Title =''Save Image File"; 
savcFileDialog2.Filtcrlndex = 1; 
savcFileDialog2.FileName = string.Empty; 
saveFileDialog2.Filter= "JPEG Filesl*.jpg" + 

"!Enhanced Windows MetaFile!* .emf' + 
"!Exchangeable Image Filel*.exif' + 
"IGifFilesl*.gi~Bitmap Filesl*.bmp" + 
"jPNG Filesj*.pngjTIFF Filesj'.tifllWindows MetaFilej'.wmf'; 

saveFileDialog2.DefaultExt = "jpg"; 

if (saveFileDialog2.ShowDialog() = DialogResult.OK) 
{ 

if (savcFileDialog2.FileNamc = "") 

{ 
MessageBox.Show("File name cannot be empty", "Error", MessageBoxButtons.OK, MessageBoxlcon.Waming); 
return; 

else 

new WatermarkQ.Savelmage(saveFileDia1og2.FileName, imageBytes, saveFileDia1og2.Filterlndex); 
MessageBox.Show("File saved", "File Saved", McssageBoxButtons.OK, MessageBoxlcon.Infonnation); 

private void btnWatermarldnfo_ Click( object sender, EventArgs e) 
{ 

string []ovmer = imgWatennarked.OwnerDetail; 

string displayOwner = string.Fonnat("Owner's Name : { 0}\nOrganization : {I }\nE-Mail : {2 }\n", owner[O], owner[ I], 
owner[2]); 

McssageBox.Show( displayOwner, "Owner lnfonnation", MessageBoxi3uttons.OK, McssageBoxl con.Inforrnation); 
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APPENDIX III 

C#CODE: CLASS WATERMARK DETAILS 

using System; 
using System.Collections.Generic; 
using System.ComponentModel; 
using System.Data; 
using System.Drawing; 
using System.Linq; 
using System. Text; 
using System. Windows.Fonns; 
using System.Text.RegularExpressions; 

namespace FYP 
{ 

public partial class WatennarkDetails :Form 

{ 
private string password; 
private string ownerName; 
private string organization; 
private string email; 
private boo] error; 

public WatermarkDetails() 
{ 

InitializeComponent(); 
password = string.Empty; 
ownerName = string.Empty; 
organization = string.Empty; 
email= string.Empty; 

private void btnCon:firm _Click( object sender, Even!Args e) 
{ 

error= false; 

if ( !stri ng.IsN ullOrEmpty(txtPassword. Text) && !string. IsNuiiOrEmpty(txtConfirmPassword. Text)) 
{ 

if(!txtPassword.Text.Equafs(txtConfirmPassword.Text)) 
{ 

McssageBox.Show("Password and Confinn Password value is different", "Error", MessageBoxButtons.OK, 
McssagcBoxlcon.Error); 

return; 

string errorMsg = string.Empty; 
boo! encounterError =false; 

if (string.IsNullOrEmpty(txtOwnerN arne. Text)) 
{ 

encounterError =true; 
errorMsg = string.Format(errorMsg +"Owner's Name is required.\n"); 

if (string .lsNullOrEmpty( txtOrganization. Text)) 
{ 

encounterError =true; 
errorMsg = string.Format(errorMsg +"Organization is required.\n"); 

if (string.lsNuliOrEmpty(txteMail. Text)) 
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encounter Error= true; 
errorMsg = string.Format(errorMsg + "E~mail address is required.\n"); 

if (string.lsNul!OrEmpty(txtPassword.Text)) 
{ 

encounterError =true; 
errorMsg = string.Forrnat(errorMsg +"Password is required.\n"); 

if (string.lsN uJIOrEmpty(txtConfinnPassword. Text)) 
{ 

encounterError =true; 
errorMsg = string.Format(errorMsg +"Confirm Password is required.\n"); 

string emailExpression = @"\w+([ ~+. ']\w+ )*@\w+([ ~.]\w+ )*\.\w+([ ~.]\w+ )*"; 
Rcgex emailRe =new Regcx(emailExpression); 

if (!string.IsNullOrEmpty(txteMail. Text) && !emai1Re.IsMatch(txteMail. Text)) 
{ 

encounterError = true; 
errorMsg = string.Format(errorMsg +"E-Mail entered format is wrong.\n"); 

if (encounterError) 
{ 

McssageBox.Show(errorMsg, "Error", McssagcBo:\Bullons.OK, Messugel3oxlcon.Error); 
error =true; 

if (!error) 
{ 

password= txtPassword.Text; 
ownerName = txtOwnerName.Text; 
organization= txtOrganization.Text; 
email = txteMaii.Text; 
Close(); 

private void btnCancei_Click(object sender, EventArgs e) 

{ 
CloseO; 

public string Password 
{ 

get 
{ 

return password; 

public string OwnerName 
{ 

get 
{ 

return ownerName; 

public string Organization 
{ 

get 
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return organization; 

public string Email 
{ 

get 
{ 

return email; 

public boo! Error 
{ 

get 
{ 

return error; 
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APPENDIX IV 

C# CODE: CLASS PROJECT HELPER 

using System; 
using System. Collections. Generic; 
using System.Linq; 
using System. Text; 

namespace ProjectHelper 
{ 

public class Constant Helper 
{ 

public class AppsSctting 

public canst string TEMP _FILE_PATH = @"C:\Temp\"; 
public const string IMAGE= "image.enmg"; 
public canst string WATERMARK_IMAGE = "wmimage.enmg"; 
public canst string RECOVERY= "recovery.recv"; 
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APPENDIXV 

C# CODE: CLASS WATERMARKING 

using System; 
using System. Collections. Generic; 
using System. Text; 
using System.Drawing; 
using System.Drawing.Imaging; 
using System.IO; 
using Security; 
using Ionic.Zip; 
using ProjectHelper; 
using System.ComponentModel; 
using System.Security.Cryptography; 
using Recovery; 

namespace Watermarking 
{ 

public class Watermark 

private stringO ownerDetail; 

public Image loadWatennarkedlmage(string filePath) 
{ 

retum loadWMimageFile(filePath); 

public void SaveWatermarkedFile(string fileName, string password, string ImagePath, string WatermarklmagePath, float 
opacity, int posY, int posX, string ownerName, string organization, string email) 

{ 

string Hash; 
string Salt; 

Hashing_ hashObj =new !-lashing(); 

EncryptionandDecryption ~EncandDecObj 1 =new EncryptionandDccryption(); 

EncryptionandDecryption ~ EncandDecObj2 =new EncryptionandDecryption(); 

Encr:yptionandDccryption_EncandDec0bj3 =new EncryptionandDecryptionO; 

RecoveryScheme _RecoveryObj =new RecovcrySchemcO; 

_ hashObj.GetHashAndSaltString(password, out Hash, out Salt); 

string im.ageString = convertlmageToBase64String(ImagePath); 

string watennarklmageString = convertlmageToBase64String(WatermarklmagePath); 

//image 

string encPass = ~ hashObj.GetHash(Hash, Salt); 

string encryptedlmageString = _ EncandDecObj l.EncryptString(imageString, encPass); 

//append header that contain the salt and hash value of the password 
string header= Hash + Salt; 

encryptedlmageString =header+ encryptedlmageString; 

writeToFile(encryptedimageString, true, fileName, false); 

//Watennark 

string wmPass ~ _hashObj.GetHash(Salt, Hash); 

//owner 

string watermarkOnwerString = string.Fonnat(" { 0}; { 1}; {2};", ownerName, organization, email); 
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string wm0nwerBase64 = Convert.ToBase64String(Encoding.ASClLGetBytes(watennarkOnwerString)); 
string encrypted Owner=_ EncandDec0hj2.EncryptString(wm0nwerBase64, wmPass); 

string encryptedW atennark:String = _ EncandDec0bj3 .EncryptString( watermark:ImageString, wmPass ); 

//watennark header contains the watermark information and position+ opacity 
string wmHeader = string.Format(" {0}; { 1 }; {2} ;{3 };",opacity, posX, posY, true); 

string wmHeaderBase64 = Convert. T oBase64String(En cod in g.ASCil GetBytes( wmHeader) ); 
encryptedWaterrnarkString ~ string.Forrnat(" { 0 )11;11 { 1 )//;// {2) ", wmHeader, encryptedOwner, 

encryptedWatermarkString); 

writeToFile(encryptedWatennarkString, false, fileName, false); 

string recoverylnfo = _RecoveryObj.createRecoveryFile(imageString, watennarklmageString, Hash, Salt, 
wm0nwerBase64, wmHeaderBase64, true); 

writeToFile(recoverylnfo, false, fileName, true); 

public void SaveWatennarkedFile(string fileName, string password, string IrnagePath, string WatennarkText, float 
opacity, int posY, int pos:X, Color myColor, Font myFont, string ownerName, string organization, string email) 

{ 
string Hash; 
string Salt; 

Hashing _hashObj =new HashingO; 
EncryptionandDecryption _EncandDecObjl =new [ncJyptionandlJccryptionO; 
EncryptionandDecryption _EncandDecObj2 =new EncryptionandDecryplinnO; 
EncryptionandDecryption _EncandDecObj3 =new EncryptionandDccryptionO; 
RecoveryScheme _ RecoveryObj =new RecoverySchcmcO; 

_hashObj.GetHashAndSaltString(password, out Hash, out Salt); 

string imageString = convertlmageToBase64String(ImagePath); 

//image 
string encPass ~ _ hashObj.GetHash(Hash, Salt); 

string encryptedlmageString = _ EncandDecObj 1. EncryptString(imageString, encPass); 

//append header that contain the salt and hash value of the password 
string header = Hash + Salt; 
encryptedlmageString =header+ encryptedlmageString; 

writeToFile(encryptedhnageString, true, fileName, false); 

//Watemmrk 
string wmPass = _hashObj.C.retHash(Salt, Hash); 

TypeConvcrtcr tcFont = TypcDescriplor.GetConverter(typeof(font)); 
string fontString = tcFontConvertToString(myFont); 

TypeConverter tcColor =Type Descriptor .GetConverter(typeof(Co!or )); 
string colorString = tcColor.ConvertToString(myColor); 

slring watennarkString =string.Format(" {0};{ I}; {2} ;", WatennarkText, colorString, fontString); 

string watermarkOnwerString =string. Format(" { 0}; { l}; {2};", ownerName, organization, email); 
string wm0nwerBase64 = ConvcrLToBase64String(Encoding.ASCII.GetBytes(watermarkOnwerString)); 
string encryptedOwner = _EncandDecObj2.EncryptString(wmOnwerBase64 ,wmPass); 

string encryptedWatennarkString = _ EncandDec0bj3.EncryptString(watennarkString, wmPass); 
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//watennark header contains the watermark information and position+ opacity 
string wmHeader ~ string.Fonnat(" {0);{ I );{2) ;{3) ;",opacity, posX, posY, false); 

string wmHeaderBase64 = Convert. T oBase64String(Encodin g.ASCII. GetBytes( wmHeader) ); 
encryptedWatermarkString = string.Forrnat(" {0}//;//{ I }//;//{2}", wmHeader, encryptedOwner, 

encryptedWatermarkString); 

writeToFile(encryptedWatermarkString, false, fileName, false); 

string recoverylnfo = _ RecoveryObj.createRecoveryFile(imageString, watermarkString, Hash, Sa1t, wm0nwerBase64, 
wmHeaderBase64, false); 

writeToFile(recoveryinfo, false, fileName, true); 

private void writeToFile(string content, boo! ishnageFile, string fileName, boo! isRecovery) 
{ 

string tempFileName; 
string tempimagePath = string.Format(" {0} {I}", Cunstantf·lelper.AppsSctting.TEMP _FILE _PATH, 

Constant l-Ie! per .AppsSetting,.IMAGE)~ 
string tempWatennarkPath = string.Fonnat(" { 0} {I}", ConstantHelpcr .AppsSctting. TEMP _FILE _PATH, 

Constantl-lelper .AppsSetting. WATERMARK _IMAGE); 
string tempRecoveryPath = string.Fonnat("{O} {1 }", ConstanLHelper.AppsSctting.TEI\tfP _FILE _PATH, 

ConstantHelper.AppsSetting.RECOVERY); 

if (islmageFile) 
tempFileName = templmagePath; 

else if(isRecovery) 
tcmpFileName = tempRecoveryPath; 

else 
tempFileName = tempWatermarkPath; 

using (Stream Writer sw =new StreamWriter(tempFileName)) 
{ 

sw.Write( content); 

if (isRecovery) 
{ 

using (Zipfile zip= new ZipFileO) 
{ 

StringO filenames= { templmagePath, tempWatermarkPath, tempRecoveryPath }; 
zip.CompressionLevel = lonic.Zlib.CompressionLcvci.BestCompression; 
zip.AddFiles(filenames, ""); 
zip.Save(string.FonnatC' {0 )",fileName)); 

File.Deiete(templmagePath); 
File.Delete(tempWatermarkPath)~ 

I·· i I e .Delete( tempRecoveryPath ); 

private string convert1mageToBase64String(string ImagePath) 
{ 

Image orilmage; 

orilmage = lmage.FromFile(ImagePath); 
byteO bytestream ~ imageToByteArray(orilmage); 

string imageString = Convert.ToBase64String(bytestream); 

return imageString; 
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private byte[] imageToByteArray{lmage imageln) 
{ 

MemoryStream ms =new MemoryStream(); 
Image Formal format= imageln.RawFormat; 
imageln.Save(ms, fonnat)~ 
//imageln.Save(ms, JmageFormat.Bmp); 
return ms.ToArrayQ; 

private string readFromFile(string filepath) 
{ 

string str, 

using (Stream Reader sr= new StreamRcadcr(filepath)) 
{ 

str = sr.ReadToEndO; 

return str, 

private Image byteArrayTolmage(byte[] byteArrayln) 
{ 

McmoryStream ms =new MemoryStream(byteArrayln); 
Image returnlmage = Itnage.FromStream(ms); 
return retumlmage; 

public Bitmap combinelmage(float opacityvalue, Image watermarkimage, Image orilmage, int xPosOfWm, int 
yPosO!Wm) 

{ 

opacityvalue = opacityvalue /1 00; 

Bitmap bm.Photo =new Bitmap(orilmage); 
Graphics grPhoto = Graphics.Fromlmage(bmPhoto); 

int wmimgHeight = watennarklmage.Height; 
int wmimgWidth = watennarklmage.Width; 

lmageAttributes imageAttributes =new TmageAttributcsO; 

ColorMatrix colormatrix =new ColorMatrix(); 
colormatrix.Matrix33 = opacityvalue; 

imageAttributes.SetColorMatrix( colonnatrix, Co lorMatrixF lag .Default, Co lor Adjust Type.Bitmap ); 

grPhoto.Drawlmage(watennarklmage, 
new Rectangle(xPosotWm, yPosOfWm, wmimgWidth, wmimgHeight), //Set the detination Position 
0, II x-coordinate of the portion of the source image to draw. 
0, II y-coordinate ofthe portion of the source image to draw. 
wmimgWidth, II Watermark Width 
wmimgHeight, II Watennark Height 
Graphicsllnit.Pixel, II Unit ofmeasurment 
imageAttributes); //TmageAttributcs Object 

return bmPhoto; 

public Bitmap combineText(float opacityvalue, Image orilmage, string textWatermark, Font myFont, Color 

myWatermarkColor, int posX, int posY) 
{ 

int opacity= Converl. Tolnt32( opacityvalue /100 * 255); 

Bitmap bmPhoto =new Bitmap(orilmage); 
Graphics grPhoto = Graphics.Fromimage(bmPhoto); 
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II Create a solid brush to write the watermark text on the image 
Brush myBrush =new SolidBrush(Color.FromArgb(opacity, rnyWatermarkColor)); 

II Calculate the size of the text 
SizeF sz = grPhoto.MeasureString(textWatennark, rnyFont); 

II draw the water mark text 
grPhoto.DrawString(textWatermark, rnyFont, myBrush, new Point{posX, posY)); 

return bmPhoto; 

private Image loadWMimageFile(string filepath) 
{ 

var wmMemoryStream =new MemoryStream(); 
var imageMemoryStream =new MemoryStream(); 

using (Zip File zip= ZipFile.Read{filepath)) 
{ 

Zip Entry imentry = zip[Constantl-lelper .AppsSetting.IMAGE]; 
imentry.Extract{imageMemoryStream); 

Zip Entry wmentry = zip[Constantl-Jelper .AppsSetting. WATERMARK _IMAGE]; 
wmentry.Extract(wmMemoryStream); 

EncryptionandDecryption _EncandDecObjl =new EncryptionandDecryption(); 
EncryptionandDe(.;ryption _ EncandDecObj2 =new F::ncryptionandDecryption(); 
EncryptionandDecryption -'EncandDecObj3 =new EncryptionandDecryptionO; 
Hashing _hashObj =new Hashing(); 
RecoverySchcmc _recoveryObj =new Rccovel)'Scheme(); 

//image 
string imageFileContent = Encoding.ASCII.GetString(imageMemoryStream. ToArray()); 

string Hash = imageFileContent.Substring{0,88) ; 
string Sa1t = imageFileContentSubstring{88,12); 

string encryptedlmage = imageFileContent.Substring(l 00); 

string encPass ~ _hashObj.GetHash(Hash, Salt); 

string decryptedbnageString = _ EncandDecObj l.DecryptString(encryptedlmage, encPass); 
byte[] imageBytes = Con vert .FromBase64String( decryptedlmageString); 

if (!_recoveryObj.compareHash{filepath, imageBytes, true)) 
{ 

//perform recovery 
string recovery= _recoveryObj.perfonnRecovery(filepath, ConstantHelper .AppsSettingJMAGE, true); 

imageBytes = Convert.FromBase64String(recovery); 

//watermark 
string D separator={"//;//"}; 
string wmFileContent = Encoding.ASCll.GetString(wmMemoryStream.ToArrayO); 
string[] wmContent = wmFileContent.Split{separator, 3, StringSplitOptions.None); 

string wmlntO = wmContent[O]; 
string encryptedOnwer = wmContent[l ]; 
string cncryptedWMlmage = wmContent[2]; 

//wm info 
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false); 

false); 

string[] info~ wmlnfo.Split(';'); 

float opm:ityvalue ~ float.Pan;e(info[O]); 
int posX = Convert.Tolnt32(info[l]); 
int posY= Convert.Tolnt32(info[2]); 
boo! is Image= Convert. ToBoolean(info[3]); 

//watermark password 
string encWMPass ~ _hashObj.GetHash(Salt, Hash); 

//watermark owner details 
string decrypted0wner64String = _ EncandDecObj2.DecryptString(encryptedOnwer, encWMPass); 
byte[] byteOnwer = Convert .F romBase64String( decrypted0wner64String); 
string wmOwner = Encoding.ASCH.GetString(byteOnwer); 
ownerDetail = wmOwner.Split(';'); 

string decryptedWMString = _ EncandDec0bj3.DecryptString(encryptedWMlmage, encWMPass); 
Bitmap bmp=null; 
Image image= byteArrayToimage(imageBytes); 

if (islmage) 

{ 
byte[] wmlmageBytes = Convcrt.FromBase64String( decryptedWMString); 

if (!_recoveryObj.compareHash(:filepath, wmlmageBytes, false)) 
{ 

string recovery=_ recoveryObj.performRecovery{filepath, ConstanU-fclpcr.AppsSetting. WATERMARK_ IMAGE, 

wmlmageBytes = Convert.FromBase64String(recovery); 
} 

Image wmlmage = byteArrayTolmage(wmimageBytes); 

bmp = combinelmage(opacityvalue, wmlmage, image, posX, posY); 

else 

byteO wmBytes ~ Encoding.ASCll.GetBytes(decryptedWMString); 
if (!_recoveryObj.cornpareHash(filepatb, wmBytes, false)) 
{ 

//perfonn recovery 
string recovery=_ recoveryObj.performRecovery(filepath, Constantl-lclper .AppsSetting. WATERMARK _IMAGE, 

decryptedWMString =recovery; 

string[] textlnfo = decryptedWMString.SplitC;'); 

TypeConverter tcFont = TypeDescriptor.GetConverter(typeof(Font)); 
Font myFont = (Font)tcFontConvertFromString(textlnfo[2]); 

TypeConverter tcColor = TypeDescriptor.GetConverter(typeof(Color)); 
Color myColor = (Color)tcColor.ConvertFromString{textlnfo[l ]); 

bmp = combineText(opacityva1ue, image, textlnfo[OJ, myFont, myColor, posX, posY); 

return bmp; 

public byteO checkWatermarkPassword(string password, string filepath) 
{ 

var irnageMemoryStream =new MemoryStream(); 
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using (ZipFilc zip~ ZipFile.Read(filepath)) 
{ 

Zip Entry imentry = zip[Constantl-lclpcr.AppsSctting.IMAGE); 
imentry.Extract(imageMemoryStream); 

string imageFileContent = Encoding.ASCllGetString(imageMemoryStream.ToArrayO); 

string Hash = imageFileContent.Substring(O, 88); 
string Salt= imageFileContent.Substring(88, 12); 

Hashing ~ hashObj =new HashingQ; 
string hash Value~ _hashObj.Getllash(password, Salt); 

if (Hash.Equals(hash Value)) 
{ 

string encryptedimage = imageFileContent.Substring(l 00); 

return removeWatennark(Hash, Salt, encryptedlmage); 

else 

return null; 

private byteO removeWatennark(string Hash, string Salt, string encryptedlmage) 
{ 

EncryptionandDecryption ~EncandDecObj l =new EnciyptionandDecryptionO; 

Hashing _hashObj =new HashingQ; 
string encPass = _hashObj.GetHash(Hash, Salt); 

string decryptedimageString = _ EncandDecObjl.DecryptString(encryptedhnage, encPass); 
byte[] image Bytes = Convert.FromBase64String( decryptedlmageString); 

return imageBytes; 

public void Savelmage(string path, byte[] imageByte, int filterindex) 
{ 

MemoryStream ms =new McmoryStream(imageByte); 
Image image= lmagc.FromStream(ms); 

switch (filterlndex) 
( 

case 1: 
//path~ string. Format(" {O}.jpg", path); 
image.Save(path, JmagcFonnat.Jpeg); 
break; 

case 2: 
//path= string.Format(" {0} .emf'', path); 
image.Save(path, lmagcFonnat.Emf); 
break; 

case 3: 
//path= string.Format(" {0} .exif', path); 
image.Save(path, ImagePormat.Exif); 
break; 

case 4: 
//path= string.f'ormat("{O} .gif\ path); 
image.Save(patb, lmageFormat.Gif); 
break; 
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case 5: 
//path~ string.Fonnat(" {0) .bmp", path); 

image.Save(path, Imagef onnat.Bmp ); 
break; 

case 6: 
//path= string.Fonnat(" {0} .png", path); 
image.Save{path, ImageF ormat.Png); 
break; 

case 7: 
//path~ string.Fonnat(" { 0). tiff', path); 

image.Save(path, JmagcFormat.Tift); 
break; 

case 8: 
//path"" string.Format("{O}.wmf", path); 

image.Save(path, ImageFormat.Wmt); 
break; 

public string[] OwnerDetail 
{ 

get 

{ 
return ownerDetail; 
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APPENDIX IX 

C# CODE: CLASS HASHING 

using System; 
using System. Collections. Generic; 
using System.Text; 
using System.Security.Cryptography; 

namespace Security 
{ 

public class Hashing 
{ 

private HashA!goritbm HashProvider; 
private int SaltLength; 

public Hashing(HashAlgorithm HashProvider, int SaltLength) 
{ 

} 

this.HashProvider = HashProvider; 
this.SaltLength ~ SaltLength; 

public HashingO 
{ 

HashProvider =new SHA512ManagcdO; 
SaltLength ~ 8; 

private byte[] ComputeHash(byte[] Data, byte[] Salt) 
{ 

} 

II Allocate memory to store both the Data and Salt together 
byte[] DataAndSalt ~new byte [Data. Length+ SaltLength]; 

II Copy both the data and salt into the new array 
Array.Copy(Data, DataAndSalt, Data.Length); 
Array.Copy(Salt, 0, DataAndSalt, Data.Length, SaltLength); 

II Calculate the hash 
If Compute hash value of our plain text with appended salt. 
return HashProvider.ComputeHash(DataAndSalt); 

public void GetHashAndSalt(byte[] Data, out byte[] Hash, out byte[] Salt) 
{ 

II Allocate memory for the salt 
Salt~ new byte[SaltLength]; 

II Strong runtime pseudo~random number generator, on Windows uses CryptAPJ 
II on Unix /dev/urandom 
RNGCryptoServiceProvider random =new RNGCryptoServiceProviderQ; 

II Create a random salt 
random.GetNonZeroByles(Salt); 

II Compute hash value of our data with the salt. 
Hash~ ComputeHash(Data, Salt); 

public void GetHa~hAndSaltString(string Data, out string Hash, out string Salt) 

{ 
byte[] HashOut; 
byte[] SaltOut; 
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II Obtain the Hash and Salt for the given string 
GetHashAndSalt(Encoding.UTF8.GetBytes(Data), out HashOut, out SaltOut); 

II Transfonn the byte[] to Base-64 encoded strings 
Hash= Convert.ToBase64String{HashOut); 
Salt~ Convert.ToBase64String(SaltOut); 

public string GetHash(string Data, string Salt) 
{ 

byteO HashOut; 

HashOut = ComputeHash(Encoding.UfF8.GetBytes(Data), Convert.FromBase64String(Salt)); 

return Convcrt.ToBase64String(HashOut); 
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APPENDIX VII 

C# CODE: CLASS ENCRYPTION AND DECRYPTION 

using System; 
using System. Collections. Generic; 
using System. Text; 
using System.Security.Cryptography; 
using System.IO; 

namespace Security 
( 

public class EncryptionandDecryption 
( 

public string EncryptString(string lnputTex:t, string HashVaJue) 
( 

II "hash value" string variable the key(your secret key) 
II "lnputText" string variable is the text to be encrypted. 
II We are now going to create an instance of the 
II Rihndael class. 
RijndaeiManaged RijndaelCipber =new Rijndae!ManagcdO; 

byteO PlainText= Encoding.Unicode.GetBytes(InputText); 

II We are using Salt to make it harder to guess our key 
II using a dictionary attack. 
byteO Salt = Encoding.ASCII.GetBytes(Hash Value. Length. ToStringQ); 

II The (Secret Key) will be generated from the specified 
II Hash Value and Salt. 
II PasswordDeriveBytes ~~It Derives a key from a Hash Value 
PasswordDerivcBytes SecretKey =new PasswordDeriveBytcs(HashValue, Salt); 

II Create a encryptor from the existing SecretKey bytes. 
II We use 32 bytes for the secret key 
II (the default Rijndael key length is 256 bit= 32 bytes) and 
//then 16 bytes for the IV (initialization vector), 
II (the default RijndaciiV length is 128 bit= 16 bytes) 
T Crypto Transform Encryptor = RijndaelCipher. CreateEncryptor(SecretKey. GetBytes( 16), SecretKey. GetBytes(16) ); 

II Create a MemmyStream that is going to hold the encrypted bytes 
MemoryStrcam memoryStream =new MemoryStrcamO; 

II Create a CryptoStream through which we arc going to be processing our data. 
II CryptoStreamMode. Write means that we are going to be writing data 
II to the stream and the output will be written in the MemoryStrcam 
II we have provided. (always usc write mode for encryption) 
CryptoStream cryptoStream =new CryptoStream(memoryStream, Encryptor, CryptoStreamModc.Write); 

II Start the encryption process. 
cryptoStream.Write(PlainText, 0, PlainText.Length); 

II Finish encrypting. 
cryptoStream.FlushFinaiBlockO; 

II Convert our encrypted data from a memoryStrcam into a byte array. 
byte[] CipherBytes = memoryStream.ToArrayO; 

II Close both streams. 
memoryStream.CloseO; 
cryptoStream.CloseO; 
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II Convert encrypted data into a base64-encoded string. 
II A common mistake would be to use an Encoding class for that. 
II It does not work, because not all byte values can be 
II represented by characters. We are going to be using Base64 encoding 
II That is designed exactly for what we are trying to do. 
string EncryptedData = Convert. ToBase64String(CipherBytes ); 

RijndaelCipher.ClearO; 

II Return encrypted string. 
return EncryptedData; 

public string DecryptString(string lnputText, string Password) 
{ 

try 

{ 
Rijndae!Managed RljndaelCipher =new Rijndae!ManagedQ; 

byte[] EncryptedDa1a ~ Convert.FromBase64String(JnputText); 
byteD Salt= Encoding.ASCU.GetBytes(Password.Length.ToString()); 

PasswordDeriveBytes SecretKey =new PasswordDeriveBytes(Password, Salt); 

II Create a decryptor from the existing SecretKey bytes. 
l Crypioc frans f om1 Decryptor = RijndaeiCipher .CreateDecryptor(SecretKey. GetBytes( 16), SecretKey. GetBytes(l6) ); 
MemmyStream memoryStream =new MemoryStream(EncryptedData); 

II Create a CryptoStream. (always use Read mode tOr decryption). 
CryptoStream cryptoStream =new CryptoStrcam(memoryStream, Decryptor, CryptoStreamMode.Read); 

II Since at this point we don't know what the size of decrypted data 
I I will be, allocate the buffer long enough to hold EncryptcdData; 
I I Decrypted Data is never longer than EncryptedData. 
byteO PlainText~ new byte[EncryptedData.Length]; 

II Start decrypting. 
int DecryptedCount = cryptoStream.Read(PlainText, 0, PlainText.Length)~ 

memoryStream.Close(); 
cryptoStream.CioseQ; 

1/ Convert decrypted data into a string. 
string DecryptedData = Encoding.Unicode.GetString(PlainText, 0, DecryptedCount); 

RijndaeiCipher.CiearO; 

return DecryptedData; 

catch(Exception e) 

{ 
using (Stream Writer sw =new Stream Writer(@"C:\Users\CFC\Desktop\error.txt")) 
{ 

sw.WriteLine(e.Message); 
sw. WtiteLine( e. InnerException ); 
sw. WriteLine( e.Source ); 
sw. W riteLine( e. StackT race); 

return null; 
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APPENDIX VIII 

C#CODE:CLASSRECOVERYSCHEME 

using System; 
using System.Collections.Generic; 
using System. Text; 
using System.Security.Cryptography; 
using Security; 
using lonic.Zip; 
using ProjectHelper; 
using System.JO; 

namespace Recovery 
{ 

public cla<;s RecoveryScheme 
{ 

private string recoveryContentString; 

public RecoveryScheme() 
{ 

reooveryContentString = string.Empty; 

public string createRecoveryFile(string irnageString, string watennarkString, string Hash, string Salt, string onwerinfo, 
string watennarkProperties, boot islmage) 

{ 
byteO imageBytes = Convert.FromBase64String(imageString); 

string imageHash = calculateSHA512Hash(imageBytes); 
string watermarkHash; 

if(islmage) 
wateiTilarkHash = calculateSHA512Hash(ConvcrLFromBase64String( watermarkString) ); 

else 

watermark Hash = calculateSHA512Hash(E ncoding.ASCII. GetBytes( watennarkString) ); 

string recoveryContent ~string. Format(" { 0 )//;II {I )//;II (2 )//;// (3 )II;!! ( 4 }//;// ( 5} ", Hash, Sal~ imageS !ring, 
watennarkProperties, onwerlnfo, watennarkString); 

f-lashing_ hashObj =new HashingO; 
EncryptionandDcctyption _ EncandDecObj I =new EncryptionandDecryption(); 

string recoveryHash; 
string recoverySalt; 

string password= calculateSHA512Hash(Encoding.ASCII.GetBytes(recoveryContent)); 

_hashObj.GetHashAndSaltString(password, out recoveryHash, out recoverySalt); 
string encPass = _hashObj.GetHash(recoveryHash, recoverySalt); 

string encryptedRecoveryContent = _ EncandDecObjl.EncryptString(rewveryContent,encPass); 

string finalContent = string.Fonnat(" { 0} { 1} {2} {3} {4} ", imageHash, watennarkHash, recoveryHash, recoverySalt, 
encryptedRecoveryContent); 

return [malContent; 

private string calcu1ateSHA512Hash(byte [] imageBytes) 
{ 

SHA512 sha512 = SHA512CryptoServiccProvider.CreateQ; 

byteO hash~ sha512.ComputeHash(imageBytes); 
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return Convert.ToBase64String(hash); 

private boo! compareTwoHash(bytcO imageBytes, string hashString) 
{ 

} 

string hash Value= calculateSHA512Hash(imageBytes); 

if (string.Equals(hash Value, hashString)) 
return true; 

else 
return false; 

public boo! compareHash(string filePath, byteO imageBytes, boo! islmage) 
{ 

var recoveryStream =new MemoryStream(); 

using (ZipFile zip= ZipFile.Read(filePath)) 
{ 

ZipEntry imentry = zip[ConstantHelper .AppsSetting.RECOVERYt 
imentry .Extract( recoveryStream ); 

recoveryContentString = En cod i ng.ASCll. GetString( recoveryStream. T oArrayQ ); 

string Hash; 

if(islmage) 
Hash = recoveryContentString.Substring(O, 88); 

else 
Hash = recoveryContentString.Substring(88, 88); 

return compareTwoHash(imageBytes, Hash); 
} 

public string perfonnRecovery(string filepath, string fileName, boo! islmage) 
{ 

Hashing _hashObj =new HashingQ; 
EncryptionandDecryption _ EncandDecObjl =new EncryptionandDecryptionO; 
EncryptionandDecryption _EncandDecObj2 =new EncryptionandDecryptionO; 

string recoveryHash = recoveryContentString.Substring(176, 88); 
string recoverySalt = recoveryContentString.Substring(264, 12); 

string encPass = _hashObj.GetHash(recoveryHash, recoverySalt); 
string encryptedRecoveryContent = recoveryContentString.Substring(276); 

string decryptedRecoveryContent = _ EncandDecObj l.DecryptString( encryptedRecoveryContent, encPass ); 

string[] separator={"//;/!"}; 
string D recoveryContent = decryptedRecoveryContent.Split(separator, 6, StringSplitOptions.None); 

string Hash= recoveryContent[O]; 
string Salt= recoveryContent[J ]; 

string fileContent =string. Empty; 
string retumString = string.Empty; 

if (islmage) 
{ 

retumString = recoveryContent[2]; 

string encPasslmage ~ _hashObj.GetHash(Hash, Salt); 
string encryptedimageString = _ EncandDecObjl.EncryptString(recoveryContent[2], encPasslmage); 
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} 

string header= Hash+ Salt; 

fileContent =header+ encryptedlmageString; 

else 

retumString = recoveryContent[3]; 

string wmPass ~ _ hashObj.GetHash(Salt, Hash); 

string encryptedOwner = _ EncandDecObj l.EncryptString(recoveryContent[4], wmPass); 
string encryptedWatermarkString = _ EncandDecObj2.EncryptString( recoveryContent[ 5], wmPass ); 

fileContent ~ string.Fonnat(" { 0)//;// {I )/!;II {2) ", recoveryContent[3], encryptedOwner, encryptedWatermarkString); 

using (Zip File zip= ZipPile.Read(filepath)) 
{ 

zip.UpdateEntry(fileName, fileContent); 
zip. CompressionLevel = Ionic.Zlih.C omprcssion Lev e l.BestCompression; 
zip.SaveO; 

return retumString; 
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