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ABSTRACT

The federated identity and access management sydaiiitate the home domain
organization users to access multiple resourcesvi¢es) in the foreign domain
organization by web single sign-on facility. In érdted environment the user’s
authentication is performed in the beginning olathentication session and allowed
to access multiple resources (services) until threeat session is active. In current
federated identity and access management systenmsaim security concerns are: (1)
In home domain organization machine platforms bittional integrity measurement
IS not exist, (2) Integrated authentication (iLsername/password and home domain
machine platforms mutual attestation) is not preserd (3) The resource (service)
authorization in the foreign domain organizatiomdg via the home domain machine
platforms bidirectional attestation. Furthermorésence of bidirectional trust in
federated organizations machine platforms may cdlieethreats such as worms,
phishing via Trojans, keyloggers and rootkits). Theisted Computing solutions
(e.g., trusted platform module and mutual attestatiechnique) may assist to
overcome the machine platforms security and trsstigs in federated identity and
access management systems. However, the use oflnaittastation scheme in a
federated environment may lead to the machine golag measurement (security
credential) privacy issue. The aforementioned isso®tivated this research to
construct a practicable and unified security, taustl privacy solution for federated

organizations to collaborate in a secured, trugtwoaind privacy-enhanced fashion.

In this work Shibboleth was chosen to constructaggicable and unified security,
trust and privacy framework. The proposed soluti@nintegrates mutual attestation
technique with Shibboleth basic user authenticat@chanism, (ii) ensures bi-
directional platform trust formation between themteodomain identity provider and
client machine, (iii) ensures privacy of the honmnéin machine platforms security
credentials conserved at the foreign domain anyl régource authorization in a

foreign domain linked with the home domain machplatforms bi-directional.
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integrity measurement

The research methodology used in this researchdiveded into four different
phases: (1) The framework foundation phase, (2)ddsgn of framework phase, (3)
The test-bed prototype implementation phase and Td¢ assessment of the
framework. The experiment result assessment suggeat the trusted computing
bidirectional platform integrity measurement ingggvn with the Shibboleth basic
authentication mechanism: (1) Intensify federateganizations machine platforms
security and trust and (2) Reduces the home domairhine platforms measurement
privacy concern. In addition to that the assessnoérthe result also shows that
sharing of machine platforms security credentialsinter-domain or intra-domain
setup depends on the trust association (i.e., gtoorweak). The newly created data
connector - mutual integrity provider is flexibleedause in the future it can
accommodate any other mutual attestation scheme utual attestation
performance measurement and benchmarking of diedtserver machine platforms
shows an increase in the attestation time withintbeease of in the number of stored
measurement log. The increase in the attestatiore tbecause of the mutual
attestation scheme (i.e., integrity measuremertitgature) used in this work which
heavily depends on the stored measurement log. nibeially attested machine
platforms privacy is conserved in a foreign domeaia trusted attribute - mutual

platform integrity.
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ABSTRAK

Identiti persekutuan dan sistem pengurusan aksesudahkan pengguna-pengguna
organisasihome domainuntuk mengakses pelbagai sumber (perkhidmatargmdal
organisasi domain asing melalui kemudahan lamaamsegysingle sign-onDalam
persekitaran bersekutu pengesahan pengguna dilakpd@a awal sesi pengesahan
dan dibenarkan untuk mengakses pelbagai sumbekh{gderatan) sehingga sesi
semasa menjadi aktif. Dalam identiti persekutuamasa dan sistem pengurusan
akses, ciri utama keselamatan yang perlu dititlati@n adalah: (1) ketidak wujudan
platform mesin ukuran integriti dwiarah di orgamisdome domain(2) ketidak
hadiran pengesahan bersepadu (iaitu, nama pengdate/laluan dan platform
penyaksian bersama mesiome domaip (3) sumber (perkhidmatan) kebenaran
dalam organisasi domain asing tidak melalui platfanesin pengesahan dwiarah
home domain Tambahan pula, ketiadaan amanah dwiarah dalatforpia mesin
organisasi persekutuan boleh menyebabkan ancanpamtisgsorms dan phishing
melalui Trojan, keyloggersdanrootkit). Penyelesaiairusted Computingmisalnya,
modul platform yang dipercayai dan teknik pengesabersama) boleh membantu
untuk mengatasi isu-isu keselamatan dan amanaforphatmesin dalam identiti
persekutuan dan sistem pengurusan akses. Walaimaaggun, penggunaan skim
pengesahan bersama dalam persekitaran bersekaturheimbawa kepada isu privasi
ukuran platform mesin (tauliah keselamatan). Isu-isang dinyatakan di atas
memberi motivasi untuk menjalankan kajian ini bagmbina keselamatan bersatu
yang praktis, amanah dan penyelesaian privasi untgénisasi bersekutu agar dapat
bekerjasama dengan cara yang selamat, boleh dyaeérdan mutu privasi yang

dipertingkatkan.

Dalam kajian ini Shibboleth telah dipilih untuk membina rangka kerja
keselamatan, amanah dan privasi yang praktik dasate Penyelesaian yang
dicadangkan (i) mengintegrasi teknik pengesahasabea dengan mekanisme asas

pengesahan penggurghibboleth (i) memastikan pembentukan amanah platform
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dua-arah antara pembekal identliome domaindan mesin pelanggan, (iii)
memastikan privasi platform mesin kelayakan kesatanhome domaimipelihara di
domain asing dan (iv) memastikan kebenaran sumbedathm domain asing

dikaitkan dengan ukuran integriti dwiarah platfamasinhome domain

Kaedah kajian yang digunakan dalam penyelidikartelgh dibahagikan kepada
empat fasa berbeza: (1) asas rangka kerja, (2) bektuk rangka kerja, (3) ujian
prototaip fasa pelaksanaan dan (4) penilaian rakgka. Penilaian hasil eksperimen
menunjukkan bahawa integrasi ukuran platform dwidrasted computingdengan
mekanisme asas pengesah&ibboleth (1) meningkatkan keselamatan dan
kepercayaan platform mesin organisasi bersekutu qah mengurangkan
kebimbangan terhadap privasi ukuran platform mésime domainDi samping itu
penilaian keputusan juga menunjukkan bahawa pestandelayakan keselamatan
platftorm mesin dalam persekitaranter-domain atau intra-domain bergantung
kepaddrust associatior{iaitu, samada kuat atau lemah). Penyambung datg lparu
diwujudkan - pembekal integriti bersama adalah dile&l kerana pada masa akan
datang ia boleh menampung apa-apa skim pengesahmsanta yang lain. Prestasi
pengukuran dan penanda aras pengesahan bersamkalatiorm mesin pelanggan
dan pelayan menunjukkan peningkatan dalam masaaksiay dengan penambahan
bilangan log pengukuran yang tersimpan. Peningkatalam masa penyaksian
disebabkan oleh skim pengesahan bersama (iaitu,bs®m integriti ukuran) yang
digunakan dalam kerja-kerja ini yang amat bergapkepada ukuran log tersimpan.
Privasi platform mesin yang saling disahkan adaligielihara dalam domain asing

melalui sifat kepercayaan - integriti platform lzars.
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CHAPTER 1

INTRODUCTION

1.1 Introduction

This chapter explains the motivation, research lprabstatement, objectives, scope,
guestions to be addressed, the adopted researc¢todotigy, and related research
activities. This chapter is wrapped-up with reskamontributions and thesis

organization.

1.2 Motivation

The Security, Trust and Privacy (STP) unification a federated environment is
challenging because of the unbalanced relatioremipng STP. In a federated setting,
the home domain and foreign domain organizatiopsirareasingly using the user’s
identification information and the attributes in thantication (AuthN) and
Authorization (AuthR) processes. In such federatettings, the home domain users
and foreign domain Service Providers (SPs) oftantieir trust in the home domain
Identity Provider (IdP) for critical tasks such la@me domain user AuthN, attribute
resolution and their correct assertion. Cryptogm@jpinotocol techniques can be used
to protect sensitive information while they are ngpitransferred on top of
communication links between: (1) the Home Domaierw@nd IdP machines and (2)
the Home Domain IdP and foreign domain SP machir@svever, cryptographic
protocols only provide communication link secuttiiyt not a safeguard for the home

domain IdP and the user’'s machine platform agdimestheft of private information.



Malevolent programs, Trojans, viruses and worme,the threats that cause the
aforementioned risks. For example, in malware baatdcks, the invader may
deceive the home domain user or home domain Ididtglling software over their
machines to remotely allow the invader to captheekeyboard inputs. In addition to
that, the invaders may also be interested in aicguihe user’s login credentials from
the user's or the IdP’s machines. Therefore, thménalomain user’'s and IdP’s
machine platforms infection by malevolent threatsyrfead these machine platforms

into a dishonest or un-trusted state.

The Trusted Computing [14], [127] based securitg &must solutions will most
likely overcome such issues in a federated settitogvever, to establish mutual trust
between the communicating machine platforms, thmaehines need to exchange
their platform security credentials (i.e., measurrts) which will probably lead to the
platform privacy issue. Therefore, trusted computbased security demands the
sharing of all private information which is relatem the proof of ownership of the
platform. On the other hand, privacy demands thaimal sharing of private
information so that platforms cannot be traceabldinkable to a particular user,
entity or data. Hence, among STP, there are somffiating issues that have to be

resolved and harmonized.

To demonstrate the STP unification challenge, amisia federated research
collaboration scenario that consists of two orgatins: (1) the Department of
Defence (DoD) which can be called a home domainamimgtion and (2) the
Department of Research (DoR) which is also known aasforeign domain
organization. The DoD: (1) is managed autonomou@ly,is responsible for the
management of users and their machine platfornstragion, which involves AuthN
and attestation, and (3) possesses privacy congerglated policies. The home
domain consists of an entity call the IdP whichraésponsible for performing user
AuthN. The foreign domain is a Resource Providd?)(RSP organization. However,
there are concerns in such a scenario that incl(@eweak AuthN, (2) missing
machine platform mutual attestation and (3) reseuduathR in the foreign domain is
not on the basis of successful mutual attestatinusted Attribute”. In addition to
that, releasing of mutually attested machine ptaifosecurity credentials (i.e.,
platform measurements) between the attesting meshmises platform privacy
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concerns. The STP concerns are further exempliigl the help of the following

example:

Farida is a senior research officer in organizatidhand physically working in
organization “A”. Farida has given consent spealficto her Principal Researcher
(PR), to access her new innovative security sofwadesign and implementation
document which resides at the organization “A”. Hie believes that Farida’s recent
new innovation has the potential to have huge sscead profit in the near future.
The PR would like to “use” her consent to refer Hesign to an External Principal
Researcher (EPR), who is also a notably experiempecadtitioner in that field, at
organization “B” outside her home domain. It hasoabeen assumed and expected
that she would also give access consent to sorhergbrevious product designs and
test results to the EPR. In such a scenario, wherrdlevant documents are being
released from organization “A” to organization “Bhe process of releasing should
be in such a way that only those permitted per¢oas the EPR) at the organization

“B” can access the documents. In this example e &ncerns are as below:
Security

» Existing solution permits organizations to autheat® within its own
organization, i.e. organization “B” can only verifthe local PR
authenticity. In some situations, a PR may be auitiebut the machine
(i.e., desktop/laptop) that he/she is utilizing dhd Identity System (i.e.,

IdP machine) may not be in a trusted state.

» There may be non-existence of platform mutual s in its

infrastructure, for example, between the IdP andrPétganization “B”.

* There may be non-existence of integrated AuthNiatedyrity verification

schemes, for example, within organization “B”.
Trust

* Mutual Trust does not exist in the federated settim the federated
setting, the user’s trust is within its own orgatian only. Similarly, the
foreign domain puts its trust into the home dom&PR for AuthN,
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attribute resolution and the assertion tasks. Toere the absence of
mutual trust between the home domain organizatigities may lead to

security risks.

» For example, in organization “A”, resource AuthRnist on the basis of

organization “B’s” user’s and IdP machines’ sucbdswnutual attestation.
Privacy

* The machines’ platform security credentials (iietegrity measurements)
which are being exchanged between communicatinghimeg, while it

helps to strengthen trust, may also raise privacgerns.

1.3 Problem Statement

The existing security measures such as anti-Trojaads/are/spam and the Secure
Socket Layer (SSL), based on software based sga@aititions instead of hardware,
[6, p. 134] cannot determine the communicating nmeciplatforms mutual integrity
measurement within the Web Single Sign-On (WSSQ)eses (i.e., trusted or
otherwise) [1], [2], [3], [153]. In third party bed federated identity and resource
(service) access systems software based encryptidrdigital signature are utilized
to secure the information in transit, guaranteatitie credentials integrity and home
domain IdP authentication to the foreign domain [@R], but what about the
communicating machine platforms mutual integrity asiwement? Therefore, the
absence of mutual trust (i.e., bidirectional platfe mutual integrity measurement,
reporting and validation) in WSSO schemes could easecurity and trust concerns,
and challenges [67], [122], [137], [4], [5], [7I8]F [9], [10], [11], [132] in the
federated identity and resource (service) accessagament systems. Furthermore,
the STP concerns in the federated identity andureso(service) access mode are
described through a threat model in section 4.B.2s possible that the message
integrity, in transit, may be protected [6] but tmmmunicating platform health may

not be trusted (i.e., infected by malware).



In third party based proxy WSSO scheme (e.g., Sitdbb) SSL is used to secure
the communication channel in online transactiortsvéen the client-IdP, IdP-SP and
client-SP. However, it is incapable to counter aghaimalevolent code injection
attacks such as attacker may inject dishonestgoodi code onto the honest portion
of code and service requester identity spoofingctt[154], [155]. Online E-
commerce and federated identity and resource (®raccess management system
has one thing common that both make use of untugtgbal network (i.e., Internet)
in online transaction. In e-commence online tratisacSSL is used to protect
confidentiality of data (e.g., credit card numbigr®nline shopping) [6]. Whereas, in
online federated identity and resource (serviceess environment SSL is used to
protect: (i) user basic authentication data (eugername/pwd) between the home
domain client and IdP machine in untrusted netwddlowever, in both cases
communicating machine platforms integrity stateasvremains in a question (i.e.,
trusted or untrusted).

Jensen [8] provides a structured survey with matimgrs on security, trust and
privacy challenges in federated identity and reseuiservice) access management
systems. In online federated identity and reso(seevice) access the prime security
concern is an identity theft. Bertino et al. [L1®®mmented that identity theft is hard
to prevent in online federated resource (servioepss scenario because the home
domain client machine online presence is manddtrgn authentication to the home
domain IdP machine (i.e., 24x7 online) and to ascgeographically federated
resource (service) located in a foreign domain.r@toee, the UN/PWD pairs in the
login process as well as stocking of the home domaers UN/PWD pairs at the IdP
machine must be protected [4]. Madsen et al. [@4jts that an identify theft flaw in
a federated access scenario may allow an attaokacdess unauthorized resources
(services) in an unbroken chain. The misuse ofeaibation credentials and identity
attributes stored at the home domain IdP must beegted [156] in away that only
trusted machine perform such operations.

The federated identity and resource (service) acggstems are not full filling the
identity and attribute provider's trustworthinessyuirements [157]. In third party
based true WSSO scheme the home domain client nethists the home domain
IdP machine to correctly identify the authenticatestrs through an authentication
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mechanism. Whereas, the foreign domain SP trusthdme domain IdP machine for
an authenticated user correct attribute fetchingfattribute authority and assertion.
In worst case scenario untrusted home domain Idéhima may behave dishonestly
[11].

The basic privacy concern in all federated iderdityl resource (service) access
system is entity (i.e., user identity or hardwatentity) identity information [11]: (1)
Utilization, (2) Compilation, (3) Stocking them af#) Intra or Inter domain sharing.
In this work privacy threat (i.e., discloser) fasrhe domain IdP and client machine
focuses on the protection and use of their platfeaourity credentials by the home

domain IdP and foreign domain machine.

In summary, neither the client, IdP and SP machineise proxy true WSSO nor

the client and SP machines in the native true WSSO:

* have the right mechanism to create mutual trush#&bion in between

communicating platforms.
» can fight against any malevolent activity initiategthe invader.

In following the problem of the security and trust federated identity and
resource (service) access are discussed. Wheréas the attestation scheme
limitation and privacy concerns in federated resesr(services) access enviornement

are discussed.

* Home Domain Dishonest Client Platfarmihis refers to a situation in
which a user is authenticated to the home doma8hibboleth [12], [13],
and [146] (or to the foreign domain in the natiuget WSSO scheme). In
both native true WSSO and proxy true WSSO casebdhee domain and
foreign domain do not have any knowledge aboutient$ machine
platform integrity status (i.e., whether in a tedsstate or not). So, such an

un-trusted machine may lead to security threatgs, (eser credential theft).

» Home Domain Dishonest Identity Provider Platforithis refers to a
situation in which the home domain IdP machine rbaytampered by a
malevolent activity. In Shibboleth [12] and [13h apen source Federated
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Identity and Access Management (FIAM) based onpiioay true WSSO
design, the entity IdP must always be online tdhenticate the user and
deliver AuthN and AuthR information to the SPs. Sach an infected IdP
machine, which has become a dishonest machine and aarry out
malevolent actions, may lead to a massive usen logtdential theft and

the attacker may misuse them to access sensisoainees.

» Foreign Domain Dishonest Service Provider Platforiis refers to a
situation in which the foreign domain SP machineyrha compromised
by an attack. So, a dishonest SP machine may bea@tepping stone for

an attacker to access sensitive resources or resgerdials.

The mutual attestation and privacy limitations misted computing remote

attestation schemes are:

« Remote Machine Attestation Technique Limitatiodfie two main
limitations of the remote attestation scheme atg:it( cannot mutually
evaluate the client and challenger machines’ health(2) the concern on

platform measurement privacy.

1.4 Resear ch Objective

The main objective of the research is to develdvacticable Unified Security, Trust
and Privacy Framework (PUSTPF) for federated idigrdind resource (service)
access management. To achieve this obective, aarunftspecific tasks have been
defined:

* To select and specify STP aspects/ charactes(gfiesn in section 4.2.3),

as the necessary building blocks for a PUSTPF.

» To select and extend the Remote Attestation (RAQtomol into a
Trustworthy Mutual Attestation Protocol (TMAP) fothe proposed

framework.



» To solve the privacy issue in the TMAP of the pregd framework.

* To integrate TMAP with a user’s basic AuthN meckaniin a federated

resource (service) access environment for the gegpéramework.

* To benchmark the performance (i.e., attestationetius number of
measurement logs) of the bidirectional integrityasugement technique

with the existing solution.

* To construct a PUSTPF test-bed prototype that nsetige selected STP

aspects/ characteristics given below (for detadlsection 4.2.3):

o Integration of the TMAP with a user basic AuthNe(j.username and

password),

0 Mutual trust formation between communicating maekinin a

federated resource (service) access environmett, an

o Privacy conservation in the proposed TMAP.

1.5 Resear ch Scope

The overall scope of the work is depicted in Figlie below.

Practicable Unified
STP Framework
(PUSTPF)

Mutual Platform Trust
Formation

Figure 1.1: Scope of the research



The scope of the research is restricted to theviatg:
» The STP aspects (section 4.2.4), the building lHafka PUSTPF.

* The existing trust aspects (section 4.2.3.2) inotermattestation schemes
and to select and extend remote attestation fof &P for the proposed

framework.

» The privacy aspect (section 4.2.3.3) of mutualtested machine (i.e.,
client and server) platform measurements in the PMér the proposed

framework.

* The security aspect (section 4.2.3.1) in integgatire TMAP with a user
basic AuthN mechanism (i.e., username and password) federated

resource (service) access environment of the peapfsramework.

e« The mutual trust formation between communicatingcimzes in a

federated resource (service) access environmehedfamework.

1.6 Resear ch Questions

The following research questions are to ensuradl@ance of the research focus in

the federated resource (service) access environment

« Why do we choose certain technologies/approachdéisaue to build the

proposed framework?

Why the Trusted Computing based security solutsochiosen?

- Why the hardware rooted secure and trusted comp@udutions are

chosen?

- Why the machine mutual attestation is used instelathe remote

attestation?

- Why is there a need for a practicable framework?

9



* What are the choices of architectures from the pestarch that can be
adopted/ adapted works for the federated resousesvie) access

environment?

« What STP aspects (section 4.2.3) are essentiaifede be part of a
PUSTPF?

* How to integrate the proposed TMAP for it to worlirimoniously with
Shibboleth in the proxy true WSSO schemes/ FIAM atod

* How can the AuthN and mutual attestation proceasesmplemented to
ensure that home domain and foreign domain orgaoizarocesses (such
as AuthN, mutual attestation and AuthR) happen fallg integrated and

unified way?

* How can the privacy in a TMAP are mitigated fortpes with conflicting
conditions between two federated organizations sch(i) in the proxy
true WSSO scheme and (ii) in the native true WS8@se.

 How can all of the STP aspects (section 4.2.3)ni@damented to realize
the proposed PUSTPF?

1.7 Resear ch Activities

The Fig. 1.2 below specifies detailed researctvitiets in each research methodology
phase (Fig. 4.1).

10



Analyze
_, Credentional
8 L. Systems
j -.g .........................
- ] ! WSSO :
i § " Auéhr:‘nhcatmn : Security, Trust and
: B 1 chemes i
(WL i Literature .o " anag;éz'gzt:ipecls
= B |
R identity
=
2 | Management il
Ll RS 1 TR S
.g ........................... ! ruste Potemial STP
= Trusted  Module Frameworks Designs
1 . Computing R R e
g PR - Remote Attestation | How and Why?
() Extended o Practicable Emergent
USTPF USTPF via
Proof of Concept TMA Profocol using Shibboleth native true }
a : Jing 11 "Wsso
S I
I}
T | |1, ™A Protocol Security & Trustworthiness Mergmg‘ﬂ[ TMUKUQM
o Testing protocol in Shibboleth
g 2. TMA Protocol Performance Analysis Practicable USTPF
-n-. 3. Comparative Analysis of STP in Practicable test-bed Prolotype
£ vs, Emergent USTPF Merging of TMA
- 4, Comparative Analysis of STP in Practicable ging
USTPF with the existing works Protocol
LS ( Assessment ) ( Design )

Figure 1.2: Research activities

1.8 Resear ch Contributions

The contributions of this research work are:

Integration of Basic User AuthN Mechanisim with TRdAP. Intigration

of a TMAP with a Shibboleth user basic AuthN toidate the home

domain user authenticity (i.e., by username/pass\warof of knowledge)

as well as the home domain IdP and client machiadfopms mutual

integrity. To access a protected resource in agordomain the results of

user basic AuthN and home domain communicating machlatforms

integrity check must be true. In case of abortigerubasic AuthN or
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machine platforms mutual imtegrity measurementuiber is not authentic

to access a protected resource in a foreign domain.

Home Domain IdP and Client Machine Platforms Privd@onservation
Providing a solution for the HD machine platformmfeeasurement (i.e.,
platforms security credentials) privacy problemthie federated resource
access environment by preventing the exposurelpti¢me Domain IdP
platforms security credentials to the clients, édHome Domain client

and IdP machines’ platform security credentialh#foreign domains.

MutuallntegrityProviderDataConnector (MIPDC)Providing the own
DataConnector (DC) (i.e., the MutuallntegrityPraiDataConnector
(MIPDC) which is in-control of invoking Corroborat (i.e., Validation)
Service (CS) located at the IdP machine to carry matform mutual

attestation.

Trustworthy Mutual Attestation Protocol (TMAPProposed TMAP
solution for: (i) A non-Trusted Third Party (TTPEmergent Unified
Security, Trust and Privacy Framework (EUSTPF)gfated identity and
resource (service) access system and (i) A TruStedd Party (TTP),
Practicable and Unified Security, Trust and Privaéyamework
(PUSTPF), federated identity and resource (sena&oepss management

system.

Unified STP for Federated Identity and Access Mamnagnt System
Proposing and constructing a PUSTPF prototype wintégrates the
TMAP in the FIAM system (such as Shibboleth) whides the proxy true
WSSO scheme for user AuthN. It should be mentionee that in the
proposed solution, to access a resource in a foréamain, four steps
must be followed, namely: (1) Both AuthN verifiaati and mutual
platform attestation must be validated, (2) Mutwast formation between
communicating machines for resource (service) @;cé€3) Privacy
conservation of client and IdP machines at theigoarelomain and (4)
Resource access in the foreign domain based orftthsted mutual

attestation attribute” in a federated environment.
12



* Practicability of the Unified FrameworkThe practicability of the
proposed USTPF is very high. First, the framewodkes use of an Open
source FIAM system Shibboleth. So, each HD orgaiozaneeds to set its
own Shibboleth IdP and FD, and the Shibboleth Sities) respectively.
Second, only the HD IdP needs major changes t@perthe HD clients’
and IdP’s machine platform mutual attestation whiglyuite viable and

easy because both entities are members of the rsetwerk (internal).

* Enhanced Security and Trust in the Home Domain NteclPlatforms
The security and trust between the HD client’s &l's machines are
enhanced because the TMAP mutually assures thaiEhelient and IdP

machine platforms are secured and trustworthy.

 Open Source SolutionOpen source and standard Trusted Computing
technology based mutual attestation scheme notimof pof concept
implementation is carried out for the native trueS80D scheme. In
addition to that, the security and trustworthinegshe attested machine
platforms is tested against a rootkit attack exeouand the performance
analysis is carried out of the TMAP in PUSTPF.

» Test-bed Prototype Constructiomhe PUSTPF test-bed prototype is
constructed by combining the pros of the Shibbglathopen source and a
standard FIAM solution with the Trusted Computingnslards and open
source solutions (e.g., TC for the Java platfoilivigy and TPM).

1.9 Thesis Organization

Chapter 1 discusses the motivation, research prolstatement, objectives, scope,

questions, methodology, activities, and contrimgio

Chapter 2 provides the background study of thearesework. This chapter
presents the concept of identity in a virtual eowment. This is followed by an
explanation on what Identity and Access Manager(ié&) is, its basic processes,

and the distinct IAM modes. It then describes défe WSSO AuthN schemes, their
13



related types and their differences. This chagter explains the FIAM mode and its
related elements, pros and cons, basic standadseahnologies (such as, Security
Assertion Markup Language (SAML) [17] and [18], Bbwleth and SSL), and the
association between the federated mode and they grae WSSO scheme. The
identity masking schemes such as the public keytalligignature and the blind
signature, their respective pros and cons areedptained. In addition, the Trusted
Computing notions such as: (1) Trusted Platform Med16], [125], [126], (2)
Trusted boot, (3) Privacy Certificate Authority ilRrcyCA), (4) Attestation, and (5)
open source trusted computing service packageghforJava (tm) platforms are
included in this chapter. This chapter ends by rileieg the Integrity Measurement
Architecture (IMA) [15], what is integrity, the legrity objective and the architectural

design of the integrity measurement.

Chapter 3 provides a critical review of the pregiatudies on the techniques,
technologies and standards that are pertinent docthirent research. It presents a
detailed literature review with the sub-sectioriy: Elucidation on the distinct IAM
mode failures and advancement, (2) An overviewrasttand security in the FIAM
mode, (3) A description of the related work alliedthe unification of STP,(4) The
related works on the identity masking schemes hagtacticability of these schemes
in a real environment, and (5) An explanation oa thfferent machine platform

attestation techniques, related challenges, pedityi@nd the associated work.

Chapter 4 describes comprehensively the approatdws)iques and technologies
employed in this work. This chapter presents trseaech activities leading to the
implementation of the framework such as design idenations, architecture and
implementation limitations for the federated idgntnd resource (service) access
mode. This chapter also explains the four phaséseofesearch methodology adopted
in the thesis which include: (1) The framework fdation, (2) The design of the
framework, (3) The test-bed prototype implementatand (4) The assessment of the

framework.

Chapter 5 presents the system design, architeahdesystem implementation. It
explains the design of the system which includes phoposed system use-case,

activity, class, the sequence diagrams, packageks casses and flowchat of
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algorithms. It then explains the architecture & fginoposed system which covers: (1)
The different entities or stakeholders of the gyst€2) The PUSTPF, and (3) The

comprehensive PUSTPF protocol architecture.

Chapter 6 provides the experiment outcomes. Itrdescthe experimental desgin,
test-bed technologies and implementation detailshsas to demonstrate how the
IMA based mutual attestation protocol is integraitedhe Shibboleth framework. It
also presents the TMAP proof of concept implemémnatesult analysis obtained for
the native true WSSO scheme, which includes: (3 3écurity and trustworthiness
test results and (2) The TMAP performance resillss chapter also presents the
PUSTPF test-bed result analysis. The results addafirom this test-bed experiments
are: (1) The integrated user basic AuthN mechan&gsm the Home Domain
machine’s mutual attestation results, (2) The H@oeain client's and IdP machine
platforms performance measurement and benchmarki®@y, The security and
trustworthiness testing with the help of the horoedin mutual attestation scenarios,
and (4) The mutually attested machines’ platforivgmy conservation results. This
chapter also provides: (1) Comparisons between dimergent and practicable
frameworks, (2) Comparison of mutual attestatiomfgenance analysis and (3)

Compression of the proposed works with the exisiings.

Chapter 7 is the summary of the research work. Glégpter presents the research

conclusion, limitations and the potential futurerkg

1.10 Summary

This chapter presents the introduction, illustrates motivation scenario, and the
related problem statement. It then highlights tb&earch objectives and the research
scope. The research questions, research methodoésgarch activities, and research

contributions are also discussed.
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CHAPTER 2

BACKGROUND STUDY

2.1 Introduction

This chapter discusses the fundamental backgrotuny ©f federated identity and
resource (service) access management systems.d€héty concept in a virtual
environment is discussed in the second section.tfing section describes the 1AM
related basic processes and the evaluation ofANedystems. The types of WSSO
authentication schemes are explained in the faettion. The fifth section explains
the FIAM mode and associated FIAM elements, FIAMS?FIAM standards and
presents a comparison of the federated and theyprore WSSO schemes. The
identity masking schemes and their practicabihityireal environment is discussed in
the section six. The seventh section describestddu€omputing and its related
concepts and technologies. The IMA, particularllswas what integrity is, the
integrity objective and the architectural designtbé integrity measurement are

discussed in the eighth section. The ninth secionmarizes this chapter.

2.2 Identity in a Virtual Environment

To access online resources (services) such asversity resources, e-government
and e-health services, users need to have antideritie electronic virtual identity is
assigned to a person or device upon successfudtragon with an organization’s
authority [109], [128].
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2.3 Identity and Access M anagement

To manage the user’s virtual identities and all@eeess to the multiple services of an
organization in a virtual environment, the diverssgture of IAM modes has been
developed. Usually, each IAM system is a combimatid a group of guidelines,

processes and technologies [150]. The purpose bf i& to create, manage and
revoke user identities, as well as put into efteetorganization’s policies, which are
enforced on each user after successful authemticaind authorization. The basic
processes of IAM (Figure 2.1) are [19]:

[\J RESOURCE }

Authorization

Resource Access Request ‘

USER
Identification
‘ User Claimed Identity ‘

Authentication

User Authentication Request ‘

Figure 2.1: IAM basic processes

* Authentication The AuthN process ascertains that the user taiogr the
one who or what he/shelit claims to be and consisteree main phases
such as: (1) presenting the credentials, (2) thiengland (3) conceding the
privileges. A user AuthN scheme maybe be a singbtof or two factors
such as something the user knows (i.e., secrgipssess (i.e., smartcard
with secret). The passwords and digital certifiseiee the most common

user AuthN mechanisms used in a virtual environment

* ldentification ldentification of a user is a single-time actiend depends
on two dimensions: (1) The user’s information (etbe person’s name,
date of birth etc.) is assembled and is associattdthe identity and (2)
The certainty level with which the identifying altuites are added to a
user’s identity.
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* Authorization In the AuthR process the FD SP/RP organizatidiy fu
depends on a user's HD organization for a validbatte derivation. The
FD SP then, on the attribute resolution, decidegtidr the HD user
should be granted or not to access a protectedinesdservice) sited at
the FD.

2.3.1 Identity and Access Management (IAM) M odes

IAM models have evolved and consequently more nowadels have appeared [19],
[20], [21]. The security, trust and privacy chaties in IAM modes are given in Table
2.1. Each model is described afterward.

Table 2.1: Security, trust and privacy in IAM modes

IAM Modes | Trust Platform Security Privacy in Foreign Domain
Trust Association | IDtheft User Attributes Association

Isolated Strong Low Low

Centralize: Weal Vulnerable Vulnerable

User-centric | Strong Vulnerable Low

Federated Strong Vulnerable Low

2.3.1.1lsolated Mode

The isolated mode is the mode in which each isdldtenain operates independently
from other domains. In the isolated mode, threatated to user identity theft and
privacy (e.g., association of the end user attebuto the same user distinct
identifiers) are negligible because these attribudee in the control of a solitary

organization [4], [10].

2.3.1.2Centralized Mode

In the centralized mode, a single user’s credeantial identifier are used by every SP
(Microsoft.Net Passport [22], [147], [148], [149])he centralized mode overcomes
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the issue of the inconvenience to link isolatedtesys. However, the security and
privacy elements in the centralized mode are n@nBing because of the centralized

control over the user’s identity.

2.3.1.3User-centric Mode

In this mode, the user is in power as to what mfation is to be disclosed and what
not to be disclosed to the SPs [23]. In this make,problem of multiple credential
and identifier management is eased and improvedstbying them in a tamper

resistant hardware device.

2.3.1.4Federated Mode

In the federated mode [24], the HD is responsible user registration and AuthN
while the SP is responsible for resource (serviaghR. The advantages offered by
the federated mode are diversified well over artyeptkind of modes. The FIAM
mode overcomes the issues in previous modes sudii)ashe inefficiencies in the

isolated mode, and (2) The security and privaaydssn the centralized mode.

2.4 Web Single Sign-On (WSS0) Authentication Schemes

The web AuthN schemes are also known as Web Si8gja-On (SSO) AuthN
schemes. The acronym WSSO will be used in theofesiis thesis. The two types of
WSSO schemes are [3]: (1) the native true WSSQ@nithe proxy true WSSO.

2.4.1 Proxy TrueWeb Single Sign-On

In the proxy true WSSO, the HD IdP acts as a brbletween HD users and the FD
SPs. This scheme allows the HD user to autheatmaly once, via the SSO protocol,
to the HD entity IdP until a session has expireldisTscheme is described in Figure
2.2.
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How the proxy true WSSO differs from the nativeetitWSSO include:

e Trusted Third Party (TTP) Involvementhe main entity in proxy true
WSSO scheme is the TTP entity (i.e., IdP). Thigyeis responsible for
the home domain users AuthN, produce and dispatlusers attribute to

the foreign domain SP.

» Trust Associationin proxy true WSSO scheme the HD users and FD SPs
have a strong trust in the HD IdP. In this sche(figthe HD user trusts
the HD IdP for AuthN, (2) the FD SP trusts the Auitand AuthR

assertions it has received from the HD IdP.

* Open Source Package Availabilityhe key proxy true WSSO schemes/
federated identity and resource (service) accdssnses (e.g., Shibboleth

etc.) are designed on open source and standamblegfes.

* Privacy Preservation FeatureShe proxy true WSSO scheme strongly
supports the privacy features [133]: (1) Pseudobtymand (2)
Unlinkability. The pseudonymity means that the iitgrdoes not include
any user's Personal Identifying Information (Pliyhile unlinkability
means that the SPs are unable to work out whicbdosgm belong the

same user [25], [26].

< USER Authentication Service Provider (ASP)/ Service Provider (SP)
Identity Provider (IDP)

Resource/ Service Request

Ask IdP the user AuthN assertion

A

. IdP AuthN challenge
h g Successful user AuthN assertion

v

AuthZ

Y

<
<

J Resource/Service After successfull AuthN and AuthZ

< »
< »

Resource/Service release if (BIOS+OS+ASP)
integrity check is successful

Figure 2.2: Proxy true WSSO scheme
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2.4.2 Native True Web Single Sign-On

The native true WSSO consists of two main entiféy:a user machine which is set
with a Trusted Platform Module (TPM) and an Autheation Service Provider
(ASP) and (2) an SP. The SP validates the cliemthmas, trusted state on the basis

of its platform security credentials. In this scleetthe ASP’s role is shifted to a

trusted element (shown in Figure 2.3).

X USER

Authenticate

Components

e BIOS+OS+ASP service
e TPM

e Remote Attestation

&

<<

Service Provider (SP)

ot
% J Resource/

Service

Resource/Service
Request

Integrity Challenger/Response
protocol (BIOS+OS+ASP)

Resource/Service release if
(BIOS+OS+ASP) integrity check is
successful

Figure 2.3: Native true WSSO scheme

The proxy and native schemes comparison is giveralile 2.2. How the native

scheme is different from the proxy true WSSO are:

TTP Elimination In the native true WSSO scheme the user no longer

relies on an external entity such as an IdP /ASRAthN.

TPM as IdP The TPM plays the role of an IdP. The challenfgeg.,
server) validates the client machine’s TPM legittjmay checking that the

received quote is really signed by a legitimate Tétviot.

Trust Associationin this scheme, the SP trusts the PrivacyCA ahbsea
user for certifying the Attestation ldentity KeyAlKs) and the client

machine platform security credential measurement.

Open Source Package Availabilitffhe unavailability of open source
packages is the biggest practical constraint aiteve true WSSO scheme

adoption in federated identity and resource (sejccess schemes.
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Table 2.2: Security, trust and privacy in WSSO sobg

WSSO Schemes TTP | Trust Trusted Computing | Security Privacy
Association | Mutual Trust Link | Dtheft Protection

Proxy True WSSO Yes| Strong No Vulnerable Low

Native True WSS' | No Weak No Vulnerable | High

2.5 Federated I dentity and Access Management (FIAM)

A FIAM mode is constructed on the notion of thentiy federation [129]. The main
purpose of the identity federation is the linkageéhe HD user identities at a variety
of FD SPs (Figure 2.4). An identity federation iswate of three elements [158]: (1)
business contracts (e.g., policies- method of Authttributes and resource access
etc.), (2) standards (e.g., OSAIS and SAML, IdgriEE, Web Service-Federation,
and ldentity-Web Service Federation) and (3) tetdgies (e.g., Shibboleth, Liberty
Alilance, Card Space and OpenlD). The objectivettidse elements is to work
together to enable an assemblage of FD SPs toifidéim HD end user identifiers
and the rights from other FD SPs inside of the gri@1].

Identity Provider (IdP) Identity Provider (IdP) Identity Provider (IdP)

; eCTy oS i
Trust L 3 j Trust
Relationship Relationship

Service Provider (SP) Service Provider (SP) Service Provider (SP)
(Providers of service/resource and claims) (Providers of service/resource and claims)  (Providers of service/resource and claims)
University “X” University “X”> University “X”

(Location “Kuala Lumpur”™) (Location “Sabah”) (Location “Singapore™)
I Staff/ Students with IdP issued credentials |
X Staft/ Student

Figure 2.4: Federated identity and access managdeanuate

2.5.1 Elements of Federated Identity and Access M anagement

The basic three main elements taking part in FlAKesnes are:
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¢ The Home Domain Usein the FIAM mode, the HD user is also known as

an HD subject/ principal.

* The Home Domain Identity Providdn the FIAM mode, the IdP entity is
also known as an Asserting Party (AP). The purpafsthis entity is to
authenticate the HD users and share their AuthN AumthR assertions
with the FD SP.

* The Foreign Domain Service Providén the FIAM mode, the SP entity is
also recognized as a Relying Party (RP) and thestHD IdP asserting
information about an HD user. The SP then usesagssrting information

to carry out the resource (service) access decision

2.5.2 Pros of Federated | dentity and Access M anagement

The Pros of the FIAM to the different stakeholdamres:

* Web Single Sign-On as AuthN Servithe WSSO AuthN service permits
the HD users to shift among distinct FD SPs.

» Cut-down the Management Co$he FIAM reduces the management cost
by transferring it to an organization who is a memtf the federation. For
instance, the SPs are free from the headache ofs usedential

management.

» Enhanced ScalabilityFIAM enhances the HD IdP and FD SP scalability
such as: (1) The HD IdP can easily add a new usegrahthe same time
revoke the existing user accounts without distgbthe HD basic
infrastructure, (2) New FD SPs can easily join tbderation and (3) It

allows resource (service) access to a much greateber of users.

+ Element AssociationThe HD IdPs are in close association with the HD

users and FD SPs. This association has two prpsh@ promotion and
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retail of extra resources (services) and (2) Theeeaf the billing

acquisition of the FD SPs that they uphold.

 Reduce Information Redundancyfhe roles of the HD and FD
organizations in a federation are clearly stat&jl:The FD SP does not
maintain the users’ registration and AuthN inforimatand (2) The HD
IdP does not need to be anxious about the resogenice) AuthR

information.

» Privacy ConservationThe HD conserves the user’s identity privacyhat t
FDs.

2.5.3 Standar ds of Federated Identity and Access M anagement

To exchange the user’s related information betwkerHDs and FDs in Inter domain
scenario, the major FIAM schemes use the standamdLSprotocol [17], [18].
Shibboleth is a FIAM mode standard [12], [13] whigbes SAML protocol. These

two standards are discussed in the following saibiees:

2.5.3.1Security Assertion Markup Language (SAML)

The OASIS (Organization for the Advancement of &uited Information Standards)
is a non-profit international organization found @993 under the Standard
Generalized Markup Language (SGML). The objectivthe OASIS establishment is
to promote the expansion and adoption of open atalsdfor security and Web
services. It is the OASIS which defines the SAManstards and security [18]. The
SAML specification suggests a variety of securityd gorivacy mechanisms [27]

described below:
» Security in SAML

o Integrity and confidentiality of messages may petegd by using
the HTTP over SSL 3.0 (such as HTTPS) or TLS 1]0 [6
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* Privacy of the SAML
o User identity privacy is protected by of Pseudoityrat the FDs.
0 One-Time Identifier (transient identifiers) conseswser privacy.

The SAML uses XML [111] for exchanging user infotima among the HD IdP
and FD SP. In other words, the SAML builds on thdLXframework for exchanging
user AuthN and AuthR data (information) in Intemtiin scenarios. The two SAML
versions are: (1) SAML 1.0/ 1.1 [31] and (2) SAMI0Z28]. The SAML protocol can

be divided into several main components as:

» Assertions The assertion contains user security informatmaced
between these tags: <saml: Assertion> ... </samsgeAion>. The SAML
assertions consist of three basic statements: (thehtication statement,

(2) Attribute statement and (3) Authorization demisstatement.

* Protocols The HD and FD communicate with each other forabsertions
through the SAML protocols. The SAML is consistimf the main
protocols such as: (1) Authentication request aito2) Attribute query
protocol, (3) Authorization decision query protoaoid (4) Single sign-out

protocol.

* Metadata The SAML makes is easy for the HD and FD to eecadd

present their essential configuration data usintpdsda files [29].

« Bindings Bindings are used to map the SAML protocol messamto the
lower network communication protocols to transpgbe SAML assertions
between the HD and the FD [30].

» Profiles The profiles deal with the question of how SAMksartions,
protocols, and bindings combine to achieve an S8®etween the HD
and FD. Some examples of profiles are web brows8S®W and single

sign out profiles.
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2.5.3.2Shibboleth

Shibboleth is a standard and complete open soutéé/ Fsoftware package.
Shibboleth uses a standard SAML protocol for Authbkertion and attributes

exchange between HD and FD. The well-known bodykimgr on the identity

federation is Internet2 with Shibboleth. The aimtwé Internet2 project was to build

federation of identities for academic institutiaarl their partners. The roles, features,

pros and working of Shibboleth are described below:

a) Roles of Shibboleth

The four roles of Shibboleth architecture are [123]:

Home Domain Principal (or UserYhe resource (service) consumer.

Home Domain Identity ProvideiThe HD IdP architecture is drawn from
SAML. In Shibboleth, a user AuthN and an attribagsertion are carried
out in accordance to the SAML protocol specificatidl], [32], [33].

Foreign Domain Service ProvideThe module “mod_shib” which is an
Apache web server “plug-in” controls access to @qmted resource. The
Shibboleth FD, which consists of a daemon “shibdd &Apache module

“httpd”, listens to AuthR requests from a web serve

Discovery ServiceThrough the DS HD users can select their HD P t
authenticate with. The FD, upon receiving a respusguest, redirects a
user to the HD to select the preferred IdP thrahghDS.

b) Features of Shibboleth

The main features of Shibboleth are:

The HD IdP is responsible for users’ AuthN throwgty in-place AuthN

method.
The HD of an organization is the owner of its usielesntity information.

The FD SP trusts the HD IdP for assertions, whik KD user trusts the

HD IdP for AuthN and privacy conservation.
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« The FD in a federation is free from the burden séruadministration and
the HD is free from the AuthR decisions.

c¢) Pros of Shibboleth

The pros of Shibboleth are described below:

* The Shibboleth AuthN mechanism has numerous adgestgl) WSSO
AuthN across multiple FDs, (2) Each organizationynaaopt different
AuthN mechanisms and (3) It eliminates to authemti@ subject at every

remote SP instance.

* |n the Shibboleth architecture the HD IdP relediseised amounts of user
information to the FD SPs for AuthR decisions whaghrtainly conserves

the users’ privacy.

« Shibboleth provides flexible AuthR management whiohkes use of
users or group identifiers. This enables the FD t8P§gL) Leverage multi-
grained access control, and (2) Provide resourcesacconstraint on the

basis of the users’ attributes.

d) Workings of Shibboleth

Shibboleth offers resource or service access &r land Intra domain scenarios. The
HD IdP and FD SP use the metadata files, with na@hgrs, to exchange the AuthN
and AuthR data. These metadata files are usually XiMs. The purpose of these

metadata files is to precisely identify the prova&ledomains. Shibboleth works

(Figure 2.5) as below:

A HD end user requests a protected resource sttdbdeaFD SP (step-1). To
access a protected resource the FD SP requirgdDhielP user AuthN and AuthR
information. Therefore, the HD end user is rededdb the “Discovery Service (DS)”
to choose his/her HD IdP entity using a GraphicsétUnterface (GUI) (step-2). The
HD IdP presents a login page to the user, whicteddp on an AuthN mechanism.
The HD user submits his/her basic AuthN credettial he/she acquired from the HD
IdP in the registration process (step-3, 4 and 5).
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At this point, if a HD user is successfully autheated, the HD IdP then establish
a session (S) and create an authentication hahidléo( the authenticated HD user
(step-6, 7 and 8). The “H” communicates by a ugena(browser) and passes on the
“H” to the FD (step-9). The FD SP employs this “Hj' ask for an HD end user’s
“attributes” from the HD IdP machine (step-10). éftfetching the “attribute” from
the HD machine, it then is sent to the FD SP (4tEp-The requested attribute is
passed through a sequence of steps such as: (ifjgPthle attribute as found in a
system of catalog such as “LDAP”, (2) Assigningafie protocol encoders, and (3)

Finally, it is ready to be filtered for the propasfereleasing (step-12).

Shibboleth HD IdP machine does not keep any HD'sisessociated attributes.
For this purpose, it depends on the outer dataelstmses such as the LDAP
storehouse. The IdPs release an authenticated atisdyutes to the FDs for the
purpose of AuthR, associated to the FDs’ SP pdli¢ie., who can access a protected
resource) (step-13 and 14). The aim of these pglithat the FDs are interested in
what types of attributes about a particular homeaa authenticated user, in the
form of a metadata file, for an access control gged. The HD IdP employs the
“Attribute-Filter” which is an XML file that contais attribute descriptions such as the
attributes that are released to the FD. The inftonaequested for AuthR is passed
to the web service application in the HTTP heademf such as via the Apache

mod_shib adapter.
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Figure 2.5: Shibboleth architecture
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2.5.4 Federated Mode and Web Single Sign-on Relationship

In the FIAM mode, the HD IdP is responsible forleoting and maintaining the
integrity of a person’s virtual identity informatioand the FD SP for resource
(service) access which the HD users are of intaérestsing it. The user’s virtual
identity information may be any electronic informeat which is possibly associated
to a real physical person to identify this partesulser [34]. The purpose of the FIAM
mode is to manage and control the releases of ysmsonal information in any type

of electronic communication in a federated envirent{35].

Whereas, WSSO is an AuthN service, particularlyghexy true WSSO, used by
the FIAM to authenticate the HD user and then emgbhathe AuthN and AuthR
information with the FD SP. The SAML [17] works asnain inter-domain protocol
to exchange the AuthN and AuthR information betwdenHD and FD. Shibboleth,
an example of a federated mode, which will be dised next, provides the HD users
access to multiple resources (services) sited a ¥WB the WSSO facility. These
shows that the proxy trues WSSO and the federatedenare related concepts

because they are associated with one another.

2.6 Identity Masking Schemes

In a virtual environment, every subject (user) Isasne kind of credential (e.g.,
username and/or password) to be authenticated datified by for accessing
resources (services). To access a protected re&solgervice) the users must
demonstrate the ownership of these credentialsetanterested parties (e.g., IdP, ASP
or SP which is linked to the trust association leetmthe users and the parties). The
purpose of the identity masking scheme is to mhaskrésource (service) consumer
identity at different parties (i.e., maybe interrmal external to the user). The two
existing identity masking schemes are: (1) the irshibw and (2) the extended one-

show (in which identity masking is achieved vialiadbsignature [36].

In the multi-show scheme, the possession of crasntan be demonstrated a

random number of times without being linked and ldawt compromise the user’s
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identity anonymity. While, in the extended one-sheeheme, the user’s identity
anonymity and unlinkability is achieved through tmoption of a blind-signature. In
emergent unified security, tust and privacy framagw@ection 4.3.1.1), the focus is
on the blind signature practicality in FIAM modehél public key digital signature is
an example of a one-show credential scheme,; its,dadimd signature and advantage
over the public key digital signature, and how tiser identity privacy is conserved in
the one-show scheme through a blind signature sehemiscussed in the following

two sub-sections:

2.6.1 Public Key Digital Signature Scheme

The conventional public key digital signature sckeronsists of a: (1) private signing
function (S), and (2) public verifying predicate)(M@0]. The private signing function
(S) is known only to the signer. Whenever a mesgajés sent, it is first provided to
the signer to get a signature on this messagedgm), the S (m). Next, the verifier
performs a validation procedure to check the V @8n(m))'s validity. The main

problem in this scheme is:

e It cannot produce a signature (S) on the message simh as S (m),
without the knowledge of the signer. This issudairly raises a mesaage

(m) privacy concen because the signer can knowngssage (m) detail.

2.6.2 Blind Signature Scheme

The blind signature scheme [36] is based on an Bi§ial signature [37]. The blind
signature is the enhancement of a conventionalesyswith blind and unblind
functions (e.g., BF and BF-1). In this scheme, vaven a user wishing to sign a
message (m) he/she first blinds the message usenglind function (e.g., BF (m)).
Next, the user sends the blinded message to thersig get a signature on it. After
receiving the blind message, the signer signsdtraturns the S(BF (m)) to the user.

In the end, the user unblinds the message usingiribénd function to obtain the
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signature on the message (e.g., BF-1(S(BF (m)))(m))S The advantage of this
scheme over the scheme in section 2.6.1 is:

* The blind signature scheme is used to sign daga @ectronic data). This
data can later be authenticated in a manner witd@dosing a user’s
identity. In the blind signature, the signer: (Bsimo knowledge of what is
in the messages they signed, or (2) about the tsigggathat were obtained
by the receivers for their messages.

2.7 Trusted Computing (TC)

In the year 2000, the trusted computing or trugtiedform step was initiated by the
Trusted Computing Platform Alliance (TCPA) [38]idtrecognized as TCG [14]. The
TCPA's basic notion was to introduce or place triasd the computing platforms
(Figure 2.6) through an embedded TPM chip [16]. Tmre Root of Trust for
Measurement (CRTM) is the first component to rumirdy the boot process. This
CRTM may be physically located inside the TPM oteemxally. However, in either

case, itis always in a trusted state accordirtgedl CPA specification.
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Figure 2.6: Trusted computing group standards [14]
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Another reason behind the adoption of trusted caimgus of the conventional
security mechanism’s continuous failure to protedmputer systems against
malevolent software. The TCG notions related te thork are discussed in sub-
section 2.7.1to 2.7.4.

2.7.1 Trusted Platform Module (TPM)

TPM is a small coprocessor chip that performs misecurity functionalities (Figure
2.7): (1) private key protection like a smartcd@), RSA key generation, (3) signature
generation etc. The TPM also has many componenishvdonsist of among others:
(1) Endorsement Key (EK)-a manufacturer built-iny ke uniquely identify a
particular machine TPM, and (2) Attestation IdgnKeys (AIKs) (pseudonym keys)-
which helps to protect platform built-in key priyac
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ENDORSEMEMNT Registers (PCR s}

KEY (EE)
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Input/ Ouiput (LO)

Figure 2.7: Trusted platform module

In addition to the TPMEK and TPMAIK, each TPM alsontains Platform
Configuration Registers (PCRs). The main function RCRs is to verify the
anticipated machine (i.e., target) platform confaion to the challenger machine.
Each PCR register is made of 20 bytes (160bitsddwhich holds a specific machine
hardware & software “condition” hash (i.e., usingi/&1 scheme) digest. For
instance, PCRs are competent to accumulate a \arfgerof entities such as BIOS,

BOOT LOADER, Kernel and Application measuremeng.(icryptographic hashes)
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using the SHA-1[39]. PCR_EXTEND can be used for R@&nipulating. This is a

two step operation given as:

* In step-1, the current VALUE (i.e., measuremenugadf component) will
be accrued in the PCR, and then the hash of thisUFAis added on to
the existing PCR VALUE.

* In step-2, the ensuing structure of the SHA-1 ¢®rded in a similar PCR.

Later in the validation process, the accrued memsents are presented to the
challenger. This is to confirm that a machine’stfplan trustworthy configuration is

as proof to which the TPM belongs.

2.7.2 Trusted Boot

The trusted boot supports the remote machine phatfattestation (AuthN). On a
target machine (the machine which wants to attegplatform integrity states to the
challenger), the first trusted base is the “immlgdbase”, the CRTM, which may
reside in BIOS and is always trusted. Whenevetdhget machine is powered on the
control, it is always transferring to the “immutalidases” and is the first piece (i.e.,
CRTM) to be executed. The “immutable base” thensuess itself and then the BIOS
and stores the computed SHA-1 result over the Btotent in the TPM. This
mechanism is then utilized recursively, creatingomt time chain root of trust as

shown in Figure 2.8, to the next component unél@S has been loaded.
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Figure 2.8: Chain of trust
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2.7.3 Privacy Certificate Authority (PrivacyCA)

The PrivacyCA is a trusted TTP. The PrivacyCA ndedsave knowledge about each
organization machine’s valid TRM (i.e., TPMe), an RSA key pair, and the public
part (i.e., TPMkpubiic) Of the keys. The TPM key cannot be used due to privacy and
that is the reason to authenticate this particliRivl to an entity called a verifier. So
to protect the EK privacy, the pseudo (i.e., AIKHaRSA key pair) key is used to
obtain a certificate for the newly generated TqRMThrough this certificate, the TPM

then proves its authenticity to the verifier widspect to the AIK.

2.7.4 Attestation

In general, attestation is analogous to signingace of document, such as degree,
certificate etc. The signing process representsatibenticity and geniuses of a
respective document that it is issued to ‘X’ by thehority “Y’. However, to attest a
computing platform electronically and remotely, th€ novel concept called the
“Remote Attestation (RA)” is utilized. The remotéestation technique is used to
affirm two things: (1) That the remote machine eimé a genuine TPM and (2) Its
corresponding machine platform integrity is not poomised. The TCG remote

attestation scheme is discussed in sub-sectio#.2.tb 2.7.4.2.

2.7.4.1Remote Attestation

Remote attestation is a technique through whichlientc machine validates its
platforms (i.e., hardware and software) measuremend remote machine (also
known as a challenger). The main objective of thishnique is to let the remote
machine ascertain the degree of trust in the attestachine on the basis of the
measurement health status. The remote machineopatittestation architecture is
made of two key elements: (1) the IMA [15] or arther attestation scheme and (2)
the remote machine platform attestation protocbe Two main entities taking part in

a remote attestation scheme are: (1) a challengehime, and (2) a target machine.
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In remote attestation, the challenger is an ettty challenges the target machine
for its platform authenticity. The protocol used arg the challenger and target
machines is called the integrity challenge-respops®ocol. In a simple remote
attestation process, the challenger (e.g., a semaehine) challenges a remote target
(e.g., a client machine). The target machine traleas the requested component’s
integrity and returns it to the challenger. Theegrity measurement process between

the target and the challenger machines is depiotEgyure 2.9.

Attestation Attestation Response

Challenge Response A Positive
Start Prover L Validator
Platform Platform
Response
Not-
trustworthy

Negative
Figure 2.9: Remote attestation technique

The machine platform integrity process consista skries of measurement steps
starting with the CRTM. The CRTM consists of a bstvapping process which
measures the next component (e.g., boot-loader,aPpdications etc.) in the chain
and adds the measurement value in to the TPM.isnntianner, each component is
measured and the measurement is added to the THRdebe is executed. The
malevolent software cannot conceal its existenca machine platform. The reason
for this is that after storing the values in a TRM¢annot be rolled back until the
platform is rebooted. The IMA based attestation ma@esm, which is the most

practicable attestation mechanism, is utilizechia work and is discussed below.

2.7.4.2Mutual Attestation

The traditional remote platform attestation apploaupports only the remote
machine attestation (or remote AuthN) of a spec¢#iget machine. The problem with
this approach is that it is unable to carry outdhiestation (or check the authenticity)
of a challenger machine. The lack of mutual attestain between communicating
machines may bring along several machine platfoeouisty and trust issues. The
work presented in this thesis solves the existsgués by extending the remote
platform attestation protocol into a mutual machattestation protocol.
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This mutual attestation technique allows the compatimg machines: (1) to
build a mutual trust and (2) to validate each dsherachine platform trustworthiness’
state. The client and the server machines in ardéel® research collaboration
scenario (section 1.2) will use this mutual attéstaprotocol to prove each other's
platform trustworthiness. The flow of the mutualeatation technique is given in
Figure 2.10.

Agtestation Attestation
Feguest Fequest,

Platform Platform

Start . Prover - wvalidator

P Attestation
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Figure 2.10: Mutual attestation flow

2.7.5 Open Source Trusted Computing (TC) for JAVA

The trusted computing for Java platforms was itgtdaby the Institute for Applied
Information Processing and Communications (IAIK)13], Graz University of
Technology, supported by the European Commissiogpaasof the OpenTC project.
The objective was to develop trusted computing isesv for Java software
developers. The main packages developed by IAIKTiusted Computing for the
Java Platforms are [40]: (1) JTSS-TCG Software Ktaand (2) jTPM Tools etc.
These packages are described subsequently inltbeifms:

* |TSS The jTSS package is compliant with the TCG sofenstack which
is the key element of Trusted Computing platformibe key features
supported by jTSS are the TSS Device Driver Libi@{pL), TSS Core
Services and TSS Service Provider (SP).

* JTPM: The jTPM Tools consist of command line tool setsch represent
communication with the TPM and TSS. The JTPM Toatkage includes
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taking and clearing the TPM ownership, releasing cafrent PCR

registers, Extending the PCRs and the creationuotes etc. The basic
requirements for utilizing jTPM Tools are: (1) RedalPM hardware chip
or TPM emulator, (2) Root level (administrativeympéssion consent, (3)
Sun Java ver. 5 or above, (4) Running of the TC@pt@ant jTSS on a

machine, and (5) TC cert bundled in jJTPM Tools 0.7.

2.8 Integrity Measurement Ar chitecture (IMA)

In future federated identity and resource (serviaefess systems, mutual trust
formation among communicating stakeholders/entigdsecoming highly imperative
because of the emerging security threats (e.g.,whtals and Trojans) to the

computing platform.

2.8.1 What isan Integrity

In general, integrity refers to a particular pragrhinary possession which represents
this particular program’s secured state or the ridafecapability against unauthorized
alteration. For some programs’ integrity, contagrarans the program association
with the low integrity data [139] and to othersrtdation of the high integrity data
[140]. However, in practice, both meanings haverthen limitations [139], [140];
such as, in the first case, the programs frequeuntiythe low integrity data devoid of
being infected and in the second case, the apiglicatertification can become
extremely costly [15]. In addition to the above MBntroduced the IBM 4758 in
which the program integrity is ascertained by meahshe program code [141].
However, the disadvantage of the IBM 4758 is thavailability or impracticality of
these aspects in current machines [15]. To overcamk challenges, Sailor et al. [15]
introduced “IMA”, a more flexible and practical egrity measurement scheme for

computing platforms.

37



2.8.2 Thelntegrity Objective

The main goal of the integrity is to demonstratethie challenger machine that a
program integrity running on a target machine iigent to make use of a resource
(service) provided by the challenger. The progrategrity is a binary possession.
Therefore, utilizing the program integrity, the teager can detect the unauthorized

alteration of a program.

2.8.3 The Architectural Design of the Integrity M easur ement

The overall architectural design of the integritgasurement (Figure 2.11) consists of
three fundamental units: (1) The Integrity MeaswamAcquiring, (2) Integrity
Challenge/ Response and (3) Integrity validatidmese units are described in the sub-
section 2.8.3.1t0 2.8.3.3:
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Figure 2.11: Integrity measurement architecture

2.8.3.1lintegrity Measurement Acquiring Phase

The IMA is based on the boot time measurementh& oot time measurement,
whenever an IMA and TPM enabled machine is powergdthe machine takes the

measurement of all the loaded executables till l#s application is loaded. The
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integrity measurement notion steps are: (1) Fitlse BIOS measures (i.e., the
components integrity) the Boot-loader, (2) The Bloaider then measures the OS
kernel and (3) The OS kernel then measures theetbagpplications. The IMA
actually maintains the loaded components historyeoord in an in-kernel ML. The
ML holds the text report and the loaded measurermentponents’ corresponding
hash entries. The measurement is put into praasca 160bit outcome calculation in
the form of a SHA-1 hash function. The hash funci®applied to the files during the
booting of the system. The file actually holds tla¢a or executables which are loaded
during the booting process. To protect the in-kektie, the TPM is used to keep the
integrity value over the in-kernel ML. The TPM peots the in-kernel ML integrity
and the challenger can sense the unauthorizectadterto the in-kernel ML during
the integrity measurement validation step. The Tidds the Platform Configuration
Registers (PCRs), which are the protected datastergi to keep the integrity
validation value over the total number of measumsdaken during the booting
process. Therefore, the TPM PCR (e.g., 10 or 18j)egmtes any measurement using
the TPM_EXTEND function. For instance, if ] measusnts have been taken (i.e.,
M1, M2, M3, M4...Mj) then the aggregation of thesesilected the PCR are: SHA-
1(...SHA-1(SHA-1(SHA-1(SHA-1(0||M1) [|M2) ||M3) |[M4)[M]).

2.8.3.2Integrity Challenge/ Response Phase

The challenging party uses the integrity challereggyonse protocol to retrieve the
current ML and TPM_QUOTE. The steps involved in thiegrity retrieval and the

validations are described here:

* The challenger machine creates a 160-bit non-iakMitnonce and pushes

it in the integrity challenge request message tde/#rne target machine.

» After receiving the attestation challenge requdbg target machine
prepares the response which includes two outcongé¥: Signed
TPM_QUOTE and (2) Ordered ML. First, the target mae loads the
AIK, a 2048-bit RSA key, into the TPM chip whichksown only to this
TPM. For the TPM AIK public part, a certificate abtained from the

PrivacyCA. The generated signature actually assexidie PCR signature
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to the particular machine TPM. The TPM_QUOTE isegated by signing
the chosen PCR and nonce received in the integdylenge request with
the TPM AIK key private part. The ordered ML ande tlsigned
TPM_QUOTE are then returned to the challenge machman integrity

challenged response.

2.8.3.3Integrity Validation Phase

To validate the target machine’s integrity, theegrity validation unit consists of the

following steps:

The nonce validation is received in the integribalenge response. This
is to ensure that the QUOTE is not a replay attgcéin infected machine.

The TPM_QUOTE signature validation determines tWwimgs: (1) The
honesty of the QUOTED PCR values and (2) The QU@IINPM

authenticity that it is really the one on the a#danachine.

The Boot aggregate computation and evaluation ge@do the initial
measurement of the ML. This is to ensure that thet laggregate is not
tampered with. In addition to that, individually,adh and every
measurement in the ML is validated against knowondgbashes in the

Data Base.

To validate that the MLs have been tampered orthetML PCR value is
virtually recomputed. This process is started Wit initial measurement
of the ML until the ML is consumed. The outcometbé virtual PCR
value is then compared with the signed TPM PCRevéle., PCR-10). If

they do not match then the target machine attest#ils.

2.9 Summary

This chapter presents the background study whictersothe nature of the

technologies and notions that are used in this wéths chapter consists of nine
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sections. The first section provides the introducti The identity in the virtual
environment is discussed in the second section.idémgity and access management,
related basic processes and distinct modes arergeskin the third section. The
difference between the WSSO authentication systamdiscussed in the fourth
section. The fifth section coveres the FIAM modated elements and standards, and
a comparison between the federated mode and they pnee WSSO. The identity
masking schemes and their practicability are dsedisin the sixth section,
particularly the blind signature scheme. The taiseomputing and integrity
measurement architectural notions and technolagiesliscussed in the seventh and
eight sections, respectively. These sections algglam how IMA and TPM
integration can bring mutual trust and security agh@ommunicating machine

platforms. This chapter is summarized in the ngebtion.
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CHAPTER 3

LITERATURE REVIEW

3.1 Introduction

This chapter provides the pertinent allied researofk. The first section presents the
introduction of the chapter. The literature revieated to this work is presented in
the second section. The overall literature covethegrelated work to this research
area described in sequence in the five sub-secfidresfirst sub-section describes the
IAM mode failures and advancements. The trust aedrsty in FIAM is described in

the second sub-section. The unification of secutityst and privacy is discussed in
the third sub-section. The fourth and fifth subtgets, respectively explains the
practicability of the identity masking scheme ahd temote attestation techniques.
The analysis of the past works, and the secuntysttand privacy unification is

discussed in the third section. The fourth sectiammarizes this.

3.2 Literature Review

3.2.1 Identity and Access M anagement (IAM) Mode

The IAM concept is not new. Many offline IAM modémve been operating for
decades. The examples of common and widespreamheoffAM modes include
country passports, National Identity Cards (NICs\d adriving licenses issuers.
Different online IAM modes are used. Online IAM nesdevolved from isolated to

federated form and are classified into five basades: (1) Isolated, (2) Centralized
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(3) Distributed, (4) User-centric and (5) Federdtt@l, [21]. In online IAM modes,
the security, trust and privacy challenges involre: (1) User identity credential
security concerns (i.e., safe or not against ortlineats), (2) Trust in the user (client)
and home domain server (IdP) machine platformg,ttiey are really in trustworthy
state (i.e., the users credentials are protecte),(3) User identity privacy concerns
(e.g., some one knows the real identity and whiesources (services) are being
accessed). This section presents the reasons weteathier IAM modes (i.e., isolated,

centralized and distributed) were failed and thedsdor advanced IAM modes.

Table 3.1: IAM modes and technology aspects

Technology IAM M odes
Aspects Feder ated User Centric Centralized I solated
AuthN. IdP Through IdP Single major record Evecgasion
AuthR. SP SP centralized Every occasion
Identity locality | IdP User selected IdP Storedimajor Record| Detach SPs records
Trust Strong at IdP | Account divisions User dependent®ridB | Strong
Association security and privacy
Linkability Not linkable Not linkable Linkable Ndinkable
Anonymity Anonymous Anonymous Not anonymous Nobasr
Susceptible/ Dependent on| No protection after| Masquerade of user’s Fewer inducement
Vulnerabile the I1dP revealing the personal info.

information.

a) Isolated Mode

The reasons for the isolated mode (section 2.3failllye are [4], [10]: (1) Concern of
credential burden which introduced inconvenienceht users, (2) Users failed to
remember passwords, (3) Users cannot access thaces (services) sited in another
domain. The strength of an isolated mode that #essp the users information in
isolated way. Therefore, the isolation makes hardeombine the users information
for the purpose of precise users information matghiThe different user AuthN
mechanisims and policies also makes harder to aelie end user expediency. The

user information privacy is protected because tile@ves the organization boundries.

b) Centralized Mode

In Passport, an example of a centralized IAM mosdection 2.3.1.2), all user
information are stored in a central repository.i®@ase of any malevolent activity

nothing will be protected [41], [147], [148]. Th&vd main security problems in
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Passport wallet via Hotmail are identified in [4[43], [136] as: (1) reusing of cashed
AuthN information and (2) the cross site scriptinggs. In addition to those, the main

reasons of Passport failure, given in the followiag relative to its “trust model”.

» First, Microsoft participates in every transactioetween company “X”

and company “Y”.

* Second, the users attribute privacy concern: (Lrdsioft is in authority to
access each and every user attribute and (2) theofathe fine grained

polices (e.g., user attributes releasing policies).

c) Distributed Mode

In distributed mode the users identity informatierchange across a single or
multiple trust domains (i.e., witnin between difat domains or a single domains).
The distributed mode is an alternative solutiothi® centralized mode. However, the
user identity information privacy issue is assamiawith the design, execution and
distributed identity mode active life. In distrilrst mode the “globally unique
identifier” was introduced such as in X.509 basddl Bystems. However, the
problem with the “globally unique identifier” isehprivacy concern becuase everyone
knows everyone else’s “globally unique identifig@3]. The knowledge of the

“globally unique identifier” certainly raises usédentity privacy concerns.

d) User-Centric Mode

Traditionaly a user handles his/her multiple pesatoidentity credentials and
indentifiers by memorizing the credentials (e.gasgword) or recording their
identifiers on a paper. However, increases in thmber of these credentials and
identifiers causes the credentials and identifieamagement issue. To solve the issue
of multiple user credentials and indetifiers isslosang and Pope [23] introduced a
user-centric mode (section 2.3.1.3) which let tisers store their identifiers and
credentials from different SPs in a single tampesistant hardware device. They
merged a Personal AuthN Device (PAD) with an ismlamode. The Privacy and
Identity Management (IdM) for Europe (PRIME) [44)daOpenlID [45] discussed in

[46] are examples of a user-centric mode. The osetric approach solves the user
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credentials management issue. However, lackingaifgom trust in the user-centric

approach may raise security concerns.

e) Federated Mode

The concerns discussed above related to earlier lddes illustrate the needs to
develop a new IAM mode. In such a new IAM mode, dispersed HD organization
should be responsible but not the users [43]. Tlais lead to the federated modes
(section 2.3.1.4) which is based on a proxy trueSWRuthN scheme [3] or WSSO
[47], [134], [135]. The examples of federated maate (e.g., Passport, Athens,
Shibboleth [13] and CardSpace [48], [49]). The tdgrederation technology such as
SAML [17] fulfills at least some of the Organizatiéor Economic Co-operation and
Development (OECD) privacy guidelines by [50], [2:2@) Allowing the HD IdP to
create an arbitrary identifier for each user andT{2e attribute assertions should be
short lived (i.e., added by the HD IdP to the FD.S®e property “short lived” of an

attribute reduces, in the end of each transadtienFD SP control over the attributes.

3.2.2 Trust and Security in Federated I dentity and Accesss M anagement

Trust in general has been studied in a range ofenows areas and thus a lot of
dissimilar trust definitions may exist in the lidure. These trust definitions, in
dissimilar areas, may mean a bit different to eperson and the environment it is
used in. Therefore, this section first describew st is observed and exists in
different areas as well as in personal interactdh, the focus on trust in the FIAM

mode.

Trust in computer science signifies: (1) Peer dqualieasurement in Peer-to-Peer
(P2P) schemes [51], [151], (2) Web services trostMorld Wide Web [152] and
distributed environment [130], (3) Inspiration irmet online transactions and
recommender schemes [52], (4) AuthN technique tigieél signature names [53].
Trust, in literature, has also been defined in &oh (1) The sensation of security
(e.g., the subject’s feelings that he/she is setuan action/task) [54], [55], [121],
[131], [132], (2) Solace [56], [57] lack of fearo@e stated that for trust formation it

IS necessary that the subject who confronts a threst be eager to depend on
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another entity with the “sensation of security’tbe recommendation of the previous
entity [58]. This means that trust is important $omeone to feel secure in an action
or a task.

To some, trust signifies the level of confidence afparty in someone (or
something) [59]. Jgsang et al. illustrated thisttrdefinition clearly and completely
comprised the trust fundamental constituents ssch(l3 Reliance on the TTP, (2)
TTP trustworthiness, and (3) Associated threatght TTP if it is functioning
malevolently [21], [60].

Trust in existing FIAM modes is achieved in diffetevays such as: (1) Liberty
Alliance (LA) [61], [145] defines a Circle of Tru¢€CoT) to which the SPs and IdPs
adhere by signing a business agreement in ordgrgport secure transactions among
CoT members [24], (2) Trust association similaCwr is absent in the OpenlID [62],
[143], [144] because trust is shifted to the soewielon as of the application echelon
[63].

Table 3.2: Federated WSSO approaches and relgtedtas

Federated WSSO Approaches
OpenlD Microsoft Liberty Alliance | SAML Shibboleth
Passport

WSSO facility Yes Yes Yes Yes Yes
Attribute Yes Yes Yes Yes Yes
swapping
Dissemination | Obtainable Not freely Obtainable Obtainable Obtainable
type Obtainable
Security OpenID Microsoft reliant | IdP and SP Yes IdP and SP

reliant dependent dependent
Trust OendID Centralized Business and Agreements Agreements
Establishment | provider policy Lawful accords
Privacy Not entirely Not entirely To some extent sYe Yes
Scalability High Petite federations  High High High

Trust absence in the FIAM mode may raise secuitycerns [66], [67], [132]
because the FIAM mode connects previously isolaitections of user identity
information. Therefore, if a user's account at tés/ HD IdP were successfully
phished then the attacker would also have the dppity to access other associated

FD SPs [64]. Also, the security concerns [65], [12237], [138] are discussed in a
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Web Service (WS)-enabled FIAM: (1) Where the reeesf a message may not be an
ultimate destination and (2) Improper security nuees may result in the
unauthorized access to a user's personal informatiaoch will lead to the violation
of privacy [4], [5].

To overcome such security concerns, the TCG [145], [127] introduced a
hardware based security and trust solution. The @€fihes the trust as, “Trust is the
anticipation that a device will behave in a patdacumanner for a specific purpose”
[68]. Alam et al. further make clear the terminoésy “specific purpose” and
“particular way” [69]: (1) The term “particular maar”’ is concerned with the
guestion of how a task is expected to be perforarati (2) “specific purpose” refers
to a particular task or scenario, e.g., usage aflgect, web service access, or some

computational activity.

Therefore, in this work the trust definition in ederated environment is derived
from the TC notion. The TC trust definition is pisx to the trust in machine
platforms (i.e., BootLoader, OS and Applicationgegrity. The TC defines the trust
as “Trust in a device platform is the expectatibatta device will behave honestly
and faithfully to carry out a designated functigh.device can be any pervasive
device, a desktop (i.e., client) and a server (édp or SP) equipped with an entity
(i.e., TPM- a tamper-resistant piece of hardwaus® solution). So, in federated
research collaboration scenario (section 1.2) tbenen domain target's and the
challenger's machine platforms are said to be niiytueustworthy if both of the

machine platforms integrity is mutually validated.

3.2.3 Security, Trust and Privacy Unification

Watanabe and Tanaka [70] proposed a federated Astiiiéme using a cellular
phone: (1) to improve ID assurance and (2) to setiie AuthN in OpenID. They
solved the security and privacy problems in theanir OpenlD scheme. However,
their solution did not include the communicating amae’s platform integrity

measurement. Therefore, the user will be unawate aether he/she is interacting

with honest or dishonest FAPs or OPs.

a7



Lutz and Campo [71], introduced the identity toksoncept in Multi-domain-
Federations (MdFs). The purpose of this work walsridge the gap between security
(e.g., the identity of the user can be detectedhitely), and privacy (e.g., minimal
information sharing about the user). To protectuber’s privacy in the MdF, the user
in the FD is visible only with pseudonymity. Thisuayantees that no private
information will be kept at the FD. They examindt tuser identity security and

privacy but not the trust in machine platforms.

Dey and Weis [72] identified a key privacy concarthe OpenlD federated login
scheme. The concern is that the IdPs could poskitdythe user’s identity and track
his/her visit across multiple sites. In a proposeflition, they solved the problem by
pseudonymity and unlinkability which are achievédotigh a blind signature [36]
scheme. The concerns in their scheme are: (1) dkentstorage and (2) The absence

of client and the IdP machine platforms mutualsaétgon.

The idea behind the Shibboleth design is to easdotmation of federations and
collaborations [150] between the participating oigations [13]. The advantage of
Shibboleth over other FIAM modes is the privacysem@ation [43]. However, the
issues in Shibboleth are: (1) A lack of integratadrthe user AuthN mechanism with
that of the HD client and IdP machines’ mutual sttidon, (2) The absence of mutual
trust formation between the HD clients and the rakthine and (3) The FD resource
AuthR decision not made on the basis of the HDntlieand the IdP machines’

successful mutual attestation trusted attribute.

Hacket et al. [159] identified several significasicurity and privacy concerns in
BrowserID and WebID federated identity systems the¢d to be addressed in a
cohesive way. Singh et al. [73] introduces privaryst and policy based AuthR
framework for web and grid services in distributevironment. Kungpisdan [74]
presents a framework for agent based SET mobilepagient. Their proposed
solution is practicable because it is fully welltofged with the existing SET payment

infrastructure.

In addition to the above, Mond [75] discusses frpgvacy and security issues in
peer-to-peer environments. Karnouskos et al. [16¢ubses how security, trust and

privacy concerns are tackled in the Secure Mob#gnkent Service (SEMPOS)
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project from the technology and business modelpsets/e. Whereas, Rooy et al.
[77] discusses privacy and trust concerns in tharéulnternet because of unseen

users’ data collection.

The above discussion shows the previous stephévat been taken to bridge the
gap between SP (Security and Privacy). Howevebuitnl a unified STP framework
that combines some STP related aspects (in a diregteework) still does not exist.
Solving the STP puzzle in the future FIAM mode msiteresting but hard challenge.
The construction of PUSTPF for FIAM mode is disagsén the chapter 4 (section
4.2.2). For this, first STP threats are describedeiderated identity and resource
access scenario through a threat model. The tmneatel, given in section 4.2.2,
covers: (1) Weak AuthN, (2) The absence of a mutust formation among the HD
clients and the IdP machines’ platforms and (3) Hi2 clients and IdP machine
platform privacy-conservation in mutual attestatmotocol at the FD SPs. On the
basis of the identified threats two different hiddisframeworks (section 4.3.1) are
contributed: (1) The EUSTPF (section 4.3.1.1) widoles not include a TTP and (2)
The PUSTPF (section 4.3.1.2) which includes a TTP.

3.2.4 Practicability of Identity Masking Schemes

This section describes the Identity Masking ScheheSs) practicability in real

environment and particularly in a USTPF.

The identity masking schemes are anonymous crediectiemes. The purpose of
identity masking is to mask the original user'sntiy with a pseudo identity. In early
non-anonymous credential schemes such as in thic Ry Infrastructure (PKI)
[79], [108], the concern was about the user idgngitivacy (section 2.6.1). To
overcome such an issue, anonymous credential [80],or identification schemes
[82], [83] were introduced.

Chen [82] proposed one of the earlier anonymousrsels. The proposed scheme
offers the echelons of effectiveness vital for picable systems. However, the Chen’s

scheme suffered of privacy issue because of thgcipation of a third entity in the
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consumer’s registration activity. Damgard [84] pepd a complexity theoretic
primitive scheme, which is based on the “one-waycfion” and “zero-knowledge

proofs”, but the practicability of Damgard is loWhe general credential scheme [83]
has low practicability as well because it is costied upon the “one-way function”
and “zero-knowledge proofs”. Brands [85] introdudlke “Certificate based scheme”.
However, the major drawback of this scheme is thHt participating issuer

organizations must concur on pertinent “set of sgcuparameters. Therefore, to
build such a scheme in reality is not any easy.tAskwell, the other anonymous
credential systems [86], [87], [88], [89] are afsx yet possible to be implemented in
daily practices [72]. The main issue related to hswsrchemes in a practical
implementation scenario is the underlying mechargsmplexities that it is created

on.

Diffie and Hellman [90] introduced “a private siggi function” such as (Pvt-
SF)". The (Pvt-SF)” is only known to the signer’atlaority whereas the “public
verifying predicate” such as (Pub-VP) is in the Wiexlge of the validator. However,
to be in this scheme’s signature generation withthet knowledge of the signer’s
authority is not possible. To overcome the aforetineed issues, Chaum [36]
introduced a “Blind Signature (BS)” which is a ptieable signature generation
scheme. The BS improves the user’s privacy condeynssing a “Blinded Function
(BF)” and an “Unblinded Function (BF-1)". The EUSHRgiven in section 4.3.1.1) is
based on Chaum scheme. However, the EUSTPF is nagatigable (section 1.8)

because of the unavailability of an open sourc&ages [74], [78].

3.2.5 Practicability of Remote Attestation Techniques

Remote attestation in computing and mobile maclpfegforms is an emerging
research and distinct attestation techniques haga developed. The selection of the
attestation technique depends on: (1) The praitticafl the scenario, (2) Open source
technology availability, (3) Privacy concerns, (@)e possibility of putting it into
practice, (5) The complexity of the attestationesole and (6) The machine platform

measurement management.
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The IMA based remote attestation technique reli@s toe machine platform
measurement configuration (or binaries), Figure @jiven on the next page),
developed by the IBM T.J Watson Research Cente}. [TBe IMA is a most
practicable attestation technique due to fewer deriies and the availability of

open source technologies.
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Figure 3.1: Integrity measurement architecturestdateon scheme [15]

The Direct Anonymous Attestation (DAA) [160] (FiguB.2) was proposed to
overcome the issue of the recurring process ofimbthe AIKs’ certification from
the PrivacyCA in the TPM1.1b version. Through thaAscheme, the users can
obtain the AIK certification without the presendelte PrivacyCA. The DAA scheme
[91], [92] is formed upon cryptographic schemeg: dfioup signature, (2) credential
systems and (3) identity escrow. The new TMP1.Zifipation supports the DAA
instead of the earlier TPM1.1b. The DAA protocohsists of two stages [91], [92]:
(1) the enlisting stage and (2) the signing stage.

Platform

ATK, Sigazy (PCR)

et - soton [

proof: - Sigrs(DAA)
- Sigb,q,q(AIK|', Verifier, Time)

Figure 3.2: Direct anonymous attestation schem@][16
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The PBA [93] probably overcomes the security andagy issues in the external
networks introduced by the binary integrity measwat scheme. Distinct attestation
techniques were designed [94] which can utilizeRBA such as: (1) The Delegation
Based Attestation (DelegationBA), (2) DerivationsBd Attestation (DBA) and (3)
Enforcement Based Attestation (EBA). The PBA sch&asmeew and it still has many

challenges to overcome [94].

L..gend(D)

...receive(d

_________

aeal (P, D)

attest (P)

-

Figure 3.3: Property based attestation scheme [93]

Garris et al. [95] discusses the design and impieaten of a trustworthy kiosk
computing prototype. The proposed prototype is th@setwo protocols: (1) The first
protocol allows a mobile device owner to estabtisist on a public computer kiosk
before revealing any personal information to theskiand (2) The second protocol
allows a kiosk owner to verify that the kiosk isnning approved software. The
concerns in this scheme are: (1) The kiosk cansstss the mobile device platform

authenticity (or trustworthiness) and (2) Kiosktfdam privacy concerns.

A trustworthy AuthN scheme was introduced by [96]7] of which: (1) was
designed on the OpenlID concept and (2) makes uag@hote attestation technique
to measure, report and validate the integrity ofasyet machine. However, the
OpenID concept is different from other IAM systeriee OpenlID IdPs issue “global
identifiers” to their users through which the ustmsn login to any SP. In the rest of
the transactions, the 1dPs and SPs then refer dousier this “global identifier”.
Therefore, the problem of using a “global identifi©penID does not support any
anonymity or unlinkability [98], [142].

52



Ali and Nauman [99] proposed trust-aware web seavehitecture for enforcing
access control policies based on a client integriite which they called Integrity
Based Access Control (IBAC). The limitations insttscheme are: (1) The client
machine platform privacy-concern and (2) The clisite cannot assess the web

server platform trustworthiness.

Pashalidis and Mitchell [2] proposed a theoretiseheme that eliminated or
restricted the role of the ASP. The main contrifnutin this work is the design of an
integrity/challenge response based SSO protocdh®idocal true SSO scheme. The
concerns in their scheme are: (1) The architeataneplexity, (2) The client platform

privacy concern and (3) The absence of the magiatéorm mutual attestation.

Ali et al. [100] integrated a remote attestatiocht@que in a FIdM to strengthen
the client machine security. As the proposed sche&meonstructed on a remote
attestation protocol the main concerns are: (1) Thent cannot assess server

platform integrity, (2) The resource access ndkdohwith mutual attestation result.

Sailer et al. [115] propsoed the mutual attestagiod showed how at some point,
such as in the areas of Software as a Service ,(&t) and Cloud computing, the
bidirectional trust formation using TC attestatimthnique may play a major role.
Shane et al. [116] explained how to enable praiactigainst “crimeware” threats
such as rootkits, worms, keystroke-loggers, virwsss Trojans in open environments
using a TC technology. Zhan et al. [117] proposedrasted Grid (TG) model
utilizing the TC technology based trust and segusitlutions. They demonstrated
“how to construct a trustworthy sub-domain” for &Environment (GE) through TC
mutual attestation scheme. Caceres et al. [118epted mutual attestation scheme

for mobile devices.

The concerns related to federated resource (s¢r@ceess are discussed in
section 4.2.2. These concerns include: (1) The As¢éN and, AuthR and (2) the
trust formation between communicating machines. atoess federated resources
(services), the concerns associated with the iomait certificate based AuthN
scheme are: (1) The key pair estimation or calmnatthrough modern software

based attacks, (2) The storing of a private keyaonser system which probably
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increases the vulnerability of theft. The TPM pd®s: (1) protection of private keys

through pseudonyms and (2) machine platform mutiestation.

Bringing together the strengths of trusted computiechnology based mutual
attestation protocol and of Shibboleth to tackleusity, trust and privacy concerns in

a unified way, also practicability of the end protlis an important concern.

In addition of addressing the issue of securitysttrand privacy unification in a
federated environment the practicability issue setedbe solved too. Therefore, to
achieve this in federated scenario the major meatithn is carried out in the HD
organization, minor changes in the FD SP applicakvel, and the SP modules are
unchanged. The PUSTPF is compatible with the cuff@aM system infrastructure
(e.g., Shibboleth), whereas the EUSTPF is not [Mie practicability scope is
restricted to the framework scalability, flexibfiand simplicity — login convenience
[73], [74].

3.3 Past Works Comparison

The past works consists of: (1) related works wita author’'s last name and the

publication year (given in rows) vs. (2) the STH attestation scheme columns.

Table 3.3 (given on the next page) shows the pasksvhave considered the STP
unification in different styles (i.e., some focus the integration of the SP, while
others focus on the integration of the ST). Not ynahthe works focus on the STP
unification in a composite mode. Therefore, if sgrgets infected by a malevolent
activity then the corrupted server might misuse. (the adversary) the user’s

credentials to gain personal benefits.
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Table 3.3: The comparison of past works realtettiécsecurity, trust and privacy

Cantor et al. 2005 [12]

and mutual trust formation

Past Work Security Trust Attestation Privacy
Scheme
They provides communication link Not included Shibboleth provide privagy
security, but missing TC based securjty protection at the FDS

Dey et al. 2010 [72]

This scheme missing TC providsg

security and trust solutions

dNot included

The user privacy is protected
at the HD and FD

Ali et al. 2010 [100]

The TC security and trust solutions &

reRemote

used to protect only the client machineAttestation

platform integrity but not the IdP

The client platform privacy ig
not protected at the server

Klenk et al. 2009 [96]

TC solutions are used to harden
client machine platform security an

bring trust in it

hé&kemote
d Attestation

The client platform privacy ig

not protected

The client platform embedded T

C Remote

The client platform privacy ig

Sailer et al. [115]

. based security and trust notions Attestation not conserved at the Openlp
Leicher et al. 2010 [97] .
provider

Missing TC provided bidirectiona] Not included The user identity privacy (s
Lutz et al. 2006 [71] security and trust solutions protected via IDToken

The scheme not included TC mutuaNot included Not discussed
Watanabe et al. 2009 [70] | security and trust nations

The client platform integrity protecte Remote The client platform privacy ig
Pashalidis et al. 2003 [2] | via TC provided solutions Attestation not protected at the SP

The mobile platform user can find thatRemote Kiosk platform privacy is not
Gariss et al, 2007 [95] he /she connected to a secured anéttestation protected

trusted kiosk, but kiosk cannot

The client machine implanted with theRemote The client platform is not
Ali et al. 2009 [99] TC notions Attestation conserved

Incorporated TC bidirectional security Mutual The client and server privac

and trust establishment in enterpriseittestation against each other is not

Khattak et al. [74], and
[75]

and trust solution

scenario protected

TC bidirectional security and trugt Mutual The platforms privacy is not
Zahn et al. 2007 [117] solution is provided in the sub-domain Attestation conserved

Introduced TC mutual security and trustMutual The privacy of the interactin
Céceres et al. [118] notion mobile platforms Attestation platforms is not protected

Embedded TC Bidirectional security Mutual The user privacy is protected

Attestation

but the client and server
platform privacy is not

protected

3.4 Summary

This chapter presented the critical review of tssoaiated works pertinent to this

research. The introduction of the chapter was piexviin the first section. The second
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section discussed the literature review relatedhts work. The literature review
covered different IAM modes and the advancemerthese modes to show why the
early IAM systems failed. It also presented hovsttrand security are managed in the
existing FIAM mode, the unification of security,ust and privacy, and the
practicability of the identity masking schemes e treal environment. This chapter
also explains different machine platform attestatiechniques, the related challenges
of the existing attestation techniques and thetjwaality of the attestation technique
such as the implementation possibility in the re@ironment or experiments/ test-
beds. The comparison of the past works and theriggdnust and privacy unification
were discussed in the third section.
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CHAPTER 4

RESEARCH METHODOLOGY

4.1 Introduction

Constructing a framework is cyclical, which cotsief repetitive constructions and
examination steps prior to the achievement of tieedesign artifact [101]. The work
presented in this thesis is also cyclic in natuwhich consists of several phases to
refine the process of the framework constructiome Tresearch methodology
established for this work consists of four main s (Figure 4.1). The framework
foundation phase is discussed in the second seditimm third section describes the
design of the hypothesis. The test-bed prototyg@ementation phase is presented in
the fourth section whereas the assessment of éimefwork is discussed in the fifth

section. The chapter is summarized in the sixthi@ec

)

o
-— =]
Framework Foundation = =
A -
......................................... . 5 = =
- S L8
g = E S
g Design of the Hypothesis i §
Yo e B2
== FoL= S
—- e ey S a8 =)
g = E =
it i @ E
E; ‘Test-bed Prototype Implementation : : E ] -§
@ R
X e P
= .. = R
¢ - wn
: Assessment of the Framework = =
=]

Figure 4.1: Research methodology phases
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4.2 Framewor k Foundation

This phase forms a base for the designing of a PRFSThis phase is divided into
four sub-phases. The first sub-phase presents e gnd cons of the four basic
procedures of the FIAM mode. The threat model lier federated identity and access
mode sub-phase explores the flaws in the four hasicedures. The third sub-phase
presents the proposed PUSTPF aspects whereas tbkinmaplatform mutual
attestation technique selection is discussed iridineh sub-phase. Each of these sub-

phases is discussed in sequence:

4.2.1 Federated I dentity and Resour ce (Service) Access Scenario

In this work, Shibboleth is chosen to constructPteSTPF which uses the proxy true
WSSO design to access resources (services) imteedomain scenario. Shibboleth
fulfills the pros of each of the four basic fededhtidentity and resource (service)
access procedures [43]. However, Shibboleth doee tiee major cons in the four

basic procedures. They are described in 4.2.1412t4.4.

4.2.1.1Home Domain end User Authentication

The main concern in all the FIAM modes’, end usethN mechanisms, is that they
are used only to validate the end user identitgughenticity. The cons in Shibboleth

end user traditional AuthN mechanism are:

» Current AuthN mechanisms are lacking in identifyargd confirming the
HD end user and the IdP machines platform mututdgnity state or

authenticity.
» They are highly vulnerable to advanced ID thefe#ts.

* In HD, for security reasons, the end user putsfdflis/her trust in the HD
IdP for AuthN and needs to share all of his/hevatg information with
the HD IdP. So, if the HD IdP is not in a trustadts any more (e.g.,
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running with a malicious activity), platform sedyrias well as user data

privacy may be jeopardized.

4.2.1.2Home Domain end User Authorization
In all existing federated scenario the cons ofAb&hR process:
* In the FD, the resource (service) AuthR decisiores carried-out on the
basis of the user attributes which are generatenn fithe AuthN

mechanism. However, it is not on the HD client ddé machines

platform successful mutual attestation attribute.

4.2.1.3Trust Binding

In existing FIAM the cons of the trust binding:

» There is a complete lack of TC based mutual troghétion between the

HD IdP and the client machine platform.

4.2.1.4ldentity Masking

Practical identity masking techniques could solwe ¢énd user privacy problems but

the cons of this scheme are:
» Key existing identity masking schemes are imprattic

» Moreover, the practical identity masking scheme.(iblind signature)

protect the end user’s identity privacy.

* Shibboleth a standard FIAM solution conserves tleetid user identity

privacy in the FD via an alias.
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4.2.2 Threat Model for Federated | dentity and Access Mode

The cons of the four basic processes, discusseddation 4.2.1, clearly demonstrate
the flaws and vulnerabilities of the FIAM mode irhilsboleth. The flaws and
vulnerabilities can be illustrated through a threawdel, given in Figure 4.2. It
explains how these flaws and vulnerabilities coptsibly lead to STP risks. The
threat model is precise to the federated identtycerns in the Inter-domain resource

(service) access described below.

Phishing
via

: User credential : & Trojans
E theft 4

Rootkits

. platforms private -
: information sharing :

."'.\5"’«‘@‘ Pt - Missing of Mutual .
B . platform AuthN -

Home Domain (Internal Network)
@*Qg,é
A

Figure 4.2: Federated identity threat model

4.2.2.1Threat-1: Identity (ID) Theft

The end user’'s machine (i.e., client) is probalalyilg infected by a variety of ID theft
threats such as Phishing attacks by Trojans an#tit@itacks, etc. So, in the case of
any successful attack, the invader could possibl/the acquired credentials to gain

personal advantages.

4.2.2.2Threat-2: Dishonest Identity Provider

The HD IdP has to always be present online and éharge of authenticating the end

user and exchanging the authenticated user AutfdNAarthR claims with the FD.
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Therefore, a potentially dishonest (i.e., malevglé#D IdP could misuse the user

credentials if it is infected with any malicioudisity.

4.2.2.3Threat-3: Weak Trust Binding

The lacking of mutual trust between the communnzatnachines’ platforms leads to
security threats. So, HD IdP and client machinéscied by any malevolent activity
causes the trust ambiguity (e.g., whether the HP &hd client machines are
trustworthy to converse or not). In addition to tthtne FD does not have any
knowledge regarding the HD IdP and client machin@atform trustworthiness and

the resource AuthR in the FD is not on the bass tofisted attribute.

4.2.2 4Threat-4: Attested Platforms Privacy Anxiety

A mutually attested machine platform possibly raipéatform measurement privacy

risks.

4.2.3 Security, Trust and Privacy Aspects Specification

On the basis of the four basic federated resoufm®wices) access procedures and
threats discussed in section 4.2.1 and 4.2.2, césply, this section discusses the
PUSTPF chosen STP aspects/ characteristic (semrsetR.3). The chosen STP
aspects signify the STP unification to achieve theearch objective. The final
product, PUSTPF prototype, is then evaluated onbtss of the following chosen
STP aspects.

4.2.3.1Security Aspects

The PUSTPF security aspects are:

* The Fusing of the end user AuthN mechanism withnttaehines mutual

attestation technique.
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« To bring in preemptive threat detection capabiligcause the HD

machines have no anti-threat capability againsjafiand rootkit attacks.

» The prevention of the attested platforms securggentials traceability.

4.2.3.2Trust Aspect
The PUSTPF trust aspect is:

e The introduction of TMAP in FIAM to establish bidictional mutual trust

among interacting entities.

4.2.3.3Privacy Aspects

The PUSTPF privacy aspects are:
» The mutually attested machines platform credengialscy conservation.
* The mutually attested machines anonymity and ualiiky curing.

» Linkage of the resource (service) access in FD williusted-attribute.

4.2.4 Mutual (Bidirectional) Attestation Technique Selection

The literature review on the attestation schemeassias the selection of the most
practicable attestation scheme. On the basis ddttiestation sechemes pros and cons
IMA is selected to utilize it in the PUSTPF testhmwtotype experiment. The pros
and cons of each scheme described in 4.2.4.1 14.3.2

4.2.4.1Integrity Measurement Architecture (IMA)

The pros of the IMA [15] given below shows that tMA practicality is higher than

any other attestation scheme. In addition to tfratn the perspective of the HD

(Internal) network, in the PUSTPF prototype, alhsof the machine platform binary/
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integrity measurement most likely turn into the {202]. The pros and cons of the

IMA scheme are:
* The Pros:
o Open source tool availability (e.g., TC for the @&tatforms [40]).

o The PrivacyCA in the TTP based attestation schemeiges a
higher level of privacy than that provided by thé&/ scheme
[103], [104].

* The Cons:
o There are platform measurement privacy concerns.
0 There are software monopoly concerns.

o If the entity challenger is located out of the m&d network, then
the holding of the HD clients’ trusted certificateg the challenger
generates the trust uncertainties such as howheaexternal entity

be trusted when the user is not in a direct trespvaation.

4.2.4.2Direct Anonymous Attestation (DAA)

The pros and cons of the DAA scheme are [91], [92]:
e The Pros:

o In the DAA scheme, the target (client) machine agmoously
validates itself to, the verifier, show the posgessof a DAA

certif. acquired from the DAA issuer.

o It accomplishes “random base” DAA signature linkpi(e.qg., if
identical TPMs, for the identical verifier, two @om based

signatures cannot be associated with each other.

0 The key privacy feature of the DAA scheme is thaninimized

the role of a TTP.
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* The Cons:
o0 Highly intricate.

0 The unlinkability issue — Embedding of covert idgmng
information into the DAA certif. from the DAA Issuean link the
TPM'’s transactions to locate who the DAA certifldrgs to.

4.2.4.3Property Based Attestation (PBA)

The PBA [93] scheme is still in the early stages applicability in practical
distributed scenarios has several challenges thlahsed to be addressed [94]. The

pros and cons of the PBA scheme are [94]:
* The Pros:

o0 The properties probably conceal machine platforsteptibilities

by not unveiling the machine platform measuremeidits.

0 The properties preserve the attested machine {}Jgrgeacy at the
verifier (challenger) by not disclosing the idewtif the attested

machine measured pieces.

o Writing meaningful Access Control (AC) - policiea the basis of

the machine properties is an added advantage.
* The Cons

o The machine platform property scope clarificatian intricate
because the platform consists of diverse kind aperties. For
instance, to one person, property in a platform eany feature
(or behaviour) of a particular tangible or intadgiltomponent,

while to others, the whole platform may be a proper

o0 Attested machine platform property requirement @erstion is
important because the platforms of these propenmti@g be seen as

components, for instance, security allied propsrti&o, if a
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property consists of several sub-components sucbragentiality
(i.e., confidentiality is probably achievable by &SL [6] in a
transit or via encryption in a storage componeti) ¢hen probably

it would reveal extra information).

There are limitations of the software applicatiopedfic
properties. For instance, unavailability of sevegaheral types of
application specific properties that are possibdgatibed for the

software in every OS in every kind of hardware.

In real time systems, the issue of property cestfon is important.
For instance, the faith in a client's machine cguafation state is
that it complies with the configuration state wheis tested and

certified in the lab.

The issue of the properties’ reliance on each atharconcern. For
instance, property “A” depends on another propéRy for its
functionality. This issue arises when the previpusperty “A” is

not independent for its functionality from the &ttB”.

There are issues of property certificates beingkevor shared.

4.3 Design of the Hypothesis

The design of the hypothesis phase presents thentidt design and development

methodology used in this work. The design and dgrakent methodology is a

collection of actions and techniques which examitesprocedures, difficulties and

complexities in order to reduce the design and ldgweent requirements [105]. In the
development of the PUSTPF, the Rational UnifiedcBss (RUP) is used as a

software product development methodology.

The architecture designs of PUSTPF and EUSTPF iareissed in the section
4.3.1. The answer of the question that why PUST®Fhosen as final design

architecture is explained in 4.3.1.1 t0 4.3.1.2
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4.3.1 Possible USTPF Design Architectures

The two different kinds of design architecture ossible:

4.3.1.1Emergent USTPF / Non-Trusted Third Party Solution

A theoretical EUSTPF for federated identity andbtese (service) access is proposed
in Figure 4.3. The EUSTPF consists of: (1) A blgignature [36] and (2) A TMAP.
The beauty of this scheme is that the client aedRR/SP machine platforms must be
carried out through the machine platform mutuag¢sd#ttion protocol. So if: (1) the
client machine platform integrity check fails, théme SP/RP will not release a
resource to the client and (2) if the RP/SP macpladorm integrity check fails, then

the client will not release the acquired accessridk the RP/SP.

Foreign
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Figure 4.3: EUSTPF - With-out a trusted third party

However, due to impracticability and mutual platforprivacy concerns the
EUSTPF is not suited for federated resource (seyvieccess. Therefore, such
limitations of the EUSTPF lead this research tostautt a PUSTPF (section 4.3.1.2)
for FIAM which covers overall research objectivesdafulfills all STP selected

aspects.
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4.3.1.2Practicable USTPF/ Trusted Third Party Solution

As discussed in the previous section that the EWSH&s own limitations and does

not complies to the chosen research objective Thwexethird party based open

source and standard FIAM solution is selected i@ PUSTPF. The main entities

in trusted third party solution are HD user and,ldRd FD SP. The methodology is

given in section 4.3.2, whereas the PUSTPF desigritecture and implementation

will be discuss in chapter 5.
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4.3.2 Rational Unified Process (RUP)

Figure 4.4: PUSTPF - With-a trusted third party

The Rational Unified Process [110], [124] is a w@ite engineering process which

consists of techniques and phases to steers theasefproduct developer in his/her

activities [106]. The four main phases of RUP are:
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The Initiation: Inception The inception is a phase of the project initiati
The aim of this phase is the comprehension of #my e@equirements
gathering. The most significant deliverables in &rel of the inception
phase is the “statement of the scope (Table 4Qhapter 5 discusses the

system design, architecture and implementation.



Table 4.1: Statement of the scope

Title : Unified STP Solution for FIAM using TC Date: 21-04-2012

The Justification:

The main aim of this workt is to put into practice the USTPF for the FIAM using the Trusted Computing. The key
reason for building the USTPI is to assure that the HD users can access a resource (service) in the FD, through
the FIAM open source system (e.g., Shibboleth [12], [13]), on the basis of the HD client and IdP machines’
successful platform mutual attestation using Trusted Computing. Our research offers solutions to the: (1) problem
in the remote machine platform attestation protocol, (2) privacy problems in the mutual remote machine platform
attestation protocol, (3) problem of the missing mutual platform trust and security formation in the HD client and
IdP machines and (4) the problem of the missing resource AuthR in the FD on the basis of the HD client and IdP
machine integrity. The authors combine the strong and weak points of the Trusted Computing and the FIAM
system Shibboleth to overcome the problems in a unified style.

The Requirements and Distinctive

USTP solutions for the FIAM using Trusted Computing

Use of the IMA in the 7TMAP

Detection of malicious activities

Security and Trust between the HD client and IdP machines via the TMAP

HD client and IdP machine privacy conservation in at the FD by a “Trusted Attribute”
Extendible framework

NSk wN =

Integration of the 7MAP with a basic user AuthN mechanism

The Outcome Summary
Deliverables related to the management of the project: The statement of the scope etc.

Criteria for the Success

1. Satisfying the stated distinctive and requirements

« The Touching On: Elaboration After the collection of the project
requirements at the high level in the initial phade elaboration stage
mainly focuses is on the collection of the projexjuirements at the lower
level. The requirements collected at the lower llewe captured using
“use case models”. The elaboration phase’s maiivatables are the use
case models. This phase assists to identify thegireelated use cases and
the actors. The descriptions of the majority of ttee cases have been

constructed in Chapter 5.

 The System Design and Execution: Constrictioim the inception and
elaboration phases after adequate requirements lbese captured, the
system design and implementation may start, thre fiihase construction
is to be carried out. The main purpose of this phashe software system
development to the level of deployment. The maiivaies carried out in
this phase use sequence plus activity diagramsnaanaial in the system

design, system coding, interconnection of differdevices (computers
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using switch via LAN), attestation collector (daemp and validation

agents’ (modules’) development and integration.

* The End: Transitionr The RUP’s first three phases are the heart ef th
methodology for the software product developmenangition is the end
phase of the RUP, the main focus of this phaskasésting of the final

software product.

4.4 Test-bed Prototype | mplementation

4.4.1 Verification of the Hypothesis

The test-bed prototype experiment is used in thiskwas the verification of the
hypothesis instrument. The test-bed experimentagouirements are categorized in
the followings (4.4.1.1 to 4.4.1.3):

4.4.1.1The Pre-requisites Requirements

The declarations of the requirements given belowewgtilized as the prototype

construction prerequisite requirement declaration.

» The Hardware-based Security chip Ownership suches HD clients’
and IdPs’ TPM chips must be enabled, switched-nd,avned by the HD

administrator (e.g., IT support department of th dtganization).

* The HD administrator should generate the AlKs Ffar HD clients and IdP
set TPM chips, and enroll these AlKs with an HDstadl PrivacyCA.

* The HD clients’ and IdPs’ machines have to be cpméd with the IMA

configuration.

« The HD clients’ and IdPs’ machines must have thessdition collector

and validator agents. Each of these agents fuatteesub-divided into sub-
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agents, for instance the AttestationCollectorAgemtte divided into the
AttestClientSML, AttestClientPCR, AttestldPSML andttestidPPCR,
while the AttestationValidationAgent’s are dividedo the Validation of
the Received SML (VRSML), Validation of the RecaieCR (VRPCR),
Validation of the Received Nonce (VRN) and Validatiof the Received
Certificate (VRCertificate).

4.4.1.2The Hardware (H/W) Requirements

The Test-bed prototype development requires thevimg hardware apparatus:

Three machines: (1) the client, (2) IdP and (3)a&arranged. The client
and IdP machines must have been implanted with RM'T security

hardware chip. The client and IdP machines posd& and 2.5GB
RAM, 2.00GHz and 1.83GHz CPU, and each has a 40GpDH

respectively.

10/100Mbps switch and category.5e UTP cables to@cithe client, 1dP

and SP machines.

4.4.1.3The Software (S/W) Requirements

To construct a PUSTPF for the FIAM, the HD and Fiditees software requirements

are:

Machine 1- The home domain identity provider:
o Installed Ubuntu (9.10) Linux OS
o Installation of Java (e.g., jdk 1.6)
0 Apache (Tomcat) installation
0 Setting Light Weight Directory Access Protocol (LBA

0 Setting Java AuthN and AuthR Service (JAAS) etc.
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o Compilation - Linux Kernel ver. 2.6.35 with IMA

0 Using TC for the Java (tm) platform (i.e., JTSSPNM Tools and
PrivacyCA setting)

* Machine 2:- The foreign domain service provider:
0 CentOS 5.6 Linux OS
0 Log4ccp package
o Xerces-C package
0 XML-Security-C package
o0 XML Tooling-C package
0 OpenSAML-C package
0 Apache 2 (httpd) web server etc.
e Machine 3: The home domain client (user system)
0 Ubuntu (9.10) Linux OS installation
o Java (e.g., jdk 1.6) installation

o Compilation - Linux Kernel ver. 2.6.35 with IMA

4.4.2 Data Requirement and Analysis Approach

In this research experimentation is used to acqhieedata (section 6.2.2.1). The
obtained data (i.e., AuthN data, mutual attestatata and performance data) then
investigated and discussed (Chapter 6 mention hbrghe experiment Shibboleth
(i.e., IdP and SP), |TSS, jTPM, and IMA are usedctmstrust a PUSTPF. Since
Shibboleth IdP, jTSS, jTPM and IMA all are Java dihsonsequently Java is the
optimum option use to construct the machine platfonutual attestation. The detail

such as “how this is achieved?” discussed in Chéd&pte
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4.4.2.1Reasons to Choose Test-bed Experiment

The particular reasons for choosing the test-b@am®xent are given below:

* The majority of the past and current works relatedederated resource
access and trusted commuting in a web service amvient were carried
out using the experiments to validate their coreeptease refer to Table

3.3 (section 3.3) the past works analysis in Chégte

» The formalization of the PUSTPF is hard to moddél7]1 This is due to
“formal methods have limitations in that they beetoo complex when
applied to real systems because these systemsafjgraee too complex to

be practically modelled with formal methods”.

4.4.2 2Performance Measurement

The analysis of the mutual attestation performamemasurement (i.e., relationship
among the number of measurements and the attestatie) discussed in the section
6.2.1.2 (EUSTPF) and section 6.2.2.1 (PUSTPF). ddmparisions of the mutual
attestation performance (i.e., (i) client and semseHD client and IdP and (i) IMA

based attestation scheme comparision) disucsdbd section 6.2.4.

4.5 Assessment of the Framework

The result analysis and discussion of the acquiesdlts from the proof of concept
implementation and test-bed experiments are predentChapter 6. The précis of the

result analysis and discussion which will be disedsin Chapter 6 are:

TMAP proof of concept result analysis

Practicable framework test-bed result analysis

Comparison between the emergent and practicabéarseh

Mutual attestation protocol performance comparison
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» Comparison of proposed framework with existing veork

4.6 Summary

The framework foundation phase was discussed iseloend section of this chapter.
It explored the pros and cons of the four basiccedores, the threat model, the
chosen STP aspects and the available existingatttesschemes’ pros and cons. The
third section described the design of the hypothpease which covers the PUSTPF
test-bed prototype development methodology. Thiebied prototype implementation
phase presents the requirements in the fourthosedtidescribed the verifification of
the hypothesis, data requirement and the analpgiach. The fifth section lists the

assessment of the framework discussed in Chapter 6.
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CHAPTER 5

DESIGN OF THE SYSTEM ARCHITECTURE

5.1 Introduction

This chapter covers the the architecture desighetystem. The system architecture
in second section presents the different entit@s stakeholders), PUSTPF, and
comprehensive PUSTPF protocol architecture. Thed teection focuses on the
system architecture design of the PUSTPF functitiealthrough use-case, activity,
class, sequence diagrams, packages and classeslgordthms in the form of

flowchars. The chapter is summarized in the foséttion.

5.2 System Architecture

Establishing secure hardware root based mutual amasng different stakeholders in
a Federated Identity and Access Management (FIAWG challenging task. FIAM
provides a complete security model to cater difiersecurity aspects of online
resource management, such as identification, AutkiNhR and auditing. However,
some important aspects of security are still mgamnthe current FIAM frameworks.
Establishment of mutual trust among the stakehsldewvolved in an online
transaction need to be addressed in such a mahaemill not only cater to the
problems of unequivocal identification, AuthN, aAdthR but will also address the
challenges of verifying integrity and privacy ofetlplatforms involved. Therefore,
lack of mutual trust in federated identity and ese (access) systems can possibly
lead to several security threats. However, in fetdel identity and resource (service)

access environment sharing machines platforms ntyedead to the machine
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platforms measurements (security credentials) pyiv@ncerns in the Inter-domain

scenario.

This section presents the PUSTP system architeéturéederated identity and
resource (service) access environment (Figure Shg scheme comprehensive
architecture details are explained in the sub-sech.3.1 to 5.3.3 It leverages the
integrity measurement mechanisms in the hardwareedobased security and mutual
trust among different stakeholders. The Shibbo(Ethure 2.5) [12], [13] which is a
FIAM Systems provides a standard base, completa sparce implementation of
proxy true WSSO scheme within or crossways in diffié security domains. In other
words, it provides a complete implementation of lfeatures. Shibboleth is used to
protect sensitive resources from unauthorized a&ccasross organizational
boundaries. In proposed architecture for PUSTPRopmpe Shibboleth will be
utilized as test-bed target architecture. The nafi® behind selecting the Shibboleth

as target architecture can be explained from theviting sscenario:

Generally in FIAM, a HD client machine requestst@@rresource or service from
a FD SP. The FD SP machine and the HD client machie assumed to have no
former trusted association between them and th&FDnachine entails some sort of
AuthN information about the HD client machine befonaking any access decision.
The FIAM architecture is designed in such a marhat each and every HD user is
associated with a single or multiple HD IdPs maehiBince the HD IdPs machines
are inside the user’'s organizational structure, uber has trust over the HD IdPs
machine, which authenticates the users. The HD mashine authenticates the users
on behalf of the FD SP and provides the FD SP wiithN information associated
with the HD user. Thus, the FD SP machine makessacdecisions to allow or deny
access to a particular resource based on the Autiokmation from the HD IdP and

HD organizational policies.
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Figure 5.1: The PUSTP system architecture

In the above architecture description, the HD Id@ BD SP both play their own
respective roles. That is, the FD SP delegatef\thieBN mechanism to the HD IdP
that provide the HD user AuthN information to FD. SRis way, the FD SP does not
need to manage the HD user’'s credentials as theb&uwof users may vary from
organization to organization. The FD SP only utdizthis information in order to
make access decision and apply organizational ibgcpolicies. Therefore, the
current FIAM address the issues of HD user AuthNithR and auditing in a
sophisticated and widely accepted manner. Howether, problems related to the
verification of mutual integrity of different platfms involved in this architecture

remain unsolved.

Consider the scenario where a HD user’'s machirtegéia access to a protected
and sensitive resource is compromised or not imustedd state at that particular
instance. This is certain that such un-trustedoonromised platforms may lead to

several security threats in a highly sensitive pizmtion. Furthermore, the HD IdP
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machine authenticates the user and sends the Aiurfgdmation i.e., HD user
credentials to the FD SP for making access decidimat if the HD IdP machine
platform is tampered with a malware or in an urstied state at the time of AuthN?
The infected HD IdP machine platform can steal ugedentials and may misuse
these credentials at a later time by accessingehsitive resource. The FD SP also
needs some sort of assurance that both the HDt @rehldP machines platforms are
in a mutual trusted state when some sensitive resas accessed. This assurance
can be provided by employing mutual attestatiorhriegue in the current FIAM
solutions. Therefore, verifying mutual integrity ¢fie communicating machines
platform via mutual attestation protocol is oneh# important security aspects in the
FIAM that needs to be addressed. In addition tb ukang mutual attestation protocol
in FIAM may raise machines platforms privacy comserTherefore, to conserve the
HD client and IdP machines platforms integrity pgy at the FD SP and the HD IdP
machine platform integrity privacy to conserve ¢ tHD clients machines needs
careful considerations. Therefore, the disused Efi&llenges lead this research to
develop a PUSTPF for federated environment whicleagt combine some of STP
aspects specified in chapter 4 section 4.2.3. ThHesexjuent sections describe the
PUSTPF architecture and the implementation detdilsutual attestation technique
in the Shibboleth architecture.

5.2.1 Proposed System Architecture

There are a number of stakeholders involved in FRFSdrchitecture for FIAM. They
provide: (1) Integrated AuthN (e.g., user basiciuimechanism integration with the
TMAP), (2) Mutual trust and security formation thgh TMAP, (3) Mutually attested
machines privacy conservation in TMAP and (4) Resewr service AuthR decisions
on the basis of the HD clients and IdP machinesfgrtas’ successful mutual

integrity verification. Each of these stakeholdems described below.
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5.2.1.1Home Domain Stakeholders/Entities

The HD consists of two main entities: (1) Home Damelient machine and (2)
Home Domain identity provider machine. In a federathere may be many HDs and
each HD may have many clients, and each singlehtdPembedded with the TPM

and IMA configuration. The details of both entite® given here:

a) Home Domain User and Client Machine

In PUSTPF architecture the HD user has to knownudername/password issued to
him/her by the HD organization and this user ha® assigned a client machine
platform whose integrity is verified by the HD Id® time when the client request to
access a protected resource residing at the FDnS#der to verify integrity of the
client machine platform it is mandatory that thatfdrm must be a TPM-enabled
system. To leverage the capabilities of the TPM broader spectrum, there are some
prerequisites that need to be fulfilled by the HBDorganization prior to deploying

the architecture. The prerequisites are:

 The TPM residing at the HD client machine platformust be enabled,
activated and owned by the user and/or by the syatdministrator of the

HD organization where the client works (such in &M scenario

www.dod.org.

» Each HD client machine platform needs a specifiegtation Identity Key
(AIK) that needs to be created after taking the ewship of the TPM.

» According to TCG specification [68] the client’s ane AIK must be
registered with a PrivacyCA so that the TPM autieéigt can be
accomplished. (This can be done by deploying owivaByCA and
registering the AIK with it).

* In order to use the AIK in an attestation scenaite, AIK secret value
(generated at time of AIK creation) must be acddssio the Daemon-
Attestation_Presenter named here Attestation Gollekgent (ACAgent)

Daemon running on the client machine.
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Each prerequisites is performed only once during #ntire process of
deployment. The procedure on how to accomplish ethpserequisites will be

described in detail in the later sections.

b) Home Domain Identity Provider Machine

The Home Domain IdP machine is one of the majoitiestin PUSTPF architecture
that performs user AuthN on behalf of the FD SP hiteec The process the HD user
credentials in such a manner that it releasedatés related to the HD user that is to
be used by the FD SP machine in resource or sedeécision making process. Since
the FD SP machine protects sensitive resourced avitll releases these resources to
the HD client machine only in a scenario whereRBeSP machine can build a trust
association with the HD client machine as welltes ildP machine. In order to build
the trust among the entities involved (e.g., HRmliand IdP, and FD SP machines)
there must be an entity that is capable to perimutual integrity measurement of the
HD client and IdP machines platforms on behalf & &P machine. The FD SP
machine can also perform the mutual integrity mesment of these platforms

directly but it will give rise to several privacysues.

Firstly, in a federated identity and resource awise access environment there
are a large number of HD clients machines and eSP machine has to provide
them with different type of resources (e.g., séssitand protected resources or
normal and unprotected resources). The FD SP madms to maintain its own
security mechanisms and AuthR policies rather #itesting the integrity of each and
every HD client machine with-respect-to their HCP&dmachines, therefore, this is
not a feasible solution. Secondly, the FD SP machisually resides outside the
organizational boundaries of the HD client machjeg). in PUSTPF scenario both
client and 1dP machines are members of the HD deyeat of defense organization,
whereas SP machine sited at FD department of @seaganization). If the HD
client and IdP machines reveal their platform siégweredentials that are required for

integrity measurement, their privacy will no moeedbnserved.

Keeping in mind the above mentioned problems, tike $P machine must
delegate the process of mutual integrity measureneesome other entity. In the

current Shibboleth architecture the HD IdP macldae perform AuthN of the user
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but cannot assure the integrity of the client'stfplan. Since in the PUSTPF

architecture, the integrity of both the HD cliemtdaldP machine platforms are
validating therefore a better option for the muta&tgrity measuring entity should be
the HD IdP machine. The rationale behind this optis that in a federated

environment almost every HD organization has it$1ddP machine to authenticate
their HD users and the HD users already are awatheoHD IdP machine. For

AuthN, the HD clients machines already releaserthetdentials to the HD IdP

machine, so the possibility of releasing informatielated to their machines platform
configuration to the HD IdP is much higher and tiser is in strong trust association
with his/her HD IdP.

c) Corroboration Agent/ Service

Corroboration Service is a specialized entity thatually performs the mutual
attestation on behalf of the HD IdP and client niaef. The HD IdP machine
initiates the process of integrity verification aedless of the target machine platform
(e.g., client or 1dP) and the CS performs the miuntagrity verification. This means
the primary challenging party is the CS. The CS loara dedicated entity within the
HD organizational boundaries of the user or it t@nan internal part of the IdP
machine platform. For the realization of PUSTPFpposed architecture, the CS is
defined as integral part of the HD IdP machinefbuthe sake of clarity, it is termed
as a separate entity other than the HD IdP. In rgé&AM, there is no concept of
using CS as it is a specialized entity for perfergnmutual attestation only but in
PUSTPF, CS plays an important role by verifying malitintegrity of the HD client
and IdP machines platforms. In addition to that, @5 entity asset in this work is to
conserve the HD machines privacy because it ipéneof HD IdP and is responsible

for performing the HD machines mutual attestation.

5.2.1.2Foreign Domain Stakeholders/Entities

In FD and particularly in FIAM, SP is one of thereentities that provide users with
different type of resources and services. The Sfepts sensitive resources and is
responsible to enforce organizational policies taken access decision for the

resources. Since this work is proposing to verkfg mutual integrity of machine
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platforms used in PUSTPF architecture, so the $Rtended with limited changes to
incorporate the integrity measurement mechanisne. difanges made to the SP are
only limited to the application end of the SP ahd tore modules of the SP are not

modified.

Access decision to grant or deny access to a pkticesource is based on the
organizational policies and the attributes thatraterned by the IdP about the user
after successful AuthN is performed. The web semvening on the SP is responsible
for enforcing these policies and the decision mgkim allow or deny access to a
particular resource. In PUSTPF architecture, arliegimn is created that protects
certain sensitive resource to be accessed by mt.clibe application is responsible to
release the resource to the client after checkimg AuthN and the integrity
verification attributes released by the IdP. Sincehis work the mutual attestation
protocol performing the attestation of HD both tient and IdP machines platforms,
in order to build a trusted relationship amongehéties, so the application at the FD
SP shall check whether the mutual attestation batei resulted in true before

releasing the resource.

5.2.1.3Discovery Service (DS)

Generally, in a FIAM system each and every parigtporganization may have their
own separate HD IdP machine that performs Authlkhefusers on behalf of the FD
SP. Thus, in a federation there may have multiplemlbers of IdPs machines to
facilitate HD user’'s AuthN in its organization balaries. Each and every FD SP
machine must also be registered with these IdP$imes in a federated environment.
The DS is a specialized entity in the Shibboletth@ecture that is used to select a
particular IdP machine for AuthN among the avagaklPs machines in a federation.
When a user access a resource at the FD SP, ttf&PR@Bdirects the HD user to the
DS, which presents an interface to the HD userelecs their particular HD 1dP

machine. Once the HD IdP machine is selected teeiggedirected to that selected
HD IdP machine for AuthN by the FD SP machine. 8jrtbe DS plays the role of

selecting HD IdPs machines only; there is no neetidke any changes to it in order

to make it work with the proposed architecture. fineposed architecture and the
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modifications need to be performed in order to rpooate machines mutual
attestation mechanism in a federated identity aesource or service access

environment.

5.2.2 Practicable Unified Security, Trust and Privacy Framework

Federated Identity and Access Management (FIAM) enpbvides WSSO features
that are designed specifically to address the ssgsusecure online resource sharing
and collaboration among different HD and FD orgations. Shibboleth is one of the
most significant and widely adopted FIAM modes thadvide user’s AuthN, AuthR
and auditing in a privacy conserving manner. Howeaemajor limitation of almost
all of the current FIAM in general, and Shibbolethspecific, is that there is no
mechanism available for assuring the HD commumgatimachines mutual
trustworthiness and security in the online resousbaring system. A HD user
accessing a sensitive resource sited in a FD mayusevorthy. However, the HD
client machine platform and the HD IdP machine tha&t user used to authenticate
with and provide AuthN and AuthR information to tR® to access the resource or
service might probably be tampered with some madwar Trojans. This may
compromise the sensitive resources. This is a masue in the process of

establishing mutual trust among different entitresecurity critical organizations.

To alleviate these problems, a solution is propdaselbverages the features of
FIAM (e.g., SSO, password management, AuthR, aaglifrivacy etc.) and to
incorporate  mutual attestation technique to verthye integrity of the HD
stakeholder's machines platforms (e.g., client aldP) involved in online
collaboration among different organizations. Fumhere, in PUSTPF architecture the
concept of machines mutual attestation is proptsedt only verifies the integrity of
the HD client’s machine platform but will also Mgrithe integrity of the HD IdP’s
machine platform. This will build a secure and twerthy base for the FD SPs to
share sensitive resources with the HD users ircareeand trusted environment. For
the realization of mutual integrity verification oreanism in the architecture, the IMA
[15] (section 2.8.3) is implemented as a proof-@ficept. To understand the proposed

architecture and the overall system it is necesannderstand the information flow
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in the Shibboleth system. The information flow iil$oleth architecture is explained

with a simple scenario in section 2.5.3.2.

How the PUSTPF architecture incorporates the machitutual attestation
mechanism in the federated environment particularlthe HD (Figure 5.1). In
addition, what changes are made to the entitieslved in the FIAM system to

incorporate the mutual attestations are also dssxls

In essence, the incorporating integrity measurenmreUSTPF architecture can
be categorized in to two different phases: (1) dritg Measurement phase and (2)
Validation phase. In the first phase the trust tskare calculated and processed and

in the later phase validation is performed.

5.2.2.1Mutual Integrity Measurement Phase (MIMP)

The modifications carried out in the HD organizatidor mutual integrity

measurement is discusse here:

a) Home Domain Client Machine Modification

The HD client's machine platform is one of the mimsportant entities to be trusted
in a federated identity and resource or servicesgenvironment because sensitive
resources and services are meant to be releasked KD user. The HD user may be
trusted but his/her client machine platform may. Atterefore, a solution is proposed
that will validate the mutual integrity of HD cligs and IdP machines platforms prior
to releasing any sensitive resource to it. As dised earlier, that in order to verify the
mutual integrity of both HD client’'s and IdP macdbsnplatforms, it is mandatory that
the both HD machines platforms must be TPM-enabldee HD client machine
platform modification is presented in this sectignereas the HD IdP will present in
next section. For machine mutual integrity in thierk IMA is implemented as a
proof-of-concept implementation. Since IMA measuessh and every executable
loaded for execution and configuration files on tHB target machine platform
(client's machine platform in this case) and thepart these measurements to the
challenging party (CS) located at the HD IdP maehithe HD client's machine

platform need to be modified to perform the meamem and report it for
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verification. For this purpose, a Java based ACAdeaemon is developed that is

responsible for performing the following tasks:

It listens to the incoming attestation request fritve CorroborationAgent

(CAgent) and responds accordingly.

* It requests the TPM to execute a quote operati@r tve PCR values,
which store the measurements calculated by IMA thedreceived nonce
from the challenger. The quote operation means tteatTPM digitally
sign the PCR10 value by its AIK. How this AIK iseated will describe in

the implementation section.

» During attestation process it reads the Stored Measent Log (SML) for

reporting to the challenger.

* It processes the incoming SAML requests and outp&AML responses

during the attestation process.

The ACAgent_Daemon consists of different attestatiollectors that perform the
above mentioned tasks. The ACAgentt has its owmatioas to perform (Figure 5.1).
During the attestation process, when the ACAgenénian receive an attestation
request from the challenger, it first calls theeAtClientPCR. The AttestClientPCR is
responsible for performing the TPM quote operatibime attestation request contains
a nonce (i.e., a random number), the AttestClieRtR&kes this nonce and send it to
the TPM to perform the quote over the nonce and FXJR this work PCR10 is used
by IMA describe in Section 2.8.3). The AttestClif8R encodes the quote as an
XML node and populates SAML response.

Afterwards, the ACAgent_Daemon initiates the A®&ntSML to read and
extract the SML from the file system. IMA stores tAML in a specialized file system
on the hard disk. The file system is known as ssdsr The AttestClientSML
extracts the SML from securityfs and encodes itXdL node. For the sake of
pithiness, the quote over PCR10 and SML is termedrast tokens. Once the
attestation collector agents collect these trustns, the ACAgent_Daemon encodes

these tokens into a single SAML response. The tiagubAML assertion is known as
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attestation response. The attestation responsgusied to the challenging party i.e.,
CS for the process of verification.

b) Home Domain Identity Provider Machine Modificarti

The Shibboleth Identity Provider is, part of the Harganization, and its
implementation is primarily based alava Servletsvhich are built on top of the
Spring Framework. The HD IdP machine consist ofimlper of components that are
defined as interoperable XML data structures. TieI#P machine uses these XML
configurations to resolve different attributes tethto a HD user. TheoginHandler
component of the HD IdP machine is responsible gfind the AuthN mechanism
(e.g., username/password using LDAP in this workjist the HD user is
authenticated using the above mentioned mechartiem the requested attributes

related to the HD user are released.

The IdP uses different AttributeResolvers to regidifferent attributes related to
a particular authenticated user. Since the HD Iditlime does not store user’s
credentials and attributes, it just make use ofé¢heredentials and attributes that are
stored in separate data stores e.g., RDBMS or LDAR. AttributeResolver uses a
specialized component known as DataConnectors monmtmicate with these data
stores. Depending upon the nature of each data,stbe DataConnectors are
responsible for communicating with the data stome such a format that is
understandable by the particular data store. Furthie, the DataConnectors are also
responsible for mapping the returned attributesiftbe data stores to such a structure
that is understandable by the AttributeResolvers.

Shibboleth  framework provides different default @&@bnnectors for
communicating with different data stores (e.g., [BDéonnector, Relational Database
connector etc.). In the architecture (Figure 5dr)the AuthN mechanism, the LDAP
connector is used to communicate with the undeglfiDAP server but the default
AttributeResolvers and DataConnectors (DCs) cameotised to accommodate the
integrity verification attributes related to bothet HD client and IdP machines
platforms. For this reason, own AttributeResolh&rdeveloped which is known as
MutuallntegrityResolver (MIR) and a DC known as

MutuallntegrityProviderDataConnector (MIPDC). TheRicommunicates with the
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MIPDC to populate the MutualPlatformintegrity (MPaXtribute that contains the

mutual attestation result performed for HD clientladP machines platforms.

As mentioned earlier, that in order to achievegh ldegree of mutual trust among
the entities involved in federated identity andotgse or service access environment,
a mutual attestation technique is proposed that fivdt perform the integrity
verification of the HD client's machine platforni.the HD client's machine platform
is in a trustworthy state then the integrity veation of the HD IdP’s machine
platform will be performed. If both the HD entitiesutual attestation resulted in true
— assuring that both platforms are in trustworttates— only then the resource will be
released to the HD user. To achieve this, the MIRRIG the CS and sends the HD
client’'s machine IP address to the CS to perforsnintegrity verification. If the
attestation result is true then the MIPDC calls@® again to perform the attestation
of the HD IdP machine. The CS collects both the éffiities attestation results and
returns it back to the MIPDC. The connector thepysates the MPI attribute with the

result and returns it to the MIR.

In PUSTPF architecture the actual challenging péttgt initiates and performs
the attestation) is the CS. The CS may resideseparate entity or as part of the HD
IdP machine platform. In order to perform the HD cimaes mutual attestation
process, the CS requires the trust tokens be exfuby the HD client and IdP
machines respectively. The previous section desdribow these trust tokens are
collected at the HD client’'s machine platform. Thechanism to collect trust tokens
for the HD IdP machine platform is the same. Thees@&CAgent_Daemon is used to
listen to the attestation request from the CS @asgond with the trust tokens to HD
IdP machine. The AttestildPPCR and AttestldPSML ased to collect the trust
tokens. This concludes the measurement portioMéf in the architecture (Figure
5.1). The verification of these measurements ifopaed at the CS located at HD IdP

machine to assure that the HD target machine piatfe in a trustworthy state.

5.2.2.2Validation Phase (VP)

In this phase of the architecture (Figure 5.1), @ plays its role for performing
verification of the HD client and IdP machines fdains measurements to assure the
86



trustworthiness and security of the HD machinegf@iams. The machines mutual
attestation process starts after the successfuiMof the HD user is performed by
the HD IdP machine. After HD user AuthN, the HD Idfachine has to release HD
user’s attributes to the FD SP. Since in PUSTPRitacture the mutual machines
integrity validation of the involved HD machinesfibrms is carried-out, the MIPDC
residing at the HD IdP machine sends an attestaiqoest (including HD client’s
machine IP address) to the CS to start the HD mashimutual attestation. The
AttestationRequester_ Module at the CS generatasdom number i.e., nonce and
include this nonce in an attestation request.dhthends this request to the HD client
machine (since the client's machine platform adtiésh is performed). The rationale
behind including nonce in the attestation requsstoi ensure the freshness of the

attestation request. This will counter to sevesplay attacks.

The ACAgent_Daemon running on the HD client’s maelplatform generates an
attestation response as discussed in the secah B(a). The attestation response is
returned to the CS and it contacts different spieeid Attestation Validation Agent
(AVAgent) components to ensure the trustworthineSshe trust tokens and thus
ensuring trustworthiness and security of the HDggarmachine platforms. The
AVAgent uses different types of validation compaisesiccording to the nature of the
trust tokens namely ValidationofReceivedNonce (VRMalidationofReceivedPCR
(VRPCR), ValidationofReceivedSML (VRSML) and ValitanofReceivedCertificate
(VRCertificate). In proposed mutual attestationhtdque for federated identity and
resource or service access the validation compstiest asses the HD client machine
platform security and trustworthiness. If succels¢fien it will asses the HD IdP
machine platform security and trustworthiness. T¥ele validation process is

described in (a) to (d) below:

a) Validation of Received Nonce (VRN)

The nonce received in the attestation responskesked against the nonce which is
sent by the CS to the HD client machine in thesgdtéon request. If the received
nonce matches the one which is sent by the CS, ithessure the freshness of the

nonce and hence the attestation response is leggtiand not a reply attack.
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b) Validation of Received PCR (VRPCR)

The attestation response includes a quote oveP@iR10. The quote is performed by
the TPM. The PCR10 contains aggregate value thalhashes measured by the IMA
and signed by the TPM. The VRPCR utilizes the SMtluded in the attestation

response to re-calculate the aggregate value ofPBR10. It then matches the
received PCR10 value with its re-calculated aggeed®@CR10 value. Therefore, if

received PCR10 value is identical to the calculagdregate PCR10 value then this
means that SML values are not altered/ tampered dishonest) by a malevolent
software or man-in-the-middle attack. This way, ah eavesdropper somehow
manages to modify the SML in the attestation resppithe value of the PCR10
(signed by TPM) will be different from the one whiis re-calculated by the CS using
the same SML used by the TPM.

c) Validation of Received SML (VRSML)

The third and final check at the CS is performe@mwthe CS calls the VRSML for
validation process. The VRSML extracts the SML fridm attestation response and
iterates through all the entries in the SML. It dkewhether the hashes in the SML
that represents the executables and configuraties lbaded for execution on the
target platform is known-good hashes or not. Tdizeahis feature, the CS creates
and manages a database of known-good hashes. TBBIlRatches each and every
hash in the SML against the database. If all ofithghes successfully matched to the
known-good hashes in the database then it is ceregidhat the executables running
on the HD target platform are trusted and hence gla¢form is considered as

trustworthy and secure.

However, maintaining such a database is not aatrieisk. The CS needs to be
aware of the executables and configuration filealbtthe platforms that are to be
verified. In PUSTPF architecture, the CS only parfe the integrity verification of
the HD target platforms within the boundaries ofaganization; therefore the CS
requires keeping the record only for a limited nembof executables and

configurations.
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d) Validation of Received Certificate (VRCertifieqat

The CS also uses a specialized component for valgléhe certificates used in the
attestation process. During the attestation protess PM residing at the HD target
platform (i.e., client or 1dP) creates an AIK fagmiing the PCR value (known as
guote operation). The TPM uses its Endorsement (E&y in the AIK creation. The
private portion of the EK is only known to the peutar TPM and it never leaves the
TPM. The public portion of the EK is registeredtwd certification authority known
as PrivacyCA. This registration is done by the owafethe TPM. When the TPM is
asked to perform the quote operation over the P@Reg during the creation of
attestation response, the TPM sends the publidopodf the EK and AIK to the
PrivacyCA to confirm the validity of these keysn& the PrivacyCA is assumed to
know the public portion of the TPM, it checks thatcular EK against its certificate
list and if found, it signs the AIK with the publportion of the EK. All this procedure
is done only to ensure that a genuine TPM signsattestation response and not a
fake one.

The TCG has provided a standard implementatiom®fRrivacyCA. It can be an
authorized Certification Authority or an implemetma of the standard PrivacyCA
for an organization or a federation. In proposedhiéecture, since there is no
authorized PrivacyCA available, the standard img@etation of the PrivacyCA is
used. During the validation phase the CS perfoimescertificate validity check in
order to confirm that the attestation responsetti@aCS received was from a genuine
TPM and was not faked.

Once all the validators have performed their respeof validation, the CS then
combined the results and send it to the MIPDC megicat the IdP of the HD
organization. In this work, the mutual attestatodrthe HD client machine as well as
IdP machine platforms are carried out, the MIPDEcgis the attestation result of the
HD client machine. If the HD client machine attéista resulted in true (i.e., the HD
client's machine platform is in a trustworthy aretsre state), the MIPDC sends a
new attestation request to the CS (including HDddRachine IP address) to perform
integrity validation of the HD IdP’s machine plati®. The same process of integrity
verification is followed by the CS for validatinge integrity of the HD IdP’s machine

platform as discussed above for the HD client’s Imae platform.
89



When both the attestation processes mentioned areveompleted the MIPDC
again checks the attestation result from the CSifabdth the results are true (i.e.,
both the HD client and IdP machines platforms ara frusted state), it passes the true
result to the MIR. If any of the attestation resdlin false it will make the HD client
and IdP machines mutual attestation to false, thasMIPDC will pass false in the
result to the MIR. The MIR populates the MPI atitid with the result as true or false
depending on the result of the mutual attestafltre HD IdP machine then releases
the MPI attribute along with any other attributesatt are mentioned in the
AttributeReleasePolicy of the HD IdP machine. Hinahe HD IdP machine releases
these attributes to the FD SP, which verifies #leased attributes against its access
decision or organizational policies and makes aesg decision to allow or to deny

access to a particular resource by the HD clierghime.

5.2.3 Comprehensive System Ar chitecture Protocol

The section 5.2.1 to 5.2.2 describes the PUSTPFitacture for federated identity
and resource or service access using mutual dttestachnique. Those sections also
described the modifications needed to be made dorpoorate IMA based mutual
attestation technique in the Shibboleth frameworkis section describes the
information flow among different entities in PUSTR#Ehitecture. Figure 5.1 (section
5.2), shows the comprehensive architecture of tamdéwork and the information

flow among the entities.
The proposed architecture steps shown in Figureéstribed below:

1. The user located in the HD organization (www.dog)@pens a browser and
request a resource access sited at the FD orgamizaww.dor.org). After
receiving the request the FD SP then checks tif see requested resource is
an unprotected entity. If yes, then it simply reles the resource to the user
(Step 1 & 2).

2. In the second case if a resource is a shieldediresohen the FD organization

SP forwards the HD organization user’'s machine besvo the DS in order to
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select his/her HD IdP machine (in case of multipd#®s) and to get
authenticated. The user selects his HD IdP machimethe DS redirects the

user’'s machine browser to the selected HD orgapizddP (Step 3 & 4).

. The WSSO AuthN service at the HD IdP machine briagslD user to a

selected HD organization IdP log-in portal. The iEer then enters his/her
basic AuthN credentials (username/password) andHibeorganization IdP

machine then verify the user entered credentialnag the entries in the
LDAP (Step 5 & 6).

. Upon successful AuthN the WSSO service contactédigen Handler Service
residing at HD IdP machine to create a sessiorafétD user and sends a
handler to the user's machine browser. This handlarsed by the WSSO
service for providing WSSO features for this pataec user. If any other FD
SP in the federation request the HD IdP to autbat#ithis particular user, the
WSSO service at the HD IdP checks for any pre-exjstession and handler
for this user and then performs the next step witlpwsompting the user with
login page. In this way, during the session timaquethe HD IdP shall
provides WSSO AuthN for the authenticated user szcrdifferent
organizational boundaries (i.e., different FD SKS)ep 7 & 8).

. The user’s browser sends this handler to the mall ,sbdule residing on the
FD SP in order to proof that his AuthN is succes&tep 9).

. Since FD SP organization requires different attebuabout a user, the
mod_shib module sends a request to the Shibbobetmdn (shibd) running
on the FD SP to request the attributes about &pkt user from the HD IdP
machine (Step 10).

. The shibd sends a request to the Attribute Resohadule at the HD IdP
machine to release the attributes related to thech#nt and IdP machines
mutual attestation. (This request contains the emiitated user’'s AuthN
handler in order to know which HD user’s clientisdaldP machine attributes

are requested) (Step 11).
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8.

10.

11.

12.

13.

The Attribute Resolver checks its configurationsl aollects some of the
attributes (e.g., name, common name etc.) aboutiihelient machine from

the underlying LDAP server using the default Data@xtors. Since in the
architecture, the mutual integrity validation oétHD client and IdP machines
(i.e. HD target machines) platforms. So for thigpgmse a new MIPDC is
created in this research work. The Attribute Resotontacts the MIPDC for
the required MPI attributes (Step 12).

The MPI attribute needs the mutual attestatione@érformed. The MIPDC
first send an attestation request to the CS tooparfattestation of the HD

client’'s machine platform (Step 13).

The AttestationRequester_Module residing on the (& Part of a HD
organization IdP machine) then generates a nondecegates an attestation
request to send to the ACAgent_Daemon running erHi client's machine
platform (Step 14).

The ACAgent_ Daemon at the HD client machine imat the
AttestClientPCR and AttestClientSML to collects tinest tokens (PCR10 &
SML) from the HD client machine TPM. The HD clienmtachine TPM
performs the quote operation over PCR10 value. A\gent_Daemon
collects these tokens and sends it back to thestatienRequester_Module at
the CS (Step 15 & 16).

Upon receiving the trust tokens for the HD cliergahine, the CS initiates the
ValidationofReceivedPCR and ValidationofReceivedStdlvalidate the trust
tokens respectively. The CS also checks the a=téivalidity by contacting
the PrivacyCA and uses its validation databasetibwthe hashes in the SML
against the hashes in the verify database. Iniaddib that CS also performs
the ValidationofReceivedNonce by comparing the iremk nonce that it sent

in the earlier attestation request message. (Step 1

The CS combines the validated results and encddas XML node. This
result is then returned to the MIPDC at HD IdP niael{Step 18).

92



14.

15.

16.

17.

18.

19.

20.

In this work the mutual attestation of the HD ctiand IdP machine platforms
is carried out, then the MIPDC shall checks thestdition result of the HD
client machine. If the result is false (i.e., HDeal’'s machine platform is not
in a trustworthy state) then the Steps 20 — 25uffei¢.1) will not be processed
(Step 19).

If the result is true (i.e., HD client's machinaibrm is in a trustworthy state)
then the MIPDC again sends an attestation requeshe CS to mutually
verify the integrity of the HD IdP’s machine platfio (Step 20).

The AttestationRequester_Module residing on the ga8 of the HD IdP
machine generates a nonce and creates an attestaguest to the

ACAgent_Daemon running on the HD IdP’s machinefptat (Step 21).

The ACAgent_Daemon at the HD IdP machine initidbesAttestidPPCR and
AttestldPSML to collects the trust tokens (PCR1(®BKIL) from the HD IdP
machine TPM. The HD IdP machine TPM performs thetewperation over
PCR10 value. The ACAgent_Daemon collects thesen®lamd sends it back
to the AttestationRequester_Module at CS part efHID IdP machine (Step
22 & 23).

Upon receiving the trust tokens for the HD IdP nmiaehthe CS initiate the
ValidationofReceived PCR and ValidationofReceivedStd verify the trust
tokens respectively. The CS then also checks th#ficate validity by
contacting the PrivacyCA and uses its validatiotadase to verify the hashes
in the SML against the hashes in the verify databés addition to that CS
also performs the ValidationofReceivedNonce by canmg the received

nonce that it sent in the earlier attestation retjmeessage. (Step 24).

The CS then combines the validation result and @ged as XML node. This
result is then returned to the MIPDC at the HD mhd&chine (Step 25).

The MIPDC collects the mutual attestation resutt passes this result to the
Attribute Resolver at HD organization IdP machiSéeps 26).
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21. For HD machines mutual attestation, MIR is creaad populates the MPI
attribute with the mutual attestation result anddsethis attribute to the
Shibboleth Daemon (shibd) running on the FD SP inac{Step 27).

22. The shibd passes the attributes to the FD Shidb&Btmodule (mod_shib) in
order to apply its resource access policies andkclhiee attributes values

against its organization policy (Step 28).

23. The mod_shib is responsible to apply organizatiseaburce access policies
according to the value of the attributes (e.g., MPtrue or false). It contacts
the application that is protecting the sensitiv@rece and makes the decision
to allow or to deny the resource to the HD cliertciine on the basis of HD

client and IdP machines successful mutual attestaésult (Step 29).

24. According to the access decision in step 29, teewee is either released to

the HD user or the access is denied for this pdatiacesource (Step 30).

5.3 System Ar chitecture Design

This section describes PUSTPF functionalities tghodifferent diagrams such as
use-case, activity, class, sequence diagram, paskand algorithms flowcharts
(5.3.6):

5.3.1 Use-Case Diagrams

The use-case diagram is used in capturing the myBiactional requirements. The
functional requirements are the behaviors of tistesy. The behavior maybe a single
service and a function (or group of services astidathat a system is obligatory to
carry out. The use-cases described below explonengber of groups of funtions of

the system:

94



5.3.1.1Use-case Diagram-1

Figure 5.2 illustrates the HD user AuthN using basiuthN mechanism with the HD

IdP machine. The SP role to protect a resourcervice it provided.

Home Domain User AuthN with Basic AuthN

Credentials

User Agent <<includes>>
(www.dor.org) Protected SHIP

Resource (Service) Component l

Service Provider
Client Machine
Machine
Username/
Password
‘ WSSO AuthN Services
(https://IdP.dod.org...)
Attestation
Identity ProvéaR !
yiaatiod Collector Agent

Corroboration

Attestation
Validater Agent

Home Domain

Foreign Domain
(www.dod.org)

(www.dor.org)

Figure 5.2: Use-case diagram-1

5.3.1.2Use-case Diagram-2

Figure 5.3 shows HD client and IdP machines mutitdstation. This step will
execute only if the HD user is successfully autivated to the HD IdP using his/her
basic AuthN credentials.

Home Domain IdP and Client Machines Platforms
Mutual Attestation

Sewvice Provider
Machine

Client Machine|

Figure 5.3: Use-case diagram-2
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5.3.1.3Use-case Diagram-3

The use-case diagram given in Figure 5.4 show$tAM mode functionalities that

the HD and FD organization may carry out.

User AuthN, HD Client and IdP Machines Mutual Attestation, and Resource (Service) AuthR in
FIAM Mode

Identity Provider
Machine

(@HED

Service Pravider

0@

O Machine
m <sincludes=>
\\rr“i”ry A Collectors :
Cliert Machine
Home Domain Foreign Domain
(www.dod.org) (www.dor.org)

Figure 5.4: Use-case diagram-3

5.3.2 Activity Diagram

An activity diagram represents the system behavarsactivities. The activity

diagram for the proposed scheme is given in Figufe The user may access two
different resources (services): (1) the protecesburce (services) which requires the
HD user AuthN, and the HD client and IdP machinagual attestation processes’
successful execution. (2), the unprotected reso(seevice) may not require user

AuthN and AuthR processes execution. The coreefrdmework is Mutual Integrity
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Provider Data Connector (MIPDC). The MIPDC has ¢hmajor functions: (1)

Extractions of the HD client’'s and IdP’s machin&s dddresses, (2) Initiating the
attestation process by sending the HD client's #&dl's machines IP to the
CS/CAgent and (3) Attestation result collectioonfr the CS and encoding it to
populate the MPI attribute.

System Activity Diagram

Resource Request

Unprotected

Without AuthN

CAgent/CS

Attestation Response

Attestation Requests

Cllenl IdP °' ent

IdP i )
——
Client AC Agent IdP AC Agent \ / Client AV Agnet IdP AV Agent

AMeleIlrnlSML) (Al\elelleanCR Attest lIdPSML) (Alle lIdPPCR)

\g

VCertificate

( ven ) veeen )( vrsu ) ((VRoericate )

\\15/

Figure 5.5: Activity diagram

5.3.3 Class Diagram

Figure 5.6 shows the interactions of different séms of the system architecture
(section 5.2) and relationship among each othee MHPDC class has five major

roles: (1) Extortion of the HD client machine IPdagss from requests accessing a
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protected resource at the HD IdP machine, (2) Kifkhe requested target machine
attestation procedure by forwarding the target nmeckP to the CS, (3) Collects the
HD targets machines attestation outcome, (4) Cauy the HD IdP machine
attestation and (5) Encoding to populate the attedMutualPlatformintegrity (MPI).
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Figure 5.6: Class diagram

5.3.4 Sequence Diagram

Figure 5.7 illustrates the scheme (section 5.2ueece diagram in which a user

requests a protected resource sited at the FD iaegaom. It also shows the necessary
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operations which are carried out before the reledseprotected resource to the HD

organization user.

HD Organization FD Organization
> < *
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.
ttps:/
Resource Request b
htps:/{ Request un/FwD L fedirect to HD I8P
ttps:/} Enter UN/PWD Hondk!
SAMLbased Attectation Query
Imvoke Cagent
client Attestation = e
n if Query L
Perform
PCR_Quote -
SMLReading Perform Validation
VRN
VRPCR |
Attestation Response i !
AN vesnificats L aestaton
................ > "
3 (e
L : PRI
| i
H | |
i | invokecage H
| ideatestton Lo MOKECAEEM
Query i
Perform validation |
VN H
VRPCR 1 [
VRSML —| Attribite=hPI i
True} ,J ______________________________
T
Perform ' !
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H
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Figure 5.7: Home domain client and idp MA sequetiegram

5.3.5 Packages and Classes

5.3.5.1Home Domain Client Machine Attestation Collector

The packageustpf.ima.net.clientonsists ofattetstaioncollectorsub-package. The
sub-package consists #tesstClientSMland AttestClientPCRclasses (5.2.2.1 (a)).
The agent DaemonAttestationCollectorAgenistens to the HD IdP machine
attestation request. THessServicandXmlServiceprovide the trusted computing and

Xml related services in attestation process.
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1

1

| pustpf.ima.net.client

pustp.ima.net.service

pustp.ima.net.service::-TssService

pustpf.ima.net.client::MainClient

pustp.ima.net.service: XmlService

pustpf.ima.net.client::D:

Agent

1

7| pustpf.ima.net.client::attestationcollector

+-AttestCli

attestationcollector::AttestClientPCR

1

| pustpf.ima.net.cservice

pustpf.ima.net.cservice: IMAHDClientService

pustpf.ima.net.cservice::IMAHDClientService Thread

Figure 5.8: HD client machine attestation colleqtackage

5.3.5.2Home Domain Identity Provider Attestation Collector

The packagepustpf.ima.net.identityprovideconsists of attetstaioncollector sub-
package. This sub-package further consistsAtdsstidPSMLand AttestidPPCR
classes (5.2.2.1(b)). The agddhemonAttestationCollectorAgefistens to the HD

IdP machine attestation request. TresServiceand XmlServiceprovide the trusted

computing and Xml related services in attestatimtess.
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1 1

pustpf.ima.net.identityprovider pustpf.ima.net.service

— I

pustpfima.net.identityprovider:attestationcollector

pustpf.ima.net service:: TssService

attestationcollector::AbstractCollector

]

pustpf.ima.net.cservice

attestationcollector:: AttestidPPCR pustpf.ima.net service:: XmiService

attestationcollector::AttestldPSML

pustpf.ima.net.identityprovider::DaemonAttestationCollectorAgent

pustpf.ima.net.cservice:: IMAHDIdPService

pustpf.ima.net.cservice: IMAHDIdPService Thread

Figure 5.9: HD identity provider machine attestatomllector package

5.3.5.3Home Domain Target Machines Mutual Attestation détion

The packagetbed.pustpf.ima.net.avagentonsists of a sub-package such as
tbed.pustpf.ima.net.avagent::servicesThe tbed.pustpf.ima.net.avagentpackage
consists of Target and MutuallntegrityProviderDataConnectorclasses. The
tbed.pustpf.ima.net.avagent::servicessnsist of XmLServices LogHashSlotinand
LogHashSlotinInquiryProduceclasses. Th&XmiServiceslass provides Xml related

services, whereas the LogHash classess providelasteéng services in attestation
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process. Th& RN VRPCRandVRSMLcomponents are used to validated the returned
nonce, PCR value and SML

1 1

thed.pustpf.ima.net.avagent thed.pustpf.pustpshib

AN ~ ~ &

tbed.pustpf.ima.net.avagent::services

services:XmlServices services::LogHashSlotin

services::LogHashSlotininquiryProducer

tbed.pustpf.ima.net.avagent::Att i i p pti

tbed.pustpf.ima.net.avagent::OutcomeModes

tbed.pustpf.ima.net.avagent::Target

tbed.pustpf.ima.net.avagent:VRN

tbed.pustpf.ima.net.avagent::VRPCR

tbed.pustpf.ima.net.avagent:: VRSML

tbed.pustpf.pustpshib::Mutualintegrity ProviderDataConnector

thed.pustpf.pustpshib::MutualintegrityProviderDataConnectorFactoryBean

tbed.pustpf.pustpshib::Mutuallntegrity ProviderDataC DefinitionParser

thed.pustpf.pustpshib::MutualintegrityProviderDataCi Handler

Figure 5.10: HD target machine attestation validaggent package
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5.3.6 Flowcharts

The section 5.3.6.1 to 5.3.6.5 discusses the usescactivity and sequence diagrams

algorithm in the form of flowchart.

5.3.6.1Flowchart 1: Use-case Digram -1

Figure 5.11 shows the flow of user basic AuthN pescin Shibboleth architecture.
The user keyin first his/her basic AuthN credestiét.g., UN/PWD) to the login
screen prompted by the HD IdP. The details of Stlgth basic user AuthN process
explained in section 2.5.3.2 (d).

HD user open the
browser

v

/ HD User type the FD SP address /

!

/ HD user redirection to HD IdP

!

HD user enter login credentials to the
prompted login page

-—

H Falsea

True
Handler service push the handler
to the FD Shib module {mod_shib)
Shib module (mod_shib) request usear
attribute from Shib dasmon (shibd)

J

Shib dasmon (shibd) requeast usear
attribute from HD A8

]

HD AL collects attribute from LDAP and
forward it to the shibd

l

Shibd passes the attribute 1o the Shib module to
apply the organization policies on the attributes

Resource
release = 7

True

/ Release the resource /

Figure 5.11: HD user AuthN with basic AuthN credaist
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5.3.6.2Flowchart 2: Use-case Diagram-2

Figure 5.12 shows the flow of HD IdP and clienttfglems mutual attestation process.
The mutual attestation process executes afterubeessful run of user basic AuthN

process. The details of mutual attestation proeggkined in section 5.2.2.1.

Anribute - user or maching
platforms mutual Attestation

Altribute Resolution /

Default
DataConnector{DC) l
DataConnector (DC)
LDAF
CS/VS = AR_Module
/ Attribute (pseudo name) /L
HD Client =
ACAgent_Daemon
/ CS/VS = AVAgent_Daemon /

HD client machine
attestation result =7

Abort = HD IdP platforms
attestation not perform

True

CS/NVS = AR_Module

HOD IdP =
ACAgent_Daemon

!

/ CSIVS = AVAgent_Dasmon /

Abort = HD client and IdP
platforms attestation faild

HD IdF machine
attestalion result =7

True

HD cleint and 1dP platforms
mutual attestation successful

Default DC or MIPDC passes mulual
attestation result to Attribute Resclver

Stop

Figure 5.12: HD IdP and client machine platformdumatlattestation
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5.3.6.3Flowchart 3: Use-case Diagram-3

Figure 5.13 shows the flow of the HD user AuthN atid IdP and client machine
platforms mutual attestation processes. The detdithe HD user AuthN by basic
AuthN credentials and HD client and mutual attéstaprocesses explained in section
5.2.3.

HD user choose the browser

/ Type FO 5P address /

/ HO user redirected to HO IdP /

L

/ HD user login to HO IdF /

m False

True

/ HD push handler to mod_shib

.

/ mod_shib request attribule from shibd

I

shibd request atiribute from HD AA

Default

C5/ V5 = AR_Module

/ HOD Client = ACAgent_Daesmon /

Abort = HD client and
IdP attestation failed

Abort = HD IdP attestation
not perform

Detault DC or MIPDC
passes mulual attestation
result to Attribute Resolver

C5/VS = AR_Madule

HO IdP = AGAgent_Daemon j:
I -

CSVS = AVAgent_Daemon

Figure 5.13: HD user AuthN, client and IdP mutu#tstation processes
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5.3.6.4Flowchart 4: Activity Diagram

Figure 5.14 shows the flow of the HD user AuthN, HdP and client machine
platforms mutual attestation and AuthR processhs. details of the HD user AuthN
by basic AuthN credentials, HD client and mutudéstation and AuthR via MPI

attribute explained in section 5.2.2.1.

| Resource request |

Unprotected
Resource

Decision

Resource released

Frotected

AttestationRequesterhModule

+

/ HD Client = ACAgent_Dasmaon /
/ CENVS = AvAgent_Dasmon /
D client N
. Abort = HD client
attestation failed
True

AttestationRequester Module

.

HD IdF = ACAgent_Dasmon

i

/ TSNS = AVvAgent_Dasmon /

False
Abort = HD IdP
attestation failed

MIFDC collects mutual attestation and passes to MIR /

!

MIR populates MPI attribute with mutual attestation result

Figure 5.14: HD user AuthN, client and IdP mutusstation and AuthR process

HD iDp
atllaestation rasult

=7

True
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5.3.6.5Flowchart 5: Sequence Diagram

Figure 5.15 shows the flow of the HD organizatiord &D organization processes
such as: (1) HD organization user AuthN and IdP aheint machine platforms
mutual attestation and (2) FD organization AuthRe Tetails of the HD organization

and FD organization processes explained in sebts3.

Start

| User agent ]

-

HD Client reguest protected resource from SP

+

/ HD Client redirected to HD 1dP /

Hittpsy
LM PWD

HD 1dP push AuthMN handler to SP

SP request SAML based mutual
attestation guery from HD |dF

HD 1dP = invoke CAgent! CS s
HD Client = ACaAgent_Daemon /
/ HD 1P = AVAgent_Daeman /'

Abort = HD client
attestation failed

True ‘L

HD 19P = invake CAgeny CS /‘

Ahort = HD clisnt
attestation failed

True

HD 1dP = invoke CAgent GS /‘

!

HD IdP = ACAgent_Dasmaon

I

/ HD 1dP = AvAgent Dasmon /

Abort = HD |dP
attestation falled
True
‘I,-" MIPDC collects mutual attestation and passes to MIR
MIR populates MPI attribute with mutual attestation result
and push in SAML response o SP

Figure 5.15: HD organization and FD organizationcesses sequence diagram
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5.4 Summary

In this chapter, the system architecture desgpreésented. The system architecture
which includes different entities or stakeholdard aomprehensive PUSTPF protocol
architecture discussed in the second section. Tdtetecture desgin of the proposed
scheme was explained through different use-caswjtacclass, sequence diagrams.
This chapter also provided the diagrams correspondigorithms in the form of

flowchats.
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CHAPTER 6

EXPERIMENTAL DESIGN, RESULTS AND DISCUSSION

6.1 Introduction

This chapter explains the experimental desgin, ix@st outcomes obtained from
the proof of concept for the trustworthy mutuakatation protocol and the practicable
cohesive security, trust and privacy framework-best prototype. The second section
describes the experimental desgin and explain Hwav IMA [15] based mutual

(bidirectional) attestation protocol is integrateda standard FIAM system (such as
the Shibboleth framework). The third section présehe experiment outcomes. It is
divided further into five sub-sections. The firstbssection describes the proof of
concept for the trustworthy mutual attestation ltesanalysis. The practicable

cohesive security, trust and privacy framework-best result analysis is provided in
the second sub-section. The third sub-section ©ffercomparison analysis of the
emergent and practicable unified frameworks. Thelyais of the mutual attestation
performance comparison is presented in the fowrthsgction. The fifth sub-section
describes the comparative analysis (such as sgcuist, privacy and practicability)

of the PUSTPF with the other works with the exigtiworks. This chapter is

summarized in the fourth section.

6.2 Experimental Design

In realizing PUSTPF for federated identity and tese or service access different
technologies are used. In the experiment of the TRFStwo different technologies

are used in a broader spectrum. For user AuthNAaitiaR in this Shibboleth an open
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source framework was used to provide a secure WS8&hanism for AuthN and
AuthR. To establish mutual trust among differentitess in a federated identity and
resource access scenario, in this work TCG-basel iBVused in mutual attestation
protocol to measures and verifies the integrityiffierent platforms. The Shibboleth
framework and IMA both depends on a variety of ulyiieg technologies that need
to be implemented and configured. In this sectiow lthese technologies are used
and implemented in the prototype are discusseddtfition to that how some of the
important components of the Shibboleth framewokk ianplemented and configured
are also discussed. The core of the proposed nwdetasuring the mutual integrity
of the HD target platforms (i.e. client and IdP imiaes) for the establishment of trust.
Therefore the implementation and configuration loé tMA and its underlying

technologies with respect to the Shibboleth franréveoe discussed.

The implementation and configuration of two impattand related entities of the
Shibboleth framework (e.g., HD IdP and FD SP) dse aiscussed in this section.
The Shibboleth framework is an open source FIAMuBoh for federated identity
and resource or services access which is widelyptadoin universities, and
governmental organizations around the world foinenkecure resource sharing and
collaboration. The source code of the Shibboleimfrwork is openly available for
used or modified for custom implementation. Thistie® describes the Shibboleth
IdP and SP installation and configuration processtlie prototype implementation
and in the later sections will demonstrate how IMAn be incorporated in the
Shibboleth framework.

6.2.1 Home Domain Shibboleth Identity Provider Installation

The HD Shibboleth IdP installation steps are déscribelow (the corresponding

complete command-line instructions and code isrgiveAppendix B):

6.2.1.10perating System

In PUSTPF test-bed prototype Ubuntu 9.10 OS is disethe HD organization IdP

machine platform. The rationale behind selecting tlavor of Linux OS for the HD
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IdP machine is that this version can easily suppd@, which will be used for

mutual attestation of HD IdP and client machindfptans.

6.2.1.2Home Domain ldentity Provider Pre-requisites

The HD IdP pre-requisites are:

a) Java

The Sun Java 1.6 or later is required to be irestadls a prerequisite for the Shibboleth
IdP installation. Download the latest version ohSuava (e.g., jdk 1.6), place it in

the user’'s home directory and install it (Append8ikL(i)]).

b) Apache Tomcat

Apache Tomcat is used as a Servlet container tod#éployment of HD organization

IdP. Since Shibboleth IdP is based on Servlet @etification, so a Servlet container
needs to deploy the IdP. For this reason the Apaddmecat is chosen as the Servlet
container (Appendix B [1(ii)]).

6.2.1.3Home Domain ldentity Provider Installation

The installation process is fairly easy. Howeveruse the HD IdP, some post-
installation configuration are required. These apmftions will be explained in the
coming sections. The installation process includesvnload the latest Identity

Provider software package (Appendix B [1(iii)]).

During the installation process the IdP installéf ask for a directory where the
IdP will be installed and the IdP name. The defdirkctory used is /opt/shibboleth-
idp. The IdP directory is known as IDP_HOME in tiest of the thesis.

6.2.1.4Home Domain Shibboleth IdP Configuration

a) Apache Tomcat Configuration
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The Apache Tomcat acts as the base Servlet contanée Shibboleth IdP. Since
the configuration files of the IdP are XML baselle tTomcat must be enabled to
parse XML into the HTML or text format. For thisason Xerces and Xalan are used
with the Tomcat. The Xerces is a Java parser folL@dd Xalan provides an XSLT
processor for transforming XML documents into HTMILhese two XML libraries
come with the Shibboleth IdP installer which is de@ to copy these to the
TOMCAT_HOME/endorsed folder (Appendix B [1(iv)]).

Apart from the above, the IdP needs some speciéimany configurations for its
functioning. The Java Virtual Machine (JVM) memarptions need to be set by
editing the TOMCAT_HOME/bin/catalina.sh file (Appair B [1(V)]).

b) Setting SOAP Endpoints

Generally, the communication between the Shibbdi@#hand SP is triggered by the
user’s browser but in some situations both the P &nd FD SP may required to
communicate directly without using the user’'s brewsThe situation may include

certain operations such as Attribute Query, Logoufrtifact Resolution etc. For this

reason, the HD IdP needs to use an additionaltpattis different from the one used
by the client because both have different purpasessecurity requirements. The port
is known as Connector in Tomcat's terminology. Tamgses Simple Object Access
Protocol (SOAP), an XML based, in order to reatizie communication between the
HD IdP and FD SP (Appendix B [1(vi)]).

c) Deploy IdP WAR File

The IdP WAR file is the collection of the IdP jales and other configurations that
are deployed in the Tomcat as WAR files. WhenelerTiomcat restarts it restarts all
of the deployed WAR files and hence accommodatgscaanges made to the IdP
software. To automatically deploy the IdP WAR filg the Tomcat, this need to use
an XML petite bit of code to inform the tomcat abahe HD IdP WAR file
(Appendix B [1(vii)]).

The Shibboleth HD organization entity, the IdPnasv up and running. However
later it will requires some advance level configimas after installing the FD
organization entity (i.e., Shibboleth SP).. The HIP status now can be checked by
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accessing the URL from the same platform where itdihstalled and configured.
This URL is used to check the status of the IdEy:#idp.dod.org/idp/profile/Status.
The URL will show an “OK” page indicating that thdP is successfully installed.

6.2.1.5Enabling Communication Security via SSL

In the proposed architecture, Secure Socket L&&8L) protocol is used to secure the
communication between different entities during i@l transactions. The
communication between IdP and SP or IdP and CberSP and client need to be
secure in order to provide a secure architectune. SSL enabling the IdP platform to
communicate securely with an entity (e.g., clienS®). In essence the IdP needs to
have a secure communication with the client to sethie incoming traffic for the
login page. Similarly the IdP needs a secure conration link with the SP to secure

the process of sending and receiving attributeestsu

In prototype implementation the RSA key pairs areated for generating
certificates to make the communication secure dé& (Appendix B [1(viii)]). Since
the IdP is based on Tomcat, for this the Tomcatigoration needs to be modified to
reflect the newly created RSA keystore (Appendipd @)]).

6.2.1.6Configuration of Authentication Mechanism

In the proposed architecture the HD user is fishanticated and then his/her client
and the HD IdP machine platform integrity is mulyaderified in order to authorize
him/her for accessing a secure and protected resourhe HD user AuthN is
performed at the HD IdP end on behalf of the FDaSHEnentioned in the previous
sections. This section will describe the steps iredufor configuring the AuthN
mechanism for the HD organization IdP machine. Bigbboleth IdP supports
different type of AuthN mechanisms. In the protaypimplementation
username/password is used as a basic user AuthNamem via the Light Weight
Directory Access Protocol (LDAP).

The configuration of AuthN mechanism is performad m different sequence
such as configuring the LoginHandler first, thestatling the LDAP server as well as
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LDAP browser and finally setting up the Java Authhd AuthR Service (JAAS) for
the Shibboleth framework.

a) Configuring LoginHandler for Username/Passwoekéd Authentication

The LoginHandler is responsible for authenticatirsgrs with a username/password
pair using the JAAS mechanism. During the AuthNcepss the LoginHandler
provides a login page to the user for enteringcheslentials, which are then verified
against the LDAP server (Appendix B [1(x)]).

b) LDAP Server and Browser

As the HD organization IdP machine does not store @edentials of the users. It
uses different data stores to store user’s crealenéind access these stores when
required. In this work, LDAP server is used asdhta store to store user’s credentials
related to the AuthN purposes. For this purposecApdirectory Server (ApacheDS)
is deployed as LDAP server in the prototype impletagon for the reason that it is

written in Java and provides some very good andamcly features (Appendix B

[1(xi)])

The ApacheDS runs as a backend service. Therefdirerndend interface is
needed to create own directory for HD organizafion, users, their usernames and
passwords and other credentials like address, phombers, and email etc). Thus,
Apache Directory Studio is used to create and ramndwn directory of users. The
Apache Directory Studio is an LDAP browser used dommunicating with the
backend ApacheDS server (Appendix B [1(xii)]). Witre Apache Directory Studio,
directory of users in an organization can be created the users can be created and

maintain in the LDAP server.

c¢) Configuring the JAAS policy

The LoginHandler element ((5.4.1.6)) contains ac#jgeattribute mentioning that the
AuthN policy used by the Shibboleth I1dP will be JBAAuthn policy as
“jaasConfigurationLocation <=> "file <:///> opt/dboleth-idp/conf/login <.>
config"™. The IdP login configuration needs to bkanged to reflect the fact that
LDAP server is used as AuthN data store by the I&iéh IdP (Appendix B
[L(xiiD)]).
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d) LDAP Data Connector

As the HD organization IdP machine does not st@er's credentials or attributes.
These are stored in data stores outside the Id®eaef The IdP uses specific data
connectors for extracting these credentials amibates from the data stores. Since in
this work LDAP used as the data store for storirsgris credentials and other
information, for this default data connector isdifer LDAP. The data connectors are
residing at the HD organization IdP machine at thecation folder
</>opt</>shibboleth<->idp</>conf in the file: atitite<->resolver<.>xml (Appendix
B [1(xiV)]).

6.2.1.7Attribute Resolution and Filtering

The Shibboleth HD IdP entity is responsible forhaumticating a user on behalf of the
SP. After successful AuthN, the user’s browserivemy a handler (an AuthN token)
and is redirected to the FD SP. The FD SP useshtmsller to request attributes
related to the login user. Each FD SP requestsattibutes according to its

requirements for access decision making.

In the proposed architecture the HD client and thaichines platforms integrity
measurement are involved. So the HD client and fd®hines platforms mutual
attestation is required to be achieved in propaetiitectre. Since the trust tokens
that are required for the integrity validation ai stored in the default data stores as
the user’s credentials, for this it is needed tatx own DataConnector to collect the
trust tokens and initiate the validation procemsaddition to that it is also needed to

create own AttributeResolver to populate the cusatinibute (i.e., MPI).

To realize the above mentioned data connector #ridude resolver to populate
own attribute for the machines mutual platform gniy the following
DataConnector, AttributeResolver and attributeaatded to the HD organization IdP
configuration file known as attribute-resolver.xmhe custom data connector will be
discussed in the later section (6.2.4) where tlerporating of the IMA into the

architecture is explained.
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Data ConnectorAttribute Resolver, Attribute Definition and Poési

Apart from the attribute resolution the HD orgamiaa IdP machine also enforce
some policies to define (Appendix B [1(xv)]) whieltributes have to be released to
the SP. These policies are defined in the formuleEsrin the attribute-filter.xml file at

the IdP. In this work the releasing of an attrib(ite., HD client and IdP machines
platforms successful mutual attestation) to the &P for the resource decision

making process so for this purpose customizedisutecated.

6.2.2 Foreign Domain Shibboleth Service Provider Installation

The FD SP installation is described in the follogvisub-section (6.2.2.1 to 6.2.2.7).
The corresponding complete command-line instrusti@md code are given in

Appendix B:

6.2.2.10perating System

In the prototype implementation of the Shibbolet#miework, one of the most stable
versions of Linux OS was used CentOS 5.6. The re&moselecting this OS is that
the Shibboleth framework officially supports thiersion of Linux for the FD SP
software.

6.2.2.2Foreign Domain Service Provider Pre-requisites

The FD organization Shibboleth SP is based on nurpbekages that need to be
configured and install prior to the installationtbe SP software. These packages are
used by the FD SP to provide different functiomedit Some of the packages are
developed in C/C++ language so for configuring amstalling these packages the
installation of C and C++ compilers is needed usimg CentOS provided installer
feature (Appendix B [2(ii)]).
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a) log4shib

This package is specifically designed for the Sbiéth FD SP and is a modified
version of the log4cpp. This package provides tiygihg mechanism that is used to
maintain logs during accessing a protected resotlhoeugh Shibboleth SP. This
package can be downloaded from its homepage at:
“http://lwww.shibboleth.net/downloads/log4shib/” (Bendix B [2(ii)]).

b) Xerces-C

The FD organization Shibboleth SP configuratiorbésed on XML files. The SP
requires a validating XML parser that can be usegarse and validate different
XML based configurations. The Apache Software Fautioth has developed a C++
based XML-parser namely Xerces - C that is used pimcessing XML in the

Shibboleth framework. It enables the FD SP to:R&éxd and write the XML data and
(2) provide a communal library to parse, generatanipulate and validate XML

documents (Appendix B [2(iii)]).

c) XML-Security-C

In the proposed architecture SSL is proposed tofarseecuring the communication
between the FD SP and other entities in federatedtity and resource access mode.
Therefore, to utilize this feature the FD SP netmde able to use XML based
encryption and digital signatures. The Apache Safén~oundation has provided a
C++ based library for XML Encryption and Signatutesown as XML-Security-C.
This library is responsible for processing XML Eymtion and Signatures in the
Shibboleth framework. This library uses the preslgunstalled Xerces-C parser to
provide the digital signature and encryption impdemation. XML-Security-C
requires OpenSSL to be installed prior to its aunfation and installation (Appendix

B [2(iv)]).
d) XML-Tooling-C

OpenSAML 2 is responsible for providing a high lewgerface for processing XML
especially for encryption and signing purposes. TpenSAML 2 itself requires a
low-level library for its functioning which is knawas XML Tooling-C (Appendix B

[2(V))).
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e) OpenSAML-C

The C language implementation of the OpenSAML Rniswn as OpenSAML-C. In
the above step the XML Tooling-C library was indl for installing the
OpenSAML-C (Appendix B [2(vi)]).

6.2.2.3Foreign Domain Service Provider Installation

The FD organization Shibboleth SP requires alhef@bove packages to be installed
before installing the SP (Appendix B [2(vii)]).

6.2.2.4Foreign Domain Shibboleth SP Configuration

a) Apache Web Server Configuration

The FD organization entity (i.e., Shibboleth SPpased on the Apache web server.
So, after installing the Shibboleth SP some minodifications in the web server is

needed to be performed (Appendix B [2(viii)]).

The Shibboleth daemon (shibd) must have to beestandependently to execute
the apache web server. This daemon is respongblkaindling requests coming to
the FD organization SP (Appendix B [2(ix)]).

6.2.2.5Enabling Secure Socket Layer (SSL)

In the HD organization IdP configuration sectior2(®.5) the details have been given
about the using of SSL for securing the commuroceti within the proposed
architecture. Among the entities involved are ¢liddP and SP. In this section the
procedure of enabling SSL security for the FD orgation SP machine platform is

described.

Since an open source implementation of the SSL mampenssl is available, in
the prototype implementation, this openssl is udedg with its available libraries to

integrate it with the Apache web server. The modissised to enable the SSL
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features in the Apache web server. In the Cent@8sitories both of these packages
are available (Appendix B [2(x)]) in the CentOS.

In the prototype implementation RSA key pairs aenggated to create the
certificates to be used for enabling the SSL (AgpenB [2(xi)]). Now the
communication with the FD SP machine by any otiméityeor machine (e.g., client or
IdP) is secure and a secure channel is used fessiog the resources protected by
the FD organization SP.

6.2.2.6Metadata for HD IdP and FD SP

The SAML metadata [29] is an integral part of thkibBoleth framework. The
metadata is used to identify the organizations HBsland FD SPs in a federation. It
is also used to advertise certain capabilities #@mED SP or HD IdP can perform.
This section will discuss how to generate metadatathe federation and how to
exchange the metadata between the HD IdP and Fr&khizations in order to

identify each other as legitimate entities of thddration.

During the HD organization IdP installation procéiss Shibboleth I1dP installer
generates a default metadata for the HD IdP andepia at /opt/shibboleth-
idp/metadata folder by the name of idp-metadata.finé IdP configuration file also
reflects this metadata using the <MetadataProviteg>n a configuration file known
as relying-party.xml that is located at the /optibbleth-idp/conf folder. To establish
a communication channel between the HD IdP and PDtBe HD IdP metadata

needs to be transferred from to the FD SP andwacsa.

In the prototype implementation, the HD IdP metada¢ is copied and placed in
a configuration folder used by the FD SP. The Stidth SP provides a specialized
tool for generating a basic metadata for the FDn&Rhine platform. The tool is
known as metagen.sh and is residing at the SRcatiém /etc/shibboleth. This is the
default location for all the configuration and XMiles required by the Shibboleth
SP. Using the metagen.sh tool the metadata for PDai® generated by the sp-

metadata.xml file. This metadata is also locateth@a same configuration folder as
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mentioned above. This metadata file is then copredl placed in the /opt/shibboleth-

idp/metdata folder at the HD IdP machine platform.

Finally, both the HD IdP and FD SP configuratioledi need to be modified to
incorporate the metadata files and their locatigwshe HD IdP machine platform the
relying-party.xml needs to be modified to inclute tocation for the FD SP metadata
by adding some XML code (given in Appendix B [2)Ri At the FD SP machine
platform the shibboleth 2.xml file located at thetc/shibboleth folder is the main
configuration file. This file needs to be modifiea include the location for the IdP

metadata (given in Appendix B [2(xii)]).

This way, both the HD IdP and FD SP organizatiomgeheach other's metadata
files located locally on their platforms respeclyvand both have added it to their
configuration files. Now they can communicate wattich other by identifying each
other as a member of the same federation. In thisner new FD SPs can be easily
added to the federation by adding their metaddtarmation at the organization HD
IdP.

6.2.2.7Protecting Resource via Shibboleth SP

The Shibboleth SP is designed to protect any welkdaesource or application. The
nature of the resource or application depends tip@iservices provided by an FD SP
organization. For example a bank providing finahservices to their customers
would place financial resources and applicationshair SP to make these resources
secure and accessed by authorized users with maifdal platform integrity state. A
research organization may put their classifiedargefindings on their SP to protect
their resources. Therefore, the implementationhafs¢ applications for protecting
resources depends upon the nature of services aa @®viding. In the prototype
implementation, as proof-of-concept, a PhP basedu application (i.e., simple static
web page) is implemented and then it is protectedugh Shibboleth SP. This
application or protected resource is sufficientuggioto proof the secure access to the
resource by taking into consideration the mututdssition attribute for the access

decision making process.
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This section presents the procedure of protectnygveeb based resource through
Shibboleth SP. As mentioned earlier (section 642(2)) that the SP is based on the
Apache web server for providing online servicest@protect a resource, a directory
has been created by the name secure in the webrsesource directory folder.
Generally, the Apache web server uses the /variwmm¥/ directory for storing its
resources. In this work the secure directory isguain /var/www/html/ at the FD SP
platform. In addition to that a simple PHP scriptaidded to the secure directory to
show the User Name, Common Name and MutualPlatfaagtity attributes of the
HD IdP and client machines platforms that is adogsshe resource. The SAML
assertion that is sent by the HD IdP is also disgala If the HD user is successfully
authenticated and also his/her machine platformagiity along with the HD IdP’s
machine platform integrity is successfully mutualiglidated then only the user
access to these resources will be granted (indima bf displaying the page). If the
user AuthN is not successful then the HD IdP mazhiil display an error page. If
the AuthN is successful but either HD client or 'Blfmachines platform integrity is

not mutually validated then the FD SP will not pd®vaccess to the resource.

The shib.conf file residing at FD SP at the loaatitetc/httpd/conf.d/ is
responsible for defining and imposing the accesdrobpolicies. For this purpose an
access policy has been defined that will only allmess to an authenticated user if
the mutual attestation of the HD client and IdP hiaes platforms are validated

successfully (Appendix B [2(xiii)]).

Generally, not all the resources residing on anSfDare sensitive and protected
through the access mechanism described above. Am&Poffer some resources
which does not need any protection and securitghSesources can be accessed
freely while the same SP can provide protectedsaedre resources at the same time.
For this purpose, in the prototype implementatianpther resource has created
(simple web page) and placed in another directway is to be accessed freely without
AuthN and validation of the machines mutual intggplatforms. Therefore, another
directory was created with the name “unsecure” gladed in the Apache web server
resources directory. To inform SP about this doscand its access policy a policy

rule is added to the shib.conf file.
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Hence, if the URL https://sp.dor.org/secure is ased by any HD client, it will
require successful AuthN and validation of machinagual attestation process in
order to access the secure resource. On the otherd, hthe URL
https://sp.dor.org/unsecure requires neither AutibNmachines mutual attestation to

be performed to access the unsecure resource.

6.2.3 Web Single Sign-On (WSSO) Service

In the proposed architecture, the Shibboleth HDWIBSO functionality is leveraged

for multiple resources access. The WSSO serviteeidirst contact point at the HD

IdP machine platform. When a user is redirectehigselected HD IdP by the DS, the
SSO service at HD IdP initiates the AuthN process a user is presented with the
login page. The implementation and configuratiortaide of WSSO service is

discussed below (section 6.2.3.1 to 6.2.3.2).

Since Shibboleth framework is based on the SAMIOVR.provides two different
profiles for AuthN [32], [33]. The two profiles erBrowser/Artifact profile and
Browser/Post profile. The Browser/Artifact profile mainly used in AuthN in a
federated environment. The configurations of thasdiles are defined in the SAML
v2.0 specification [114]. Since in this work, thkilsholeth framework is using as the
baseline framework, the HD IdP uses the Browseifétt profile for authenticating
the HD users and providing SSO services. The HDRihdhetadata configuration for
WSSO is described below (section 6.2.3.1 to 6.2.3.2

6.2.3.1Home Domain IdP Metadata Configuration

The metadata is the starting point of trust betwé¢em HD IdP and FD SP
organizations and provides the information abofiedint functionalities that the HD
IdP and FD SP are capable of performing (Appendi2(&iv)]).

* The information (1) shows that the IdP supporthilibe SAML v1.1 and
SAML v2.0 protocols.
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» The configuration (2) shows the end location for e th

ArtifactResolutionService used in the SSO.

* The configuration (3) explains the actual SSO servunning on the IdP.
The bindings of different protocols used for SSGhwhe SSO service are
given and the end location URLs are provided wHeS® requests are

forwarded.

All Location tags used in the configurations areemsed via the Servlet path
"Iprofile" so the Servlet (Tomcat in this work) atruct these URLSs to be used by the

user browser.

6.2.3.2Foreign Domain SP Metadata Configuration

The FD SP metadata must also be configured toteel@EO configurations. For this
reason, the configurations (given in Appendix Bxjg]).are added to the SP metadata
This configuration informs the HD IdP how and whesgoush the SAML assertions
for SSO through the browser. Generally, the FDr8&¥ins the HD IdP about the end
location to use in its request. The HD IdP thersube above configurations in the
FD SP metadata (located at IdP) to validate thel@ation for the SSO requests. The
HD IdP also extracts the information about the eerof the SAML used and the

binding to be used accordingly.

6.2.4 Implementing Mutual Attestation

The establishment of mutual trust among differerities in a federated identity and
resource oOr services access environment is onéeofrajor security concerns for
many organizations to securely share their resguie establish mutual trust among
the entities, in this thesis a PUSTPF architedsiproposed for federated identity and
resource or service access to: (1) Integrate ofudé& basic AuthN with the mutual
attestation technique, (2) mutually validate the HDmMmunicating machines
platforms mutual integrity by leveraging mutual estation technique known as
mutual IMA and (3) privacy conservation of HD clieand IdP machines in the
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mutual attestation technique. This section willalie the procedure of using TPM
and its keys to maintain and collect mutual tragens for the HD target machines
platforms using the IMA technique. In addition taat the data connector is created
for initializing the machines mutual attestatiomgess after a successful user AuthN
process by the HD IdP machine. This section corapred TPM configuration, IMA
implementation and configuration into the HD IdRiatient machines platforms, and
configuring the underlying Java Trusted SoftwaracBt(jTSS) for communicating
with the TPM on both the HD client and IdP machipkgforms.

6.2.4.1Trusted Platform Module (TPM) Configuration

It has already discussed (section 2.7.1) that B 1 a small cryptographic chip that
is used to generate and store secret keys andnphratdonfigurations. The TPM may
report these configurations to a validator systenthallenger machine in order to
validate the target or attestor machine platfornmisegrity. In the proposed
architecture, both the HD client and IdP machinatfgrms must be TPM-enabled in
order to facilitate mutual attestation technique. lidth the HD machines platforms

the TPM can be enabled and activated by the steps:

* Enter to the BIOS settings on system restart amdl thhe Security tab. In
the Security tab an option for Enable/Disable TPM e given. Select to
Enable the TPM and restart the system. It may askdnfirmation upon
restart about the TPM enable option, confirm it &mel TPM is enabled

but cannot be used until it is activated.

* Once the TPM chip is enabled the next step is tovae it. The
Activate/Deactivate option can be found on the s&weurity tab in the
BIOS settings. Select the Activate option and résthe system. By
activating the TPM all of the previous data in M will be vanished
and the TPM will be ready to use.

* The current Linux kernels come with built-in devithévers for TPM chip.

However, for older versions of kernels these deveeed to be installed.
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Since in this work new kernels has used, so noraapdrivers for TPM

have installed.

» The TPM chip is ready after its ownership is takgrthe user or a system
administrator in the organization. For using theMTRinctionalities and
taking its ownership some software is needed thataommunicate with
the TPM. This software is known as Java Trustedv&o€ Stack (jTSS).
The TPM ownership step will discuss in the latectisms (section
6.2.4.3).

6.2.4.2Installation and Configuration of IMA

Integrity measurement architecture is an integaal pf the Linux Security extensions
that are pre-built in the Linux kernels. Fortungtdédernel version 2.6.30 and onwards
has the security extensions like IMA and a few cilt@mes within the kernel source
code. However, it requires a compilation procesmdeorporate it into the kernel and
to utilize its functionalities. In the prototype phementation, IMA is used for
validating integrity of the HD client and IdP maeés platforms. Therefore, Linux
kernel version 2.6.35 is utilized for both the HRchines platforms. For this purpose,
steps have been performed to compile the Linux édefor incorporating IMA for
both the HD IdP and client machines platforms (Aqbe B [3(i)]).

6.2.4.3Installing Open Source Trusted Computing for JAVA

In this work jTSS [40] is used which is an open rseuexecution of the Trusted
Software Stack (TSS) provided by the IAIK [113]aommunicate with the TPM in a
trusted manner. JTSS is primarily based on the Iavguage and it provides a trusted
API for Java applications to communicate directithwthe TPM chip. In the
prototype implementation, jTSS is used for commating with the TPM and
creating AlKs (Appendix B [3(ii)]).

The jTSS provides the low-level libraries for commuating with TPM chip. To
use these low level libraries some high level t@oks required. J]TPMTools provides

the implementation of such high level tools thah d@e used with the jTSS to
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communicate with TPM. The jTPMTools are downloaded extracted in the same
folder as the jTSS was downloaded (Appendix B ijii

Some external libraries are also required by tI&5To perform its functionality.
These libraries are downloaded from TrustedJavaepage and placed in the
ext_libs folder of the JTPMSTools software. Simijarthe ext_libs folder in the jTSS
is copied and placed in the ext_libs of the JTPMISodhe jTPMTools can now be
used with the TPM.

» Taking TPM OwnershipVhen the TPM is enabled and activated the next
step is to take its ownership. This is done usimg jTPMTools. The
jTPMTools provide an executable script by the natngh that is used to
perform different tasks like take ownership, cregtAlKs and PCR read
etc. The TPM ownership is necessary to create Aliés are required by
the IMA for machines mutual attestation in this lworhe command to

take TPM ownership is given in Appendix B [3(iv)]).

* Creating Attestation Identity Key (AIK)The IMA uses AIK for
performing the quote operation over the PCR10 vélyehe TPM. For
IMA to function properly AIK creation is mandatoryfhe AIKs are
created in HD organization on both the client adil machine platforms
(Appendix B [3(V)]).

6.2.5 Implementation of IMA in Mutual Attestation

In the previous sections (5.2.2.1 to 5.2.2.2) thecedure of initializing and
performing mutual attestation is described in detaithe implementation, when the
HD IdP machine receive request for the MPI, thendannectors residing at the HD
IdP machine initialize the mutual attestation psscby sending a request to the CS to
perform the client's machine platform validationft&wards, it performs the HD
IdP’s machine platform validation (in case HD ctisrmachine platform integrity
resulted in trusted state) and then encode thét f@pwsing MIR that populates the
MPI attribute with the final result.
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6.2.5.1Integrity Measurement and Reporting Phase

A data connector naming MIPDC is created to perftiree tasks. Firstly, it extracts
the HD client’'s machine platform IP address frora thquest coming to the HD IdP
machine. Secondly, it initiate the process of &dtesn by sending the HD client’s
machine IP to the CS for attestation and thirdlyeceives the attestation result from
the CS and encode it to populate the MPI attribiitee code snippet shows the

extraction of the IP address from the requeshisrgin Figure 6.1.

1 String targetAddr;

2 boolean attResult = false;

3 boolean attResultClient = false;

4, boolean attResultIdP = false;

5. try {

6. Target attTarget = new Target();

7 HTTPInTransport req = (HTTPInTransport) resolutionContext

8. .getAttributeRequestContext().getInboundMessageTransport();

9. targetAddr = req.getPeerAddress();;

10. log.info("Calling CS for Mutual attestation of HD IdP at idp.dod.org and HD Client at {}", targetAddr);
11.

12. log.info("Carrying out HD client's machine platform attestation at: {}", targetAddr);
13.

14. attResultClient = attTarget.attestTarget(targetAddr);

15. } catch (AttestationServiceHookupException e) {

16. log.error("ACDaemon couldn’t be contacted. Assuming bad integrity.");

17. }

Figure 6.1: Dataconnector-mip snip shot

The attestation request for HD IdP’s machine ptatfés processed in the same
manner as that of HD client’'s machine platform by tdata connector. The CS
receives the attestation request for a particult&tget machine platform (i.e., client
or IdP) and generates a random number called ntmd® part of the attestation
request that the CS sent to the target machintoptat The following code generates

the nonce.

private String generateNonce() {
char[] hexChar = { '0','l", '2','3",'4",'5",'6",'7", '8', '9',
IA" IB" lC" 'D" IE|$ 'FV };

// geneate a new random Challenge

String nonce = "";

for (inti=0;1<20*2;i++) {
// compute a nible each time and append to nonce
Double rnd = Math.random() * 15;
nonce += hexChar[rnd.intValue()];

}

// System.out.println("New nonce: " + nonce);

return nonce;
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The CS sends the nonce within the attestation stdoethe HD target machine
platform, where ACAgent-Daemon is running to exisabe trust tokens (i.e., PCR10

guoted value and SML) and returns these values toeitle CS for validation phase.

To realize the above, two sub classes of the ACAgeaemon class is developed
namely AttestClientPCR class and AttestClientSMLassl respectively. The
AttestClientPCR extracts the PCR10 value from tRMTand initiates the TPM to
sign the PCR10 value along with the nonce receir@t the CAgent. Similarly, the
AttestClientSML reads the /sys/kernel/securityfasantime_measurements file and

extract the SML. These two values are returned bathe CS for validation phase.

6.2.5.2Integrity Validation Phase

The CS receives the trust tokens and performs atatial of the nonce, PCR10 value
and the SML that it receives as the trust tokews.tke purpose of validation three
different sub classes for trust tokens validat®mnléveloped, namely, VRN, VRPCR
and VRSML. The VRN class is used to validate theceoreceived from the HD

target machine platform against the nonce that €8 ® the HD target machine
platform. For this a nonce matching function isateel which performs the nonce
matching. If both the nonce matches, it assuresttieaattestation response from the
HD target machine platform is a fresh one and #rget machine is not resending

some older trust tokens.

The VRPCR is created to validate the PCR10 vaM@& uises PCR10 to store the
aggregate hash of all the executables and the $i@shestored in the SML. It means
that the CS can calculate its own PCR aggregateeviabm the SML by performing
the same PCR-Extend function that is performedheyTPM to store the aggregate
hash in PCR10. The VRPCR first extract the SML fiisim the trust tokens that is
passed to it and re-calculate an aggregate valbm the SML. Once the PCR
aggregate is calculated it then checks the cakditelue against the PCR10 value. If
both the values matched, it assured that PCR1Gesaleflect the SML list and the
SML or the PCR10 value is not tampered with anywaat or changed by an
eavesdropper. Therefore, in the proposed archiecttian attacker somehow get
access to the SML or PCR10 value and modifiehé&,dhanges made to these trust
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tokens can be easily identified during the VRPCRcpss. In addition to that in
VRCertificate phase the CS performs the certificatidity check to confirm that the
attestation response that the CAgent has recesvirdm a genuine TPM and is not a

fake one.

Finally, the VRSML is responsible to check each amdry measurement in the
SML against the validation database that contaimewk-good hashes about the
machine platforms. The VRSML process the SML lisdl @xtracts the template-hash
from the SML which is a combined hash of the fikessh and file-name calculated for
each executable by the IMA. It then checks eaclplate-hash against the validation
database and validates the measurements. If #leoEML is successfully validated
against the validation database, it is assured ttiatmachine platforms are in a

trustworthy state.

The result of all these validation is sent to ther@ class (the same class is used
for HD client and IdP machine platforms), which dones the results and return the
final attestation result to the MIPDC as true dsdéa meaning HD target machine
platform’s integrity is validated successfully onsuccessfully. The DataConnector
checks if the HD client’'s machine platform integrig validated then it sends another
attestation request to the CS for validating intggef HD IdP’s machine platform.
The same procedure is followed for IdP attestaisnmentioned above. The MIPDC
receives both the attestation results and it coasbthe results into the MPI attribute

that is sent to the FD SP for decision making psece

6.3 Experiment Outcome

To validate this work different experiment wereraad out: (1) Trustworthy mutual

attestation protocol proof of concept and (2) pcattie unified security, trust and
privacy framework test-bed prototype implementatidhe hardware and software
components used in (1) and (2) are given in Taldleaid Table 6.2 respectively. The
various results collected from TMAP proof of concéwr native true Web SSO and
PUSTPF test-bed are discussed.
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6.3.1 Emergent Unified STP Framework Result Analysis

The TMAP proof of concept for native true web SS@swmplemented using java.
The hardware and software used in TMAP proof ofcept implementation are given
in Table 6.1. The jTSS is an implementation of TE€&tware stack for the java
platform. The jJTSS covers greate part of speciiiea? SS1.1 and substantial parts of
specification TSS 1.2. The jTSS featurs are: TS@d@eDriver Library (TDDL), TSS
Core Service (TCS) and TSS Service Provider (TER¢. ]TPMTools are collection
of command line tools. The jTPMTools are usedritgraction with the TPM and the
JTSS. The basic tools include in jTPMTools: tackemgd removing ownership, PCRs
readind and extending, creating keys (e.g., Alkatiom), AIK certification and data
binding. The latest kernel version 2.6.35.11 (Ubud8) was installed and configured
with the IMA on client and server machine. The mlieand server machines
motherboard contain TPM hardware chip that compkgth the TCG TPM

specification 1.2.

Table 6.1: TMAP proof of concept experiment setup

Client | Server
Ubuntu
RAM 1GB RAM2.5GB
2.00GHz Genuine Intel (R) CPU Dual 1.83GHz Intel Core Y PNCPU

MySQL DB (contains good hashes of executables)

jTSS (used for communication with the TF Used to perform the quote operation over
PCR and nonce value, and extract this value for us to repthe challenging party.
jTpmTools(we use jTSS to communicate with the TPM) Create the Uslikg theAIK_TPM
keyjTpmToolsand jTSS libraries.

TPM 1.2 (Complies with the TCG TPM specification v

Kernel version 2.6.35.11 (Kernel configured to work with thé)M

6.3.1.1Platform Trustworthiness Result

To assess the trustworthiness of the attested mexiplatform for native true WSSO
scheme a rootkit is purposely inserted to the ther server machine to demonstrate
“how, the TMAP will reacts if a malevolent prograsuch as a rootkit is detected”.
The trustworthiness of machine platforms means ehina components are protected
and all hashes in the SML (in attestation request @sponse) were received and
successfully compared with the good known hashethé DB) to show no rootkit or
any other malevolent program is running.
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The experiment was performed to test that the ThMdRId fulfill the goal of the
scheme (i.e., its defense against a particulaathrBigure 6.2 and Figure 6.3 shows
that how the precise goal of the protocol is pegisachieved (i.e., against a
particular threat such as rootkit (Irk5)).

Figure 6.2 shows the log of a secured and trushyartachine. It clearly indicates
that no malevolent program is running.

1. <smlcontents>

2. 10 9£dd42218b402d3111e410de7f2c08a55ca7d3d8 ima c3a0a5d8e10b69abb3f42bdcc827d3b7822¢ea44f boot_aggregate

3.

4. 10 40938443f71393ec89136291814b1ad752420b79 ima 5055599¢ce55e¢e09fd8cbe40933020673971¢cc596 apt-get

5. 10 fa3788f31e6751e8c14050b60152063 1aade364b ima cce383d096e7ef6eed5dc4b377d0d735ff124£12 cksum

6. 10 d5093813322e827598¢b9652a21f3111fee2ba83 ima 5188431849b4613152fd7bdba6a3f0adfd6424b 2998 </smlcontents>

7. Good hash:boot_aggregate
8. boot aggregate -- 9fdd4228b402d3111e410de7f2c08a55ca7d3d8
9.

10. Good hash:apt-get

11. apt-get -- 40938443171393ec89f3629{814b1ad752420b79
12. Good hash:cksum

13. cksum -- fa3788f31e6751e8¢14050b60152063 1aade364b
14. 2998 -- d509381332ae827598¢b9652a2ff311 1fee2ba83

P — Validation of SML is successful.
17. Verification Process Time Taken (ms): 12612

Figure 6.2: Trustworthy and secured system log

Figure 6.3 shows the log of a compromised machia#gom to a rootkit attack
(the signature of “apt-get” is altered by the dtay.

1. <smlcontents>

2. 10 40938443171393ec89f36291814b1ad752420b79 ima 5055599ce55ee09{fd8cbe40933020673971¢c596 apt-
get

3. </smlcontents>

4.

5. Unknown hash:apt-get

6. apt-get — A4C32355m6826gh22x1354¢021v3dx002741p009

R Unknown hash found. So SML Validation Failed.

Figure 6.3: Infected or compromised system log

6.3.1.2Mutual Attestation Performance Measurement Result

a) Client and Server Platform Attestation Time Take

Figure 6.4 shows (a) the client and (b) the semachine platforms attestation time

Vs the number of measurements in SML respectivEte client and server (i.e. SP)
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machines attestation is performed individually aotlected the attestation data for

client and server so that it can be graphicallgented.

Figure 6.4 shows the client (a) and server (b)stten data results. The x-axis
stand for the independent variable SML (i.e., numdfeneasurement in SML) and y-
axis signifies the dependent variable Time (i.@estiation time taken (in ms)). The
graph data (Figure 6.4) obtained for client andvesemachine platforms attestation
((@) and (b)) shows the number of measurement ib &¥éct on the attestation time.
Simply, when the number of measurements in the 8iMtements the corresponding
number of measurement in the SML attestation timeng) also increases. The graph
also shows the attestation time plus the netwosttmad (i.e., attestation request and
guote operation). The platforms attestation datdysis shows the increments in the
number of executables files on client and servechime distress the corresponding

attestation time.
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Figure 6.4: Client and server platform attestatjcaphs

b) Client and Server Platforms Mutual AttestatiawuRd Trip Time

Figure 6.5 shows the round trip bidirectional (nalfuattestation time for the client
and server (i.e. SP) machine platforms. Theattestancludes sending and receiving
of the attestation request, response and validajp@mnations. The attestation data for
this graph is acquired by combining the data oéntliand server side machine
platforms attestation. In Figure 6.5.the x-axisndtdor the independent variable
“SML” (i.e., number of measurement in SML) and yisasignifies the dependent

variable “Time” (i.e., attestation time taken (irs)n
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Figure 6.5 also reveals the relationship betweemtimber of measurement in the
SML and attestation time (i.e., the increase in rinenber of measurements in the
SML raise the corresponding attestation time takKdre same is true for the round-

tripe attestation time (in ms) plus the networkrbvead.
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Figure 6.5: Client and server platforms mutualsastton round-trip

6.3.2 Practicable Framework Test-bed Result Analysis

The hardware/software requirements used in PUSTRBt-bed prototype
implementation are given in Table 6.2. Ubuntu 93 installed on HD entities (i.e.,
client and IdP) and CentOS on SP machine. StatadtPesses are assigned to client,
IdP and SP machine. The executables good hashaB&¥at (MySQL) is created and
maintained at the HD IdP machine. The configuratbiMA was perforemed on the
HD client and IdP machine. The HD client and IdPchiae motherboard contain
building TPM 1.2 that complies with the TCG TPMZXEgecification. The jTTS and
jTPMTools (section 6.3.1) are set on the HD cliimd IdP machine.
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Table 6.2: Practicable unified STP framework expent setup

H/W/SIW HD Entities FD Entity
Specification Client | IdP SP
[&}S] Ubuntu 9.10 CentOS 5.6
Machines IP Add. 192.168.0.2]  192.168.0.3 192.168.0.1
Switch & Cable 5-port 10/100Mbps + category.5e UTP
RAM 1GB 2.5GB 1GB
CPU 2.00GHz 1.83GHz DC 1.86GHz DC
Web Server Web server Web server
Database MySQL DB which holds good hashes of eabtes
Shibboleth IdP Installation & Configuration SP Irilstion
& Configuration

IMA Configuration for Mutual Attestation
jiTTS jTSS (used for communication with the TPM)

Used to perform the quote operation over the PCRhande value,

and extract this value for us to report to the leimgiing party.
jTPM Tools jTpmTools(we use jTSS to communicate with the TPM) Creage th

AIK using theAIK_TPMkeyjTpmToolsand jTSS libraries.

TPM Chip Type

TPM 1.2 (Complies with the TCG TPMesjfication v1.2)

Kernel

Version 2.6.35 (Kernel was configured to kvaith the IMA)

process.

6.3.2.1integrated Authentication Result

The integrated AuthN (Figure 6.6 to Figure 6.9)uiess the combination of: (1)

Home domain user AuthN process and (2) Home domaichines mutual attestation

For user AuthN data, LDAP was used to store the aszlentials. Whereas, the

Table 6.3: The HD user AuthN and MA abstract ldvath table

Scenarios

(section 6.3.2.3)

Scenario- 1 (a)
Scenario- 2 (b)
Scenario - 3 (c)

Scenario- 4 (d)

MA data is derived from the HD clients and IdP’s amiaes platform attestation
processed by the CS (part of the HD IdP). For ssgfaéuser AuthN and MA (i.e.
OUTPUT =1) the values of all INPUTS must be “1” bl@6.3).

Input Process Output
HD User AuthN Data MA Data
HD Client (target)  HD IdP (challenger)
1 Null - 0
1 0 - 0
1 1 0 0
1 1 1 1

So, if any value in the INPUT combination is “Nuft “_” or “0” or “1” then the
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OUTPUT will be “0”. The output will be zero (Fals&) the case when inputs are
“Null” or “ " and “0”. This means that to get “OUTFI=1" (AuthN or mutual
attestation successful) all INPUT combination maest'l” (Table 6.3)The complete



HD IdPs (vwww.dod.org user AuthN and AuthR at the FD SRswi.dor.org is
.6 to Figure 6.9).
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Figure 6.9: HD machines mutual attestation failure

a) Home Domain User Successful Authentication Bet®g Data

The HD user successful AuthN process log dataasvshin Figure 6.10. The process
log data includes resource request sited at th&FHvww.dor.org, user redirection
to the HD IdP fwww.dod.org, user AuthN with his basic AuthN security credalst

(UN/PWD) to the HD IdP machine.

12:56:33.886 - DEBUG [edu internet2 idp.profile.1dPProfileHandlerManager: 169] - shibboleth. HandlerManager: Loaded profile handler for handling requests to request
path /SAML2/POST/SSO

12:56:33.886 - DEBUG [edu.internet2. mi hibboleth.idp.profile.IdPProfileHandlerManager: 169)] - shibboleth. HandlerManager: Loaded profile handler for handling requests to request
path /SAML2/POST-SimpleSign/SSO

12:56:33.887 - DEBUG [edu.internet2. mi hibboleth.idp.profile.IdPProfileHandlerManager: 169)] - shibboleth. HandlerManager: Loaded profile handler for handling requests to request

path /SAML2/Redirect/SSO

12:57:02.177 - DEBUG [edu internet2.middl hibboleth.common.relyingparty. provider SAMLMDRelyingPartyConfigurationManager: 126] - Looking up relying party configuration for

htps:/sp.dor.org/shibboleth

12:57:02.177 - DEBUG [edu.internet2.middl hibboleth common.relyingparty. provider. SAMLMDRelyingParty ConfigurationManager: 132] - No custom relying party configuration found
for hitps://sp.dor.org/shibboleth, looking up configuration based on metadata groups.

12:57:02.178 - DEBUG [edu internet2.middl hibboleth common.relyingparty. provider. SAMLMDRelyingPartyConfigurationManager: 155] - No custom or group-based relying party

found for hitps://sp.dor. Using default relying party configuration.

12:57:02.254 - DEBUG [edu. mtemelz
12:57: 2234 DEBUG [edur

ShiBboleth dp.authn. Authenticationfingine:232] - Beginning user authentication process:
hibboleth.idp.authn Fngine:278)] - Filtering configured Loginllandlers:

du.internet2 mi hibboleth. idp.authn provider. Pr Handler(@19 1e0eb,

asswordProtested Transport=edu intermet2 hidpauthn provider UsernamePasswordL ogintandler@4365 10}
leth.idp.authn. Autt i fon login handler because there is no existing IdP session
leth.idp.authn. Autt oting appropriate login handler from filtered set
PasswordProtected Transport=edu internet2 hibboleth.idp.authn.provider. UsernamePasswordLoginHandler@43651b}
12:57:02.255 - DEBUG [edu.internet2.middl hibboleth.idp.authn. AuthenticationFingine:492] - Authenticating user with login handler of type
edu.internet2.middl hibboleth.idp.authn.provider. UsernamePasswordLoginFlandler
12:57:02.256 - DEBUG [edu.internet2. mi hibboleth.idp.util HitpServletHelper: 168] - Storing LoginContext to StorageService partition loginContexts, key 9fac0553-4bb2-46d8-a064-
79d30d70¢3cd
2:57:02.256 - DEBUG [edu.internet2.mi hibboleth.idp.authn. provider.UsernamePasswordLoginHandler:65] - Redirecting to https:/idp.dod.org:8444/idp/Authn/UserPassword
I2$7:02.537 - DEBUG [edu.internet2. mi hibboleth.idp.authn. provider. UsernamePasswordLoginServlet:133] - Redirecting to login page /login.jsp

2263 - DEBUG [edu.internet

idp.authn. provider.UsernamePasswordLoginServlet:153] - Attempting to authenticate user zubair
idp.authn. provider.UsernamePasswordLoginServlet:161] - Successfully authenticated user zubair

idp.authn, (+

ansport

[Engine:551] - User zubair authenticated with method

12:57:12.861 - DEBUG [edu.internet?. mi hibboleth.common relyingparty. provider. SAMLMDRelyingParty ConfigurationManager: 126] - Looking up relying party configuration for
https://sp.dor.org/shibboleth
12:57:12.861 - DEBUG [edu.internet
for htps:/ap dor org/shibboleth, looking up configuration based on metadata groups.
12:57:12.862 - DEBUG [edu.intemnet2. i h.common.relyingparty. provider. SAMLMDRelyingParty ConfigurationManager: 155 - No custom or group-based relying party

ion found for hitps://sp.dor.org/shibboleth. Using default relying party configuration.
12:57:12.874 - DEBUG [edu internet2.midd] hibboleth.idp.profile saml2. AbstractS AML2ProfileHandler:471] - Resolving attributes for principal "zubair' for SAML request from relying
party "https://sp.dor.org/shibboleth

common.relyingparty. provider. SAMLMDRelyingParty ConfigurationManager: 132] - No custom relying party configuration found

Figure 6.10: HD user successful AuthN process kg d
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b) Home Domain Machines Platform Successful MA &ssdog Data

The HD IdP and client machines mutual attestatibgure 6.11) will occur if the HD

user is successfully authenticated using his/hsictuthN credential.

Resolving data connector mipDC for principal zubair
52.790 - INFO [tbed.pustpf.
2.791 - DEBUG [tbed. N

ProviderDataConnector:42] - Validation resolution 15 i

i Pro\ lderDalaC 47| Arlnbules conslrucllon beams

attribute: MutualPlatformIntegrit

ity PIO\ ldcr'ﬁnh(‘ CS l'or Mutual attestation of HD IdP at idp.dod.org and HD Cliet
5 - INFO [tbed pustpf. ity ProviderDataC :64] - Carrying out HD client's machine platform attestation at: 192.168.0.2

2.795 - DEBUG [tbed_pustpf.ima.net.avagent Target:43] - Establishing connection to HD target machine on port 4444

2.796 - DEBUG [tbed.pustpf.ima. vagent. Target:62] - PCRs validation is initiated.

gent. VRPCR:63] - ion of PCR is successful.

gent.Target:115] - PCRs signature is validated.

504 - DEBUG [tbed.; puslpﬁma nel av aaenl VRN:17] - Nonce Received: EC4E5210DA0CID92A01396BE97EOBD11083E0797

7.604 - DEBUG [tbed.pustpf.ima.net.avagent. VRN:18] - Nonce Sent: EC4E5210DA0C 1D92A01396BE97EOBD11083E0797

7.605 - DEBUG [tbed.pustpf.ima.net.avagent. VRN:28] - Data nonce: EC4E5210DA0C1D92A01396BE97EOBD11083E0797

39:57.606 - DEBUG [tbed.pustpf.ima.net.avagent. Target:127] - * —-oemeremeeee Nonce correction and freshness is validated successfully

BUG [tbed pustpf.ima.net.avagent. VRSML:69] - Expected PCR value: 24CDDCA7240E19C2A565127EBA14B453BFOB10BD
15:00:21.165 - DE! d.pustpf.ima.net.avagent. VRSML:92] - PerCompositeHashExpected : A267FC88EGC5ASB81E7B025F021D77E79ESCT7SE
15:00:21.165 - DEBUG [tbed pu net.avagent. VRSML:93] - PerCompositeHashReceived : A267FC88E6C5ASB81E7B025F021D7
15:00:21.165 - INFO [tbed.pustpf.ima net.avage - # emeemenemmm- Validation of SML is successful
15:00:21.166 - DEBUG [tbed.pustpf.ima.net.avagent. T'lrgcl 156] - Trme TaKen (ms)Z837T
15:00:21.166 - DEBUG [tbed. pustpf. pustpshib.Mutu TaerDataConnector 71 - FOKITOY Ly about HD client’s machine integrity from CS: true
15:00:21.166 - INFO [tbed. pustpf.pu NMatualIntegrity ProviderDataConnector:80] - Carried-out HD IdP’s machine platform aie - idp.dod.org

15:00:21.167 - DEBUG -pustpf.ima.net.avagent Target:43] - Establishing connection to HD target machine on port 4444

idation of PCR is successful.

tav 'lgcnl Target:1 h] L PCRs signature is validated.

t.avagent. VRN:17] - Nonce Received: 625D9636964C13D622097995D277464471180B20

- DEBUG [tbed. pustpf.ima.net.avagent. VRN:18] - Nonce Sent: 625D9636964C 13D622097995D277464471180B20

54 - DEBUG [tbed.pustpf.ima.net.avagent. VRN:28] - Data 5D9636964C13D622097995D277464471180B20

-- Nonce correction and freshness is validated successfully.

CR value: 68F27D3A25AB87F650A5F6D1552CF3F171CA97DA

G [tbed.pustpf.

15:00:45.026 - roviderDataConnector- 94] HD Mutual attestation rcsullcd in “true”.
15:00:45.026 - INFO ity ProviderDataConnector: 101] - Mutual attestation attribute insertion: MutualPlatformIn
15:00:45.027 - INFO [tbed.pustpf. o ity ProviderDataConnector: 105] - Sending back the Mutual integrity attributs

Figure 6.11: HD client and IdP successful MA praces data

Therefore, to access a protected resource sitdedD the user AuthN and the
HD client and IdP machines mutual attestation augonust be true. The HD user
AuthN or machines mutual attestation failure me#ms AuthR process will not
carried-out. The HD client and IdP machines platf®rsuccessful mutual attestation

process log data outcome is given in Figure 6.11.

6.3.2.2HD Machine Platforms Performance Measurement Result

a) HD Client and Identity Provider Platform Attestan Time Taken

Figure 6.12 shows the HD client and IdP machinegfgim attestation time Vs the
number of measurements in SMEigure 6.12 shows the HD client (a) and IdP (b)
machine platforms attestation data results. Xkeis stand for the independent
variable ‘SML’ (i.e., number of measurement in SML) agebxis signifies the
dependent variableTime (i.e., attestation time taken (in ms)). The gragta
(Figure 6.12) obtained for HD client and IdP maehpiatforms attestation ((a) and

(b)) shows thenumber of measurement in SMffect theattestation time takerThis
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means when the number of measurements in the Stienrents the attestation time

taken (in ms) of corresponding number of measuréimehe SML also increases.
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R RRARRRRNARSER )
25000 A= 25000 o

20000 20000 —=

15000 15000

10000 10000

Attestation Time Taken {in ms)

5000 5000

Attestation Time Taken (in ms)

0 0

740 750 760 770 780 790 800 810 960 980 1000 1020 1040 1060 1080 1100

Number of Measurments in SML Number of Measurments in SML

—— Attestation Time —+— Att. Time Plus Network Overhead —&— Attestation Time ~ —e— Att. Time Plus Network Overhead

(a) HD client machine platform attestation (b) HD identity provider platform attestation

Figure 6.12: HD client and idp platforms attestatiesult

The attestation of the HD client and IdP machinatfpims is performed
individually for number of times and collected thttestation data so that it can be
graphically presented (Figure 6.12). The attestatiata (Figure 6.12) reveals the
attestation time facts such as when the number ehAsmrements in the SML
increments the attestation time (in ms) also ireeeaaccordingly. This means the
IMA attestation scheme is depended on the numbeneafsurement in the SML list.
So if the number of measurement in the SML listreases then corresponding

attestation time of measurement in the SML list &€reases or vice versa.

b) HD Client and Identity Provider Platforms Attabn Round-trip Time

Figure 6.13 shows the round trip mutual attestatiore for the HD client and IdP
machines which includes sending and receiving ef dtiestation request, response
and its validation. The-axisstand for the independent variab@BML’ (i.e., number

of measurement in SML) anglaxis signifies the dependent variabl&ifhe’ (i.e.,
attestation time taken (in ms)). The graph datguff@ 6.13) obtained for HD client
and IdP machine platforms mutual attestation atiest. The graph (Figure 6.13)
shows thenumber of measurement in SMiffect theattestation time takenThis
means when the number of measurements in the Shferrents the attestation time

taken (in ms) of corresponding number of measuréinghe SML also increases.
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Figure 6.13: HD client and idp round-trip attesiatresult

6.3.2.3HD Machines Platform Trustworthiness Result

The HD machines platform trustworthiness is testedugh four different scenarios.

a) Scenario-1

When the attestationcollector-daemon at the HDntlreachine (Figure 6.14) is not
running, client machine is not equipped with theMTBr not configured for mutual
integrity validation.

1. 12:57:12.884 - DEBUG [tbed.pustpf. pustpshib.Mutuallntegrity ProviderDataConnector:47] - Attributes construction
begins.
. 12:57:12.884 - DEBUG [tbed.pustpf. pustpshib.MutualIntegrityProviderDataConnector:48] - Generating Mutual integrity
attribute: MutualPlatformIntegrity
. 12:57:12.887 - INFO [tbed.pustpf.pustpshib. Mutuallntegrity ProviderDataConnector:62] - Calling CS for Mutual attestation
of HD IdP at idp.dod.org and HD Client at 192.168.0.2
4. 12:57:12.887 - INFO [tbed. pustpf.pustpshib.MutualIntegrityProviderDataConnector:64] - Carrying out HD client's
machine platform attestation at: 192.168.0.2
12:57:12.887 - DEBUG [tbed.pustpf.ima.net.avagent. Target:43] - Establishing connection to HD target machine on port
4444
6. 12:57:12.889 - ERROR [tbed.pustpf.ima.net.avagent. Target: 53] - Couldn't get I/O for the connection to: 192.168.0.2
7. 12:57:12.890 - ERROR [tbed.pustpf.pustpshib.MutualIntegrityProviderDataConnector:69] - ACDaemon couldn’t be
contacted. Assuming bad integrity.
8. 12:57:12.890 - DEBUG [tbed.pustpf.pustpshi
reply about HD client*sTiachine integrity from CS: false

N

(]

i

or:71] - Attestation acknowledgement

unsuccessful D client or IdP machines platform integrity validation breakdown

Figure 6.14: HD client machine not configured withA/ no TPM

Figure 6.14 shows when the attestationcollectorrieacould not contact the CS
(Figure 5.1) then assume that the HD client's maehglatform integrity is false. In

this scenario the HD client's machine platform grity failure demonstrates that the
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client’'s machine is not a trustworthy HD organiaeati(i.e., DoD), Figure 6.14,

machine assigned to a particular user.

b) Scenario-2

In the second scenario when HD client's machingqpta integrity has failed then the
CS will not perform the HD IdP machine platformeastation and hence the mutual
attestation has failed. In this scenario the H2ndls machine platform integrity
failure demonstrates that an unknowhash:eo§ was found (Figure 6.15). The
unknown hash entry shows that the signature of‘#@wgj is already changed and
indicates that a malevolent action had replacedotiginal “eod with a malicious
version. The unknown hash detection given in Figufé demonstrates that the HD

client’s machine is not trustworthy or already coomised to malevolent activity.

1. 13:03:34-686- DEBUG [VRPCR:140] - Unknown hash:eog- C6B21365d43217¢00543x5v3215h44398754sw10

2.13:03:31.686 - INFO [tbed.pustpf.ima.net.avagent. Target: T37] - T -------------- ‘Unknown hash is located. Validation is
unsuccessful.

3.13:03:31.686 - DEBUG [tbed.pustpf.ima.net.avagent. Target:156] - Time Taken (ms):11301

4.13:03:31.687 - DEBUG [tbed.pustpf.pustpshib.Mutuallntegrity ProviderDataConnector:71] - Attestation acknowledgement
reply about HD client’s machine integrity from CS: false

5. 13:03:31.687 - DEBUG [tbed.pustpf.pustpshib.Mutuallntegrity ProviderDataConnector: 73] - HD client’s machine platform

integrity is n n attestation is not carried out.
6. 13:@3731.687 - DEBUG [tbed.pustpf.pustpshib.MutualIntegrityProviderDataConnector:97] - Mutual attestation
UNSuCCes: f HD client or IdP machines platform integrity validation breakdown

Figure 6.15: HD client machine platform attestatiaiure result

c) Scenario-3

In the third scenario, when the HD client's machingegrity is verified, i.e.,
attestation resulted in true but the HD IdP's maelmlatform integrity is not verified
(Figure 6.16), i.e., attestation resulted in fatse. In this case, the mutual attestation

has failed.

13:10:18.68. VRPCR:140] - Unknown hash:idp.war : 56¢2346b347687ve374p8532041b2311s64210q
13:10:18. - INFO [tbed.pustpfima.net.avagent. Target:137] - ! —=---memmmemeam Unknown hash is located. Validation is
unsuccessfu.

13:10:18.683 - DEBUG [tbed.pustpf.ima.net.avagent. Target:156] - Time Taken (ms):12778

13:10:18.683 - DEBUG [tbed.pustpf.pustpshib.MutualIntegrityProviderDataConnector:86] - Attestation acknowledgement
reply about HD IdP’s machine integrity from CS: fals
13:10:18.683 - DEBUG [tbed.pustpf.pustpshi
integrity is not validated-

13:10:18.684 - DEBUG [tbed.pustpf.pustpshib.MutuallntegrityProviderDataConnector:97] - [Mutual attestation unsuccessful

8] - HD IdP’s machine platform

machines platform integrity validation breakdown

because of HD client or1d

Figure 6.16: HD idp machine platform attestatioitufa result

In third scenario the HD IdP’s machine platformenyity failed and demonstrates
that an unknownHash: idp.waf was detected. The unknown hash entry shows that

the signature of theidp.war’ is changed indicating that a malevolent actiom ha
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replaced the originalidp.war’ with a malicious version. The unknown hash detect
given in Figure 6.16 demonstrates that the HD IdRachine platform is not in a

trustworthy state or already compromised to a nwéa activity.

d) Scenario-4

In fourth scenario, (given in Figure 6.17), whee tHD client’s and IdP’s machine
platform attestation is successfully validated, ineutual platform attestation resulted
in true. The HD client's and IdP’'s machines platisr are mutually attested
successfully, it shows that both machines platfoamesin a trustworthy state or not
infected to any malevolent activity.

1. 14:59:52.791 - DEBUG [tbed.pustpf. pustpshib.MutualIntegrity ProviderDataConnector:48] - Generating Mutual integrity
attribute: Mutual PlatformIntegrity
2. 14:59:52.794 - INFO [tbed.pustpf. pustpshib.MutuallntegrityProviderDataConnector:62] - Calling CS for Mutual
attestation of HD IdP at idp.dod.org and HD Client at 192.168.0.2
3. 14:59:52.795 - INFO [tbed.pustpf. pustpshib.MutuallntegrityProviderDataConnector:64] - Carrying out HD client's
machine platform attestation at:
[tbed. pustpf.ima. net avagent. Target:43] - Establishing connection to HD targe

15:00:21.165 - INFO [tbed.pustpf.ima.net.avagent. Target: 147] - * -------------— Validation of SML is successful
:00:21.166 - DEBUG [tbed.pustpf.ima.net.avagent. Target:156] - Time Taken (ms):28371
6 - DEBUG [tbed. pustpf.pustpshib.MutualIntegrityProviderDataConnector: 71] - Attestation acknowl
reply about HD cIi e integrity from CS: true
8. 15:00:21.166 - INFO [tbed.pustpf. pustpshib. MutualTntegri
platform attestation at: idp.dod.org
9. 15:00:21.167 - DEBUG [tbed. pustpf.ima.net.avagent. Target:43] - Establishing connection to HD target machine on port
4444

yProviderDataConnector:80] - Carried-out HD IdP’s machine

IO 15 00:45.025 - INFO [tbed. pustpf.i ima. net.avagent. Target: 147] F e Valldatlon of SML is successful
11. 15:00:45.025 - DEBUG tbed pustpfinmaTe 8

acknew edgement reply about HD IdP s machme integrity from CS: true
:00:45.026 - DEBUG [tbed.pustpf. pustpshib.MutualIntegrity ProviderDataConnector:94] - HD Mutual attestation
resulted in “true”

integrity attributes.

Figure 6.17: HD client and idp platforms succesMal result

6.3.2.4HD Attested Machines Privacy Conservation Proof

Figure 6.18 shows how the HD machine (i.e., cleamd IdP), DoD, platforms privacy
is protected in the FD SP (DoR). The HD IdP maclatiest the HD client machine
platforms as well as perform its own machine platfo (IdP) attestation. In this way
the HD client and IdP machine platforms securitydemtials are protected because
the platforms security credentials are not sharel thie foreign domain entity (SP).
The “MutuallntegrityVerificatiori value “true”, Figure 6.18, is released to the FD SP
(DoR).
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Figure 6.18: HD attested platforms privacy consgovaproof

6.3.3 Comparison between Practicable and Emergent Schemes

Table 6.4 shows the comparative analysis of STRBaswf EUSTPF (section 4.3.1.1)
and PUSTPF (section 4.3.1.2).

6.3.3.1EUSTPF vs. PUSTPF

The comparative analysis of the two schemes isnginerable 6.4. In EUSTPF user
identity privacy (anonymity and unlinkability) isrgiected via Blind Token
Generating Service (BTGS). However, sharing of fptais security credentials
(measurement) in the EUSTPF may raise network gyiveoncerns. The other
network concerns in EUSTPF scheme are: good haslaesgement, performance

deceleration, trusted privacyCA establishment ie fthterdomain scenario and
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expansion to the new domains. The EUSTPF schemiglparor fully provide

protection against security threats: (a) rootKi$,Trojans that leading to the phishing
attack, (c) man-in-the middle attack, (d) relayackt (e) replay attack and (f) client
and server (IdP) legitimacy. The mutual platformstrin EUSTPS is established by

validating the integrity of client and server ptaths.

In PUSTPF scheme the machine platform securityarsidn by integrating the
Shibboleth user basic AuthN method with the HDrdliand IdP machine platforms
mutual attestation. The trust in the HD client & machine platforms is established
by platforms mutual integrity validation techniguehe platforms integrity validation
ensures that HD client and IdP machine platfornesreat compromised to security
threat (section 6.3.5.5). In PUSTPF scheme theirghanf platforms security
credentials privacy concerns in intra-domain sdeniar neglegiable as compared to
the inter-doamin scenario. This is mainly due ®tilust relationship beucase in intra-
domain scenario the entities (client and serveg)iarstrong trust in as compared to

the inter-doamin scenario.

Table 6.4: EUSTPF vs. PUSTPF

Aspects Security Trust Privacy
Solutions | Binding user AuthN. with Client & server machines platforn BTGS attains the user privaty
the MA protocol mutual integrity validation (i.e. anonymity and
unlinkability)
Advantages| Partial or full protection against threats a, bd,ce & f (sectior| Blind AuthN token attain user
L 6.3.5.5) privacy
('7, Network |External network: (1) Good hashes management,|platforms measurement privacy
a Concerns |Performance  deceleration, (3)  Trusted Privacy concerns (i.e. Threat 7)
establishment particularly in inter-domain scenarid)
Expansion to the new domains
Solutions | HD user AuthN. fused with the HD cli¢htD client and Idf HD client & IdP machines
and IdP machines mutual attestation machines mutualprivacy is protected at the FD $P
integrity validation|
Advantages| 1. Partial or full protection against threats a, bdce, f & g|1. Attested HD client and IdP
TN (section 6.3.5.5) machines privacy is
& 2. Mutual attestation scheme use in HD network turnakre protected at the FD SP
X IMA concerns into the pros. 2. Trusted Attribute MPI" is
o exchanged only with the Fp
to access a resource

Network | Using of IMA in inter-domain scenario to strengttthe security and trust between the HD and FD
Concerns | may leads to the privacy concerns
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6.3.4 Performance M easur ement and Benchmarking

Table 6.5 illustrates the comparison of the machiplatform mutual attestation in
EUSTPF and PUSTPF. The attestation data given lieT&5 is taken by combining
the client side and server side platforms attestadiata. In Table 6.5 tHeound-Trip
(R-trip) data means attestation of client (and server) macfATc+9 in column
“Client and Servér The column HD Client and IdP”shows théRound-Trip(R-trip)
data for client (and HD IdP) machine platform&T¢+idp). The SMLc+s and
SMLc+idp represents theumber of measurmenet in SNikt for the HD entities
(client and 1dP). The R-trip ATc+s +N/W Overhead c+s signifies roundtrip
attestation time for client and server plus netwoklerhead for client and server

machine.

Table 6.5 shows in columnClient and Servér that when number of
measurement in the SML list increments the cornedjmg attestation time round trip
and network overhead also increases. .Similarlycdlumn ‘HD Client and IdP
shows increase in the round trip and overheadtaties time due to increase in the
number of measurement in the SML list at HD cliantd IdP. Another important
element can also observed (Table 6.5) that the 8htties in HD organization (i.e.
SMLc+idp) is quite large than that of simple clieamid server attestation. The is

mainly due to the Shibboleth large number of cantigion and liberies files.

Table 6.5: Machines platform mutual attestation parison

Machines Mutual Attestation
Client and Server HD Client and IdP
SMLc+s | R-trip | R-trip ATc+s + N/W | SMLc+idp | R-trip R-trip ATc+idp +N/W
ATc+s | Overhead c+s ATc+idp Overhead c+idp
1633 25668 26309 1716 41742 42262
1696 26474 27202 1783 42422 42890
1729 36336 37063 1817 52122 52586
1774 37406 37943 1862 53202 53672
1786 39142 39758 1880 55022 55476

The Table 6.6 illustrates the performance comparfso the machines platforms
attestation [2], [95], [99], [115]. The Table 6.&@ shows that all of the schemes
make use of the IMA. Therefore, the assumptionstsitdished on the basis of the
SML role in IMA because in IMA the SML plays a majole and strongly affects the

attestation time. This can be observed from thentliand server machines data
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(Figure 6.3 and Figure 6.4) and HD client and Id&hines data (Figure 6.11 and
Figure 6.12) that when the no.’s of SML entrieg@ases so the respective attestation
time also incrementing. The incrments in attestatime distress the performance of

the scheme.

Table 6.6: Comparison of IMA based attestation sw®

Related work Attestation| Attestation No. of SML Attestation Time
Type Mech.
(TS'\Q/EE O'r’]rgf’zflfzc)oncept MA IMA SML 1 (e.g. 709) | 1 (e.g. 11146ms)
Pashalidis et al. [2] RA IMA SMit (e.g. 500) 1 (e.g. 10022ms)
Garriss et al. [95] RA IMA SMLt (e.g. 580) 1 (e.g. 11020ms)
Al et al. [99] RA IMA SML 1 (e.g. 630) 1 (e.g. 11100ms)
Sailer et al. [115] MA IMA SML? (e.g. 20000) | 1 (e.g. 23200ms)

6.3.5 Comparison of Proposed Solution with Existing Works

In this work a PUSTPF is proposed for federatedtitie and resource access system
by combining the security functionalities of theidted computing with a FIAM
Shibboleth system. Shibboleth is used to suppbssptivacy conservation features
that can enhance the HD machines mutual security the trust and privacy
conservation at the FD SPs in our architecture. ahenymity [25] in this work
means that “a user may use a resource or servit@wtidisclosing the HD client's
and IdP machine's measurements”. Each column oleTé discussed in section
6.3.5.11t0 6.3.5.5.

Table 6.7: PUSTPF STP and practicability compaeatinalysis with other works

T e e T S

Protection Trust = = . g

Phishing Replay ﬁ -E E" -E

Client/ Server PWD+MA  via Rootkit MTEBCM Anonymity Unlinkability § E E. .g E

Trojans Attack & 3 8
PUSTPF (Section 4.3.1.2) Client=Server (P} &4 (@] L1 v @ lv] lv] [s1 [ [su]
Cantor t al. 2005 [12] Mo TPM | [+] (3 x = [x] [x] NA NA NA
Dey et al. 2010 [72] No TP | (o] (1} ® = [%] %] NA NA NA
Aliet al. 2010 [100] Client & (O] 0 v (64 [x1 [x1 51 [ [su]
Klenk et al. 2009 [96] Client & © 0 v @ [x] %1 [s] ™Nd]  [su]
Leicher et al. 2010 [37]  Client | © 0 v [i2¢} [x] [x1] [s] [Nd] [su]
Lutz et al. 2006 [71] No TPM & (o] (L) x (=] [x] [x] NA NA NA
Watanabe et al. 2008 [70] Mo TPM | [+ [ x = [%1] [x1 NA NA NA
EUSTPF (Section 4.3.1.1) Client=Server (3F) &4 @ (1) v @ %] [x] Ns] [f] [wsy]
Pashalidis et al. 2003 [2]  Client & @ 0 v [o24] [%] [x] [Ns] [Nd] [nsu]
Garriss et al. 2007 [35]  Mobile Device | @ (L v @ [%] [x] [Ms] [Nd] [Nd]
Ali et al. 2009 [39] Client | © 0 v & [x] [%] 5] [f] [su]
Sailer st al 2004 [115]  Client+Server & O] 0 v (%) [x1 [x] [MN=] [MNd] [Nd]
Balfe et al. 2008 [118] Client+Server B © (1] v (%) [x] [X1] [Ns] [Nd] [Md]
Zhan et al. 2007 [117] Clignt+Server | © L1 v @ 1] %1 [Ns] [Nd] [Md]
Caceres et al 2006 [118) Dew'c“:f's'eewer = o) 1) v %) Ix] [x] [Ns] ¥4 [Nd]
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Keys:

BAMPPP = Bidirectional Attested Machines PlatfornivBcy Protection [f] = flexible

MTEbCM = Mutual Trust Establishment between Commaitiigy Machines [Nd] = Not discussed
MA = Mutual Attestation [s] = sclable

IA = Integrated Authentication [Ns] = Not scalable

PWD = Password [su] = simple to use

NA= Not Applicable [nsu] = Not simple to use

Table 6.8: Security, trust, privacy and practiaapkeys

SECURITY TRUST PRIVACY PRACTICABILITY
Keys: Keys: Keys: Keys:
1A A - Achieved MTEbCM %) BAMPPP | [¢/] - Fully Conserved | Scalable | [s]
- Accomplished [X] - Not Applicable [Ns]
- Absent
Phishing ot Flexible [fl
via @ Satisfied ® - Not Accomplished simplicity [Nd]
Trojans | © - Not satisfied [su]
Replay | §) - shielded ©) [nsu]
Attack - Not Applicable
Scalable [s]
O - Not shielded
[Ns]
Root Kit v Protected
X - Not Protected

Table 6.7 shows the existing works are mainly fecdusn the integration of (1)
security with the privacy or (2) security with ttrast and not too much of the existing
works focus on the STP aspects unification in sefegd environment. Table 6.8
signifies the STP and practicability keys used @bl€ 6.7. The comprehensive
comparative analysis of security, trust and priviexc USTPF are discusses in section
6.3.5.1t0 6.3.5.5.

6.3.5.1Practicability

Practicability, noun of practicable, signifies sdhieg (e.g., a plan or an action) that
is flexible, scalable and simple to used, implerabl& in a real environment within

the available technologies [78] and fully compatillith the existing FIAM system

infrastructure such as Shibboleth [74].

PUSTPF is practicable because it is well-matcheth wie existing FIAM
infrastructure without modifications at the FD SBes The main modification is at
the HD, in which the changes are easier and feasibtarry out because all of the
entities such as the users, clients and IdP are gfathe HD organization. The
practicability of the PUSTPF and other works islgmed (Table 6.7) on the basis of

scalability, flexibility and simplicity (e.qg., logiconvenience) of the approaches.
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a) Scalability

In Shibboleth, an open source and standard FIAMenoder Auth N handler and
other attribute production is delegated to the Hiditg IdP. Therefore, due to the
segregation of the jobs the FD SP doesn’t bindosses the HD user’s identities and
client machine records which certainly reducesitlemtity management redundancy
and enhance the scalability if additional FD SRsaafded afterward.

In bi-directional attestation the mutually integrimeasurement of server and
client machine platforms in federated environmeats to the privacy and scalability
concerns. In PUSTPF, choosing the HD IdP machiree, (§erver) as a challenger
entity guarantees that TMAP conserves: (i) To pnesdéhe HD client and IdP
machine platforms privacy in the FD, and also tii2 IHP machine platforms privacy
at the HD client machine, (ii) Scalable. ThereforePUSTPF adding new client and
revoking of the current client machine platformssted security credentials is an easy
task because all client machines are registerddtivt HD organization. Only the HD
organization (i.e., IdP) is responsible for itseali machine platform’s security
credential validation and revocation, updating amehagement of the HD machine

platforms good hashes data base entries.

The schemes such as PUSTPF (section 4.3.1.2),[f84],[100] is scalable “[s]”
because all of the approaches are compatible Wweéhcorresponding infrastructure.
Whereas, the schemes (e.g., EUSTPF (section 4),3[2]1[95], [115], [116], [117],
and [118]) are not scalable “[Ns]” because they raoé fully comparable with the
corresponding infrastructure. The rest of the wdekg., [12], [70], [71], and [72]) are

not making use of a remote or mutual attestatiomogol.

b) Flexibility

PUSTPF is flexible because the framework may accodate any other mutual
attestation mechanisms. The only changes may eediirthe HD client and IdP
machines are the agents (e.g., ACAgent and AVAsraking to the newly chosen

mutual attestation mechanism.

The “[f]” in the column “flexible” under practicalify shows that the attestation
collector and verification operation in PUSTPF (gBt 4.3.1.2), EUSTPF (section
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4.3,1.1) and [100] is flexible which means thesdestes in the future can
accommodate any type of attestation mechanism.sthemes such as [12], [70],
[71], [72] are not making use of attestation medtran The rest of the works (e.g.,
[2], [95], [96], [97], [115], [116], [117], [118]yo not discuss “[Nd]” the flexibility of

the schemes.

c¢) Simplicity — Login Convnience

PUSTPF is simple to use in real environment becthesélD end user only needs to
recall his/her basic AuthN credential (i.e., UN/PW4hd not to memorize the HD IdP
and client machines platform security credenti@lse HD IdP and client machines
TPM must be enabled, activated and owned. The mwgghdctivation and owning

TPM is the pre-requisites and one time proces®rliatthe integrity reporting phase
the HD IdP and client machine TPM, work similar ttee smart card, report the
collected hashes aggregate plus the nonce signethébyespective TPM to the
challenging entity. Therefore, after HD user sustidslogin with basic AuthN

credential the HD client and IdP mutual integritieatation process will execute in an

automated way.

The schemes (e.g., PUSTPF (section 4.3.1.2), [99], [99], [100]) are simple to
use “[su]”. The schemes (e.g., EUSTPF (sectionl4l?.and [2]) are not “[nsu]’
because of the complex infrastructure. The reshefschemes in [95], [115], [116],
[117], [118] are not discussed “[Nd]” their schemus® in real environment, whereas
simplicity of schemes is not applicable “[NA]” ta2], [70], [71], [72] because these

schemes do not make use of attestation schemes.

6.3.5.2Privacy - Machines Platform Privacy Conservation

Shibboleth, used in this work, short-term randors dertainly preserve the HD user's
privacy (i.e., anonymity) in the FD [98]. While umkability [25] means the user may
use multiple resources (services) without othermi¢pable to link together the

mutually attested machine platform measuremenmany works, the pseudonym or
pseudonymity has been used to ensure that a usgrusgaa resource or service
without disclosing his/her identity [25] to the oesce (service) provider. Therefore,

the user transaction unlinkability at the SP/RPachievable by using transaction
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pseudonyms; the transactions which are independightrespect to the user [119],

[120]. In the similar fashion HD mutually attestedachines anonymity and

unlinkability of the transaction at the FD SPsasgerved.

The machines platform privacy conservation (Tabf & discussed below:

Sharing the HD IdP machine platform security crei@dswith the client's
machine is not suitable because of two reasonsTlig)HD IdP serving
many clients so transferring its platform secuitgdential list of the
clients may downgrade the IdP performance and (2y Mlso raise the
privacy concerns because the clients and SPs shotideed to know the
big boss IdP’s machine's platform credentials. &foe, in PUSTPF the
client’s and IdP’s privacy (i.e. anonymity and mkiability) are conserved
at the FD by constructing the new data connectd?D@. The HD IdP’s
machine in PUSTPF perform its own platforms attéstainstead of

transferring the platforms credentials to the Hi2rafs machine.

Under Bidirectional Attested Machines Platform RBdy Protection
(BAMPPP) in “Privacy” column “¢]’shows that the HD client and IdP
machines platform anonymity and unlinkability idlyuconserved at the
FD Sp in PUSTPF discussed in section 6.2.2. Whef¢ag] indicates
that the rest of the work ([12], [72], [100], [9697], [71], [70], [2], [95],
[99], [115], [116], [117], and [118]) are not fullyonserving the mutually
attested platform privacy or mutual platform a@éisi is not included in

these architecture.

6.3.5.3Trust - Mutual Trustworthiness Establishment

In PUSTPF, both the HD client and IdP machines aillytuwalidate each others’

platforms integrity to confirm that both machine® anot infected by a malicious

attack such as rootkits. Therefore, uncompromisadhime platforms mean they are

trustworthy and secure.
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Table 6.7 illustrates, that the works ([2], [10[96], [97], [95], and [99]) utilizes
the trusted computing based remote machine platéitestation technique. Whereas
others ([115], [116], [117], and [118]) make usetlod mutual attestation scheme in
different areas. While in this work the focus igldeated identity and resource

(service) access system.

Beneath Mutual Attestation Establishment betweem@anicating Machines
(MTEbCM) under the “Trust” column@'specifies that PUSTPF (section 4.3.1.2),
EUSTPF (section 4.3.1.1), ([115], [116], [117], afdl8]) all using the mutual
attestation technique to establish mutual trusthen machine's platform. Under the
MTEbCM “®”"against [96], [97], [100], [2], [95], [99] showdlaf the works missing
mutual platform attestation scheme. Whereas, thiee¢heath MTEbCM against [12],
[72], [70], [71] shows that the TPM is not includectheir architecture.

In this work validation and comparison of IMA basattiestation schemes (e.g.,
the effect of SML on the attestation time) are jmled. However, the issue such as an
increase in the attestation time for the purpose oSer convenience relates to the
usability of the attestation scheme which is outhef scope of this work. In this work
using SSO feature the mutual attestation of HDntland HD IdP will carried only
once the user AuthN with basic credential is susfts Accessing successive
resources (e.g., 2nd, 3rd, 4th,..., Nth) the scheitieause the “MPI” attribute which
represents the HD IdP and client machines plattomstworthiness. Therefore, in this
way until the session is active the user can acoestple resources making use of

the “MPI” attribute which certainly brings convenee to the end user.

6.3.5.4Security - Integration of Basic Authentication WiiA

In this work Shibboleth basic user AuthN mechanistegration with the trusted
computing based mutual attestation scheme, togitren the AuthN mechanism, is
deomonstrated. Thei” under Integrated AuhtN (IA) in the security colom
indicates that the PUSTPF and EUSTPF completelyrassombining of UN/PWD

mechanism with the mutual attestation mechanisnwe¥er, the rest of the works

under IA in the security columniX” indicates that these approaches are not fulgllin
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the 1A (i.e., UN/PWD and MA) According to existifkmmowledge this is the first work
proposed an IA (i.e., UN/PWD and MA) for federatédentity and access

management mode.

Under “TPM” in security column reveal that somestixig works: (i) Make use of
the TPM on “Client + Server” / “Mobile Device + Ser” side, whereas the other (2)

With “No TPM” or only make use of it on “client enobile devices”.

6.3.5.5 Security - Threats Analysis

How proposed approach (i.e., in section 6.2.2) prayect the HD machine platform
against different kind of threat is discussed iis gection. The server is referring to
the HD IdP machine. In the proposed schemes thegrity and confidentiality

protection of the measurement is critical. Therefdo guarantee the integrity and
confidentiality against some threats (such as yepédtacks, tampering and
masquerading) the mutual attestation mechanismamgpjoy on top of a secure (e.qg.,
SSL) communication link. The analysis of the scheamgeinst different threats is

given in Table 6.7.

The “©”, “©"and “v” against PUSTPF (section 6.2.2), EUSTPF (sectidnl},
[115], [116], [117], [118] shows that both “Cliemt Server” and “Mobile Device +
Server” embedded with a TPM to provide platformtgetion against Phishing via
Trojans, replay attack and rootkits Wherea®;,“*“ Q" and “x™ against [12], [72],
[70], [71] indicates missing of TPM at either clieor server side which shows the
vulnerability of the schemes against Phishing viajdns, replay and rocket attacks.
In other works (e.g., [100], [96], [97], [2], [95]99]) “Yes” denotes only client or
mobile device embedded with the TPM to protect gleform against Phishing via
Trojans, replay and rootkits threats. The analg6iBUSTPF against different threats

is comprehensively discussed in the following:

a) Rootkits

Rootkits are malwares that hide themselves in tHeor server's machines. The
hidden property of rootkit boosts its effectiveetime (or existence) and prevents

detection. Therefore, the presence of a rootkiaarlient or server machines would
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allow the adversary to take charge of administeakewel control of a rootkit infected
client or server machines. The client or server hiree platforms mutual integrity
checking mitigates this issue because the roatkitsot hijack the aggregated SHA-1

hash values guarded by a client or server TPM.

b) Trojans that lead Phishing Attack

In Trojans attack that may lead to phishing attdlo&, adversary may steal the user’s
credentials, using key-logger, from the infecteigrdl or server's machines system
registry. In such attacks the attackers, firste Itire users to download the Phishing
enabler Trojans from a bogus website and then tetinstalled on a client machine.
Later, whenever a user opens encrypted link (httpshheir bogus websites (that
mimic a bank or government sites) it then recordser keystrokes, and/or capture
screen shots of a user login operation to captursea login credentials. To counter
this attack, in the proposed scheme the TPM basedrisy mechanism is used to
measure machines platform integrity and hash themguSHA-1 in an aggregated
format whenever the machine is rebooted. Theretbire existence of Trojan on the
attesting machine can be detected in the attestasitidation process by checking the

SML list, calculated aggregate against the TPM R@8ted aggregate.

¢) Man-in-the-Middle Attack

The adversary may impersonate a legitimate us&n(ylto acquire a user login
credential via a user agent. The adversary then prayend (by hijacking the
communication) to be the legitimate user and redpgnto the server. To counter
this attack, SSL is mandatory to protect the canftality of the platforms security
credentials. The attacker may not read the hagh (ghat it is stand for). However,

the attacker may use these hashes to prove ther ¢kat | am the client machine.

d) Relay Attack

The adversary can mislead both the client and dRenhachines by merely relaying
the messages between a client and IdP and vica.vEng adversary may be either a
human or system. In relay attack the adversary remdl, replace, and alter the
message. In the proposed architecture, let asshatetite adversary intercepts the

SML and PCR quote which contain the aggregatedigotat measurement of all

152



components loaded in boot process. However, intipeggcdue to the strength of a
tamper proof hardware with TPM based security chiyg, reading, alteration and

replacement of the PCR quote can not be possible.

e)Replay Attack

In replay attack either client or server machinailldobe the victim. In normal

operation, the CS part of the server is respondiblgenerate the machine integrity
query and forwards to the target machine. The ritteguery consists of a nonce. The
addition of the nonce in an attestation responsiles the client or server that the
integrity query and response is not altered. Theck is to confirm that the client and

the server machines platforms are not infectechyoreplay attack.

f) Client and Server Machines Legitimacy

The signing of quote over PCR-10, by a client aveemachines, gives assurance of
PCR quote validation that it is signed by a legiien(or genuine) TPM. The signing
of the quote by the TPM is the legitimacy criterifox a client’'s and the server’s

machines are equipped with a legitimate TPM hardwaip.

6.4 Summary

This chapter explained the experimental desgin,eex@nt outcomes from the
trustworthy mutual attestation protocol proof ohcept and the practicable cohesive
security, trust and privacy framework test-bed @gie. The findings from this
research experiments are: (i) Using a mutual attiest scheme instead of a remote
attestation in a federated scenario certainly ecdmrhe mutual trust and security
between the communicating machine platforms, (fig Proposed cohesive security,
trust and privacy notion may also be applicableother scenarios such as e-
government, Cloud and Grid computing, (iii) The pweed unified security, trust and
privacy framework is flexible enough that it can ineorporated in other relevant
attestation schemes. The trusted computing is a seeurity and trust enabler

technology for a computing platform which may tdikee to evolve.
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CHAPTER 7

CONCLUSION AND FUTURE WORKS

7.1 Introduction

This chapter presents the conclusion, limitationd future works for this research
work. The conclusion of the research work is désctiin the second section. The

third section describes the research limitatiordsfature works.

7.2 Conclusion

Security, trust and privacy unified solution forAIM systems are urgently needed to
curb the STP concerns in these systems. The axistilutions for federated identity
and resource (service) access are mostly concegtrah security and trust, or

security and privacy but not all three (i.e., SiPdne.

In existing federated identity and access managesystems right of entry to the
FD secured resources are conceded by: (i) The HD AsthN mechanisim, and (ii)
The HD IdP returns signed SAMLassertion (i.e.,uBer identifier) to the FD SP, and
(iif) SSL/TLS is use to establish secure commumcen link between the HD user
browser and HD IdP machine and (iv) SSL/TLS use tf@ message encryption
between the HD IdP and FD SP. In simple words Sidib employs uses
cryptographanic technigues to protect the SAML d&ses and messages. The
SSL/TLS and XML digital signatures are used to @cothe SAML profiles. In FIAM
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(e.g., Shibboleth): (i) HD user trust HD for Authdd (ii) FD SP trust HD IdP for
authenticated HD user identity and attribute agsest The HD IdP trust engine plays
a major role in trust relationships (i) and (ilhd HD IdP’s has two (2) trust engines:
(i) Signature trust rngine and (ii) Credentialsstrangine. The signature trust engine is
utilized to validate a digital signature. The pwe®f such valdation to ensure that the
credentials used are trusted. The credential éngine gurantees that the credentials
used the FD SPs are valid and trust. .Howevergotuifiederated identity and access
management security and trust solutions are basedthe software based
cryptography solution. In exsiting FIAM systemseg thbsence of a trusted computing
based mutual security and trust formation mechanisay raise several security
concerns. The reason is that the infection of anléfDor client machine platforms by
a malevolent activity may lead to the concernsHf) user’s credential theft at the
HD IdP and client machine, (ii). Absence of tustHiD IdP and client machine
platforms and (iii) Resource AuthR in the FD is rimked to trusted machine
platforms attribute. Such security and trust comseran bring heavy loss to the HD

organization in the event of an infection by malewt activity.

In addition to the security and trust issues, sigaof private and confidential
information may riase the privacy concerns. Trustechputing binary attestation
scheme is used to strengthen the computer secamitly trust in the computing
platforms. However, sharing private and confiddnt@rget machine platforms

security credentials with the challenger may régeprivacy concerns.

In this work PUSTPF is proposed for the FIAM syss$etiat integrates some of
the selected STP in a unified manner. For instatmeechosen STP such as: (i) The
integration of Shibboleth user basic AuthN mechanwgth the HD machine (IdP and
client) platforms mutual attestation, (ii) The HDaahine platforms mutual security
and trust formation, (ii) The privacy protectiorf the HD machine platforms
measurement at the FD and (iv) The resource Authihé FD domain by trusted
machine platforms attribute.The performance measen¢ and benchmarking of the
attestation scheme is performed. The security,t tamgl privacy of PUSTPF is
validated by the test-bed prototype implementatidre PUSTPF STP, practicability,
scalability, flexiability and simplicity comparagvanalysis is carried out with the
existing works
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7.3 Research Limitationsand Future Works

The identified limitations and the future work d&fis research are discussed in the

following:

7.3.1 Limitations

* The designing of the proposed TMAP established lo& IMA [15]
approach which will probably lead to the clientshechine measurement
privacy issues in financial transaction scenarinssuch scenarios it may
not be acceptable for the end users to sharerttaihine platform security

credentials with the HD in making a financial tracton.

* In the PUSTPF, the HD IdP does not currently fsllyppport user privacy
conservation because in the AuthN process the igseot completely
anonymous and there are possibly links to the tramisactions. In this
work, the main objective is to protect the HD ctiand IdP privacy in the
FD instead of in the internal network because lbghHD entities in the

presented scenario are in a strong trust assatiatio

* The transferring of complete machine platform sigwredentials (i.e.,

measurement list) may introduce performance overhea

» Other security aspects such as availability (eeryice disruption due to
power outage, hardware failures, system upgraddsDemial of Service

(DoS)) and accountability (e.g., access informadiodit trail).

» Different types and versions of Operating Syste®Sq), executable and

application execution.

* In this work IBM machines are used. These machimegherboard
embedded with the TPM hardware chip (i.e., infindarand). This
research not covers the Advanced Micro Devices (AMiIDocessors
which has TPM embedded in the chip. The AMD prooesextend the
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courage to the embedded sytems and mobile devicerdtect the
confidential and sensitive information across aeniange of embeded and

mobile applications.

Platform measurement (hashes) tracking which canobedifferent
varieties. The home domain IdP machine performssorements for its
own attestation and registered clients’ machinesgtion. This will
reduce the complexity of the management of too mgogd hashes

because both entities are from the same interraioni.

Trust measurement - this research focuses mainlymotual trust
formation in between communicating machines (ckent and server) on

the basis of loaded executable health.

A physical or hardware attack - this research fesusnly on a software
attack. However, the proposed architecture may astigate some
physical attacks: (1) No one can extract the PiatfaConfiguration
Registers (PCRs) value from the Trusted Platforndiie (TPM), if the
TPM is attacked physically and (2) Somehow if tttacker detaches the
TPM from the IdP or client machine even then thillyannot extract the

data stored in the TPM by using another machingdays

Network bandwidth and Usability related limitations

7.3.2 FutureWorks

The use of the PBA [93] (or the attestation appineadased on the PBA)
in the proposed PUSTPF, particularly in a mututdsaation protocol, for
federated identity and resource (service) accessmagement mode may

overcome the issue of the machine platform measemeprivacy.

A separate study is also needed on the use oflithe: $ignature scheme
[36] in the proposed PUSTPF which hopefully shafiprove the user
identity privacy protection at the HD IdP.
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The use of the PBA [93] (or maybe the attestatigpr@aches based on the
PBA) may help to overcome the issue of performameerhead in the

mutual attestation protocol.

In this work, the TMAP made use of the IMA approduiween the HD
IdP and client machines in a web environment bddéd/ system. In
future the TMAP may accommodate the PBA or any othA
mechanism, such as the Policy Reduced Integrity sMiement
Architecture (PRIMA) [112] and the Model based Bébeal Attestation
(MBA) [69] etc., among the HD clients and IdPs imetPSTPF (or
between the HD client and the FD SP in an EUSTPF).
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APPENDIX A

RELATED SOURCE CODE SNIPS

Home Domain Client MODIFICATION

1. Home Domain Client Attestation Collector Package

(i) CLASS: INTERFACE ABSTRACT COLLECTOR

package pustpf.ima.net.client.attestationcollector;
import org.w3c.dom.Document;

public interface AbstractCollector {

public Document process(byte[] nonce);

}
(i) CLASS: ATTEST CLIENT PCR

import iaik.tc.tss.api.tspi. TcIRsaKey;

import iaik.tc.tss.api.tspi. TcITpm;

import iaik.tc.tss.impl.csp.TcCrypto;

import iaik.tc.utils.logging.Log;

import java.io.File;

import java.io.FilelnputStream;

import java.security.Signature;

import java.security.interfaces.RSAPublicKey;

import javax.crypto.Cipher;

import javax.xml.parsers.DocumentBuilderFactory;

import org.bouncycastle.jce.provider.BouncyCastleProvider;
import org.w3c.dom.Document;

import org.w3c.dom.Node;

import org.w3c.dom.traversal.Nodelterator;

import com.sun.org.apache.xpath.internal.CachedXPathAPI;
import pustpf.ima.net.service.TssService;

import pustpf.ima.net.service.XmiService;

public class AttestClientPCR implements AbstractCollector {

return pcrs;
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}

private Node getPCRContainer(Document src) {

try {
String xpath = "/Ipcrs[1]";
CachedXPathAPI path = new CachedXPathAPI();
Nodelterator nl = path.selectNodelterator(src, xpath);
Node n;
if ((n = nl.nextNode()) != null) {
return n;
}
} catch (Exception e) {
e.printStackTrace();
}
return null;
}
public void verify(byte[] signedPcrVal, RSAPublicKey pubKey, byte[] pcrVal) {
try {
long valPcrStart = System.currentTimeMillis();
Signature sig = Signature.getinstance("SHATwithRSA");
sig.initVerify(pubKey);
sig.update(pcrVal);
boolean verifies = sig.verify(signedPcrVal);
long valPcrEnd = System.currentTimeMillis();
System.out.printin("Pcr Validation Time:"
+ (valPcrEnd - valPcrStart));
} catch (Exception e) {
e.printStackTrace();
}
}

}
(iii) CLASS: ATTEST CLIENT SML

package pustpf.ima.net.client.attestationcollector;
import iaik.tc.tss.api.structs.common.TcBlobData;
import iaik.tc.tss.api.tspi. TclContext;
import iaik.tc.tss.api.tspi. TcIPcrComposite;
import iaik.tc.utils.logging.Log;
import iaik.tc.tss.api.structs.tpm.TcTpmPcrComposite;
import iaik.tc.tss.impl.java.tsp.TcPcrCompositeInfoLong;
import java.io.File;
import java.util.StringTokenizer;
import javax.xml.parsers.DocumentBuilderFactory;
import org.w3c.dom.Document;
import pustpf.ima.net.service.TssService;
import pustpf.ima.net.service.XmiService;
public class AttestClientSML implements AbstractCollector {
private String IMAPATH =
"Isys/kernel/security/ima/ascii_runtime_measurements";
@Override
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public Document process(byte nonce][]) {
Document sml = null;

try {
sml =
DocumentBuilderFactory.newlnstance().newDocumentBuilder()
.newDocument();
sml.appendChild(sml.createElement("sml"));
}

catch (Exception e) {
Log.err(e.getMessage());
e.printStackTrace();
}
String IMAPATH =
"Isys/kernel/security/ima/ascii_runtime_measurements";
File f = new File(IMAPATH);

String contents = "";
if (f.exists())

XmiService.appendElement(sml, sml.getDocumentElement(), "smicontents",
contents);
System.out.printin();
return sml;

}
(iv) CLASS: DAEMON ATTESTATION COLLECTOR

package pustpf.ima.net.client;
import iaik.tc.utils.logging.Log;
import javax.xml.parsers.DocumentBuilderFactory;
import javax.xml.transform.*;
import javax.xml.transform.dom.DOMSource;
import javax.xml.transform.stream.StreamResult;
import org.w3c.dom.*;
import org.w3c.dom.traversal.Nodelterator;
import org.xml.sax.InputSource;
import com.sun.org.apache.xpath.internal.CachedXPathAPI;
import pustpf.ima.net.client.attestationcollector.;
import pustpf.ima.net.service.”;
public class DaemonAttestationCollectorAgent {
public Document doAttestation(Document request) {
Document returnedDoc = null;
try {
returnedDoc = DocumentBuilderFactory.newlInstance()
.newDocumentBuilder().parse(
"Ihome/zubair/responseSkel.xml");
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String nonce = getNonce(request);
byte nonceArray[] = XmlIService.toBinArray(nonce);
XmiService.appendElement(returnedDoc,
getResponseMainNode(returnedDoc),
"Challenge", nonce);
Document pcrs = (new
AttestClientPCR()).process(nonceArray);
XmiService.importName(pcrs, returnedDoc ,
getResponseMainNode(returnedDoc));
Document sml = (new
AttestClientSML()).process(nonceArray);
XmlUtil.importName(sml,returnedDoc ,

}
private Node getResponseMainNode(Document src) {
try {
String xpath = "//RequestedSecurityToken[1]";
CachedXPathAPI path = new CachedXPathAPI();
Nodelterator nl = path.selectNodelterator(src, xpath);
Node n;
if ((n = nl.nextNode()) != null) {
return n;
}
} catch (Exception e) {
e.printStackTrace();
}
return null;
}

}
2. Home Domain Client XML and TSS Service Package

(v) CLASS: XML-SERVICE

package pustpf.ima.net.service;
import org.w3c.dom.Document;
import org.w3c.dom.Element;
import org.w3c.dom.Node;
import java.math.BigInteger;
public class XmlService {
static char[] hexChar = {'0','1",'2','3','4','5', '6", '7",'8','9',
‘A,'B,'C,'D,'E,'F'};
public static void appendElement(Document doc, Node to, String name,
String val) {
Element newEl = doc.createElement(name);
Node newElVal = doc.create TextNode(val);
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public static byte[] toBinArray(String hexStr) {
byte bArray[] = new byte[hexStr.length() / 2];
for (inti=0;i < (hexStr.length() / 2); i++) {
byte firstNibble = Byte.parseByte(hexStr
.substring(2 *i, 2 *i + 1), 16);
byte secondNibble = Byte.parseByte(hexStr.substring(2 * i +

2%i+2),16);
int finalByte = (secondNibble) | (firstNibble << 4);
bArray[i] = (byte) finalByte;
}

return bArray;

}
(vi) CLASS: TSS-SERVICE

package pustpf.ima.net.service;
import iaik.tc.tss.api.tspi. TcTssAbstractFactory;
import iaik.tc.tss.api.exceptions.common.TcTssException;
import iaik.tc.tss.api.tspi. TclContext;
import iaik.tc.tss.impl.java.tsp.TcTssLocalCallFactory;
import iaik.tc.utils.logging.Log;
public class TssService {
private static TcTssAbstractFactory cachedFactory = null;
public static TcTssAbstractFactory getTssFactory() {
if (cachedFactory == null) {
try {
TcTssAbstractFactory factory = new
TcTssLocalCallFactory();
TclContext context = factory.newContextObject();
context.connect();

return cachedFactory;

}

HOME DOMAIN IDENTITY PROVIDER MODIFICATION

1. Home Domain ldentity Provider Attestation CollecRackage

(i) CLASS: INTERFACE ABSTRACT COLLECTOR

package pustpf.ima.net.identityprovider.attestationcollector;
import org.w3c.dom.Document;
public interface AbstractCollector {

public Document process(byte[] nonce);
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}
(if) CLASS: ATTEST CLIENT PCR

package pustpf.ima.net.identityprovider.attestationcollector;
import iaik.tc.tss.api.constants.tsp. TcTssConstants;
import iaik.tc.tss.api.exceptions.common.TcTssException;
import iaik.tc.tss.api.structs.common.TcBlobData;
import iaik.tc.tss.api.structs.tpm.TcTpmPubkey;
import iaik.tc.tss.api.structs.tsp.TcTssValidation;
import iaik.tc.tss.api.structs.tsp. TcUuidFactory;
import iaik.tc.tss.api.tspi. TclContext;
import iaik.tc.tss.api.tspi. TcIPcrComposite;
import iaik.tc.tss.api.tspi. TclPolicy;
import iaik.tc.tss.api.tspi. TcIRsaKey;
import iaik.tc.tss.api.tspi. TcITpm;
import iaik.tc.tss.impl.csp.TcCrypto;
import iaik.tc.utils.logging.Log;
import java.io.File;
import java.io.FilelnputStream,;
import java.security.Signature;
import java.security.interfaces.RSAPublicKey;
import javax.crypto.Cipher;
import javax.xml.parsers.DocumentBuilderFactory;
import org.bouncycastle.jce.provider.BouncyCastleProvider;
import org.w3c.dom.Document;
import org.w3c.dom.Node;
import org.w3c.dom.traversal.Nodelterator;
import com.sun.org.apache.xpath.internal.CachedXPathAPI;
import pustpf.ima.net.service.TssService;
import pustpf.ima.net.service.XmlService;
public class AttestidPPCR implements AbstractCollector {

private Node getPCRContainer(Document src) {
try {
String xpath = "/Ipcrs[1]";
CachedXPathAPI path = new CachedXPathAPI();
Nodelterator nl = path.selectNodelterator(src, xpath);
Node n;
if (n = nl.nextNode()) != null) {
return n;
}

} catch (Exception €) {
e.printStackTrace();

return null;
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public void verify(byte[] signedPcrVal, RSAPublicKey pubKey, byte[] pcrVal) {
try {
long valPcrStart = System.currentTimeMillis();
Signature sig = Signature.getinstance("SHA1withRSA");
sig.initVerify(pubKey);
sig.update(pcrVal);
boolean verifies = sig.verify(signedPcrVal);
long valPcrEnd = System.currentTimeMillis();
System.out.printin("Pcr Validation Time:"
+ (valPcrEnd - valPcrStart));
} catch (Exception e) {
e.printStackTrace();
}

}
(iif) CLASS: ATTEST CLIENT SML

package pustpf.ima.net.identityprovider.attestationcollector;

import iaik.tc.tss.api.structs.common.TcBlobData;

import iaik.tc.tss.api.tspi. TclContext;

import iaik.tc.tss.api.tspi. TcIPcrComposite;

import iaik.tc.utils.logging.Log;

import iaik.tc.tss.api.structs.tpm. TcTpmPcrComposite;

import iaik.tc.tss.impl.java.tsp.TcPcrCompositeInfoLong;

import java.io.File;

import java.util.StringTokenizer;

import javax.xml.parsers.DocumentBuilderFactory;

import org.w3c.dom.Document;

import pustpf.ima.net.service.TssService;

import pustpf.ima.net.service.XmiService;

public class AttestidPSML implements AbstractCollector {

private String IMAPATH

"Isys/kernel/security/ima/ascii_runtime_measurements";

IMAPATH));
} catch (Exception e) {
e.printStackTrace();
}
try{

String line = inFile.readLine();
while (line != null) {

contents += line;

contents +="\n ";

line = inFile.readLine();
}
inFile.close();
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} catch (Exception e) {
e.printStackTrace();
}
}

XmiService.appendElement(sml, sml.getDocumentElement(),
"smicontents”, contents);

System.out.printin();

return sml;

}
(iv) CLASS: DAEMON ATTESTATION COLLECTOR

package pustpf.ima.net.identityprovider;
import iaik.tc.utils.logging.Log;
import javax.xml.parsers.DocumentBuilderFactory;
import javax.xml.transform.*;
import javax.xml.transform.dom.DOMSource;
import javax.xml.transform.stream.StreamResult;
import org.w3c.dom.*;
import org.w3c.dom.traversal.Nodelterator;
import org.xml.sax.InputSource;
import com.sun.org.apache.xpath.internal.CachedXPathAPI;
import pustpf.ima.net.identityprovider.attestationcollector.*;
import pustpf.ima.net.service.”;
public class DaemonAttestationCollectorAgent {
public Document doAttestation(Document request) {

String nonce = getNonce(request);
byte nonceArray[] = XmlIService.toBinArray(nonce);
XmiService.appendElement(returnedDoc,
getResponseMainNode(returnedDoc),
"Challenge", nonce);
Document pers = (new AttestldPPCR()).process(nonceArray);
XmlService.importName(pcrs, returnedDoc ,
getResponseMainNode(returnedDoc));
Document sml = (new AttestldPSML()).process(nonceArray);
XmiService.importName(sml,returnedDoc ,
getResponseMainNode(returnedDoc));
} catch (Exception e) {

private Node getResponseMainNode(Document src) {
try {
String xpath = "//RequestedSecurityToken[1]";
CachedXPathAPI path = new CachedXPathAPI();
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Nodelterator nl = path.selectNodelterator(src, xpath);

Node n;
if ((n = nl.nextNode()) != null) {
return n;
}
} catch (Exception e) {
e.printStackTrace();
}
return null;

2. Home Domain Identity Provider XML and TSS Serviegckage

(v) CLASS: XML-SERVICE

package pustpf.ima.net.service;
import org.w3c.dom.Document;
import org.w3c.dom.Element;
import org.w3c.dom.Node;
import java.math.Biginteger;
public class XmlService {
static char{] hexChar ={'0','1",'2','3','4','5",'6", '7",'8','9’,
'A,'B,'C,'D,'E,'F'};
public static void appendElement(Document doc, Node to, String name,
String val) {
Element newEl = doc.createElement(name);
Node newElVal = doc.create TextNode(val);
newEl.appendChild(newElVal);
to.appendChild(newEl);

}
public static byte[] toBinArray(String hexStr) {

byte bArray[] = new byte[hexStr.length() / 2];
for (inti = 0; i < (hexStr.length() / 2); i++) {
byte firstNibble = Byte.parseByte(hexStr
.Substring(2 *i,2*i + 1), 16);
byte secondNibble = Byte.parseByte(hexStr.substring(2 * i +

2%i+2),16);
int finalByte = (secondNibble) | (firstNibble << 4);
bArray[i] = (byte) finalByte;
}

return bArray;
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(v) CLASS: TSS-SERVICE

package pustpf.ima.net.service;
import iaik.tc.tss.api.tspi. TcTssAbstractFactory;
import iaik.tc.tss.api.exceptions.common.TcTssException;
import iaik.tc.tss.api.tspi. TclContext;
import iaik.tc.tss.impl.java.tsp.TcTssLocalCallFactory;
import iaik.tc.utils.logging.Log;
public class TssService {
private static TcTssAbstractFactory cachedFactory = null;
public static TcTssAbstractFactory getTssFactory() {
if (cachedFactory == null) {
try {
TcTssAbstractFactory factory = new
TcTssLocalCallFactory();
TclContext context = factory.newContextObject();

Log.err(tse.getMessage());
}

return cachedFactory;

}
(v) CLASS: Target (Client or Identity Provider) Asitation Validation

package tbed.pustpf.ima.net.avagent;

import java.io.”;

import java.net.”;

import javax.xml.transform.Transformer;

import javax.xml.transform.OutputKeys;

import javax.xml.transform.TransformerFactory;
import javax.xml.transform.dom.DOMSource;
import javax.xml.transform.stream.StreamResult;
import javax.xml.parsers.DocumentBuilderFactory;
import org.slf4j.Logger;

import org.slf4j.LoggerFactory;

import org.w3c.dom.Document;

import org.w3c.dom.Node;

import org.xml.sax.InputSource;

import tbed.pustpf.ima.net. avagent.services.*;
public class Target {

private final Logger log = LoggerFactory.getLogger(Target.class);
/**
* @param args
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)
public static void main(String[] args) {
}
public int remotePort = 4444;
public boolean attestTarget(String targetAddr)
throws AttestationServiceHookupException {
boolean AttestationResult = false;
long timeStart = System.currentTimeMillis();

Socket kkSocket = null;
PrintWriter out = null;
BufferedReader in = null;

try {
log.debug("Establishing connection to HD target machine on

port {}", remotePort);
kkSocket = new Socket(targetAddr, remotePort);
out = new PrintWriter(kkSocket.getOutputStream(), true);
in = new BufferedReader(new InputStreamReader(kkSocket
.getlnputStream()));

} catch (UnknownHostException e) {
log.error("Don't know about host.");
throw new AttestationServiceHookupException ();
} catch (IOException e) {
log.error("Couldn't get 1/O for the connection to: " +
targetAddr);
throw new AttestationServiceHookupException ();
VRPCR pv = new VRPCR();
pv.setRSAPubKey(targetAddr);
OutcomeMode pcrResult = pv.verify(response);
if (pcrResult == OutcomeMode.
NO_PCRS_VALIDATION_ABORTIVE)
log.debug("! -====--------- No PCRS found in
response.");
else if (pcrResult == OutcomeMode.
PCR_DISSIMILAR_VALIDATION_ABORTIVE)

log.debug("! -=------------- PCRs Validation failed. ");
if (pcrResult == OutcomeMode. VALIDATION_POSITIVE) {
log.debug("* -=-=----=------ PCRs signature is
validated.");
AttestationResult = true;
}
if (AttestationResult) {
VRN nv = new VRN();
OutcomeMode nonceResult = nv.verify (response,
nonce);
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if (nonceResult == OutcomeMode. DISSIMILAR _
NONCE) {
AttestationResult = false;
log.debug("! -===-=-==------ Nonce is stale.
Validation failed. ");
} else if (nonceResult ==
OutcomeMode.NONCE_SIMILARITY_POSITIVE) {
AttestationResult = true;
log.debug("™  -=---=----- Nonce correction
and freshness is validated successfully.");

}

private String generateNonce() {
charf] hexChar = {'0","1",'2','3','4','5', 6", '7", '8','9,
IAI, IBI’ ICI’ IDI’ IEI’ lFl }’

String nonce =",
for (inti=0;i<20*2;i++) {

Double rnd = Math.random() * 15;
nonce += hexChar[rnd.intValue()];

}

return nonce;

3. Mutual Integrity Provider-DATACONNECTOR

(v) MUTUAL INTEGRITY PROVIDER-DATACONNECTOR

package tbed.pustpf.pustpshib;

import java.util.HashMap;
import java.util.Map;

import org.opensaml.ws.transport.http.HTTPInTransport;
import org.slf4j.Logger;
import org.slf4j.LoggerFactory;

import com.sun.org.apache.xalan.internal.xsltc.runtime.Attributes;
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import edu.internet2.middleware.shibboleth.common.attribute.BaseAttribute;

import
edu.internet2.middleware.shibboleth.common.attribute.provider.BasicAttribute;

import
edu.internet2.middleware.shibboleth.common.attribute.resolver.AttributeResolutionExc
eption;

import
edu.internet2.middleware.shibboleth.common.attribute.resolver.provider.ShibbolethRe
solutionContext;

import
edu.internet2.middleware.shibboleth.common.attribute.resolver.provider.dataConnecto
r.BaseDataConnector;

import tbed.pustpf.ima.net.avagent.AttestationServiceHookupException;
import tbed.pustpf.ima.net.avagent. Target;

public class MutuallntegrityProviderDataConnector extends BaseDataConnector {

private String vsUrl;

private ATTESTATION_TYPE attestationType;

public static enum ATTESTATION_TYPE {
IMA

3

private static final String ATTESTATION_ATTRIBUTE
"MutualPlatformIntegrity";

private final Logger log = LoggerFactory
.getLogger(MutuallntegrityProviderDataConnector.class);

public MutuallntegrityProviderDataConnector(String url) {
this.setVsUrl(url);
}

@Override

public Map<String, BaseAttribute> resolve(
ShibbolethResolutionContext resolutionContext)
throws AttributeResolutionException {

log.info("Validation resolution is initiated.");

Target attTarget = new Target();
HTTPInTransport req = (HTTPInTransport) resolutionContext

.getAttributeRequestContext().getinboundMessageTransport();
targetAddr = req.getPeerAddress();;
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log.info("Calling CS for Mutual attestation of HD IdP at
idp.dod.org and HD Client at {}", targetAddr);

log.info("Carrying out HD client's machine platform attestation
at: {}", targetAddr);

attResultClient = attTarget.attestTarget(targetAddr);
} catch (AttestationServiceHookupException €) {
log.error("ACDaemon couldn’t be contacted. Assuming bad
integrity.");
}

log.debug("Attestation acknowledgement reply about HD client’s
machine integrity from CS: {}", attResultClient);
if (attResultClient == false) {
log.debug("HD client's machine platform integrity is not
validated, so HD IdP attestation is not carried out");

}

log.info("Sending back the Mutual integrity attributes.");
return result;

}

@Override
public void validate() throws AttributeResolutionException {

}
public void setAttestationType(ATTESTATION_TYPE attestationType) {
this.attestationType = attestationType;

}
public ATTESTATION_TYPE getAttestationType() {
return attestationType;

}
public void setVsUrl(String vsUrl) {
this.vsUrl = vsUrl;

}

public String getVsUrl() {
return vsUrl;

}
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APPENDIX B

COMMAND LINE INSTRUCTIONS AND CODE

1) HOME DOMAIN SHIBBOLETH IDENTITY PROVIDER INSTALIATION

(i) Steps for installing JAVA 1.6 on the Ubuntu OS

* $curl -L -O 'http <://> www <.> download <.> orack.> com/otn <->
pub </> java </> jdk </> 6u25 <-> b06 </> jdk <-mZp <-> linux <->
i586.bin'

e $chmod + x jdk <—> 6u25 <—> linux <—> i586 <.> bin

¢ $</>jdk <—> 6u25 <—> linux <—> 1586 <.> bin (Bhwill install the Java)

* $java <—> version (This will show java edition610")

(ii) Steps for downloading, installing and confiong Apache Tomcat

» Download Apache Tomcat & extract it to the homecliory:

o $curl -L -O 'http <://> www <.> apache <.> tradebi> com </> pub
</> tomcat </> tomcat <—> 6 </> v6.0.32 </> bin <dpache <—>
tomcat <—> 6.0.32 <.> tar <.> gz’

0 $ tar <—> xvzf apache <—> tomcat <—> 6.0.32 <.><targz

0 Rename it to an easy name: $ mv apache — tomcét32@omcat6

» Set the following variables:

0 $ <space> export <space> JAVA < > HOME <=/> usdfx—>
source </>jdk1.6.0_25

0 $ <space> export <space> PATH <=$> JAVA_HOME </m ki$>
PATH

0 $ <space> export <space> CATALINA_HOME <=/> home glbair
</> tomcat6</>

0 $ <space> export <space> CATALINA_BASE <=/> home zlbair

</>tomcat6 </>
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» Start tomcat:
0 $ </>home </> zubair </> tomcat6 </> bin </> sigrk.> sh
o Check if Tomcat is working properly by typing thellbwing in the
browser: http://localhost:8080 (It will show Tomdaime page)

(iif) Download the latest Identity Provider softvegrackage

e $ curl -O <SPACE> ‘http <://> www <.> shibboleth><net </>
downloads </> identity <-> provider/2.3.0/shibbbledentityprovider-
2.3.0-bin.zip’

* Unzip the archive as:

0 $ <SPACE> jar <-xf> shibboleth <-> identityprovidef> 2.3.0 <->
bin <.> zip

* Move to the unzipped directory and install the &P
0 $ cd shibboleth-identityprovider-2.3.0

* $ sudo -i (since the idp install command wantsdaekecute as root main
user to make the current user as a root user)

» Set the environment variables for this session:

0 # <SPACE> export <SPACE> JAVA_HOME <=/> usr </>gév<->
source </>jdk1.6.0_25

0 # <SPACE> export <SPACE> PATH <=$> JAVA _HOME </>nbi
<:$> PATH

0 # <SPACE> /install.sh

(iv) Copy Xerces and Xalan to the TOMCAT HOME/erst folder

e # cp -r endorsed/ /home/zubair/tomcat6
* # export JAVA_ENDORSED_DIRS=/home/zubair/tomcat6i@sed/

(v) Setting he JVM memory options

« JAVA < > OPTS <="-> Djava.awt.headless <=> true ¥mx512M <->
XX <:> MaxPermSize <=>128M -Dcom.sun.security.ee@lRRLDP=true"

(vi) Setting SOAP endpoints for the HD IdP
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* Downloaded required jar files such as tomcat6.-Adtssl. - 1.0.0. .. . jar in
to TOMCAT_HOME/lib/.

* Curl — o ‘http <://> shibboleth <.> internet2 <.>we </> downloads
</>maven2 </> edu </> internet2 </> middleware <Jecurity </>
tomcat6 </> tomcat6 <-> dta <-> ssl </> 1.0.0 ’mtat6 <-> dta <-> ssl
<->1.0.0<.>jar

» Afterwards, need to add the code given below to TT2N_HOME </>
conf </> server <.> xml file.

<Connector.. Eport="8443"
Protocol="org.apache.coyote.http11.Http11Protocol"
SSLImplementation=
"edul.]internet2.middleware.security.tomcat6.DelegateTo
ApplicationJSSEImplementation"
Scheme="https"
SSLEnabled="true"
clientAuth="true"
keystoreFile="/opt/shibboleth-idp/credentials/idp.jks"
keystorePass="keystorePassword" />

(vii) Setting the Tomcat’s own variables required forializing the 1dP

» Create a file by the name idp.xml and place it in
TOMCAT_HOME/conf/Catalina/localhost/ folder then pgo XML

segment of code given below into the file.

<Context docBase="/opt/shibboleth-idp/war/idp.war"
Privileged="true"
AntiResourcelLocking="false"
antiJARLocking="false"
unpack WAR="false"

swallowOutput="true" />

(vii) The generation of RSA keystore for the IdP

» sudo mkdir /home/zubair/idpcerts/
* $ sudo keytool -genkey -alias idpkeys -keyalg RSAeystore
/home/zubair/idpcerts/idpkeys.keystore

(ix) Adding the XML code to the server.xml in TOMCAT H@tonf
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<Connector port="443" protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="150" scheme="https" secure="true" clientAuth="false"
sslProtocol="TLS"
keystoreFile="/home/zubair/idpcerts/idpkeys.keystore"
keystorePass="keystorePassword" />

(x) Configuring LoginHandler in the HD organization IdP

* The following code is added to the IDP_HOME/cortity

<!-- Username/password login handler -->

<ph:LoginHandler xsi:type="ph:UsernamePassword"
jaasConfigurationLocation="file:///opt/shibboleth-idp/conf/login.config">

<ph: AuthenticationMethod>urn: oasis:names:tc:SAML:2.0:ac:classes:Password
ProtectedTransport</ph: AuthenticationMethod>

</ph:LoginHandler>

(xi) ApacheDS installation in the realization of thetptgpe implementation

» Download and install the ApacheDS as:

0 $ wget http <://> www <.> trieuvan <.> com </> apac<//> directory
</>apacheds < /> unstable </> 1.5/1.5.7 </> ap&hed 1.5.7-
i386.bin

o0 $chmod a <+> x apacheds <-> 1.5.2-i386 <.>hin

0 <./>apacheds <->1.5.2-i386 <.> bin (this willtadsthe ApacheDS)

* Now run it by using the command: /etc/init.d/apaid&.5.2 start

(xii) The steps to install the Apache Directory Studio

* $ wget http <://> apache.osuosl.org </ > directefy studio </> stable
</>1.5.3.x.x/

» ApacheDirectoryStudio <-> linux <-> x86 <-> 1.5.%x.> tar.gz

* $ <SPACE> tar —xvzf <SPACE> ApacheDirectoryStudi dinux <->
x86 <-> 1.5.3.X.x <.>tar.gz

*  $ <SPACE> mv <SPACE> ApacheDirectoryStudio <->%ru> x86 <->
1.5.3.x.x /opt/ApacheDirectoryStudio

* $ cd /opt/ApacheDirectoryStudio

$ ./ApacheDirectoryStudio (for initializing the tadler)
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(xiii) A dding below code to the login.config file at theADHOME/conf folder

Shib UserPassAuth {

Edu. vt .middleware.ldap.jaas.l.dapl.oginModule is required
IdapUrl= "Idap:// localhost: 10389
baseDn="ou=users,ou=system"
tls="true"
userFilter="uid={0}";

b
(xiv) The code given below illustrates the LDAP data euhor

<!-- LDAP Connector for LDAP data store -->
<resolver:DataConnector xsi:type="dc:LDAPDirectory"
ldapURL="1dap://localhost:10389"

baseDN="ou=users,ou=system" principal

_n

uid = admin, ou = system"
principal Credential = "ldapDefaultPassword">

<dc:Filter Template>

<I[CDATA[ (uid = $request Context. principal Name) |]>

</dc:Filter Template>

</ resolver: Data Connector >

(xv) The dataconnector, attribute resolver, definitipolices

DataConnector:
<resolver:DataConnector id~"mutal AttestationDC" xsi:type~"Mutuallntegrity Providerl
xinlns="uri:thed pustplshibboleth: 2.0 resolver” vsUrl="localhost” /=

Attribute Resolver and Attribute Definition:
<resolver: ArributeDefinition
id="MutualPlatformIntegrity” xsi:type="Simple"
xmins="urn:mace:shibboleth: 2.0:resolver:ad” sourceAttribute] D="PlatformIntegri
<resolver:Dependency ref="mipDC" />
<resolver: AttributeEncoder xsiztype-"SAML1 String"”
xmlns="urn:mace:shibboleth:2.0:attribute:encoder” name="urn:mace:dir:attribute-
defiintegrity Verification” /=
=resolver:Atribute Encoder xsiztype="SAML2String"
xmins="urn:mace:shibholeth:2 0:attribute:encoder"”
name="urn:oid:2.16.840.1.113730.3.1.2" friendly Name="integrity Verilicalion" / =

<fresolver: AttributeDefinition=

Attribute Policies:
< Attribute Rule SPACEattribute ID="Mutual PlatformInteority"=

2) FOREIGN DOMAIN SHIBBOLETH SERVICE PROVIDER INSTAATION

(1) Installation of C and C++ compilers using then@OS installer feature.
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* #yum install gcc

e #yum install gcc-c++

(i) log4shib installation

» # Extract the downloaded package & move to theaetdd directory:
o $tar -xvzf log4shib-1. 0. 4. Tar <.> gz
0 $ <SPACE> cd log4shib-1. 0. 4
» Configure log4shibd with the following options:
0 $ <SPACE> <./> configure <--> disable-static <-sable <->
doxygen <--> prefix=/opt
0 $ <SPACE> make
0 $$ <SPACE> make$ <SPACE> install

(iii) Xerces-Cnstallation and Configuration

« Extract the downloaded package & move to the etdchdirectory:
0 $tar -xvzf xcercez.tar.gz
$ cd xcers-XX
$ ./configure --prefix=/opt/shibboleth-sp --disalletaccessor-libcurl

$ make

O O o o

$ make install

(iv) Installation of OpenSSL and XML-Security-C

* #yum install openssl

* #yum install openssl-devel

Now configure and install XML-Security-C as:

» $./configure --without-xalan --disable-static --terces=/opt/shibboleth-
sp --prefix=/opt/shibboleth-sp
*  $ make

e $ make install

(v) Installation of XML-Tooling-C package
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* #yum install curl-devel

» $ ./configure --with-log4shib=/opt/shibboleth-sprefix=/opt/shibboleth-
sp -C

*  $ make

e $ make install

(vi) The OpenSAML-C package installation

* $ ./configure --with-log4shib=/opt/shibboleth-sprefix=/opt/shibboleth-
sp -C
*  $make

* $ make install

(vii) Shibboleth SP downloading and installation

* Additional Requirement:
0 Apache 2 (httpd) web server needs to be instaitetd f
0 # yum install httpd
o # yum install httpd-devel

» $./configure--with-log4shib=/opt/shibboleth-sp--bleapache-13--with-
apxs=/usr/bin/apxs--enable-apache-20--with-apxs2Aiin/apxs--with-
apr=/usr/bin-apr-1-config--with-apu=/usr/bin/apwednfig--
prefix=/opt/shibboleth-sp

*  $ make

$ make install

(vii) Apache web server (or httpd) modification

» The configuration file in Apache is located at fetipd/conf/ folder and is
known as httpd.conf. The following modificationseuds to be performed:
0 The ServerName directive has been changed to reilec created SP
server as sp.dor.org.
o During the execution of the SP software certairtino@ errors related

to resource mapping appears. In order to allevintse errors at
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runtime a directive naming UseCanonicalName musebéo On. This
directive could be found in the same configurafitnlisted above.
» Restart the Apache by issuing the command giveovbel
0 #<SPACE>/etc</ >init< . >d</ >httpd restart <PRESNTER>
e The Shibboleth SP daemon (shibd) running on them@Bt have to be
started independently. This daemon is responsiieh&indling requests
coming to the FD organization SP. Restart the daeinp issuing the
following command:
0 # <SPACE> /etc </> init <.>d </> shibd start <PREI$TER>

(ix) Restart the daemon by issuing the command
* # <SPACE>/ etc </>init <.> d </> shibd start <FREENTER>

(x) Openssil installation

e #yum install mod_ssl openssl

(xi) Own RSA key generation to create the certificate fai#ing the SSL

* An RSA key pair by the name spserver.key for the sBRier side is
created as:
0 # openssl genrsa -out spserver.key 1024

» Using the above key pair a certificate have beerated for the FD
organization SP by the name spserver.crt as:
o # openssl req -new -x509 -days 3650 -key spsemer.lout

spserver.crt

* Both the key pair and the certificate need to bacgd on the FD
organization SP machine platform from where it banaccessible by the
Apache web server for the establishment of secomaection. Therefore,
these keys have been placed in the following looaat the FD SP
machine:
0 # cp spserver.crt /etc/pkiltls/certs/
0 # cp spserver.key /etc/pkiltls/private/

» The Apache web server also needs to be informedtabe location of the

keys and certificate that was created and placederprevious step. This
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is done by editing the ssl.conf file residing a¢ thD organization SP at
location /etc/httpd/conf.d/ folder. Modify the valu for the

SSL CertificateFile option in the conf file to reftethe location of the
certificate file. Similarly, the SSLCertificateKey& value is modified to

reflect the location of the key file.

(xii) Metadata files configuration for idp and sp

relying-party.xml file:

<!-- Location for the SP's Metadata. -->

<metadata:MetadataProvider xsi:type="Filesystem MetadataProvider"
Xmlns="urn:mace:shibboleth:2.0:metadata" id="DOR-SP-METADATA"
metadataFile="/opt/shibboleth-idp/metadata/sp-metadata.xml" />

shibboleth2.xml file:
<! -- IdP’s metadata maintained locally by the SP -->
<MetadataProvider file="idp-metadata.xml"/>

(xiii) Protected and Unprotected Resource AccedsDefinition

<Location /secure> <Location /unsecure>
AuthType shibboleth AuthType shibboleth
ShibRequestSetting requireSession 1 ShibRequireSession Off
ShibExportAssertion On require shibboleth
require MutualPlatformIntegrity true </Location>

</Location>

(a) Protected resource access policy code (b) Unprotected resource access policy code

(xiv) WSSO MetaData Configuration at HD IdP

<IDPSSODescriptor protocolSupportEnumeration="urn:mace:shibboleth:1.0 (N
purn:oasis:names:tc:SAML:1.1:rotocol urn:oasis:names:tc:SAML:2.0:protocol">

<ArtifactResolutionService Binding="urn:oasis:names:tc:SAML:1.0:bindings:SOAP-binding" ---------- (2)
Location="https://idp.example.org:8443/idp/profile/SAML1/SOAP/ArtifactResolution"

index="1"/>

<ArtifactResolutionService Binding="urn:oasis:names:tc:SAML:2.0:bindings:SOAP"
Location="https://idp.example.org:8443/idp/profile/SAML2/SOAP/ArtifactResolution"

index="2"/>

<SingleSignOnService Binding="urn:mace:shibboleth:1.0:profiles: AuthnRequest" -------======nmnmnmmnuun 3)
Location="https://idp.example.org/idp/profile/Shibboleth/SSO" />
<SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://idp.example.org/idp/profile/SAML2/POST/SSO" />
<SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST-SimpleSign"
Location="https://idp.example.org/idp/profile/SAML2/POST-SimpleSign/SSO" />
<SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings: HTTP-Redirect"
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(xv) WSSO MetaData Configuration at FD SP

<SPSSODescriptor
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol
urn:oasis:names:tc:SAML: 1.1:protocol" xmlns="urn:oasis:names:tc:SAML:2.0:metadata">
<Extensions xmlns="urn:oasis:names:tc:SAML:2.0:metadata">
<!-- Extension to permit the SP to receive 1dP discovery responses. -->
<idpdisc:DiscoveryResponse
Binding="urn:oasis:names:tc:SAML:profiles:SSO:idp-discovery-protocol"
Location="https://sp.dod.org/Shibboleth.sso/Login"
index="1" xmlns:idpdisc="urn:oasis:names:tc:SAML:profiles: SSO:idp-discovery-protocol"/>
<idpdisc:DiscoveryResponse
Binding="urn:oasis:names:tc:SAML:profiles:SSO:idp-discovery-protocol"
Location="nhttps://sp.dod.org/Shibboleth.sso/Login"
index="2" xmlns:idpdisc="urn:oasis:names:tc:SAML :profiles:SSO:idp-discovery-protocol"/>
</Extensions>
<AssertionConsumerService
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://sp.dod.org/Shibboleth.sso/SAML2/POST"

—_n

index="1" isDefault="true" xmlns="urn:oasis:names:tc:SAML:2.0:metadata"/>

3) STEPS FOR IMA INSTALLATION AND CONFIGURATION

() Linux Kernel Complilation for Incorporating IMAor HD IdP and Client

* A new kernel have downloaded for compilation frdre kernel download
page:

0 $ curl —c<SPACE>http< :// >www< . >kernel< . >org<pub< /
>linux< / >kernel< / >v2.6< / >longterm< / >v2.689 >linux< -
>2.6.35.x.tar.bz2

* Then extracted the kernel to the location /usitsrciel:
0 $ sudo<space>tar< —>C< /[ >usr< / >src/kernel —jlixiux< -
>2.6.35.x.tar.bz2

* To enter to the extracted directory:
0 $ cd /usr/src/kernel/linux-2.6.35.x

* In order to configure the drivers and modules foe hew kernel, a
configuration file is required that can be usedaastarting point for the
configurations. for this purpose an existing comfagion file is copied by
copying it from the /boot/ folder to the newly eadted kernel folder by
using the command:

0 $ cp /boot/config-2.6.x-x-generic /usr/src/kerrniplik-2.6.35.x
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Rename the configuration file to .config file as:

o $ mv config-2.6.x-x-generic .config

Before starting the kernel configuration some pyarsites are required to

be install for the configuration process.

$ sudo apt-get install libncurses5-dev

Then, the configuration of the new kernel is careit in order to include

all the device drivers and kernel modules by thiofong command.

After executing the command a configuration prooggkstart that will

prompt for each configuration options that needb& included in the

kernel for compilation.

$ sudo make oldconfig

o0 When the selection portion completes all the charage saved to the
.config file and edit this file to incorporate th®M device drivers and
IMA option as:

$ sudo make menuconfig

The above command will open a GUI of kernel configion options the

TPM device drivers are selected and the IMA toroduided in the new

kernel.

The TPM device drivers option can be selected frDevice Drivers -- >

Character Devices -- > TPM. Select the * for theMT&evice drivers to

include all the drivers.

The IMA option can be selected from: Security Tab>- Integrity

Measurement Architecture. Select it and save thefig file.

The new kernel is now ready for compilation, thenpdation is done as:

0 $sudo make

It will take some time to compile the kernel, aftards the modules are

compiled for the kernel as:

0 $ sudo make modules

After the modules are compiled the modules araliest first as:

0 $ sudo make modules_install

Finally, the new kernel is installed as:

0 $ sudo make install
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* The new kernel is now installed but to use thimkéinstead of the older

kernel the following steps are carried-out:
0 $cd/boot
0 $ sudo mkinitramfs -k -0 initrd.img-2.6.35< . >6235< . >X

e In order to update the grub entries for the newnd&kethe following
command is used:

0 $ sudo update-grub2

* Now, restart the system (client or IdP platformyl dne boot options will
show the newly compiled kernel with TPM and IMA btel. These steps
are performed before installing and configuring 8tebboleth IdP but for
the sake of clarity the steps are describe heteariMA implementation
section.

» To check whether IMA is working properly or not,arprestart execute
the following command in a terminal to view the ma@@ment list
calculated by the IMA for each executable afteding the executables:

» $ sudo cat /sys/kernel/security/ima/ascii_runtimeasurements

* The command will result in the Stored Measuremeargt (SML) (example

of stored measurement log is given below).

PCR# file-hash template-hash filename :
10 2bbf0592c24b4aei80d0c03f21afTbf1b2723b66 ima TcB8982b2541320e3 cSefeSBbSdBaf1edcofiafTh boot_aggregate :
10 16020d495113eb4d00adcb12bdc2a340b5fIcdd61 ima 5fbBc84T5f31574c435aa06d5baebae5aTiTcal sh :
10 c982bd59464142c 1ecdf62aT acT13971645653¢5 ima 827c01503a92b1e202939ae5a0ededd5fil2fdae ldinux.s0.2 :
10 d782ea52513eBecbefTedfdadcabe9bdeeciidb ima 2e2046d5e8fbdcoc! BfTfdf1addd07 6bf2333417 libz.so 6 :
10 7b9ac1chB86c39862e37935dabféba018f438%1e5 ima 5fbBc8479f31574c4353a06d5baebae5aTiTcadl busybox :
10 bf20135d dB6Bdacctd018bfTi0406faBaB44125b ima af8b505%18c01926a1fb05Tadad 3fBEbdT ded 603 udevd :
10 08bc991910ae50a23d133209bfedT1caclefefdb  ima b73213c29037d10426b586f2dT43b75d3de2c490 libselinuxsod |
10 aafd22a104dd4f314d8db30981334ed9a06f4245 ima 9b354d15ecab1196a5df1 69af638bdecefb20ead likdl.s0.2 :
10 a2ceab58cab6T48efdeebf448464bed81d2111Hf  ima adcdd72cb3d225ff36189db85E6fIe62c986c0a8 udevadm :
10 eT06bdTccO8eaT00acTIe 1ebbbbeTIcS5TTIT2ef ima ceb244fc4f45215664b623affb d4T71c9a54100a1 wait-for-root :
10 58f5b88d0729524a4012d6d029Tb0deet3fébded ima 29456932631f08d031b8E5252abf 12548877 c1a3 bikid :
10 e9a33bebleslddcebBB4ddeed0fedad800Ebs6TS ima fee2eZe2febfefed120d 10faabdB4f31edcdTaba ata_id :
10 419ffc850c9cdd446T07919237590f164503f3b1  ima ald4befaad061b3bf53dbb8e30b180248d55503f scsi_id |
10 5313dabatf245daaccd 9fcd4653f84cadc3F9669  ima 1883e6e12b095983TbeBTbEb25T 1296264409463 muodprobe i

I

I

10 dbd251béadchd2eedcfT422dadeeaTd7943f5c3a ima 5511e6abc1bSb073e0202ce8ae87dbdT elae24Tc usb_id

(ii) Implementation of the JTSS

* |TSS requires Java to be installed as prerequisie. Java installation
steps are covered in the section of HD organizdtiBninstallation.
* To place the jTSS, its libraries and other tootpuneed for communication
with TPM a directory is created for this purposetiy name tpm-tools as:
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0 $ mkdir /zubair/zubair-project/tpm-tools

* The jTSS software and its related packages are Idaded as:

0 $ cd /zubair/zubair-project/tpm-tools
e $<SPACE> wget<SPACE>-C

http:// nchc .dl .sourceforge .net/ sourceforgstedjava/jTSS_0.5.tar. bz2

» Extract the downloaded package as:
o $tar—xvjf jTSS_0.5.tar.bz2

» Enter into the extracted folder as:
0 $cdjTSS_0.5

(i) JTPMTools Downloading and Extraction

* $ wget http :/Inchc. dl.sourceforge .net/
trustedjava/[TpmTools_0.5.tar. bz2

e S$tar jxf jTpmTools_0.5.tar.bz2

e $cdjtpmtools

(iv) Command to take TPM Ownersjip

0 $ cd /zubair/zubair-project/tpm-tools/TpmTools

souraggor

o $ ./tt.sh take_owner —o0 ownersecret (the owneetecould be any

password/secret word)

(v) Home Domain IdP and Client Machine AIK Creation

o ./jtt.sh aik_create —a aiksecret —| aiklabel —0 ersacret (aiksecret

could be any secret word, it is used during IMA &xtracting trust

tokens from the TPM, aiklabel is used for identifyidifferent aiks,

and the ownersecret is the TPM owner secret thaptdasided in the

previous step).
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APPENDIX C

DEFINATION OF TERMINOLOGIES

Attacker: Attacker is an entity which may install an unauibed program on a
client or server machine without the knowledge ohachine user or administrator.
The objective of an attacker maybe user credentiadft, wealth and personal or

industrial sabotage.

Basic User Authentication Credential: It is referred to the basic user AuthN

credential such as username/password issued byDh@ganization.

Federation: When pool of organizations or service providerd ttame together to
form “Circle of Trust (CoT)” for the purpose of dlibuting user’s identities

information wit each other.

Federated I dentity: Federated identity signifies subject’s e-ID andilattes linkage

which stocked across various separated identityirddtration systems.

Foreign Domain Organization: It is an external network entity which may provide

resources or services to HD organization users.

Home Domain Client Machine: It is a user desktop/laptop machine assigned by the

HD organization to the new user or staff.
Home Domain User: The HD user is a registered user of HD organization

Home Domain Organization: It is a local or internal network which consists o
entities such as a user, client and IdP. In thikwiee HD IdP also registers the HD
client and its own machine platforms measuremeiat good hashes repository. The
IdP is the one who responsible to release a us#rN\and attributes assertion in
response of the AuthN and user attributes requeseived it from the FD

organization SP.
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Integrated Authentication: Integrated AuthN is different than two factors ANt
which normally combines one or more user AuthN meghes (e.g.,
username/password, biometric and smartcard etcautbenticate the user. But
integrated AuthN in this thesis means integratibruger AuthN mechanism (e.g.,
username/password) with the client and server mashplatform mutual attestation

technique.

Machine Platforms Security Credentials:. It refers to the IMA configured and TPM
enabled and activated machine platform boot-timee tmeasurement (i.e., binary
values). One copy of the boot-time measurementidisecorded in the SML and
second list of these measurements are aggregaidéhhto protect the integrity of

the boot-time measurement list. These measuremeattype of security credentials

and reports to the challenger as an integrity nespdor integrity validation purpose.

Malevolent: A malicious activity such as Trojan, Rootkit anglyK_oger etc. which
is installed and executed on a client or serverhimacfor the purpose of stealing

user credentials or IDtheft.

Practicable: It means a notion, project, or scheme that maypatemt of being
completed by means of available tools and in paldicconditions as they are

feasible, executable, viable and workable.

Resource or Service: Resource or Service such as utilizing library dor#-line
reservation system, or secret document which mayige by the FD organization to

the HD users. The resource or service may be pestexr unprotected.

Threat: Threat is a risk to a machine platform by instajllaanmalevolent program on

computer machine to get control (or unauthorizezas) of an infected machine.

Trustworthy: Trustworthy in this work refers to a machine platiothat may

operate in secured, reliable and privacy proteatadner while performing an online
transaction. Secured means no malevolent or unazico program installed or
active whereas reliable means a dependency ofuitsedevice (e.g., TPM) which

must always work accordingly.
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Trusted Token: Trusted token in this thesis refers to a truste@¢hime platform
security credentials measurement list image teeget machine) which is trusted by
the challenger machine and represents the trudtinegs or honesty of a target
machine.

Web Single Sign-On (WSSO): Using SSO facility user can access multiple
resources or services in web environment througingle credential and one-time
log-in operationWhenever user tries to access a WSSO-enabled Véebroe or
service, the WSSO forwards the user's agent taitireatication service provider to
let the user log-in. The user agent then sendstoeidie resource or service provider

and the user may access the requested resourceprice.
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