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ABSTRACT

This project is designed to overcome two related problems: the Electrical and
Electronics Department is located on two blocks in the new campus, namely Block 22
and Block 23. Currently these blocks are connected through a physically wired local
area network connection under the control of the Information Technology and Media
Services (ITMS) department. Unfortunately, this has the restriction of requiring a
computer to be physically near a port in order to log onto the network, and locations
without a port are essentially cut off from the other computers. Another observed
problem is the excessive dependence on unreliable paper records to track students as
they borrow electronic components from the stores. To overcome these problems, this
project involves the design and implementation of a wireless network that covers both
the blocks. The project itself will have two stages: first, to set up the hardware for a
wireless network in the two blocks, and secondly, to design and implement a centralised
system for recording inventory when they are borrowed by students as a demonstration

of the possibilities offered by such a network.
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CHAPTER 1

INTRODUCTION

This chapter provides a brief summary of the project. The project background is

explained, with a short explanation on the various wireless technologies that will be used

in this project. The problem statement elaborates on the reasons behind the project, as

one of the pillars of engineering is the ability to solve problems. This is followed by the

objectives, which are the goals that should be achieved once the project has been

completed successfully.

Background

There are currently two main standards for commercial wireless application, both with

their own unique advantages and disadvantages:

1. WiFi, a wireless Local Area Network compatibility standard based on the
Institute of Electrical and Electronics Engineers’ (IEEE) 802.11 specification.
Commercial set-ups of WiFi networks rely on the use of Access Points (APs)
that the clients connect to, and the most common standard of 802.11g (Wireless-
G) has typical speeds of around 20Mbps, even though the theoretical maximum
is 54Mbps assuming ideal data transfer conditions. It operates up to a theoretical
maximum range of 300m. Recent models have improved this to a maximum of
108Mbps [1], but with reduced range, or with even longer ranges at reduced data
transfer rates. A complete WiFi set-up is expensive, with an Access Point costing

upwards of RM300, and each WiFi network adapter costing around RM150.

Bluetooth, a wireless Personal Area Network compatibility standard based on
the Institute of Electrical and Electronics Engineers’ (IEEE) 802.15.1
specification. Bluetooth utilises the same 2.4GHz frequency band as WiFi, with

three different classes based on the power/ range of the Bluetooth device. A
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1.2

Class 1 Bluetooth device has a power output of 100mW, giving it a theoretical
maximum range of approximately 100m, although in practice, the range would
be much lower than this [2]. Its main advantage is its low power consumption/

low cost with dongles costing as little as RM50 each. However, it is bandwidth

limited, allowing a throughput of up to 1 Mbps, or 125 kB/s.

Problem Statement

The two main problems identified by this project are listed below:

r Currently, there are no set-ups using wireless technology in the new campus, even

1.3

though wireless LAN technology is becoming one of the fastest growing fields in

telecommunications. Even other projects currently in development have yet to set

up any wireless equipment on campus.

When students borrow electronic components from the lab, the current system
involves recording the student’s name and borrowed components on a paper form,
which is then filed. Even then, different labs use different systems, so the system is
actually quite inefficient. A proper, centralised record will speed up the component

borrowing process, as well as allowing the technicians to keep track of all the

components currently on loan.

Objectives

Based on the problems stated above, this project has a two-fold objective:

r To set up a wireless network infrastructure in Buildings 22 and 23 of the new

campus that will also be connected to the main UTP network.

r To design, program and deploy a centralised inventory record system that keeps

track of the electronics components in all the EE labs, with the results stored on a

central server.




CHAPTER 2

THEORY AND LITERATURE REVIEW

This chapter explores the theories behind this project in greater detail. The foliowing
sections will explain the underlying architecture of the technologies used, as well as the
operation of socket programming in Windows using the WinSock API. Most of this

chapter will touch on existing information that support the design decisions made in this

project.
2.1  Advantages of Wireless Networking

Wireless communications is a rapidly developing field, and technology that involves the
transfer of information across radio waves has improved by leaps and bounds in the past

decade. There are many advantages of wireless networking [3], namely:

e Increased mobility: with wireless communication, it is possible to remain in
contact even if the other person moves between different locations. The wireless
device is accessible as long as it was within operational range, which means that

the people involved are not constrained by the need to remain in the same place.

o Increased flexibility: wireless communications removes the need for complex
wiring, which in turn leads to flexibility in the layout of a network. The design of
a wireless network is not limited by the wiring of the building, and it is much
easier to add or remove elements of the wireless network compared to a fixed

network.

e Aecsthetics: another advantage of wireless technology is the lack of unsightly

cables makes for a more aesthetically pleasing environment.



2.2  Classifications of Wireless Technologies

WWAN

WLAN

Figure 2.1: Wireless technology categories
Wireless technologies can be divided into three main categories, as shown in Figure 2.1.

1. Wireless Wide Area Networks (WWAN): large coverage, mostly for voice
telephony such as cellular companies. Latest generations of the technology
include integration of data and video streams.

2. Wireless Local Area Networks (WLAN): medium power and medium coverage.
Includes the IEEE 802.11 family of specifications, such as wireless Ethernet
(Wi-Fi), Home Radio Frequency, and High-Performance Radio Local Area
Networks (HIPERLAN).

3. Wireless Personal Area Networks (WPAN): low-power, short range applications.
Includes Bluetooth, IrDA, and other specifications from the IEEE 802.15 family.

For this project, we will focus on technologies involving WLAN and WPAN
applications.
2.3 Comparison Study: Bluetooth versus WiFi

Although both Bluetooth and WiFi are wireless protocols operating in the 2.4 GHz

frequency range, there are fundamental differences between the two.



WiFi (IEEE 802.11)
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Figure 2.2: The Wi-Fi logo

There are several different standards available for the 802.11 specification: each
different flavour is signified by a different alphabet appended to the end, e.g. 802.11a,
802.11b, etc.

The most commonly available standard is Wireless G, or more correctly known as the
802.11g specification. It is compatible with devices designed to follow the 802.11b
specification. However, the wireless access bridges in the lab currently utilise the eatlier
802.11b standard. The 802.11b standard uses a variation of direct-sequence spread
spectrum (DSSS) modulation techniques which is similar to the modulation used by
Code Division Muitiple Access (CDMA). Devices using the 802.11b standard have a
maximum data throughput of up to 11 Mbps, although operational data rates will be
lower than that. With a high gain external omni-directional antenna, 802.11b devices
have an operational range of several kilometres through open space, and at least a few

hundred meters even through obstacles.

*» However, WiFi modulation has been shown to be more vulnerable to
interference, especially from other radio devices operating in the same
frequency band. Also, data rates near the maximum data output is difficult to
achieve in practice, due to much higher susceptibilities to interference as the data

rate increases.



Cost is also an important limitation, since it is quite expensive to set up even a
medium scale network. A single Access Point costs more than RM300, and each
client would require network adapters costing between RM100 and RM200 [4].
This means that for a small network of 7 computers, the total cost would be
RM900 to RM1500, and the cost climbs even higher when more computers are
added. With a project budget of only RM250, this is a critically important factor

to consider when comparing the different options available.

Also, since different manufacturers currently use different techniques to boost
the range or data rate of the wireless transmissions, interoperability is not
guaranteed between different brands. For example, some companies use what is
called the Super-G specification, which quadruples the range and doubles the
data rate, but is not compatible with devices made by other companies, and have
much higher interference potential in the 2.4 GHz spectrum. Even newer
standards are being introduced, using multiple-input muitiple-output (MIMO)
technology to boost the capabilities even further. However, these solutions are

too prohibitively expensive for the scope of this project.

Another weakness of WiFi is the questionable security. WiFi networks are
secured through Wired Equivalent Privacy (WEP), which is basically a numeric
encryption method. However, this has been shown to be crackable when enough
data is collected from the transmitter, this compromising the security of the
wireless network. WiFi cracking tools are available on the internet, allowing

anyone with a receiver to tap into the bandwidth of a secured WiFi network.

The main advantage of WiFi systems is its ability to operate reliably across
larger distances compared to Bluetooth. While the reliability of Bluetooth
devices deteriorate with range, the higher powered WiFi devices have a
significantly longer operational range, and are better at penetrating obstacles.

This can be further boosted by deploying a directional antenna.



Bluetooth (IEEE 802.15.1)

Figure 2.3: The Bluetooth logo

Originally designed as a low-power industrial specification for short-range radio

applications, Bluetooth has emerged as a low cost, secure protocol of communicating

between various different devices, from Personal Digital Assistants (PDA) to cellphones

to printers to other personal computers.

Bluetooth uses adaptive frequency-hopping spread spectrum modulation, which
makes it less susceptible to electromagnetic interference from other devices in
the same radio frequency range. The Bluetooth transceiver chip divides the
bandwidth into 79 channels and changes channel 1600 times a second,

minimizing the chance of interfering with other transmissions in the same

frequency band.

Bluetooth is a far more cost-effective option for this project. A single Bluetooth
USB dongle costs RM50, which enables a computer to function as either a client
or a server on the Bluetooth network when connected. This means that no access
points are required in order to set-up a working network, and the network can be
rapidly reconfigured as necessary using only software controls. A network
covering 7 computers for a block would cost just RM350 to set up, and its low

cost means that maintenance and replacement is much easier.

The design of Bluetooth ailows it to talk to other devices besides computers, so

this network can be easily expanded in the future to communicate with mobile




phones and other peripherals. Many phones and PDA devices support Bluetooth
due to its low cost and easy usage, so future applications can focus on delivering

services from the EE department to other devices as they pass through the EE

department.

» Of course, Bluetooth has its limitations as well. Current specifications of
Bluetooth allows a central master to accept connections from a maximum of 7
slave devices, which means that the network has to consist of several sub-
networks joined by other communications medium. The current design allows for
a central master to be connected to an Ethernet connection, and the software side
then bridges the connection to other sub-networks. In Bluetooth terms, the sub-

network is called a 'piconet' while a collection of piconets is known as a

'scatternet’.

» Another limitation is the lower data rate and shorter range of the devices. A
typical Bluetooth connection has a maximum data transfer rate of 125 kB/s, with
practical rates of around 100 kB/s. This is still fast enough for our applications,
which is why it is not a major concern in the implementation of this project.
However, it is something to bear in mind since the speed is effectively divided by
the number of simultaneous connections, so a fully loaded network might be
slower than expected. Range is a more serious issue: even though the theoretical
maximum range is 100 m, the low-powered Bluetooth devices experience
significant connection problems when the room is enclosed in glass walls (such

as in the laboratories) and there are obstacles in the way.

Bearing these factors in mind, it was decided that a mixed wireless network would be
the most efficient solution for the project. By combining the advantages of WiFi and
Bluetooth, the aim of the project is to provide a high performance wireless network that

still remains cost effective.




2.4  Windows Socket Programming

OS5I Model Windows Sockets
Application .
PP Windows
Presentation Socket
Py Application
Transport Protocol Stack
(TCP/IP)
Network
Data Link Network Driver
Physical Network Interface

Figure 2.4: The Windows Socket network model

The most common reference model for most networks is the Open Systems Interconnect
(OSI) network model, where the entire system is divided into distinct layers that provide
services to higher layers. Each layer is connected by allowing predetermined function
calls to be used on a lower layer, thereforc allowing each layer to be developed
independent of the lower layers. This is an important aspect of the OSI network model in

this project, as it allows us to develop the sofiware separately from the hardware portion.

Windows sockets applications are actually equivalent to the top three layers in the OSI
model [5]. The socket application usually consists of a dynamic link library (DLL) that
provides high-level APIs to other applications that perform functions unique to that
particular application. A WinSock API (WSA) allows the application to access the
network system and transmit information to other points on the network, but the main
advantage of WinSock is that it is easy to understand, and is flexible enough to allow

many different applications to be developed for it.




CHAPTER 3

PROJECT WORK

This chapter identifies the steps involved in the project work. It follows the logical order
of procedures in preparing the project, beginning with an outline of the project layout,
followed by step-by-step instructions to set up each hardware component. It also

identifies and details the equipment required for the project.
3.1  Project Layout: Communication between blocks

The Electrical and Electronics Engineering Faculty covers two buildings, and this has
been demonstrated to be possible when using a pair of WiFi bridges between the two
blocks. For shorter ranges, a Wireless G Access Point will be used to expand the

coverage. Figure 3.1 shows a sketch of the layout for the connection between blocks.
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Figure 3.1; Layout of Project Location

10




3.2  Project Layout: Within a single block

Figure 3.2 shows the hardware layout for the project. The Wireless G access point is the
hub for the other client computers, and additional clients may be added using Bluetooth
dongles to transmit data. A technician is needed to maintain the main server PC, and
ideally, software design ensures that user intervention is minimal in server operation.

Other technicians will approve student actions at their respective client PCs.
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Figure 3.2: Current Hardware Layout
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3.3  Software Organization

Figure 3.3 shows the current layout of the software, consisting of separate client and

server applications.
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3.4  Setting up a WiFi Bridge Connection

For the connection between the two blocks, two Cisco Aironet 350 devices are used. The
350 series uses the IEEE 802.11b standard, and the specification sheet for the bridge
devices can be found in the appendices. The Aironet 350 is powered using an Ethernet

cable instead of a separate power cable, and has its own address on the IP network.

Figure 3.4: The Cisco Aironet 350 overview

Figure 3.5: Cable connections for the device
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In order to use the device for wireless access, the device has to be configured using the
HyperTerminal application in Windows. To do this, the bridge 1s connected to the PC
using a serial cable to the COM1 port, and HyperTerminal is started up. Figure 3.6

shows the settings to use for the connection.

Puoit Seltings ]

Bits per seoond: -
Data bits: E———IJ
Parity: m
Stop bits: i1—————_v_1
Flow eonirok W—-———E

Fegtore Defaults
0K ; Cancel 1 Apnly I

Figure 3.6: COM1 port settings

If the settings are configured correctly, the HyperTerminal connection will acknowledge

the booting up of the WiFi Bridge as soon as the Ethernet/power cable is connected.

i {Testing DRAM. ..
Jipress <esc> to bypass)
{DRAN Test Bwpassed.

“IPower-on reset.

HGopyright 1996-2808 Cisco Systems, Inc.
{Copyright 1984-2000 Wind River Systems, Inc.

ISustem ID: BO4BIGSDEAFS
INotherboard: WPC855 SOMHz, ©192KB FLASH, 163B4KB DRAN, Reuision Bl

ABootstrap Ver. 1.09: FLASH, CRC 71@B6415 (OK)
jInitialization: OK

=

Figure 3.7: HyperTerminal showing Cisco device boot-up sequence
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Hotherboard: HPCBSS SBHHz 8192!#8 FLASH, 163BAKB DRAY. Remsmn Bl
;Bootstrap Ver. 1.89: FLASH, CRC 71086415 (0K}
Initialization: OK

“|Hemory Bank  total used left
9 DRAM 16738168 B 16738168
Config 524288 585 523788
FLRASH 7133268 1440832 6293216
AMemory Bank:File addrass size encoding type flags
4 a) Config:BR Installation Key FEB20080 64 none Key 0090
b) Confia:YAR Installation Key FER20849 52 none ¥ey  AROY
c} Config:ANC_ConfighB FEB20074 392 PircDBl Dota 0080

d) FLASH :EnterprisefP Sys 17.00 FESAGOYE 1142188 gzip Erec 08E1
e} FLASH rEnterprlseHP Heh 12 89 FE1B&ORE 137972 .tar.gz Heb 0088
fi FLASH :Tnflate Mer. cl& FE1DgaR 7956 gzip Dede 08B0
g] FLASH :ﬂHE PCHCIA EPGA 8 14 FE1DRS24 37388 none EPGH 0080
h{ FLASH :240 Series FWare 05,026 FELEJ628 SH12 . tar.gz Data 0090
i FLASH :PCABAQ Firmwore 05.82B  FEIE186C SH08 .ter.gz Dats 000
3] FLASH -BR Installation Key FEAFFEAC 54 none Key  O900
kl FLASH :¥AR Installation Key FE1FFBEC 32  none Key 0080

j;Inflating "Enterprisefif Sys 12.80"...

Figure 3.8: Device configuration screen

Once the device has successfully booted up, the Express Setup option ailows us to find

or change the MAC address, IP address, subnet mask, gateway IP and the role of the

device in the radio network.

‘;HP Express Setup Uptime: 99:01:19
g Susien [Hame I1AP ]
[Terninal Type 1lteletypel
HAC Address : B8:40:96:5d:ea: D
Config. Server IProtocol  ][None ]
If [fAddress l[lﬁﬁ a.57.18¢ 1
TP [Subnet Mask 11295.255.255.0 1
| Default [Gateway 10160.8.225 258 1
1 [Service Set IN {($SID) TEC 1
| [Role in Radio Network HHan-Roat Bndge w/Clients 1
| [lptimize Redio Netmnork For }[Range Hw Radiol
Ensure Compatibility With: [2Hbf’sec Cllents]lﬂ]

1 [Security Setup}
4 [SNMP Adein. Community Hit 1

A (Apply! 10K]  [Cancell [Restore Defaults]

| ThomeT = TRatworkl = [Associations] - [(Setup) - [Logs] - {Help]
“{Ruto Apply On) :Back, "R, =. <EMTER>, or [Link Tewtl: _

Figure 3.9: Express Setup options

For the purpose of this project, we will need to set up at ieast two devices. One will
function as the root bridge while the other is a non-root bridge that will be connected to

further clients. An antenna is then connected to the bridge device to boost the signal.

15



