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ABSTRACT

As our country progresses in its aim to be a developed country by the Year 2020, the
field of Information and Communications Technology or ICT is fast becoming the
forerunner for the vision. The Internet is used in almost all aspects of life. As for the
communications sector, according to Global Mobile Subscriber Database December
2002 report, there are 8,814,700 mobile subscribers in Malaysia with an Annual
Growth of 16.6%. With the adoption of 3G-communication technology in the coming
years, compelling high speed services, reaching up to 2 Mb/s together with improved

security features would soon be possible.

Through these years in the mobile indusiry, the health sector has always been
neglected. Reason being, the technology could not support the application and it is
not so much of a revenue generating business compared to mobile games or sports
news. With globalization where the socicty is always on the move across borders,
together with degrading environment conditions and the need for time, instant health
services are becoming crucial. Looking into these conditions of mobile adoption and
health status, the author intends to develop a solution for a mobile telemedicing
application. Kevin Hung (2003) defines telemedicine as the utilization of

telecommunication technology for medical diagnosis, treatment and patient care.

Thus, the main aim of this project was to develop an application that could be used
for medical purposes. This project integrates the latest mobile telecommunication
technologies together with medical services with the idea of providing a highly
secured personalize medical system and database query as mobile handsets are
becoming a necessity to individuals. This would make updating and retrieving
medical health records hassle free, anytime and anywhere. This project has also laid
the groundwork for future expansion by incorporating the basic audio and video

streaming features.

This report accounts for all the concepts, design works and results of the mobile

telemedicine application that has been developed successfully.
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CHAPTER 1

INTRODUCTION

In this chapter, the author introduces the background of the project, the problem
statement, objectives and the scope of study. A brief review of what to expect in the

coming chapters is also stated.

1.1  Background of Study

Under the 3" Generation Partnership Project (3GPP), which is an organization joined
by the leading mobile handsets manufacturers, there would be a form of

standardization in the usage of mobile technologies.

Wireless Application Protocol (WAP) marks the beginning of an era where we could
make use of mobile-handsets for browsing purposes. Evolving from WAP 1.0, WAP
2.0 has adopted Extensible Hyper Text Markup Language (XHTML) Basic as the
base for its mark-up language. XHTML, developed by the World-Wide Web
Consortium (W3C), is the language that will be used to create all content, regardless
of whether it is intended for the fixed Internet or the mobile phone world. By
narrowing the gap between wired and wireless content, XHTML greatly accelerates
the pace at which services can be created and improves the usability of wireless

services for CONSUMETS.

Other Internet standards that have been adopted in WAP 2.0 include Cascading Style
Sheets (CSS), Transport Layer Security (TLS), Hyper Text Markup Language
(HTTP) and Transmission Control Protocol (TCP). By specifying how these
standards are best used in a wireless environment a better user-experience is

achieved. The richer content and multimedia services that will be available in 2.5G-



3G networks are going to be based on these and similar standards and will therefore

integrate seamlessly with WAP technology.

The release of WAP 2.0 includes the first release of Multimedia Messaging Services
(MMS), a service developed jointly with 3GPP, which allows users to send
multimedia messages, combining sounds with images and text, to each other in a
fashion similar to sending Short Messaging Service (SMS). Additionally, WAP 2.0
further evolves to WAP Push, which can be used for services such as online auctions,
where it is important for users to receive information at the point of interest (i.e., the
moment something interesting happens), rather than being forced to actively look for

the information.

Due to the fact that WAP 2.0 is an open and interoperable standard, it will be a very
valuable component in any future mobile service offering. Ericsson, Nokia and
Motorola co-founded the WAP Forum together with Unwired Planet (now
Openwave) in 1997 and the forum has since grown to more than 450 members,
representing manufacturers, carriers and content developers from all parts of the
world. The primary goal of the WAP Forum is to bring together companies from all
segments of the wireless'industry value chain to ensure product interoperability and
growth of the wireless market. Taking for example, 2 WAP page developed for a
Nokia handset using software from Forum Nokia can also be viewed by other
handset brands such as Ericsson. This ensures that the product developed is not brand

specific.

As for the health sector today, it faces serious and increasing problems in the
management of resources for disease prevention, follow-up and remote assistance of
patients. The cost of in-patient care is increasingly creating problems for both,
patients and social security organizations. In contrast, the market for para-health
services and applications, such as physical state monitoring during sports training
and the use of health call centers, is becoming increasingly common and available to
every citizen. Finally, citizen mobility is increasing, with thousands of citizens
crossing country borders daily for purposes of entertainment, leisure, shopping and

business. Thus, the introduction of new mobile health and para-health personalized



services, based on 2.5 and 3G technologies will provide new markets and

opportunities allowing both, citizens and the industry to profit.

The use of General Packet Radio Service (GPRS) and Universal ‘Mobile
Telecommunications System (UMTS) or 3G as the backbone in communication
technology is essential due to the need to support a continuous connection to the
healthcare center, the high bandwidth required for the transmission of the data (which
can easily reach the level of 100 Kbps), the communication costs involved (in GPRS
and UMTS, the cost is calculated per Kb, instead of per minute of connection) and
the high quality of service required for all health related applications. These are
requirements, which cannot be met with current Global System for Mobile

Communications (GSM) technology as GSM was more suitable for voice data.

With 3G, images, music, video and other data types would provide the user with
richer experience. Additionally, 3G service network seamlessly integrates Internet
protocol transport into a mobile service environment with a variety of access
networks, opening up many new opportunities for IP-based mobile applications. 3G
will also provide access to support services such as authentication, security, and
biiling mechanisms as well as mobile-specific services such as mobility management

and location-based services.

Today the mobile terminal is already a lifestyle accessory but tomorrow, it would be

the only trusted device we would use 24 hours a day, 7 days a week.

1.2 Problem Statement

The current problem in society is that there is no user friendly, fast and efficient
medical service. The society also faces increasing problems in the management of
resources for disease prevention, follow-up and remote assistance of patients. In this
fast- pace society, vital medical information retrieval and telemedicine service are

very much needed anytime and anywhere.



Under the government initiated Telehealth project, the government is looking into the
possibility of using modern technologies for telemedicine in order to promote
Malaysia as a regional center for health services. Thus, this project would be inline

with the aims of the Teleheath project.

Due to the evolution of the Information and Communication Technology (ICT),
mobile handsets have become an essential part of the society where almost every
citizen in the country owns a mobile handset. Thus this project would look into the
possibility of exploiting the situation of the mass mobile handset ownership that
covers all levels of society. By developing a telemedicine service that is compatible
with mobile handsets, the public would be able to gain hassle free access to these
services simply by using their handset. Furthermore, these services can be accessed

at anytime and anywhere, provided that mobile coverage exists.

1.3 Objectives and Scope of Study

1.3.1 Objective

1. To create an integrated system consisting of various individual health care
services that is compatible with the medical record and system used in
Malaysian health institution and hospitals.

2. To obtain a user friendly solution that can be used on mobile handsets and is
compatible with computers as well.

3. To look into possibilities of using mobile-handsets as tools in the medical
sector using various telecommunications technologies such as GPRS, picture
messaging, video and audio streaming.

4. To design a solution that is able to provide adequate remote assistance.

5. To design a solution that would be flexible and reliable that can be used at
anytime and anywhere using mobilec handsets.

6. To design a solution that would benefit the society in the near future.

7. To design a solution that can be further enhanced and expanded in the near

future.



This project is significant as it deals with potential medical usage that can be
ventured into and may be of benefit to society. Furthermore, this project is a
workable and marketable project whereby if successful, the author could look into

the possibility of introducing this system to the Health Ministry of Malaysia.

1.3.2 Scope of Study

The scope of this project is to create an integrated telemedicine software package that

could be used in a majority of new generation mobile handsets.

The author hopes to realize a solution that
Could be used at anytime and anywhere,
Could be accessed on the mobile phone,

1.

2.

3. Has benefits that outweigh the cost,
4. Is practical and minimal maintenance,
5.

Is user friendly.
Among the services that are offered in this project are as follows:

1) Medical examination results,

ii) Health and medical reports,

i)  Added security features using SSL/TLS,

iv}  Audio/video streaming using 3G capabilities,
v} Location maps and information of hospitals,

vi) Heart, blood pressure, glucose and temperature data.



1.4  Organization of Dissertation

This section describes the organization of the following chapters.

Chapter 2 lays the foundation of this project. It describes in detail the literature
review that was done prior to the commencement of this project. This provides the
background information on the research and identifies what others have said and/or
discovered. This chapter also includes a brief theory of the various components that
were ncorporated in this application. This provides the fundamentals that are

necessary for understanding the development of the mobile telemedicine application.

The following chapters, Chapter 3 and 4 relate to the development of the application
where Chapter 3 describes how the program was developed and includes the
methodology, program flow and its architecture. The results that were obtained are

then displayed and discussed in Chapter 4.

Finally Chapter 5 concludes the dissertation whereby the author reviews the project
that he has completed and the problems encountered throughout the two semesters of
work. The author also penned his views on how the application he developed could

be further improved in terms of its features, usability, security and quality.

1.5  Chapter Summary

This chapter introduced us to a brief background of the project whereby the problem
statement and the scope of study were defined. The following chapter would further

describe the background and the foundation where this project is based on.



CHAPTER 2

LITERATURE REVIEW AND THEORY

This chapter reviews literatures as well as papers that have been published under the
Institute of Electrical and Electronics Engineer (IEEE) that were used by the author
as reference and benchmark for this project. The second part of the chapter reviews

the theories behind the implementation of the mobile telemedicine application.
2.1 Literature Review
2.1.1 Health Sector in Malaysia

The objective of health services is to raise and continuously improve the health status
of individuals, families and communities. One of the aims for healthcare in the

Eighth Malaysia Plan is to have a greater use of IT in the delivery of health services.

According to Multimedia Malaysia: Internet Case Study report; March 2002, in 1998,
the Ministry of Health (MOH) had a budget of RM4.2 billion. From the current
situation, most government hospitals have access to the Internet, some through dial-
up connection and other through a leased line. Four hospitals have a complete ICT
system, which means that all medical records are computerized and a profile of each
patient is available to doctors. These records can be accessed through the Internet. In
the near future, all hospitals would have already been computerized and this is where

this project would be looking into ways to exploit this situation.

Telehealth project, one of Muitimedia Super Corridor (MSC) flagship initiative was
lunched and is officially managed by the MOH for the purpose of spearheading the
use of ICT in the health sector. Telchealth consists of four pilot applications which

arg:



1) The Mass Customised Personalisd Health Information and Education
(MCPHIE) — application that disseminates information in the form of
databases and educational material.

ii) Continuing Medical Education (CME) - application that seeks to
expand the skills of healthcare providers using multimedia and
information technologies.

iii)  TeleConsultation — application that brings healthcare providers
together by using the Internet as a means of communication and
information exchange.

iv) Lifetime Health Plan (LHR) - to set up a personalized health plan for

each individual, taking into consideration the person’s health record.

2.1.2 Implementation of a WAP-Based Telemedicine System for Patient

Monitoring

The following is a summary of an IEEE paper entitled Implementation of a WAP-
Based Telemedicine System for Patient Monitoring by Kevin Hung and Yuan-Ting
Zhang that was published in June 2003.

The paper describes the implementation of a WAP-based telemedicine system for
patient monitoring that has been developed successfully. It utilizes WAP devices as
mobile access terminals for general inquiry and patient-monitoring services.
Authorized users are able to browse the patients’ general data, monitored blood
pressure (BP) and electrocardiogram (ECG) on WAP devices in store-and-forward
mode. The applications, written in wireless markup language (WML), WMLScript,
and Perl, resides in a content server. A MySQL relational database system was set up
to store the BP readings, ECG data, patient records, clinic and hospital information,
and doctors’ appointments with patients. A wireless ECG subsystem was built for
recording ambulatory ECG in an indoor environment and for storing ECG data into
the database. For testing, a WAP phone compliant with WAP 1.1 was used at GSM
1800 MHz by circuit-switched data (CSD) to connect to the content server through a
WAP gateway. CSD runs on a data rate of 9.6kB/s whereas GPRS is able to reach
171.2kB/s.



According to the paper use of current WAP devices in telemedicine is feasible in
areas where the application operates in a store-and-forward, client-server, and low
bandwidth fashion. The displayed information is limited to text and low-resolution
WBMP static images. When displaying graphical information, it is better to first
construct the image at the server, thus reducing the usage of memory and processing
time at the device. A WAP-based telemedicine system has been developed in their
laboratory and its applications include the following:

»  ECG Browsing and heart-rate estimation,

* blood pressure browsing,

* patient record browsing,

* clinic and hospital information inquiry,

= doctor’s appointment browsing.

The first three items are designed for doctors and patients’ family to monitor

patients’ status. The other items are inquiry services for patients.

The applications were stored in the content server. The user-interface was written in
WML and WMLScript, and executed at the WAP device after it had been
downloaded from the server. The other part of the application was written in Perl,
and executed within the Linux-based content server providing the common gateway
interface (CGI) for more complex tasks. The Perl program can dynamically create
WBMP graphics and WML decks upon requests from the WAP device. Graphics
displayed were patient photographs, simple graphs, and ECG waveforms. These were
first constructed in the server before being sent to the WAP device as WBMP files.
All data that the applications accessed and manipulated with were stored in a
relational database system. A MySQL database system, consisting of two databases
at two different sites, was set up to store BP readings, ECG, patient records, clinic
and hospital information, and doctors’ appointments with patients. One database

resided in the content server and another in a remote PC.



Figure 1: Results obtained from IEEE paper-1

Patient general data, BP, and ECG waveforms were successfully retrieved and
displayed on a WAP phone. This is shown in Figure 1 above. Interactive feature
extraction of medical data was also demonstrated with performing QRS estimation
on ECG data stored in the database. Although response time was long, the feasibility
of such a system is expected to improve in the future, as newer versions of the WAP
specification will be integrated into the 3G mobile phones, which operate at a much

higher data rate and have more on-board resources.

Security is an issue of concern, as in all telemedicine applications. The security
features of a WAP-based system are implemented at several levels. WAP implements
most of its security in Wireless Transport Layer Security (WTLS) protocol, which is
the wireless equivalent of Transport Layer Security (TLS) protocol. The WTLS
secure session is only between the phone and the WAP gateway, and not between the
device and the content server. The WAP gateway, thus, has access to all of the data

in decrypted form. Therefore, using a WAP gateway hosted by a third party is not

10



recommended for telemedicine applications. The solution is to setup a private WAP

gateway for the application.

2.1.3 WAP-Based Personalized Health Care Services

The following is a summary of an IEEE paper entitled WAP-Based Personalized
Heatlth Care Services by S.Petsas, D.Tzovaras, L.Makris and M.G. Strintzis that was
published in year 2001.

The paper presents an approach in the field of mobile access to web-based health-
care services where the web-based health-care system not only support web-access

but also mobile access through the use of the WAP protocol.
In their three-tier architecture, the Apache Web Server was used. PHP was chosen as

the server side scripting language where its usage is similar to that of a Java servlet

while MySQL was selected as the Database Server.

11



Figure 2: Results obtained from IEEE paper-2

Figure 2 shows the application screenshots that were taken by the proposed system
indicating the communication of a patient with the system. Based on the user input
via his/her mobile handset, the physician is informed about the condition of his/her

patient and also monitors and stores data related to the specific patient.

The issue of security dominates e-health applications and represents new challenges
in assuring both patients and physicians that they are operating in a secure
environment. Some of the basic elements of security, such as confidentiality,
authentication and integrity are addressed by WTLS in this application. WTLS
provides encryption and authentication for server-to-client security. This prevents
fraudulent access to WAP transactions and opens the way for wireless e-health

applications.

12



2.2 Theory

The following describes the theories behind the various technologies that would be

used for the implementation of the project.

2.2.1 Mobile Browsing

Mobile services are experiencing encouraging growth starting in 2002 and it is
expected to grow further. The adoption of packet data (GPRS) and mobile terminals
with colour screens has brought benefits to the user, in terms of both, speed and
overall experience of mobile browsing. This indicates that next generation mobile
browsing technology could form the basis of an attractive business, as browsing

remains one of the most important phone applications and services.

With the introduction of XHTML Mobile Profile (XHTML MP) and Wireless
Cascading Style Sheets (WCSS) technology, the industry is now able to offer
compelling, rich and full colour services to user compared to WAP 1.x which offered
black and white browsing and text-based user interface. The effects of WAP
evolution is shown graphically in Figure 3 and Figure 4. The specification of WAP
2.0 defined by the Open Mobile Alliance has two key elements, the markup language
changes to XHTML Mobile Profile (XHTML MP) and the transmission protocol
becomes Wireless Protocol TCP/IP. Both of these standards are standards on the

fixed Internet line as well. The advantages of using TCP/IP protocol stack are:

i) Compatible with standard TCP/IP
11) Faster data transfer for larger files
ili)  Better end-to-end security

iv)  Able to support more advanced applications

13
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Figure 4: The evolution of mobile browsing — from black and white to rich, full color
browsing

Figure 5: Same XHTML MP document can be viewed both on a mobile device and
on a standard desktop browser
(Note: Figures from Nokia White Paper — Next Generation Mobile Browsing ver 1.0)
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The idea of using XHTML technology for this project is that the same web-page can
be accessed by computers as well as mobile handsets (example is shown in Figure 5).
From the second quarter of year 2003, all new mobile handsets launched would
support XHTML. The other reasons of using XHTML are:

* Easy, economical and universal, across technologies
» Better user interface and easier-to-use
» Style sheets enable content tailoring to different handsets

= High consumer usability

2.2.2 Java Servlets

Java provides a number of built-in network capabilities that make it easy to develop
Internet-based and Web-based applications. Java enables program to search the world
for information and to collaborate with programs running on other computers. Java
can also enable applets and applications running on the same computer to

communicate with one another.

Java servlets allow Java code to be run inside a web server and extends the
functionality of the server and to provide similar services offered by CGI scripts.
Servlets are now supported by most web servers including Apache, Netscape,
Microsoft IIS and others. Using Java servlets instead of CGI programs generally
results in more efficient and maintainable code. Java servlets are more efficient
because a new process does not have to be initiated for each request. Since Java
servlets can be written in simple object orientated language they are often more
maintainable than complex Perl scripts. For this application, serviets help provide
secure access to a Web site, interact with databases on behalf of a client by
incorporating SQL, dynamically generate custom XHTML documents to be
displayed by browsers, maintain unique session for each client and most importantly

to control the behaviour of the web server,

Java servlets also offer a number of advantages over Java applets. Java applets

require the Java code to be run in the user’s browser, and suffer from complicated
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