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ABSTRACT

This report describes the designing of a Security System based on MyKad for Malaysian
boarding school use. The system can be used at school main gate that required high security in
tracing people flow in and out. The current system that has been used by the Malaysian boarding
school is ‘Outing Card’ and ‘Guess Book’. The systems have several problems for a security
staff to trace the previous data. This problem can be more critical if a student is not honest to
apply for permission because anyone can sign the ‘Outing Card’. The objective of this project is
to develop a system that can detect and read MyKad and identify the status of the owner whether
she/he can leave or enter the school area. This system can verify whether the MyKad owner is a
student, a warden or a visitor. The system can be used as a registration record for visitor status.
This project carried out using Visual Basic programming language and Borland C++ language.
The system will login by reading the MyKad data, comparing the data with the stored database in

server and displaying the status window.
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1.1

CHAPTER 1
INTRODUCTION

Background of Study

Security system is one of the important things in an organization, state or
country. In primary or secondary school, student card or staff card is one of the
security devices to tdentify staff, teachers or students. In a boarding school, ‘Outing
card’ and ‘Going home card’ is a solution to define status of student with or without

permission to leave the school area.

At a school main gate is one of the places that all students need to display
their matrix cards or outing cards. What going to happen if some students try to
duplicate warden signature and leave the school area without permission? MyKad

security system is one of the solutions to improve the security system at school.

The common method that have been used by a organization such as boarding
school, factory or personal building is by leaving their MyKad at the guard house
while entering the premise. This method is not practical anymore because Malaysian
MyKad contains other personal document such as driving license, passport
information, health information, MEPS Cash, Touch ‘n Go, ATM card and PKI.
Using the proposed system, a visitor can enter without the need to leave MyKad at the

guard house.



1.2 Problem Statement

Nowadays, the cutrent system used by the boarding school is a piece of paper
which contains student name, IC number and a warden permission. The security
people will record manually the time of going out and in. For visitor records, a visitor
needs to fill the log book before entering and after leaving the school area. This
method causes a number of problems as follows:

s The data that been recorded can be less accurate and not secure.
¢ More time will be needed during the registration session at the guard house.

o Signing the outing card by the warden or teacher not a practical work if the

number of student is large.

e Some students can imitate the warden signature without notice.

1.2 Objectives Of The Project

A software system is written to:
¢ Read the MyKad data and display the data for information.
o Create database of student and staff status.
» Incorporate MyKad data with the server database tables.

» Expose the author to smartcard and system application technologies.

1.4 Scope of Study

The scope of study for this project is to develop a software system that can
recognize and read smartcard data and use it with the database. The system will be
created using Visual Studio 2005 (Visual Basic). A database of students, visitor and

staff were created to test the generation of the whole system.



2.1

2.2

CHAPTER 2
LITERATURE REVIEW AND THEORY

Smartcard

Smartcard are secure, compact and intelligent data carriers. It is widely
regarded as specialized computers capable of processing, storing and safeguarding
thousands of bytes of data. Similar in size and shape to plastics credits cards,
smartcards with electrical contacts have a thin metallic plate just above centreline on
one side of the card. Beneath this dime-sized plate is an integrated circuit (IC) chip
containing a central processing unit (CPU), random access memory (RAM) and non-
volatile data storage. Data stored in the smartcard’s microchip can be accessed only
through the chip operating system (COS), providing a high level of data security. This
security takes the form of passwords that allow a user to access parts of the IC chip’s
memory or encryption/decryption measures, which translate the bytes stored in

memory into information [1].

Current School Security System

The current school security system is using a piece outing card and also a
guest book. Each of the school students need to have their own outing card. Any
information of the student and their parent is stated inside that card. This card also

contains the outing information each time student going out or in the school area.

On duty warden gives the outing permission by filling the outing card and
signs the permission column. Figure 1 is the example of outing card that been use by

school in Malaysia.



Figure 1: Outing card

For the guest registration, the guest book has been used. Figure 2 shows the
example of guest book that have been used by Malaysian boarding school. The
records from this book have a limitation of use. Sometime, due to the different types

of hand written will make the security staff not able to trace the data.
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Figure 2: Guest book
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MyKad

The MyKad is an Identity Card issued by the Malaysian Government that
stores the user's information in a Smart Chip. This card was designed to be a
multipurpose card that stores other user applications such as user's driver's license,

health card and passport information [2].

Software Development Model

The software development model used in this project is the increment model.
The incremental model is an intuitive approach to the waterfall model. Multiple
development cycles take place here, making the life cycle a multi-waterfall cycle.
Cycles are divided up into smaller, more easily managed iterations. Each iteration

passes through the requirements, design, implementation and testing phases [7].

A working version of software is produced during the first iteration, so the
working software will be produced at the early state during the software life cycle.

Subsequent iterations build on the initial software produced during the first iteration.

Requirement ﬁ
F

Design
v
Implementation
and Unit
Testing
y
Integration
and System
Testing
h

Operation

Figure 3: Increment Model



2.5

The advantages of this model are:

o This model can generates working software quickly and early during the
software life cycle.

* Increment model is more flexible and less costly in order to change scope and
requirements during the progress.

¢ With this model, the design is easier to test and debug during a smaller
iteration.

e This model is easier to manage risk because risky pieces are identified and
handled during its iteration.

e Each iterations of the model flow is an easily managed milestone.

Answer To Reset (ATR)

Every smartcard is required to give an answer when it is being reset. This
reset occurs when the card is being powered-up by the smartcard terminal, usually
upon insertion, but this reset can often also be done explicitly by giving a specific
command to the reader. In the reset stage the card and the reader get introduced to

one another and the foundation for the communication session is being made.

The structure of an ATR consists of several blocks, the Initial Character,
Format Character, Interface Characters, Historical Bytes and the Check Character.
The Initial Character, called TS, is used for defining the Bit-Coding, logical ‘1’ is
transmitted as Low (L) or High (H) and for recognition of the factor relevant for bit-

length, used by the card.

Interface Characters and Historical Characters are optional, the Format

Character (called TO) indicates, which characters are transmitted.



\

[ Initial Character
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[ Format Character

'

[ Interface Characters ]
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[ Check Character ]
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Figure 4: ATR schema

The ATR number for MyKad: 3B6700007320006C689000

2,6  Application Protocol Data Unit (APDU)

Application Protocol Data Unit is a packet of data exchanged between two
application programs across a network [3]. This APDU has been specified in ISO
7816-4. There are two types of APDU: Command APDU, Response APDU.

The Command APDU is the command from the card reader or a device to the

smartcard. There are mandatory header and optional body in the command APDU.

Table 1: Command Bytes

CLA INS P1 P2 Lec DATA Le
CLA = (lass of Instruction
INS = Instruction
P1, P2 = Parameters 1 and 2
Lc = Length of the command data

7



2.6.1

DATA = Command data
Le = Length of the expected response

The Response APDU is the response of the smartcard to the device. Response
APDU contain of optional body and mandatory trailer as shown in Table 2.

Table 2: Response byte
| DATA | Swi | SW2 |

DATA = Response data
SW1,SW2 = Status Word 1 and 2

The APDU command and response can be send to the MyKad card by using
the Rockey smartcard reader. The instruction, address and byte length for Mykad
APDU are as shown in the Appendix A.

Reading Sections

Instead of viewing a particular command to read "Name", another command
to read "IC no.", it is better to interpret a sequence of three commands (Set Length,
Select Info, Read Info) as reading a section or reading the whole file. The fact is
‘Name’, ‘IC no.” or ‘Address’ are stored in fixed-length fields and concatenated
together to form files.

For example: |
"Name" stored in file jpn-1-1, offset 0x00E9, length 0x28
"IC no." stored in file jpn-1-1, offset 0x0111, length 0x0D

To read name data of the owner, file jpn-1-1 need to be read with the offset
0x00E9 and length 0x28. The same procedure can be applied to read the ‘I1C no.’, but
now with different offset and also length (offset 0x0111, length 0x0D). To simplify
the coding, both data can be read in one command like read jpn-1-1, with offset
0x00E9 and length 0x35.



2.6.2

The example below shows the command to read the data and response given
by the smartcard. The last response given by the smartcard is the ‘Name’ and ‘IC.
No’ data in ASCIH code. APPENDIX B shows the standard ASCII code.

Example: read jpn-1-1, offset 0x00E9, length 0x28.
Reader: C8 32 00 00 05 08 00 00 28 00

Card: 91 08

Reader: CC 00 00 00 08 01 00 01 00 E9 00 28 00
Card: 94 28

Reader: CC 06 00 00 28

Card: 4D 59 20 4E 41 4D 45 20 20 20 20... 90 00

Application

The first two commands, ‘Select Application’ and ‘Get Response’, are used to
select petai JPN, JPJ or IMM application. After the smartcard has been reset, select
application is used to define the application that need to be read.

Example:

Reader: 00 A4 04 00 0A A0 00 00 00 74 4A 50 4E 00 10
Card: 61 05

Reader: 00 C0 00 00 05

Card: 6F 03 82 01 38 90 00

“00 A4 04 00 0A” is the “‘CLA INS P1 P2 P3’ for ‘Select Application’. The
data part of the APDU consists of 10 bytes: “A0 00 00 00 74 4A 50 4E 00 10". The
"A0 00 00 00 74" and "00 10" parts are constant. "4A 50 4E" represents "JPN".
Change to "JPJ" or "IMM" for those applications. "00 CO 00 00 05" is the "CLA INS
P1 P2 P3" for "Get Response".



MySQL Server Database

MySQL server been managed by the MySQL Administrator tool. This tool
can be used to manage users, change server configuration, manage server databases,

and monitor server status [4].

Adding a new user by MySQL Administrator is shown in Figure 5 and the
username and password need to be specified. Both information will be used in writing

the system codes.

# MySQL Administrator - Connectlon root 127.0.0.1; 3’306

Fife Eit. Vigw - Touls Wmdow___l
l g Server Information

@ Service Control

@ Startup Vanab?m
#@ Usefhdmmshatun

- Logit Informatiany -

i g Senves Conmeciore 1 MySOL User 'Eygﬂiiii 1 The user has to enter this MySQL Uses name to connestto |
Heatth e—————d the MgSAL Server i
i ‘_E Server Logs A Password: o 1 Fill oul this field ¥ you wank éo st the user's password
fion 5t ' ; .
| 3 Repiication Slalus Confym Passward: h““ * i Agahn, enter the user's password to confim
|t jg# Backup i )
- P R
g Restore ! Addtional Information
| . FubName: I i _Tha user's fulk naene
© Desorition:~ | " ddiional descipton o the ssr
. Emal o 7 - i" T '_Themmsemaiaddess ’
: Cuni:acl Infommalior: ) Dptmal_ountaq_t |nfnm_1ahon o

b leon: _Icun_assi.gna.iilnihe'q;'.al

Figu.“re 5:. MySQL Adn;.inistrat.oru T
MySQL Connector/ (Open Database Connectivity) ODBC

MySQL Connector allows the MySQL database server to be connected using
the ODBC database API on all platforms. Connector/NET is written in C++ and it is
completely managed code. The setup for the ODBC is using the Data Sources
(ODBC) Administrator. Figure 6 shows the Data Sources (ODBC) Administrator

window and Figure 7 shows the system connector setting.

10



: { dBASE Fi[es Mlcrosnft Access dBASE Dnver g dbf *ndk -
-1 Excel Files Microsoft Excel Driver [*.als, * xlsx, *.xlsm, 5"

UserData omces' '

Name -5

M Access Database Microsoft Access Driver [".mdb, *.accdh)
MySAL DDBC 3.51 Driver

. AnODBL Llser data source storés |nfmmahnn Shout hnw ID connect to...
- the indicated data prewder A User data source is onl_p VISIb|E ta you
“ and can unly be used an the c:umant machlne R o8

Connector/GDBC

Logln ‘VV Ennnect Optluns 31 Advance_d : - EBnnectoffﬂDBE Cunf‘guratmn
i .
i | This dialor is used ko edit a Data Source Mame
H
Data Source Name | 5S5chool b (DSH).

. : ; |
Description l achool security systerm | i
Server. . {Iocathost

R . |
-Passwaord ’ E sasan i
o - !

) Détahé'sé_ | ssschoal-data ,
|

3

I

(o by o (el

Figure 7: System connection setting
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2.9  DataSet Objects

In order to call the data in the database, dataset Objects has been used. A
dataset object holds a copy of the data in memory, disconnected from the data source.
The dataset object can be filled with data from many sources, including SQL Server
database, mane other database formats such as Access, a simple text file, a

spreadsheet and also an array or a collection [7].

A DataSet object can hold one or more DataTable objects. A table can be
viewed like a spreadsheet in other words with rows and columns. Each row in the
table represents the data for one item, person or transaction. Each column in a table is
used to store a different of data, such as an account number, a name, an address or ID

number in the author case.

~ Bosoo11d05788- FARHANABINTISARIN - BBJALAN TUN SAMBANTHANTAMAN SRIANI
.. 5850904115478 .ROSNIBINTI ~ ABDULHALIM 'SSKG PALOH HJ DAUD200S0KUALA TERENGG!

6 ASOS11015304 (ST NURBATTGINTI FADILLAH  LOT 2090-ATAMAN SR XENANGEAIALAN HO

.o 7850312016150 ' -

]* Lo ANew)

Figure 8: Example of row and column in the Dataset

2.10 American Standard Code for Information Interchange (ASCII)

ASCIH is a standard character-coding scheme used by most computers to
display letters, digits and special characters [S]. The ASCII tables are included in the
Appendix B,

In ASCII, every letter, number, and punctuation symbol has a corresponding
number, or ASCII code. For example, the character for the number 1 has the code 49,
capital letter A has the code 65, and a blank space has the code 32. This encoding
system not only lets a computer store a document as a series of numbers, but also lets

it share such documents with other computers that use the ASCH system.

12
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CHAPTER 3

METHODOLOGY

Design Flow

Flowchart for the methodology process is shown in Figure 9. The flow is
started with MyKad detection by the MyKad SDK. Next, the connection between
smartcard with security system is done by ATR transaction code. Then, MyKad data
can be read and the data will be used to compare with the database table.

Only MyKad name and IC number have been read before the comparison
process. The software system will checked the MyKad IC number with the database
data. Then, the software system identified the status of the MyKad owner. There are
three different types of status that the software system can identify. There are warden,
student and visitor status. Each status can access different application after the

identified stage.

13
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Figure 9: Flowchart for methodology flow

3.2 APDU command

The flow that been used in order to read the smartcard is shown in Figure 10.

The figure shows the flow of APDU command before getting the data (read the data).

14



. Select Application |
GetResponse |
. “Select Information ..
: ; Réé_d_ in__fd_rmat_ion :

Figure 10: Flow diagram for APDU command

The APDU command has been tested using the WatchData CradTools2.9.
This software will send the APDU command to the smartcard and display the
smartcard response in standard ASCU code. Figure 11 shows the WatchData
CradTools2.9 window and Figure 12 shows the smartcard response after WatchData

gave the APDU command.

For School Security System development, the APDU command has been send
by the C++ coding and the data being called by the Visual basic programming.

15



Figure 12: WatchData window after the operation

The response given by the smartcard will be discussed in the Result and

Discussion in Chapter 4.

16



MyKad.vb (Automatic Detection)

From the flow diagram shown in Figure 13, it show that the coding begin by
checking whether the smartcard has been inserted into the device or not. If the
smartcard is not inserted in the reader, the message box will display “No Card

Inserted”.

ModWinsCard checked
'_-'_l_!
ERROR SUCCESS
}
Tdentify Frror ' Displ': Data
}
Display Errer

L

Figure 13: Flow diagram for automatic detection coding

After the card been inserted into the card reader, ModWinsCard.dll or the
library file will check the condition of the smartcard. If the smartcard has an error,
this library will identify the error and it will be displayed on the message box. Full
coding for the automatic detection is given in Appendix C. This code is written in

Visual Basic programming language.



CHAPTER 4
RESULTS AND DISCUSSION

4.1 Successful Read MyKad Data And Display The Data

This system can read the name, I/C number, address and gender of the card
owner. After the reading part is completed, the system will check whether the data
read are already stored in the database or not. Then the system will display the status
of that card owner. If the data in the card is not in the student database, the system
will store this new data into the visitor database. Figure 14 shows the window after

reading the ID number and ID name.

® frmvisitor

85031 201 61 5I1

MAHFUZA BINTI MUHAMED SIHAT

Figure 14: Successful reading the MyKad data



42  APDU Command
After giving several commands to the MyKad, the response is shown in Table

2. The last response shown in Figure 15 is the name of the MyKad owner.

Table 3: Response by the smartcard

53 52 49 20 52 41 48 41 59 55 20

S R I R A H A | U

42 49 4E | 54 49 20 20 20 20 4D |4F |48 44

B | N ¥ I M 0 H D

20 48 55 53 53 49 4E |20 20 20 20 20 20

Response:3B600007320006C639000
Retarm:2000

Corumand :004 4040004 40000000744 4 S04E0010
Response:

Retum:6105

Command :00C 0000005

Response :6F03820138

Retam:2000

Cormmand :C8320000050800002800

Rasponse:

Retam:9108

Corumand :CCO000000801 0001 00ES002800
Response:

Retorm: 9428

Command :CCOS000028

gpom :535249205241 4841 5955204 2494 E5449202020204 D4F4 844 2048555353494 E202020202020202

Returm:9000

Figure 15: WatchData Result




For the C Language compilation, the result is shown in Figure 16 and Figure
17. A user needs to press ‘enter’ key in order to allow the application instruction to
start reading the smartcard data. Then the application window will display the

smartcard data.

[Ready to read., press Enter_

Figure 16: Compilation window

JPN application
PN file 1 .
SRI RAHAYU BINTI MOHD HUSSIN

858917115346
Female

1985-89-17
: BESUT
2885-83-31
WARGANEGARA
Ethnic/Race : MELAYU
Re ligion: ISLAM

Reading JPN File 2
i admg JPN l‘11e 3

jpress Enter to end pmgram

Figure 17: Compilation output

20



4.3 Visitor Status
Figure 18 shows the visitor status window. The system will automatically
display a visitor data such as name, ID number, address and time during the in and
out flow. Figure 19 shows the database table for visitor. From the table, it shows that

the visitor has come to the school for nineteen times.

F1SSSchool 43

Card Inserted. i
e T UGl

|

Figure 18: Visitor status



Fle Fdit View Query

Sopt Tooks Window MySQLENterprise Help

@ SELECT * FROW visitor v 0 m
ntreh ——— e = Eswcute =
@ Aesultzet 1 4 = TP =
)- MAHFUZA BINTI  MOHAMED SIRAT N 26150 NO1A KAMPUNG TELLIK BULDH ~ MULIKIM S MINYAK BEXKL 83030 BATU PaHAT JOHOR
12 MAHFUZABINTI  MOHAMED SIRAT 850312016150 NO1A KAMPUNG TELUK BULDH  MUKIM S MINYAK BEKL 83030 BATU PAHAT JOHOR
T3 MAHFUZA BINTI MOHAMED SIRAT B3 26150 NO1A FAMPUNG TELUK BULOH MUKIM 9 MINTAK BERL 300 BATU PAHAT JOHOR
14 MAHFLIZABINTI  MOHAMED SIRAT 031 2m6150 HO1A FAMPUNG TELUK BULDH  MUKIM S MINYAK BEKD 83030 BATU PAHAT JOHOR
15 MAHFUZABINTI  MOHAMED SIRAT 32650 NO1A KAMPUNG TELUK BULDH ~ MUKIM S MINYAK BEKL) 23030 BATU PAHAT JOHOR
16 MAHFUZABINTI  MOHAMED SIRAT @S0 2016150 NOTA FKAMPUNG TELUK BULOH  MUIIM S MINYAX BEKU 83030 BATU PAHAT JOHOR
17 MAHFUZABINTI  MOHAMED SIRAT 206150 NOTA FAMPUNG TELUK BULDH MUKIM S MINYAE, BEKL 83030 BATU PAHAT JOHOR
18 MAHFUZABINTI  MOHAMED SWRAT 3 2m6150 HOTA FAMPUNG TELUK BULDH  MUKIM S MINYAK BEKLI  B303D BATU PAHAT JOHOR
19 MAHFUZABINTI  MOHAMED SIRAT 03126150 NO1A FAMPUNG TELUK BULOH ~ MLIOM S MINYAK BEEL 83030 BATU PAHAT JOHOR
3 o fched i 9.207 35 0 09020 B e Wi 7 en e BRI
OB TR L T T
Figure 19: Database table for visitor record
Warden Status

Figure 20 shows the warden status window and the application window that
can be accessed only by warden Mykad. From the warden option window, the warden
needs to fill in the student IC number and verify whether the student ID number is
correct or not. Then, warden can fill in the outing information or outing permission to
the student. The new outing information will be saved in the student status database

table.
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4.5 Student Status

Figure 22 shows the student s
the student. In this example, this student doe
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Figure 22: Student Status
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5.1

5.2

CHAPTER 5
CONCLUSION AND RECOMMENDATION

Conelusion

As described in Chapter 4, the data of smartcard are successfully read and
displayed on the system. Although this smartcard contain more than five different
data, but this system only use several of the data such as identification number, owner
name, address and also gender. For a visitor status, the picture of the owner is

important in order to make sure the person is the owner of the card.

The matching of the smartcard data with the database runs smoothly. The
system can differentiate the status of the owner. In this system, there are three
different statuses, which is the student status, followed by the warden and the visitor
status. The status id displayed after the card has been connected to the reader and the

system performs the different operation depending on its status.

For the visitor status, the data of the MyKad owner will be saved in the visitor
database table. As the warden status, there is opportunity to access other application
window for giving permission for outing. This window will only pop up when the

warden MyKad is inserted into the reader.

Lesson Learnt And Futare Work

The project basically had improved the author’s knowledge on the smart card
application technology and using the Visual Studio. Even though there were hard
times in implementing the software system, the project has also exposed the author on
how to manage a project, to keep up with it and many more valuable lessons were

learned.
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As a suggestion for the future work, this system can be improved by
implementing the system using new technology of MyKad. New technology is using
Radio Frequency identification (RFID) technology that can reduce the operating time
of the system.
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APPENDIX A

JPN APDU ADDRESS

jpn-1-1
Offset Length Length SDK Function Name Description

(Hex) (Dec)
0000 03 3 0104 24
0003 96 150 JPN OrgName original name
0099 50 30+30+20  JPN_GMPCName GMPC name
00E9 28 2020 JPN_KPTName KPT name
0111 0D 13 JPN_IDNum ID number
011E 01 1 JPN_Gender gender
011F 08 8 JPN OIdIDNum old ID number
0127 04 4 JPN BirthDate date of birth
012B 19 25 JPN_BirthPlace place of birth
0144 04 4 JPN Datelssued, date issued
0148 12 18 JPN_Citizenship citizenship
O15A 19 25 JPN_Race race
0173 0B 11 JPN_Religion religion
017E 01 1 JPN EastMalaysian East Malaysian
017F 02 2 JPN RJ RJ?
0181 02 2 JPN_KT KT?
0183 0B 11 JPN_OtherID other ID
018E 01 1 JPN_Category category
018F 01 1 JPN CardVer card version
0190 04 4 JPN_GreenCardExpiry green card expiry date
0194 14 20 JPN GreenCardNationality green card nationality
01A8 23 35 Al 00
jpn-1-2
0000 03 3 014003
0003 FAO 4000 JPN_Photo JPEG photo
0FA3 08 8 Al 00
jpn-1-3
0000 03 3 011203
0003 14 20 "R1L1",0,0...
0017 256 598 JPN Thumbl right thumb
026D 256 598 JPN_Thumb2 left thumb
04C3 08 8 All 00




jipn-1-4

0000 03 3 0101 52
0003 1E 30 JPN_Addresst address linc 1
0021 1E 30 JPN_Address2 address line 2
003F 1E 30 JPN_Address3 address line 3
005D 03 3 JPN_Postcode postcode
0060 19 25 JPN_City city

0079 1E 30 JPN_State state

0097 14 20 FF 00 00...
jpn-1-5

0000 03 3 01 12 00
0003 09 9 JPN_SocsoNum socso number
000C IF 31 All 00
ipn-i-6

0000 03 3 011700
0003 0A 10 JPN_ Locality locality

000D 1E 30 AlL 0O




APPENDIX B

ASCII STANDARD

Dec | Hex | Char Hex | Char 12| Dec | Hex | Char || Dec | Hex | Char
0 | 00 | NUL 20 64 | 40 | @ 96 | 60

1 01 | SOH 21 ! 65 | 41 A 97 | 61 a
2 102 | STX 22 " 66 | 42 B 98 | 62 b
3 {03 |ETX 23 # 67 | 43 C 99 | 63 c
4 | 04 | EOT 24 $ 68 | 44 D 100 | 64 d
5 1 05 | ENQ 25 1 % 69 | 45 E 101 | 65 e
6 | 06 | ACK 26 & 70 | 46 F 102 | 66 f
7 | 07 | BEL 27 ' 71 | 47. | G 103 | 67 g
8 | 08 | BS 28 ( 72 | 48 H 104 | 68 h
9 | 09 | TAB 29 ) 73 | 49 | 105 | 69 [
10 | 0A | LF 2A * 74 | 4A J 106 | BA j
11 | 0B | VT 2B + 75 | 4B K 107 | 6B K
12 | OC | FF 2C : 76 | 4C L 108 | 6C I
13 | OD | CR 2D - 77 1 4D | M 109 6D | m
14 | OE | SO 2E 78 | 4E N 110 | 6E n
15 | OF | SI 2F / 79 | 4F o 111 | 6F 0
16 | 10 | DLE 30 | 0 80 | 50 | P 12170 [ p
17 | 11 | DC1 31 1 81 | 51 Q 113 | 71 q
18 | 12 | DC2 32 2 82 | 52 R 114 | 72 r
19 | 13 | DC3 33 3 83 | 53 S 115 | 73 s
20 | 14 | DC4 34 4 84 | 54 | T 116 | 74 t
21 | 15 | NAK 35 5 85 | 55 U 117'] 75 u
22 | 16 | SYN 36 6 86 | 56 \Y 118 | 76 Y
23 | 17 | ETB 37 7 87 | 57 | W 1191 77 w
24 | 18 | CAN 38 8 88 | 58 X 1201 78 X




y
Z
{
I
}
DEL

79

122 | 7A
123 | 7B
124 | 7C
125 | 7D
126 | 7E
127 | 7F

121

= 813 v |2 o |»
ESEFGRU
o |<C | O 0 |W o
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W0 j© |~ |0 o | [«
NN N[N N (e




APPENDIX C
MODWINSCARD CODE

Imports System
[mports Microsoft.VisualBasic
Imports System.Runtime.InteropServices

<StructLayout(LayoutKind.Sequential)> _
Public Structure SCARD 10 REQUEST

Public dwProtocol As Integer
Pubtic cbPcilength As Integer

End Structure

<StructLayout(LayoutKind.Sequential}> _
Public Struciure APDURec

Public bCLA As Byte

Public bINS As Byte

Public bP1 As Byte

Public bP2 As Byte

Public bP3 As Byte

<Marshal As(UnmanagedType.ByValArray, SizeConst:=256)> _
Public Datalis As Byte()

<Marshal As(UnmanagedType.ByValArray, SizeConst:=256)>
Public DataOut As Byte()

<MarshalAs(Unmanaged Type.ByValArtay, SizeConst:=3)> _
Public SW As Byte()

Public IsSend As Boolean

End Structure

<StructLayout{LayoutKind.Sequential)> _
Public Structure SCARD_READERSTATE

Public RdrName As String

Public UserData As Integer

Public RdrCurrState As Integer

Pubiic RdrEventState As Integer

Public ATRLength As Integer

<MarshalAs(Unmanaged Type.ByValArray, SizeConst:=37)> _
Public ATRValue As Byte(}

End Structure
Public Class ModWinsCard

Public Const SCARD_S_SUCCESS =0
Public Const SCARD ATR_LENGTH =33

' Memory Card type constants

Public Const CT_MCU = &H0 'MCU

Public Const CT_IIC_Auto = &H]1 "1IC (Auto Detect Memory Size)
Public Const CT_IIC_1K = &H2 'TIC (1K}

Public Const CT_IIC_2K = &H3 'IC (2K)

Public Const CT_IIC_4K = &H4 'TIC (4K)

Public Const CT_IIC_8K.= &H5 'IC (8K)

Public Const CT_IIC_16K = &H6 "HC (16K)

Public Const CT_IIC_32K = &H7 '1IC (32K)

Public Const CT_IIC_64K = &HS HIIC (64K)

Public Const CT_IIC_ 128K = &HY *TIC (128K)



Public Const CT_IIC_ 256K = &HA 'IIC (256K

Public Const CT_TIC_512K = &HB 'IIC {512K)
Public Const CT_IIC_1024K = &HC HIC (1024K)
Public Const CT_AT888C153 = &HD ' ATBBSC153
Public Const CT_AT88SC1608 = &HE ' AT885C1608
Public Const CT_SLE4418 = &HF 'SLE4418

Public Const CT_SLE4428 = &H10 ' SLE4428
Public Const CT_SLE4432 = &H11 ' SLE4432
Public Const CT_SLEA4442 = &H12 ' SLE4442
Public Const CT_SLE4406 = &H13 ' SLE4406
Public Const CT_SLE4436 = &H14 ' SLE4436
Public Const CT_SLE5536 = &H15 'SLE5536
Public Const CT_MCUTO = &H16 'MCU T=0
Public Const CT_MCUTI = &H17 'MCU T=1
Public Const CT_MCU_Auto = &H18 "MCU Autodetect

'CONTEXT SCOPE

Public Const SCARD_SCOPE_USER =0

Public Const SCARD_SCOPE_TERMINAL =1

Public Const SCARD _SCOPE_SYSTEM =2

Public Const SCARD_STATE UNAWARE = &H0

Public Const SCARD_STATE_IGNORE = &H]

Public Const SCARD STATE_CHANGED = &H2

Public Const SCARD STATE_UNKNOWN = &H4

Public Const SCARD_STATE_UNAVAILABLE = &H8

Public Const SCARD_STATE_EMPTY = &H10

Public Const SCARD_STATE_PRESENT = &H20

Public Const SCARD_STATE_ATRMATCH = &H40

Public Const SCARD _STATE_EXCLUSIVE = &HS80

Public Const SCARD STATE_INUSE = &H100

Public Const SCARD_STATE_MUTE = &H200

Public Const SCARD STATE_UNPOWERED = &H400

Public Const SCARD_SHARE_EXCLUSIVE =1

Pubtic Const SCARD_SHARE_SHARED = 2

Public Const SCARD_SHARE_DIRECT =3

Public Const SCARD_LEAVE CARD =0 ' Don't do anything special on close
Public Const SCARD_RESET CARD =1 T Reset the card on close

Public Const SCARD UNPOWER_CARD = 2 ' Power down the card on close
Public Const SCARD_EJECT CARD =3 'FEjectthe card on close

Public Const FILE_DEVICE SMARTCARD As Long = &H310000

' Reader action FOCTLs

Public Const IOCTL. SMARTCARD_DIRECT As Long = FILE_DEVICE_SMARTCARD + 2050 * 4

Public Const IOCTL_SMARTCARD_SELECT SLOT As Long = FILE_DEVICE_SMARTCARD + 2051 * 4
Public Const IOCTL_SMARTCARD DRAW_LCDBMP As Long = FILE_DEVICE SMARTCARD + 2052 * 4
Public Const IOCTL_SMARTCARD DISPLAY_LCD As Long = FILE_DEVICE_SMARTCARD + 2053 * 4
Public Const IOCTL_SMARTCARD _CLR_LCD As Long = FILE_DEVICE_SMARTCARD + 2054 * 4

Public Const IOCTL_SMARTCARD READ KEYPAD As Long = FILE_DEVICE SMARTCARD + 2055 * 4
Public Const IOCTL_SMARTCARD READ RTC As Long = FILE_DEVICE_SMARTCARD + 2057 * 4



Public Const IOCTL,_SMARTCARD SET RTC As Long = FILE_DEVICE_SMARTCARD + 2058 * 4

Public Const IOCTL, SMARTCARD_SET_OPTION As Long = FILE_DEVICE_SMARTCARD + 2059 * 4

Public Const IOCTL_SMARTCARD_SET LED As Long = FILE_DEVICE_SMARTCARD + 2060 * 4

Public Const IOCTEL,_ SMARTCARD LOAD KEY As Long = FILE_DEVICE_SMARTCARD + 2062 * 4

Public Const IOCTE,_SMARTCARD_READ EEPROM As Long = FILE_DEVICE SMARTCARD + 2065 * 4
Public Const IOCTL, SMARTCARD WRITE_EEPROM As Long = FILE DEVICE_SMARTCARD + 2066 * 4
Public Const IOCTL_SMARTCARD_GET_VERSION As Long = FILE_DEVICE_SMARTCARD + 2067 * 4
Public Const IOCTL, SMARTCARD GET READER INFO As Long = FILE_DEVICE_SMARTCARD + 2051 * 4
Public Const IOCTL_SMARTCARD_SET_CARD_TYPE As Long = FILE_DEVICE_SMARTCARD + 2060 * 4

' Error Codes
Public Const SCARD_F_INTERNAL_ERROR = &H80100001
Public Const SCARD E_CANCELLED = &H80100002

Public Const SCARD_E_]NVALID_HANDLE &HR0100003
Public Const SCARD E_INVALID PARAMETER = &H80100004
Public Const SCARD E_INVALID TARGET = &H30100005
Public Const SCARD _E NO MEMORY = &HE0100006

Public Const SCARD F WAITED TOO_Integer = &H&0100007
Public Const SCARD_E_INSUFFICIENT BUFFER = &H80100008
Public Const SCARD_E_UNKNOWN_READER = &H8010000%
Public Const SCARD_E_TIMEQUT = &HS8010000A

Public Const SCARD_E_SHARING_VIOLATION = &H8010000B
Public Const SCARD_E NO_SMARTCARD = &H8010000C
Public Const SCARD E_UNKNOWN_CARD = &HB8010000D
Public Const SCARD_E_CANT_DISPOSE = &HB8010000E

Public Const SCARD_E PROTO MISMATCH = &H8010000F
Public Const SCARD_E NOT_READY = &H80100010

Public Const SCARD_E_INVALID_VALUE = &H80100011

Public Const SCARD_E_SYSTEM_CANCELLED = &H80100012
Public Const SCARD_F_COMM_ERROR = &H80100013

Public Const SCARD_F UNKNOWN_ERROR = &H80100014
Public Const SCARD E INVALID_ATR = &H80100015

Public Const SCARD_E _NOT_TRANSACTED = &HB0100016
Public Const SCARD_E_READER_UNAVAILABLE = &H80100017
Public Const SCARD _P_SHUTDOWN = &H80100018

Public Const SCARD_E_PCI TOO_SMALL = &H8(100019

Public Const SCARD_E_READER_UNSUPPORTED = &H8010001 A
Public Const SCARD_E_DUPLICATE_READER = &H8010001B
Public Const SCARD_E_CARD_UNSUPPORTED = &H8010001C
Public Const SCARD_E _NO_SERVICE = &H80106001D

Public Const SCARD_E_SERVICE_STOPPED = &HS8010001E
Public Const SCARD W_UNSUPPORTED _CARD = &HR0100065
Public Const SCARD W_UNRESPONSIVE_CARD = &HB0100066
Public Const SCARD_W_UNPOWERED _CARD = &H80100067
Public Const SCARD_W_RESET_CARD = &HB0100068

Public Const SCARD W_REMOVED_CARD = &H&0100069

' PROTOCOL

Public Const SCARE} PROTOCQL,_UNDEFINED = &HO * There is no active protocol.
Public Const SCARD_PROTOCOL _T0 = &H1 ' T=0 is the active protocol.

Public Const SCARD_PROTOCOL_T1 = &H2 ' T=1 is the active protocol.

Public Const SCARD PROTOCOL,_RAW = &H10000 ' Raw is the active protocal.

Public Const SCARD_PROTOCOL_DEFAULT = &H80000000 ' Use implicit PTS.

' READER STATE

Public Const SCARD _UNKNOWN = (

Public Const SCARD ABSENT =1

Public Const SCARD PRESENT =2

Public Const SCARD_SWALLOWED =3

Public Const SCARD_POWERED = 4

Public Const SCARD NEGOTIABLE = 5



Public Const SCARD SPECIFIC =6

Public Declare Function SCardEstablishContext Lib "Winscard.dll” (ByVal dwScope As Integer, _
ByVal pvReserved] As Integer, _
ByVal pvReserved2 As Integer,
ByRef phContext As Integer) As Integer

Public Declare Function SCardReleaseContext Lib "Winscard.dll" (ByVal hContext As Integer) As Integer

Public Declare Function SCardConnect Lib "Winscard.dll" Alias "SCardConnectA" (ByVal kContext As Integer,
ByVal szReaderName As String, _
ByVal dwShareMode As Integer, _
ByVal dwPrefProtocol As Integer,
ByRef hCard As Integer, _
ByRef ActiveProtocol As Integer) As Integer

Public Declare Function SCardDisconnect Lib "Winscard.dll" (ByVal hCard As Integer, _
ByVal Disposistion As Integer) As Integer

Public Declare Function SCardBeginTransaction Lib "Winscard.d]l" (ByVal hCard As Integer) As Integer

Public Declare Function SCardEndTransaction Lib "Winscard.dll” (ByVal hCard As Integer,
ByVal Disposition As Integer) As Integer

Public Declare Function SCardState Lib "Winscard.dll" (ByVal hCard As Integer, _
ByRef State As Integer, _
ByRef Protocol As Integer, _
ByRef ATR As Byte, _
ByRef ATRLen As Integer) As Integer

Public Declare Function SCardStatus Lib "Winscard.dll" Alias "SCardStatusA" (ByVal hCard As Integer, _
ByVal szReaderName As String, _
ByRef pechReaderLen As Integer, _
ByRef State As Integer, _
ByRef Protocol As Integer, _
ByRef ATR As Byte, _
ByRef ATRLen As Integer) As Integer

Public Declare Function SCardTransmit Lib "Winscard dll” (ByVal hCard As Integer, _ *
ByRef pioSendRequest As SCARD IO _REQUEST,
ByRef SendBuff As Byte, _
ByVal SendBuffLen As Integer, _
ByRef picRecvRequest As SCARD 10 _REQUEST, _
ByRef RecvBuff As Byte, _
ByRef RecvBuffLen As Integer) As Integer

Public Declare Function SCardListReaders Lib "Winscard.dll" Alias "SCardListReadersA" (ByVal hContext As Integer, _
ByVal mzGroup As String,
ByVal ReaderList As String, _
ByRef pcchReaders As Integer) As Integer

Public Declare Function 8CardGetStatusChange Lib "Winscard.dll" Alias "SCardGeiStatusChangeA" (ByVal hContext As Integer, _
ByVal TimeQut As Integer,
ByRef ReaderState As SCARD _READERSTATE, _
ByVal ReaderCount As Integer) As Integer
End Class



APPENDIX D
MAIN CODE

Imports System

Imports System.IO

Imports System. Text

Imports System.Data

Imports MySql.Data. MySqlClient

Public Class §8School
Inherits System. Windows.Forms.Form
Public Shared IDnum As String
Public Shared ID_name As String
Public Shared warden_phone As String
Public Shared ID_Al As String
Public Shared ID_A2 As String
Public Shared ID_A3 As String
Public Shared ID_poscode As String
Public Shared ID_city As String
Public Shared ID_state As String
Public Shared ID_gender As String
Public Shared fs1 As System.lO.FileStream
Friend WithEvents status_disp As System. Windows.Forms. TexiBox
Friend WithEvents picMyKad As System. Windows.Forms.PictureBox

#Region " Windows Form Designer generated code "

Public Sub New()
MyBase.New()

InitiatizeComponent()
End Sub

Protected Overloads Overrides Sub Dispose(ByVal disposing As Boolean)
If disposing Then
If Not (compenents Is Nothing) Then
components.Dispose()
End If
End If
MyBase.Dispose(disposing)
End Sub

‘Required by the Windows Form Designer
Private components As System.ComporientModel. IContainer

Friend WithEvents TextBox1 As System. Windows Forms.TextBox
Friend WithEvents GroupBox2 As System. Windows.Forms.GroupBox
Friend WithEvents txtIDNum As System. Windows.Forms. TexiBox
Friend WithEvents txtKPTName As System. Windows.Forms. TextBox
Friend WithEvents TextBox123 As System. Windows.Forms. TextBox
Friend WithEvents GroupBox1 As System. Windows,Forms.GroupBox
Friend WithEvents Timerl As System. Windows.Forms. Timer
<System. Diagnostics. DebuggerStepThrough()> Private Sub InitializeComponent()
Me.components = New System.ComponentModel. Container
Dim resources As System.ComponentModel.ComponentResourceManager = New
System.ComponentModel. ComponentResourceManager(Get Type(SSSchool))
Me. TextBox1 = New System. Windows.Forms. TexiBox
Me.GroupBox2 = New System. Windows.Forms.GroupBox
Me.TextBox123 = New System. Windows.Forms. TextBox
Me.Timerl = New System. Windows.Forms. Timer(Me.components)
Me.txtIDNum = New System. Windows.Forms. TextBox
Me.txtKPTName = New System. Windows.Forms. TextBox
Me.GroupBox| = New System. Windows.Forms.GroupBox



Me.picMyKad = New Systermn Windows.Forms. PictureBox

Me.status_disp = New System. Windows.Forms. TextBox
Me.GroupBox2.SuspendLayout()

Me.GroupBox1.SuspendLayout()

CType(Me.picMyKad, System.ComponentModel. ISupportinitialize). BeginInit()
Me.SuspendLayout()

‘TextBox1

Me.TextBox1.BackColor = System.Drawing. Color. White
Me.TextBox1.BorderStyle = System, Windows.Forms. BorderStyle FixedSingle
Me.TextBox1.Location = New System.Drawing Point(8, 20}

Me. TextBox1.Name = "TextBox 1"

Me.TextBox1.Size = New System.Drawing.Size(232, 20)

Me. TextBox1.TabIndex = 5

Me, TextBox1.TextAlign = System. Windows. Forms. Horizontal Alignment.Center
'‘GroupBox2

Me.GroupBox2.BackColor = System.Drawing.Color. Transparent
Me.GroupBox2.Controls. Add(Me. TextBox123)
Me.GroupBox2.Controls. Add(Me. TextBoxI)

Me.GroupBox2. ForeColor = System. Drawing. SystemColors.ControlLightLight
Me.GroupBox2. Location = New System. Drawing. Point(8, 12)
Me.GroupBex2.Name = "GroupBox2"

Me.GroupBox2.8ize = New System.Drawing.Size{248, 82)
Me.GroupBox2.TabIndex = 6

Me.GroupBox2. TabStop = False

Me.GroupBox2.Text = "System Status"

'"TextBox123

Me. TextBox123 . BackColor = System. Drawing.Color. White
Me.TextBox123.BorderStyle = System. Windows.Forms BorderStyle.FixedSingle
Me.TextBox123 Location = New System.Drawing.Point(8, 45)
Me.TextBox123.Name = "TextBox123"

Me. TextBox123.Size = New System.Drawing.Size(232, 20)
Me.TextBox123.Tablndex =6

Me. TextBox123. TextAlign = System. Windows.Forms. Horizontal Alignment.Center
'Timerl

'txtIDNum

Me.txtIDNum.BackColor = System.Drawing.Color. White
Me.tx{IDNum.BorderStyle = System. Windows.Forms.BorderStyle. FixedSingle
Me.txtIDNum.Location = New System.Drawing.Point(8, 18)
Me.txt[DNum.Name = "tt[DNum"

Me.ttIDNum.ReadOnly = True

Me.txtIDNum.Size = New System.Drawing.Size(232, 20)
Me.txtIDNum.Tabindex = 51

Me. txtIDNum. Text = "IDNum"

Me.txtIDNum. TextAlign = System. Windows.Forms.Horizontal Alignment.Center
'txtKPTName

Me.txtKPTName BackColor = System.Drawing.Color. White

Me ixtKPTName BorderStyle = System, Windows.Forms. BorderStyle FixedSingte
Me txtKPTName.Location = New System.Drawing.Poinit(8, 44)
Me.txtKPTName.Name = "txtKPTName"

Me.txtKPTName.ReadCnly = True

Me.txtKPTName.Size = New System.Drawing.Size(232, 20)

Me.txtKPTName. TabIndex = 52

Me.txtKPTName. Text = "KPTName"

Me. txtKPTName. TextAlign = System. Windows . Forms.Horizontal Alignment.Center
'GroupBox1

Me.GroupBox1.BackColor = System.Drawing.Color. Transparent
Me.GroupBox1.Conirols. Add(Me. txtK PTName)

Me.GroupBox1.Conirols. Add(Me. txtIDNum)

Me.GroupBox1.ForeColor = System.Drawing.SystemColors.ControlLightLight
Me.GroupBox1.Location = New System.Drawing Point(8, 115)
Me.GroupBox1.Name = "GroupBox1"

Me.GroupBox1.5ize = New System.Drawing.Size(248, 75)
Me.GroupBox1.TabIndex = 53

Me.GroupBox1.TabStop = False

Me.GroupBox1.Text = "Card Information”

‘picMyKad

Me.picMyKad.BackColor = System. Drawing.Color. Transparent

Me.picMyKad BorderStyle = System. Windows.Forms.BorderStyle.Fixed3D
Me.picMyKad.Location = New System.Drawing Point(56, 196}
Me.picMyKad.Name = "picMyKad"



Me.picMyKad.Size = New Systemn.Drawing Size{150, 200)

MepicMyKad. TabIndex = 59

Me.picMyKad. TabStop = False

'status_disp

Me.status_disp.BackColor = System.Drawing.Color. White ]

Me.status_disp.BorderStyle = System. Windows.Forms BorderStyle.FixedSingle

Me.status_disp.Font = New System.Drawing.Font("Microsoft Sans Serif", 12.01, Systern.Drawing FontStyle Bold
Systemn.Drawing.GraphicsUnit.Point, CType{0, Byte))

Me status_disp.Location = New Systern.Drawing Point(16, 402)

Me.status_disp.Multiline = True

Me.status_disp.Name = "status_disp"

Me.status_disp.ReadOnly = True

Me.status_disp.Size = New System.Drawing.Size(232, 46)

Me.status_disp. TabIndex = 60

Me status_disp.TextAlign = Systemn. Windows.Forms. Horizontal Alignment.Center

'888chool

Me.AutoScaleBaseSize = New System.Drawing.Size(5, 13)

Me.BackgroundImage = Global. MyKad.My.Resources.Resources, 12

Me ClientSize = New System. Drawing.Size(269, 460)

Me.Controls. Add(Me.status_disp)

Me.Controls. Add(Me.picMyKad)

Me.Controls. Add(Me.GroupBox2)

Me.Controls. Add(Me.GroupBox1)

Me.FormBorderStyle = System. Windows.Forms.FormBorderStyle. FixedDialog

Me.lcon = CType(resources.GetObject("$this. Icon"), System.Drawing.Icon)

Me.MaximizeBox = False

Me.MinimizeBox = False

Me Name = "§8School”

Me.StartPosition = System. Windows, Forms.FormStartPosition.CenterScreen

Me.Text = "S8School”

Me.GroupBox2.ResumeLayout(False)

Me.GroupBox2.PerformLayout()

Me.GroupBox 1. ResumeLaycut({False)

Me.GroupBox1 PerformLayout(}

CType{Me.picMyKad, Systern.ComponentModel. [Supportinitialize). EndInit()

Me. ResumeLayout{False)

Me.PerformLayout()

End Sub
#End Region

Dim emd, emdi, cmd3, emd22, emd33 As OdbeCommand
Dim read As OdbcDataReader

Dim retcode, hContext, hCard As Integer

Dim ReaderState As SCARD_READERSTATE

Dim Mysql As String

Dim dad As OdbeDataAdapter
Dim dad1 As OdbeDataAdapter
Dim dst As DataSet

Dim dst] As DataSetf

Dim Count As integer=10

Dim CountConn As Integer = 0
Dim conn As MySglConnection

Dim ine, incl As Integer

Dim MaxRows As Integer

Dim warden_IC As String

Dim student_IC As String

Dim sttConn As String = "Driver={MySQL ODBC 3.51 Driver};Server=127.0.0.1;Database=ssschool-
iata;User=mysql;Password=mysql;Option=3;"

Dim MyConn As New OdbcConnection{strConn}

Dim SQL As String

Dim SQL1 As String

Dim omyKAD As New myKADPro.myKadSDK

Dim strResult As String

Private Sub Outing_Load(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles MyBase.Load

Dim sReaderList As String



Dimctr As Integer
Dim sReaderGroup As String
Dim ReaderCount As Integer

Dim fsnol As System.IO FileStream

fsnol = New System.IO.FileStream("C:\MyKad\img\nophoto jpg", 10.FileMode.Open, 10 FileAccess. Read)
picMyKad.Image = Systermn.Drawing.Image.FromStream(fsnol)

fsnoi.Close()

fsnol .Dispose()

Foretr=0To 2
sReaderList = sReaderList + vbNullChar
Next
ReaderCount=2 )
retcode = ModWinsCard.SCardEstablishContext(Mod WinsCard SCARD_SCOPE_USER, 0, 0, hContext)
If retcode <> ModWinsCard SCARD _S§_SUCCESS Then
TextBox1.Text = "Established Reader Failed!”
End If
retcode = MedWinsCard.SCardListReaders(hContext, sReaderGroup, sReaderList, ReaderCount)
txtIDNum. Text = "-"
txtKPTName. Text ="-"
TextBox123. Text ="-"
Timerl.Enabled = True
End Sub

'Routines for Error Codes

Public Function GetScardEnMsg(ByVal ReturnCode As Integer) As String
Dim omyKAD As New myKADPro.myKadSDK
Seiect Case RetumCode
Case ModWinsCard SCARD_E_CANCELLED
GetScardErrMsg = "The action was canceled by an §CardCancel request.”
Case ModWinsCard SCARD_E_CANT DISPOSE
GetScardEmMsg = "The system could not dispose of the media in the requested manner.”
Case ModWinsCard SCARD_E_CARD_UNSUPPORTED
GetScardErrMsg = "The smart card does not meet minimal requirements for support.”
Case ModWinsCard. SCARD_E DUPLICATE_READER
GetScardErrMsg = "The reader driver didn't produce a unique reader name."
Case ModWinsCard. SCARD_E_INSUFFICIENT_BUFFER
GetScardErrMsg = "The data buffer for returned data is too small for the returned data.”
Case ModWinsCard.SCARD E_INVALID_ATR
GetScardErrMsg = "An ATR string obtained from the registry is not a valid ATR string."
Case ModWinsCard SCARD_E_INVALID_HANDLE
GetScardErrMsg = "The supplied handle was invalid."
Case ModWinsCard. SCARD_E_INVALID PARAMETER
GetScardErrMsg = "One or more of the supplied parameters could not be properly interpreted.”
Case ModWinsCard.SCARD_E_INVALID TARGET
GetScardEmrMsg = "Registry startup information is missing or invalid."
Case ModWinsCard. SCARD_E_INVALID VALUE
GetScardErrMsg = "One or more of the supplied parameter values could not be properly interpreted.”
Case ModWinsCard. SCARD_E_NOT_READY
GetScardErrMsg = "The reader or card is not ready to accept commands."
Case ModWinsCard SCARD_E NOT_TRANSACTED
GetScardErrMsg = "An attempt was made to end a non-existent transaction.”
Case ModWinsCard SCARD_E_NO_MEMORY
GetScardErrMsg = "Not enough memory available to complete this command.”
Case ModWinsCard. SCARD_E_NO_SERVICE
GetScardBrrMsg = "The smart card resource manager is not running."
Case ModWinsCard. SCARD_E_NO_SMARTCARD
GetScardErrMsg = "The operation requires a smart card, but no smart card is currently in the device."
Case ModWinsCard. SCARD_E PCI_TOO_SMALL
GetScardErrMsg = "The PCI receive buffer was too small.”
Case ModWinsCard SCARD_E_PROTO_MISMATCH
GetScardErrMsg = "The requested protocols are incompatible with the protocol currently in use with the card."
Case ModWinsCard. SCARD_E_READFR_UNAVAILABLE
GetScardEmrMsg = "The specified reader is not currently available for use."
Case ModWinsCard. SCARD_E_READER_UNSUPPORTED
GetScardErrMsg = "The reader driver does not meet minimal requirements for support."
Case ModWinsCard. SCARD_E_SERVICE_STOPPED



GetScardErrMsg = "The smiart card resource manager has shut down.”
Case ModWinsCard SCARD _E_SHARING VIOLATION _
GetScardErrMsg = "The smart card cannot be accessed because of other outstanding connections.”
Case ModWinsCard. SCARD_E_SYSTEM_CANCELLED
GetScardErrMsg = "The action was canceled by the system, presumably to log off or shut down."
Case ModWinsCard SCARD_E_TIMEQUT
GetScardErrMsg = "The user-specified timeout value has expired."
Case ModWinsCard. SCARD E UNKNOWN_CARD
GetScardErirMsg = "The specified smart card name is not recognized.”
Case ModWinsCard. SCARD_E_UNKNOWN_READER
GetScardErrMsg = "The specified reader name is not recognized.”
Case ModWinsCard. SCARD_F COMM_ERRCR
GetScardErrMsg = "An internal communications error has been detected."
Case ModWinsCard. SCARD_F_INTERNAL ERROR
GetScardErrMsg = "An internal consistency check failed.”
Case ModWinsCard. SCARD_F_UNKNOWN_ERROR ‘
GetScardErrMsg = "An internal error has been detected, but the source is unknown.”
Case ModWinsCard. SCARD_F_WAITED TOO_Integer
GetScardErrMsg = "An internal consistency timer has expired."
Case ModWinsCard. SCARD_S_SUCCESS
GetScardErrMsg = "No error was encountered.”
Case ModWinsCard. SCARD W_REMOVED_CARD
GetScardEnmMsg = "The smart card has been removed, so that further communication is not possible.”
Case ModWinsCard. SCARD_W_RESET_CARD
GetScardErrMsg = "The smart card has been reset, so any shared state information is invalid.”
Case ModWinsCard. SCARD_W_UNPOWERED _CARD
GetScardErrMsg = "Power has been removed from the smart card, so that further communication is not possibic."
Case ModWinsCard SCARD_W_UNRESPONSIVE_CARD
GetScardErrMsg = "The smart card is not responding to a reset.”
Case ModWinsCard SCARD_W_UNSUPPORTED CARD
GetScardErrMsg = "The reader cannot communicate with the card, due to ATR string configuration conflicts."
Case Else
GetScardErrMsg = "?"
End Select
End Function

Public Sub LoadListToControl(ByVal Ctrl As ComboBox, ByVal ReaderList As String)
Dim omyKAD As New myKADPro.myKadSDK
Dim sTemp As String
Dim index As Integer
index =1
STemp =m
Ctrl.Items.Clear()

While (Mid(ReaderList, index, 1) <> vbNullChar)}
While (Mid{(ReaderList, index, 1) <> vbNullChar)
sTemp = sTemp + Mid{ReaderList, index, 1)
index = index + 1
End While
index = index + 1
Crrl.Items. Add(sTemp)
sTemp =
End While
End Sub

Private Sub Timerl_Tick(ByVal senider As System.Object, ByVal e As System.EventArgs) Handles Timer1. Tick
Dim omyKAD As New myKADPro.myKadSDK
Dim CardStatus As Boolean
ReaderState. RdrName = "FT SCR2000 0"
reteode = Mod WinsCard.SCardGetStatusChange(hContext, 0, ReaderState, 1)
If reteode <> ModWinsCard. SCARD_S_SUCCESS Then
TextBox1.Text = (GetScard EmMsg(retcode))
Exit Sub
Else
If (Int(ReaderState. RdrEventState / 32) Mod 2) Then
CardStatus = True
Else
CardStatus = False
End If
End If



If retcode <> ModWinsCard. SCARD_8 SUCCESS Then
Exit Sub
Else

If CardStatus Then
If Count = 0 Then

TextBox1.Text = "Card Inserted."

TextBox123.Text = "Please Wait..."

strResult = omyKAD.BeginTransaction("FT SCR2000 0"

If strResuft = "0" Then
txtIDNum. Text = omyKAD.getIDNum
IDnum = omyKAD.getIDNum
xtKPTName. Text = omyKAD. getKPTName
ID_name = omyKAD.getKPTName
1D_Al = omyKAD.getAddress1
ID_A2 = omyKAD.getAddress2
ID_A3 = omyKAD.getAddress3
ID_poscode = omyKAD.getPostcode
ID_city = omyKAD. getCity
1D _state = omyK AD.getState
ID_pender = omyKAD.getGender
strResult = omyKAD.getPhoto
picMyKad.SizeMode = PictureBoxSizeMode. StretchImage
Dim filename, curtFilename As String

' Specify a valid picture file path-on computer.
currFilename = "myphoto? jpg"

If currFilename = "myphoto.jpg” Then
fitename = "c\myphoto2.jpg"
If File. Exists("C:\myphoto.jpg”) Then
File Delete("C:\myphoto jpg")
End If
currFilename = "myphoto2.jpg"
Else
filename = "c:\myphoto.jpg"
If File.Exists("C:\myphoto2 jpg") Then
File.Delete("C:\myphoto2.jpg")

End if

curtFitename = "myphoto jpg"
End If
On Error Resume Next

151 = New System.]O.FileStream(filename, I0.FileMode.Open, 10.FileAccess.Read)
cutrFilename = fs1.Name

picMyKad.Image = System.Drawing.Image.FromStream(fs1)

openDatabase()

151.Close()

f51.Dispose(}

strResult = omyKAD.EndTransaction()

Else
txtIDNum. Text = "-"
txtKPTName. Text = "-"
TextBoxl.Text = "Errort!!”
TextBox123.Text = "Please Remove Card And Try Again.”
omyKAD.Dispose(}

strResult = omyK AD.End Transaction()
omyKAD stopReader()

Timerl.Enabled = True
Call Outing_Load(sender, &)

End If

omyKAD stopReader()
End If



Exit Sub

Else
omyKAD.EndTransaction()
omyKAD.stopReader()
TextBox1.Text = "No Card Inserted."
txtIDNum. Text = "-"
xtKPTName. Text = "-"
TextBox123.Text = "Please Insert Card."
Count=0
Call Outing_Load(sender, &)
End If
End If
End Sub
Private Sub openDatabase()
Dim myConnString As String
conn = New MySqlConnection()
myConnString = "server=" & "127.0.0.1" & "," _
& "username=" & "mysql" & ";" _
& "password=" & "mysql" & "," _
& "database=ssschool-data”
conn.ComnectionString = myConnString
Try
conn.Open()
check_warden()
conn.Close()
Caich myerror As MySqlException
MessageBox.Show("Error Connecting to Database: " & myerror.Message)
Finally
conn.Dispose()
End Try
End Sub

Private Sub check_warden()
MyConn.Open()
SQL="SELECT * FROM warden w"
cmd = New QdbeCommand(SQL, MyConn)
dad = New OdbcDataAdapter(cmd)
dst = New DataSet
dad.Fill{dst, "ssschool-data")

MyConn.Close()
MaxRows = dst. Tables("ssschool-data").Rows.Count
inc=-1

If IDnum < warden_IC Then
Do While inc < MaxRows - | And [Dnum <> warden_IC

inc=inc+1
w_update()
Locp

If IDnum <= warden_IC Then
check_student()
Else
status_disp.Text="WARDEN"
MsgBox("Warden")
Dim mainForm As New frmwarden
mainForm.Show()
End If
End If
End Sub

Private Sub w_update()
warden_IC = dst. Tables("ssschool-data”). Rows(inc).Item(2)
warden_phone = dst. Tables("ssschool-data”). Rows(inc) Item(9}
End Sub

Private Sub check_student{)
MyConn.Open()
SQL1 ="SELECT * FROM student s"
cmd] = New OdbcCommand(SQLT, MyConn)
dadl = New OdbcDataAdapter(cmd])
dstl = New DataSet




dadl.Fili(dst1, "ssschool-data")

MyConn.Close()

MaxRows = dst1.Tables("ssschooel-data”).Rows.Count
incl=-1

If IDnum <> student,_IC Then
Do While incl < MaxRows - 1 And IDnum <> student_IC
incl =incl + 1
s_update()
Loop
If IDnum <> student IC Then
status_disp.Text = "VISITOR"
MsgBox("Visitor", MsgBoxStyle.OkOnly)
visitor()
Else
status_disp. Text = "STUBENT"
MsgBox("Student status™)
Dim mainForml As New frmstudent
mainForml.Show()
End If
End If
End Sub

Private Sub s update()
student_IC = dst].Tables("ssschool-data™).Rows(inc1).ltem(2)
End Sub
Private Sub visitor()
Dim mainForm2 As New frmvisitor
mainForm2.Show()
End Sub
End Class



APPENDIX E
WARDEN STATUS CODE

Imports System

Imports System. [0

Imports Systern. Text

Imports System.Data

Imports MySql.Data. MySqIClient

Public Class frmwarden

Dim conn As MySqlConnection

Dim strConn As String = "Driver={MySQL ODBC 3.51 Driver};Server=127.0.0.1;Database=ssschool-
data;User=mysql;Password=mysql;Option=3;"

Dim MyConn As New OdbeConnection(strConn)

Dim SQL, SQL1 As String

Dim ¢mdl As OdbeCommand

Dim dad, dadl As OdbcDataAdapter

Dim dst, dst] As DataSet

Dim ine, inc] As Integer

Dim MaxRows, MaxRows1 As Integer

Dim student_IC As String

Dim student_name As String

Dim ReaderState As SCARD_READERSTATE

Dim retcode, hContext, hCard As Integer

Dim Count As Integer = 0

Dim CountConn As Integer = 0

Dim omyKAD As New myKADPro.myKadSDK

Private Sub frmwarden_Load(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles MyBase.Load
txtWardenName. Text = SSSchool.ID_name
fxtWardenICNo. Text = §§8chool. IDnum
txtWardenPhone. Text == SSSchool. warden_phone
TextBox1.Text = "Please insert the student IC number”

End Sub

Private Sub bmmanual_Click(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles binmanual.Click
txtIDNum. Text = txtSubmit. Text :
findNarme()

End Sub

Private Sub binsave_Click(ByVal sender As System.Object, ByVal ¢ As System.EventArps) Handles binsave.Click
opendatabase()
MyComn.Open()
SQL ="SELECT * FROM student_statys s;"
dad = New QdbcDataAdapter(SQL, MyConn)
dst = New DataSet
dad.Fill(dst, "ssschool-data™)
MyConn.Close{)

MaxRows = dst. Tables("ssschool-data"). Rows.Count
mneg=-1

Dim cb As New Odbe.OdbeCommandBuilder(dad)
Dim dsNewRow As DataRow

dsNewRow = dst. Tables{"ssschoal-data™).NewRow()

dsNewRow.Item("student_ID") = txtIDNum. Text

dsNewRow.Item("student_name”) = txtKPTName. Text

dsNewRow.Item("date_apply"} = Now.Date & " " & Now.Hour & ":" & Now.Minute
dsNewRow.liem("outing_with"} = xtOutingWith. Text

dsNewRow.Item("destination™) = txtDestination. Text

dsNewRow.Item({"start_date™) = ComboBox3.Text & ":" & ComboBox5.Text & ":" & ComboBox13.Text
dsNewRow.Item("end_date™) = ComboBox1.Text & ComboBox2. Text & ComboBox4. Text
dsNewRow.Item("type") = txtOutingType. Text

dsNewRow.Item("warden name") = txtWardenName. Text

dsNewRow.ltem("warden_ic"} = titWardenICNo. Text



dsNewRow.Item("warden_phone”) = txtWardenPhone, Text
dsNewRow.Itemn("status") = "Got permission"

dst. Tables("ssschool-data").Rows.Add(dsNewRow)
dad.Update(dst, "ssschool-data™)

MsgBox("New Record added to the Database™)

End Sub
Private Sub opendatabase()
Dim myConnString As String

conn = New MySqlConnection()
myConnString = "server=" & "127.0.0.1" & ;" _
& "username=" & "mysql” & ";" _
& “password=" & "mysql" & ";" _
& "database=ssschool-data"
conn.ConnectionSring = myConnString

Try
conn.Open()
conn,Close()

Catch myerror As MySqlException

MessageBox.Show("Error Connecting to Database: " & myerror.Message)
Finally

conn.Dispose()
End Try

End Sub
Private Sub findName()
opendatabase()
MyConn.Open()
SQL1 ="SELECT * FROM student 5"
cmd1 = New OdbcCommand(SQL1, MyConn)
dadl = New OdbcDataAdapter{cmdl)
dst] = New DataSet
dad1.Fill{dst1, "ssschool-data"}

MyConn.Close(}
MaxRows = dst1.Tables("ssschool-data").Rows.Count
mel =-1

If txtIDNum. Text <> student_IC Then
Do While incl < MaxRows - 1 And txtIDNum. Text <> student_IC
incl =incl +1
s_update()
Loop
If txtIDNum. Text <> student_IC Then
MsgBox("Owner is not student")
Else
txtKPTName. Text = student_name
End If
End If

End Sub
Private Sub s_update()
student_IC = dst1.Tables("ssschool-data").Rows(inc1).Item(2)
student_name = dst1.Tables("ssschool-data™).Rows(inc1).Jtem(1)
End Sub
ind Class



APPENDIX F
STUDENT STATUS CODE

Imports System

Imports System.IO

Imports System. Text

Imports System.Data

Imports MySql.Data. MySqlClient
Public Class frmstudent

Dim conn As MySqlConnection

Dim strConn As String = "Driver={MySQL ODBC 3.51 Driver};Server=127.0.0.1;Database=ssschool-
data;User=mysql;Password=mysql;Option=3;"

Dim MyConn As New OdbcConnection{strConn)

Dim SQL, SQL1 As String

Dim cmd] As OdbeCommand

Dim dad, dadl As OdbeDataAdapter

Dim dst, dstl As DataSet

Dim inc, incl As Integer

Dim MaxRows, MaxRows1 As Integer

Dim space As String

Dirm status As String

Dim date_apply As String

Dim outing_with As String

Pim destination As String

Dim start_date As String

Dimend_date As String

Dim outing_type As String

Dim warden_name As String

Dim warden_ic As String

Dim warden_phone As String

Dim student_name As String

Dim student_id As String

Private Sub frmstudent_Toad(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles MyBase.Load
opendatabase()
check_student()
picMyKad.SizeMode = PictureBoxSizeMode. StretchImage
picMyKad.Image = System.Drawing.Image. FromStream(SSSchool.fs 1)

End Sub
Private Sub opendatabase()
Dim myConnString As String

conn = New MySqiConnection()
myConnString = "server=" & "127.0.0.1" & ";" _

& "username=" & "mysql" & ";"

& "password=" & "mysql" & ";" _

& "database=ssschool-data”
conn.ConnectionString = myConnString

Try
conn.Open()
conn.Close()

Catch myerror As MySqlException

MessageBox.Show("Error Connecting to Database: " & myerror Message)
Finally

conn.Dispose()
End Try

End Sub
Private Sub check student()

MyConn.Open()
SQL1 ="SELECT * FROM student_status 5"
emdl =New OdbeCommand(SQL1, MyConn)



dadl = New OdbcDataAdapter(cmd1)
dstt = New DataSet
dadl.Fill{dst1, "ssschool-data")

MyConn.Close()
MaxRows = dstl.Tables("ssschool-data™).Rows.Count
inel = -1

space = "Got permission"

If space <> status Then

Do While inc] < MaxRows - | And space <> status And $$School.IDnum <> student_id
incl =mel +1
s_update()

Loop

If space <> status Then
Me.Close()
88Scheol.status_disp.Text = "Please get the outing permission"

Else
TextBox1.Text = "Got Permission For Quting"
txtDateTimeApply. Text = date_apply
txtKPTName. Text = 88School.ID_name
txtTDNum. Text = §3School. IDnum
txtDateTimeApply. Text = date_apply
txtOutingWith. Text = outing_with
txtDestination. Text = destination
txtStartDate. Text = start_date
txtEndDate. Text = end_date
xtOutingType. Text = outing_type
txtWardenName. Text = warden_name
txtWardenICNo. Text = warden_ic
txtWardenFPhene. Text = warden_phone
out()

End If
End If

End Sub

Private Sub s_update()
student_id = dst}.Tables("ssschool-data"). Rows(incl ).ltem(1)
date_apply = dstl.Tables{"ssschool-data"}.Rows{inc1).Item(3)
outing_with = dst1.Tables("ssschool-data").Rows{inc1).Item({4)
destination = dstl. Tables("ssschool-data").Rows{(inc1}.Item{5)
start_date = dstl.Tables("ssschool-data").Rows(incl).Item(6)
end_date = dstl.Tables("ssschool-daia”).Rows(incl ). Itemn(7)
outing_type = dst1.Tables("ssschool-data”).Rows(incl).Item(8)
warden_name = dstl. Tables("ssschool-data"). Rows(ine1).Ttem(9)
warden_ic = dst].Tables("ssschool-data”). Rows(incl ).Itern(10)
warden_phone = dstl. Tables("ssschool-data").Rows(inc1).ltem(11)
status = dst1.Tables{"ssschool-data"). Rows(inc1).Item(12)

End Sub

Private Sub out()
Dim cb As New Odbe.OdbeCommandBuilder(dadl)
dstl . Tables("ssschool-data"). Rows(inc1).Item(12) = "out"
dadt.Update(dstl, "ssschool-data™)

End Suzb
ind Class



APPENDIX G
VISITOR STATUS CODE

Imports System

Imports System.IO

Imports System. Text

Imports System.Data

Imports MySql.Data. MySqlClient

Public Class frmvisitor
Dim conn As MySqlCennection
Dim strConn As String = "Driver={MySQL ODBC 3.51 Driver};Server=127.0.0.1;Database=ssschool-
data; User=miysgl;Password=mysql;Option=3;"
Dim MyConn As New OdbcComnection{strConn)
Dim SQL1 As Siring
Dim cmdl As OdbcCommand
Dim dadl As OdbcDataAdapter
Dimdstl As DataSet
Dimincl As Integer
Dim MaxRows1 As Integer
Dim visitor_ic As String
Dim visitor_name As String
Dim visitor_Al As String
Dim visitor_A2 As String
Dim visitor_A3 As String
Dim visitor_poscode As String
Dim visitor_city As String
Dim visitor_state As String
Dim visitor_gender As String
Dim time_in As String
Dim time_out As String
Dim status As String
Dim status_out As String
Dim visitor_status As String

Private Sub frmvisitor_Load(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles MyBase.l.oad

opendatabase()
check_visitor()
picMyKad.SizeMode = PictureBoxSizeMode.Stretchlmage
picMyKad.Image = System.Drawing.Image.FromStream(SSSchool.f51)
txtIDNum. Text = S§School.IDnym
txtKFPTName. Text = S8School.ID_name
End Sub
Private Sub opendatabase()
Dim myConnString As String

conn = New MySglConnection(}
myConnSting = "server=" & "127.0.0.1" & ";" _
& "usemame=" & "mysql" & ";" _
& "password=" & "mysql" & ";"
& "database=ssschool-data"

conn.ConnectionString = myConnString

Try
conn.Open()
conn.Close()

Catch myerror As MySqlException

MessageBox.Show("Error Connecting to Database: " & myerror.Message)
Finally

conn.Dispose{}
End Try

End Sub



Private Sub check_visitor()

MyConn.Open()

SQL1 = "SELECT * FROM visitor v"

cmdl = New OdbcCommand(SQL1, MyConn}
dadl = New OdbcDataAdapter(cmd1)

dstl = New DataSet

dad1.Fill(dst1, "ssschool-data"}
MyConn.Close()

MaxRows1 = dstl . Tables("ssschool-data"). Rows.Count
incl =-1

status = "IN"

status_out = "OUT"

I statug <> vigitor_status And status_out <> visitor_status Then
Do While incl < MaxRows] - 1 And status <> visitor_status And $8School. IDnum <> visitor_ic
incl =incl +1
v_update()
Loop
If status <> visitor_status And status_out <> visitor_status Then
out()
Me.Close()
Else
save_visitor()
MsgBox("New Record added to the Database™)
End If
End If

End Sub

Private Sub v_update()
visttor_name = dst1.Tables{"ssschool-data”).Rows(incl).Item{1)
visitor_ic = dstl.Tables("ssschool-data™). Rows(inc1).Item{2)
visitor_A1 = dstl. Tables("ssschool-data"). Rows(inc1).Item(3)
visitor_A2 = dstl.Tables("ssschool-data").Rows(incl).Item(4)
vigitor_A3 = dstl.Tables("ssschool-data").Rows(inc1).Item(3)
visitor_poscode = dst1.Tables("ssschool-data"). Rows(inc1 ).ltem{6}
vigitor_city = dst1.Tables("ssschool-data"). Rows(incl). Item(7)
visitor_state = dstl.Tables("ssschool-data").Rows(inc1).ltem(8)
vigitor_gender = dst1.Tables("ssschool-data").Rows(incl).Item(%)
time_in = dst1.Tables("ssschool-data"}.Rows(inc1).Item{10)
visitor_status = dstl.Tables("ssschool-data"). Rows(inc1).ltem(11)

End Sub

Private Sub save_visitor()
Dim dsNewRow As DataRow
Dim cb As New Odbe.OdbeCormnmandBuilder(dadl}
dsNewRow = dst1. Tables{"ssschool-data™). NewRow()

dsNewRow.Item("visitor_name") = §85chool.ID_name
dsNewRow.Item("visitor_ic") = S88chool.[IDnum
dsNewRow.Item("visitor_A1") = 88School.ID_A1
dsNewRow.Item("visitor_A2") = §8School.ID_A2
dsNewRow.Item("visitor A3") = 8§8School.ID_A3
dsNewRow.Item("visitor_poscode") = S$School.ID_poscode
dsNewRow.Item("visitor_city") = 8§8chool.1ID_city
dsNewRow Item("visitor_state™) = S§School.ID_state
dsNewRow.Item("visitor_gender™) = 88School.ID_gender
dsNewRow.Item("time_in") = Now.Date & " " & Now.Hour & ":" & Now.Minute
dsNewRow.Item("status™) = "IN"
dst1.Tables("ssschool-data"). Rows. Add(dsNewRow)
dad1.Update(dst], "ssschool-data™)

End Sub
Private Sub out()
Dim cb As New Odbe.OdbeCommandBuilder(dad1)
dstl.Tables("ssschool-data™).Rows(inc1).Item({11} = "QUT"
dadl.Update(dst], "ssschool-data}
End Sub
End Class



