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ABSTRACT

Electronic voting, or e-voting, is an electronic, usually computerized way to
facilitate a voting process. In comparison to the traditional paper ballot voting
systems, e-voting systems have many advantages such as lower costs, the
reduction of manual errors, and increased accessibility for potential voters. The e-
voting system need to be implemented in e-government in Malaysia but the study
focuses more into small community which is election event held by Student
Representative Council (MPP) of University Technology of Petronas.. Before
this, the election process in any university usually follows the same government
election process, which is manually implemented. Therefore, in this paper, it
discuss about converting manual voting system into internet-based voting system
which is the main objectives of the project. In MPPUTP election before this,
students used paper ballot (coupon) and student matric card which are necessary
for them to bring along during the election day. The student needs to walk far
away from their hostel in the hot sunny day which is difficult for them and
perhaps they may not be willing to go out and vote but with e-voting system, the
number of student to vote may be increase than manual system. The results of
voting will be available o students in a shorter time and the reliability of the
process is always available. The innovation applied to the voting process will
probably improve the voter turnout statistics. This project will concéntrate on the
whole e-voting system on how to develop the e-voting system, which the system
administrator (SPR) and the vjdtelf‘s (student) are target users in this system. The
author is developing a website of ie{voting system using the PHP language. There
are some potential improvements of this system and some important issues
regarding e-voting systems are diSc}ﬂssed by the end of thls document. As for that,
the author really appreciates to have this opportunity to do the research regarding
this title in order to develop the e-voting system which is beneficial to this
university’s MPPUTP election and relevant to be implemenied in Malaysian

government.
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CHAPTER 1:

INTRODUCTION

Electronic voting {also known as e-voting) is a term encompassing several
different types of voting. Electronic voting can include kiosks, the Internet,
telephones, punch cards, and optical scan ballots. Electronic voting facilitates
voting by people who may read different languages and not all is able to read the
same paper ballot, and it increases accessibility for the blind. It is generally
considered to give more rapid election results, and its advocates claim that it

results in cost savings.

Overview

Electronic voting systems have been in use since the 1960s [2] when punch card
systems debuted. The newer mark-sense ballots allow a computer to count a
voter's mark with an optical sensor. Internet and telephone voting systems have
gained popularity for non-governmental purposes since the 1980s but, due to
security problems, have so far been applied for government elections and

referendums only in some European countries.

Direct recording electronic (DRE) sysiems, with interfaces much more like an
ATM can, depending on design and implementation, provide instant feedback to
the voters in case of invalid votes, and they can provide instant counts after
polling. With a paper printout of each ballot, verifiable by each voter, they can
also offer certain verifiability. By contrast, in a paperless system, voters must
have faith in the accuracy, honesty and security of the whole electoral apparatus
(people, software and hardware). Vendors of voting equipment tend to prefer
proprictary software for business reasons; this alarms some observers. Open
source software, based on its ¢stablished track record related to security design (as
opposed to the "security through obscurity” approach by proprietary software),
would provide a large degree of transparency for such systems, at the cost of loss

of exclusivity to vendors.
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1.1  Background of study

The old methed of election event

The Student Representative Council (MPP) is very important in every university.
It basically acts as student representative on social and academic issues or
problems faced by the students. They also act to organize activities towards
developing and strengthening students' skills such as social, sports,

communication and leadership skills.

Majlis Perwakilan Pelajar (MPPUTP) usually held their election every year.
Basically, the process flow is the same with election process in Malaysia. Starting
from the dismissal of old MPP, the Jabatan Perkhidmatan dan Sokongan Pelajar
(JPSP) will distribute notice about MPP Election information. There will be many
benefit information such as election date, naming candidate’s date, the candidate’s
criteria list, all are mention in that notice. Usually the notice should be distributed
1 week before Naming Candidate Day (Hari Penamaan Calon). On the naming
candidate day, students involved can submit their name basically if they think
they are cligible and interested to join the MPPUTP election. After that, on the
next day there will be interview for all candidate conducted by the SPR
(Suruhanjaya PilihanRaya). Basically the SPR was in charge by UTP
Management which the Chairman of SPR was head program, plus representative
program chosen from head program and plus the management which the
management mixed with all department. After interview and made confirmation
with the selected candidate, there will be a manifesto night (Malam Pengenalan
Calon MPP). Right after the manifesto night, there will be campaign duration in a

week.

Basically, in the MPP constitutional, there will be a minimum 18 candidate to be
selected in MPPUTP which include 5 hi-com (high committee) plus 12 programs
(2 candidate for each program — EE, Mechanical, Civil, Chemical engineering,
ICT, and BIS) plus 1 representative for international student. In this election, the
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UTP student need to vote S out of 6 candidate for general constitutional which
mean we need to vote the most eligible candidate to be in the 5 hi-com. The
campaign to attract votes held in 7 days starting 9 a.m. right after the manifesto
night. After campaign, the election started. In this election, there are many
location provided for student to making the vote, such as in front of pocket I, at
pocket C, and at Lembaran café. Every student has been given a ballot (a ticket
with student name, ID and program written on if). This ticket must be brought by
student when they go out to vote. At the election place, the student needs to give
the ballot to the person in charge the election place. That person will check in
student record book and tick upon the student name and after that, the voter was
giveﬁ a paper which in the paper, the voter needs to vote 5 candidates from 6
candidates. They need to vote at the counter allocated and there is the manual

guideline on how to vote successfully.

It is important for a voter to follow the rules of voting so that in the election can
have a fair and square result for the candidate to be MPPUTP. The voter has to
vote by crossing the line fully in the box space given in the election paper. This is
because to prevent the votes become damage and invalid. After 5 pm, when the
election session closed, all the votes will be calculated. SPR will count the votes
witnessed by the candidates and candidate’s supporters or candidate’s agent. The
candidate usually has 2 supporters. If the votes counted gives the same result for 2
or 3 candidates, the SPR are responsible to take action in this situation. The SPR
have power to make decision whether to have another election or take another
possibilities solution for this MPP election. All about election process, election
voting method or technical part was under SPR responsibility. After successfully
calculate the votes, the result will be announced at the same place in front of the
candidates and their supporters. The next day, the winners which are the MPP

now have roles to play in MPP.
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The business process
In developing the e-voting system, there would be 2 view of user, one is the voter
(UTP students) and the Suruhanjaya Pilihan Raya (SPR UTP) and Administrator

for the system.

First of all, in developing the e-voting system of MPPUTP Election, as for the
student view, they have to login into the system using the student id and their
password provided same as in their e-learning, The database of student
information can be taken from the e-learning database. Right after they login,
each one of the student have the introduction page, perhaps some information
about the MPP candidates, their personal profile, academic and so on like the
resume, so that student can know, which one they would vote from the best

quality based on personal background of the candidate provided in the website.

To vote, the student needs to go to the next page, which will lead them the vote
page. In this case, the student will view the candidate picture, from which
constituencies and important information and the student have to choose 5 out of
6 candidates for example from the page. After voting, there will be a confirmation
whether he/she really confirms to vote those candidates or if not satisfied with the
selection, the voter can hit no button and vote until the voter confirmed with their
selection. One student are allowed to vote only one time and thete should be
considered as absentee voter who didn’t log into the system to do their job to vote
the candidates. Their ballots would be no longer available and not valid to be vote

after the end of the Election Day.

As the SPR or Admin, firstly their job is to make sure that the student gets the
information about how to vote, which is the user guideline should be provided.
They also should be an announcement about the voting dates, and so on. All the
voting process procedures are all managed by the SPR. It is important to make
sure the vote is valid or not. Sometimes, like as mention before, to prevent the

user traffic of the website, the SPR should manage the time to election in the
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election day which perhaps only allowed the first year student to vote first, next
the second year, third year until final year, or there will be some other solutions to
prevent the traffic on the election day. The Admin also need to manage the
calculation but at this time, with the computer based system, the admin or SPR
have only to generate the calculation vote system and generate the report, lastly -
the e-voting system will provide the resulis for the winning chair of the MPPUTP
candidate. On the end of the Election Day, the admin should announce the
winners and provide some reports and after that the winning MPPUTP can now
starts doing their work, give services among students and UTP management.
About the secui'ity, it is an important aspects as to make sure the data ballots vote
by the students are calculated equally and fairly so that the result would be fair
with the number of votes. Another aspect is to prevent any dirty tactics made by
candidate’s enemies or any potential hackers in order to screw the things up or to

grab the chair or the position of the MPPUTP organization.

1.2 Problem: Statement

1.2.1 Problem Identification

1) "The ballot coupon distribution

There is a small piece of paper which is like coupon, containing student name,
student id, and course. For this manual method, it gives some difficulties for
students who are in charge to distribute the coupon for each of the block (the
hostel where students stay). The process of distribution the paper may not be
usetul because some students didn’t get their coupon (perhaps the block manager
or the people’s in charge the distribution made mistakes). So, students who didn’t

have the coupon cannot cast vote and this will decrease the number of voter.

2) The location of election

Students need to go to the voting booth which is far away from hostel and the

location for voting is near the lecture’s hall and cafeteria but still gives difficulties
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for the student for them to walk to the voting booth on the hot day in UTP campus
which how many students willing to go out to vote as if in that day there is no
class for them. E-voting system makes their life easier because straight away from

their room, they can manage to vote without going out in the sunny day.

3) The time of election

Students have to rush to vote before going to class as if they don’t have a gap of
time at that day. Sometimes students maybe busy for attending the class and
lectures, busy for submitting their assignments or reports which make them didn’t
have time for voting. As for online e-voting, before attending the class, in the
morning, they just need to login, enter the password and cast the vote, as simple
as that.

4) Need to bring the card metric along when vote

Students cannot vote when they don’t have their matric card which sometimes
gives the difficulties because if they didn’t bring along. If the matric card is lost,

they also cannot cast the vote.

5) To prevent the “invisible voter”

There are some old cases which student uses other student’s metric card because
of cheating reason. They cheat by using other student’s matric card who already
graduated for the university or the student who no longer studying at UTP. By
using different name, they vote the desired candidate and cast the vote 2 times
(which 1 vote is from his/her own id and 1 vote is from the “invisible” one). This
case gives problems for SPR to track who is the voter and finally the vote become

invalid which affected the result for the winner of the election.
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6) The MPP candidates and related person keep busy during the election

event.

This is including the person who in charge for distributing the coupon, the
posters, and also including the followers of the candidate which usually busy with
the campaign to influence voter to gain the votes. The candidates are also busy
with their commitment for the election campaign which can’t concentrate their
responsibility as student like absent from class, didn’t submit assignments or
reports and so on. With e-voting, the advertisement and promotion of the
candidate is available in the website which the students can view the video of the
manifesto night and students can also follow the current situation and get

information about the candidate in campaign week.
1.2.2 Significant of the Project

The voter can vote the MPP candidates with only access to the internet. Online
voting can save time and cost because student no need to walk here and there to
go out voting. They can vote directly from their room or hostel, and the biggest
advantage is in this time, students have no reason for not voting in the MPP
election. From the student account, all the students’ information is already in the
database, so from there the system is easier to handle and the election process can
run smoothly. There should be no dirty tactics or fraud in election based in e-
voting. To prevent this, there is a need for security mechanisms that will assure
privacy of the voters. The admin and the SPR will send the notification for the
student (voter) such as a first class letter or postcard containing voting

information which can be used to vote online.
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1.3 Objectives

Project Objectives
The objectives of the project can be divided into few sections. These objectives
help and keep all processes on track following this project title and its

requirement. The Objectives are:

" Design and develop an electronic voting system for MPPUTP Election

An electronic voting system (e-voting) sites in which the voter logs in
through secure means, establishes their identity and votes a baliot during their
visit to the web site. This could be accomplished through internet access from the
home, hostel, computer lab, office or library. Vbting-could take place over a
several day period ending at 6:00pm on Election Day. This method has the
advantage of being similar to most other web transactions. The voter logs in,
provides an identifying key through a secure pipeline from their browser, and
votes. The transaction occurs in real time. The web site can provide on-line help
to the voter as they complete their ballot. The ballot can also be presented in a

variety of languages and the voter can take as much time as he or she needs.

. The studies of security

The number one concern voiced about e-voting is security. There is computer
hackers breaking into computer systems, the prospect of an election tainted by
hacking is daunting, but there are many security concerns that are more relevant.
Ensﬁring the privacy of the voter is of utmost concern. It must be provable that
each ballot has been unexamined and is accurate. Methods must also be devised

that provide verifiable privacy.

Another concern is verifying the accuracy of the voiing system in collecting and
counting the votes. There is the issue of authentication and verification of the

voter. Digital signature systems accomplish most of these functions in one
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technology. The digital signature authenticates the voter at the same time that it

protects privacy and secrecy. Unfortunately, cost remains an issue.
. The studies about rules and regulations of voting

Voting system standards: All voting systems and their software are reviewed
against the Federal Election Commission (FEC) guidelines for voting systems. E-
voting will necessitate the creation of new areas of the standards. There will need
to be software review benchmarks, platform review standards, standards for
security systems, and standards for logic testing.

1.4 Scope of Study
There are limitations considered in this project which are:-

1) This system only involve between students, the SPR (Suruhan Jaya Pilihan
Raya) and the System Admin.

2) Conducted within a smaller scope which is one small community which is
the Representative Council (MPPUTP) in university.

3) The election events usually held annually (once a year)

4) The potential weaknesses of this system are its vulnerability to a variety of
hacker created problems.

These include "jamming”, "man in the middle” hacks and "page jacking”". Jams
and bottlenecks may also occur due to high volumes of legitimate traffic during
the final hours before the polls close. Jamming is caused by a hacker overloading
a web site with requests for information thus jamming the lines and preventing
legitimate interaction with the site. Man in the middle sites set themselves up to
mislead the user into thinking they are on the correct website when in fact they
are on the hacker’s website. The fake site collects the user’s identifying
information for later fraudulent use and leaves the user thinking that he/she has
properly completed business with the legitimate site. Later the hacker can use the
identifying information gathered at the fake site to conduct fraudulent business at
the real site. Page jacking consists of leading a user off to an imposter website. 5]
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1.4.1 The Relevancy of the Project

The electronic voting system is an intermediate state, before reaching the concept
of e-democracy. This means a modernization of the services offered to citizens,

without having associated social and political implications:

. The results will be available to students of UTP in a shorter time and the
reliability of the process is always available. The innovation applied to the voting
process will probably improve the voter turnout statistics.

. The UTP management responsible for electoral processes will benefit
from the implementation of electronic voting. Election management will be
simplified, the risks of the procedure will be minimized and logistics and
personnel involved in the process will be reduced.

. The e-voting system need to be implemented in e-government sector in
Malaysia in the first place but have to change into more specific, so choosing a
small community which e-voting election heid by Student Representative Council
(MPP) of University of Technology Petronas.

. The person who playing role as SPR will be the admin for the system. The
target user in this project would be the UTP student playing a role as a voter.

. To convert the system from manual into automated system, electronic

voting,
1.4.2 Feasibility of the Project within the Scope and Timeframe

This project duration will be implemented in 2 semesters:-

For the first semester, there will be research process for the project while in the
next semester, the project will be fully developed and can be executed by the
admin and user.

For this semester, the system will be completely developed and by the end of the
semester, it is managed to be use by next MPPUTP election event in UTP.

10
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CHAPTER 2:

LITERATURE REVIEW (THEORY)

2.1  Supporting information (e.g. References, etc.,)

The World Wide Web was born in Geneva, at the CERN (European Laboratory
for Nuclear Research), back in 1990. Thanks to the web’s simplicity and user
friendliness, internet quickly found its way into our daily lives. The web closes a
cycle of the “IT revolution” by introducing full interconnectivity and
standardizing computer programming language. It is a powerful democratic and
popular tool. [1]

Today two of the concepts most often associated with: Internet are eDemocracy
and eGovernment. They encompass anything from online tax declaration and
payment to online license renewal or direct access to authorities through e-mail or

chat sessions and online exercise of political rights. [1]

Geneva began working in the field of online democratic rights in 2000, soon
joined by the Swiss Confederation. In March 2001, the Geneva government
launched its eVoting project, with the support of the Federal State. Internet voting
will not replace the existing ballot forms - the polling station and postal voting -
but wiil be offered as a third way of casting a ballot.{1]

What do people think of it?

Are people ready for such a voting system? A nationwide poll conducted in 2003
has shown that 72% of the Swiss population supported eVoting[1]. In Geneva,
© 68% of the population was supporting it as early as 2001, when we commissioned
the University to conduct a survey. The pilots conducted during official ballots
have created a stronger request: some 90% of the voters who used our application
during the ballots organized so far want eVoting generalized. More than 80%
want the system fo be used for elections. For the time being, we have used it in

referendums only.[1]

i1
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25% to 30% of eVoters don’t see any disadvantages to the system. As main
advantages, they mark the quick ballot counting, a turnout increase and the
possibitity of diminishing the ballots’ cost. The main perceived drawbacks are the
social inequality that eVoting can create and the lesser security compared to other
forms of ballots. Actually, these perceptions don not apply to this project, because

eVoting will not replace existing voting forms.[1]

Geneva, Switzerland rolled the cyber-dice last weckend and took a chance. They
tested a new E-Democracy project. The centerpiece of the project is Internet
voting.

For thi__s test, 16,000 university students registered to vote on-line. The glection
covered only ballot initiatives, including a question about legalizing abortion. [1]

The Swiss vote four times a year, on average, on issues confronting the country's

legislature. [2]

Some of the advantages of "e-voting” are self-evident. Once the system is
established it is easy to maintain and efficient to operate. Referenda and more
frequent voting on local issues could be efficiently conducted. Vote counting is
easier. It would be easier to initiate more frequent referenda and administer vote

counts on a proportional representation basis. [3}

"Vote early and vote often" was common parlance at elections in Northern Ireland
and clearly security must be such that votes cannot be created in small ward and
council elections where a few votes can sway the result. Critical security issues
probably lie in protecting the details of the cumulative vote until the polls close.
Political parties would dearly like to know the state of play during the day of the

vote, especially in marginal constituencies. {3]

The disadvantages lie primarily in the possibility that this form of voting could
replace traditional voting methods, on the basis that it is less costly and more
efficient to administer. This could disenfranchise older sections of the population,

12
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but to whose Political advantages? It could be a prelude to some form of
compulsory voting, as in Australia. Politicians of all parties are increasingly
concerned about the growing lack of interest in local and national politics as
expressed through electoral turnout. Compulsory voting would be easier to
administer through "e-voting". [3]

Advantages of Maryland University’s_e-Voting System

Accuracy

One way to measure the accuracy of a voting system is to caiculate and compare
voter error rates. The more accurate the voting system is, the fewer number of
voter errors there will be. Voter error rate is the number of voters who voted but
did not have a vote counted for a specific contest on the ballot (typically President
or Governor), This is calculated by subtracting the total number of votes cast for

President or Governor from the total number of voters who voted. [4]

Accessibility

The touch screen voting system used in Maryland University is accessible to most
voters with disabilities. Using a headset and keypad, blind voters and voters with
visual impairments are able fo vote independently and secretly for the first time in
the State by listening to the ballot selections and making selections using the
keypad. High contrast ballots and magnified or enlarged ballots are also available.
For voters who prefer or need to sit while voting, the screen can be adjusted to
accommodate this need. Future enhancements include a “sip and puff” device to
allow voters with disabilities that prevent arm movement to vote independently

and secretly. [4]

Yoter Intent

With paper-based voting systems, election officials sometimes have to make
determinations as to the candidate or ballot question response for which the voter

intended to vote. If a voter erases a selection and makes another one or

13
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improperly marks the ballot, the scanning unit may not accurately read the batlot.
In this case, election officials must review the voter’s ballot and try to determine

for what candidate or ballot question response the voter intended to vote. [4]
Easy to Use

Voting on a touch screen voting system is easy to do. Voters just touch the screen
next to the candidate or ballot question response and move through the ballot.
Changing votes is easy — voters jtist de-select one candidate or question response
and select another. Voters of all ages and levels of computer experience report

positive experiences after voting on Maryland’s voting system. [4]

Internet voting, i.e., voting on one's personal computer and sending the ballot
electronically to the election office, has great potential for making elections more
convenient and accessible, but concerns regarding verifiability and security are
greatly magnified in the Internet environment, and there is consensus that Internet
voting is at present too risky for general implementation. However, with
continuing advances in encryption and other security measures, Internet voting is
likely to become more prevalent, and Defense Department experiments and pilot
projects are leading the way. In the interest of improving voting opportunities of
overseas military personnel, the Defense Department conducted a pilot in the
2000 election called the Voting Over the Internet (VOI) Pilot Project, and planned
a larger pilot for the 2004 election called the Secure Electronic Registration and
Voting Experiment (SERVE). Unresolved security concerns led officials to cancel
the SERVE pilot in early 2004 before it was implemented. [6]

In sum, views about electronic voting fall into two basic camps. On one side are
those who put a premium on accessibility and improving political particiﬁation.
They welcome electronic voting on the ground that its advantages outweigh
security and reliability concerns--which in their view will always plague voting
systems to some extent. On the other side are those who put a premium on

security and reliability, and the need to maintain voter confidence in the electoral
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process. In their view, unless electronic voting is backed up with a verifiable
record of some kind, the risks are too great--the potential for mishap and mischief

looms too large.[6]
An author from of the University of Maryland C.D. Mote, Jr. said,

"E-voting requires a much greater level of security than e-commerce. It's not like
buying a book over the Internet. Remote Internet voting technology will not be

able to meet this standard for years to come.'"[4]

An author from West Virginia University - Student Government Association,
Melanie J. Cook, Ed. D, Assistant Dean of Students said,

“Our technology staff on campus was involved and crucial to our making a
successful change. They said the eBallot system was better than anything they
could do on our campus (and more cost-effective}, so it became an easy sell from

the beginning. "[1]
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CHAPTER 3:

METHODOLOGY

Systems Development Life Cycle (SDLC) (Waterfall)

Mamtenance

Maintenance: What happens. dunngthe restof
the sofiware's life: ‘changes, corection; additions, i' i j B
'movesmadlﬁerantcorrputmg ptatform and more TR

E__gure 3. 1 SDLC Waterfall Dlag,z s

This figure indicate the system development life cycle waterfall diagram which
basically indicate the stage of the project have been done so far. For this final
draft, the project has reach the integration and testing process, where the system is
nearly finish and compiete but need to have checking and testing process. Some
modification of the éystem need to be done to ensure that tlie vote calculation is

correct and tally.

At the planning phase:
For the project, the author determined the objectives and the scope which is

relevant with the project requirements. The objective is to develop the e-voting
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system until it achieve its goal and finally the system can be use in the real world,
as for the university’s MPPUTP election use which held once a year.

At the analysis phase:

An interview was conducted by the author involving JPSP and MPPUTP. From
the interview, the author can see that in the election event, the JPSP have role to
play as the SPR and the MPP candidate which have to campaign and promote
them to gain votes from students. The survey was conducted as the interview with
one of the ex-MPP, Mohd. Hairi Razak and the SPR, Mr. Mohd Tajul who was in
charged in managing the election event.

There is also a small survey conducted which the author distribute the
questionnaires to the MPPUTP new members and 20 students in order to know
how many of them prefer the electronic voting services or manual voting system.
Basically the questionnaires are divided into 4 sections:-

Section A - contains the respondent’s awareness and readiness of e-voting system
Section B - covers the services that are available online or electronically..

Section C - identifies the advantages or benefits of implementing e-voting in
MPPUTP Election event as according to the respondent’s perceptions.

From the results of the questionnaires, majority of the respondents are agreeing in

implementing and introducing the e-voting system in our campus life.

In this stage, the author also did some research by preparing the literature review
regarding the project throughout the internet and referring the books. The author
manages to define the system requirements and determines the project functions

and operations.

At the design phase:
The author starts to describe the desired features and operations by designing the

screen layout, describing the business process, system architecture and use-case

diagram.
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At the implementation phase:

The author implemehfs the code for the website using PHP language. This is the
stége where all the difficulties happens here in order to put the upload function,
add, edit, delete functions and the function of calculating the votes, the candidate
and their position which gives a lot of attention and need to put a lot of effort here

to run the system.

As for the integration and testing phase which the author have testing the system
into the computer followed by acceptance and the maintenance phase, the author
plans that the system is going to be used in the next year’s MPPUTP election.

For the admin or Suruhanjaya Pilihan Raya (SPR) point of view:-

To develop the e-voting system for MPPUTP election, there are some aspects to
be take note on how

. To upload candidate pictures, details and information

. To monitor Election Day

. To monitor the vote of each voter

. To electronically read the ballot papers

. To issue a voting confirmation to each voter
. To stores, count and transmit the provisional results
. To issue electoral reports.

In the user or voter point of view:-

0 Log into the website

. Vote the suitable candidate

. View the results

. Some comments about the new MPPUTP student
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3.2 Tool (e.g. equipment, hardware, etc.) required.

. Microsoft Dreamweaver MX 2004

. Adobe Photoshop or other graphic design software
. PHP Language

. Apache webserver

. PHP4 with session support compiled in

. Mysql server

(E:Voting System for MPPUTP Election

ERO s i '-_/iﬁunilor L e
SR Election T U
CooTA Election N T

Ain™ |

! Registered R

Tl verify user

| Castonevote ) -
ST imclude N T s T

2y HasVote .

Ty Display vote el
e rasults

Eigyre 32.1 :.'USe case of the.'e-vbtiﬁg.SVstem |
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Election_Admin- Voter/$tudent

User Interface and
Local Desktop Application

Process/Activity management

Distribution Function

Application L

Figure 3.2.2 ; System Architecture
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CHAPTER 4:

RESULTS AND DISCUSSIONS

4.1 For the students/voters

The e-voting system from both student and admin views are in the following

process. The screen shot has been made and same examples used in the final year

project presentation.

Vare

Student 10: 1763

Password : {8 Student R'epl_"_e's'entatiye Council UTP

@ o : . GOHESIVE EMPOWERMENT GENERATES SYNERGY
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Favaikes %‘Fﬂed‘a A

Yeur are suscessfully logintt

MPPUTP

HPPUTH'S HOTTO
*COHESIVE EMPOWERMENT GEHERATES SYMERGY"

| IOTTO I"lEANINGS

cuhesma- united; wer)mg tngethef Lo fnnn a unlted whoie

Empowanmant; insgire somebody with confidence; to give somebody 3 sence nf confidence or <elf-a<iosm
Generatescreaie; ko bring semathing inta eiistence or effect

.Synergy carmbined effor: being grester than parte; the warking together af o ar mane thirgs, panpie, ar
crgamz:itxons, especlaﬁy vmen tha rasuit is greatar than lne st of thsur mdswduul el’fech or c.spabrlmes

OVERALL MEAHINGS

i FOr this 2004/2005 SRCUTP batch, we wil strive Lo empovet the stadents to krow thel Aghts and voice thelr ofinions
‘se'that they will be cooperation end mutual understandng between the studerts, thair ropresentatives sad the
Umuersxw 25 ¥'viholg, .

Figure 4.1.3: The main pagé of the éystefn provi&es th.e.sﬁn:ient (the voter) |

information about the election.
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{TRODUCTIOH OF 11PPU

Majhs Paresbitan Pelany unpweisiti Tei’nnlcg: PETAORAS (350 krown as SRCUTP, Studert Repmmntahv& Council
Universit Teknaiogi PETRONAS) session 200472005 was zlected by the studeats in October 2604, Headed by the High
Tommittes; the counci consists of seven departiners, each vith their cwn specific responsibilities that represent the
studens 4L UTe in a great many Ways,

- MPPLTR: IS responsisle 8 help the university in managing. all issues aroussd that refate to the students, It a0 acts 35
the madium fGr studants 14 charine! thelr Qrigvances and o voice their opinicas to the university's manragement,

MPPUTE also has successTally organized stany major avents in YTP. Ampng the puents were Technolegy. Econamic and
Larenr Week 20G3/2604, Titian Budi, Campus Life Week; Language Week, and Convofair 2004,

'WELFAkE

Take care of ihe studenis' welfare

$e an Lmerms,-dlary hetween students and management i selving any pmblem<;

Clrgamze activities which invalved UTP students and afso the tutsidérs:

Try ta ;dentlfy and overcame all problens repnrmu by ctuﬁenls and inform thas the 5DFulinn5

Intfoduce MPPFUTP I the people outside The camgusby organizing actiities such a3 charity propram add .
other welfare attivities - - :

STUDENT REFRESENTATIVE GOUNCIL ELECTION
UNIVERSETI TEKNCLOGE PETRONAS -
AGADEMIC BESSION 20052006

Please be informed that the Electiun_ for Stisdent Reprezentative Council Universiti Teknaloni PETRORMAS (SRCUTP) to.
-elgct FIVE.(8) repregentatives for the Géneral Canstituency and TWO (2) representatives for 2ach Program Constituency:
tovbecome members: of the Student: Represemalé\:e Cauncil for Academic Session 200572806 will be conducted on 6
October 2005 fom 5.0 am o 5 eD.pm at Universiti TaPnuIDg( Petronas (UTPL

i NDMI!\MT!QN aF GANB!DATIS
R General Cmsutuency anid Program Constituency:

Date 125 Septemher qns.”

Pegistration Period %08 am - 2,00 f<ny

“withdrawal Pering 1 Z.00 pm - 3:30 pm

dpgeal/&b;ecum Paziod ; &:30pm ~ 5.00pm

\a'anun 1. Students Representative Fauncda Heeting Room

12 Rules. for candidste nomination s
2.1 A candidate can Dnl,l s!and for-efection on an individual basiz and shall not associate him/herself with any group or

party,
1 2 2k canmdate ran priy be numrnated for one Cun"ntuenx:v crly, cither Genaral nonshtuency o Progrant

Figure 4.1.5: The announcement made by the SPR admin.
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Candidate 21

wandidate £2

Final Report

Name: ELFY SALVA BINTI AEDULL ¥ ARmN
Frogram ; Mechamasl Eng. {3}

| GhCh ke Fo View C¥

Mama: MUHAMWMAD FIADAUS 8IF 42171
Pregram: Mecharics! Eng. (4}

Figure 4.1.6: The candidate for the general constitutional provided to student so
that they will know who they want to vote.

Canditate Name HJELFY SALWA BIN
. candidate w1111

Future f éﬁgfbie’ ﬁ'm'ltji:n: -_Trég-sej_rer
e Cveanfd

Brogracme: $Mechanical Eng ™

Kotto: {Serve To Lead

Captain of Hatball Team .
Freprasentative of UTRY, Involve in
High achievement: {CenivaFair 2004, High Comittes of
Maic event, sctive In Hethall 3nd
daskotball Toam. -

You will nat-ba regret for voting m
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Filé - EdE View | Faveder

KMAIRUN SIZA6A-BIN MOKD SHOM
Candidate 54 il ) © chemical Eng44)

Ll ere Yo view CY

HUSAM ELDEEN MOHAMMER [ P‘A!'ﬂl\:f

Candidate 5 o " E.Electronics Eng: ()

FOHD FARMIZAI BIN MOHAMUD
Candidate $6 . - . Chemical Eng. (2}

Lk Hera T View OV

Canllidate #4

Cafditats Hama + JKHAIRUN NIZAM BIN MOHD SHOIB
Candidate I0; ja44e Lo .
Future. / ERgile Pasition: {Presidant

. - vear:f4
Bragrasree; Ghemical Eng
Mottivif "United We Standt?®
" fHigh Cammtts for event Titian Bl
2005, Active in Silat Cekak
Haraf,Head of RCS0
Repartmant, Foundar of Chess

Clut Involved halp to solue
international student. problems

Cangidate #%

‘High achievement:

. Candidate #6 .

jJAssallammuataikun arnd good day

1o all, Let the bast of the best win
for new MPP. Vote wisely ard may
Allah bless you

Carngnts:

Figure 4.1.8 & 4.1.9:
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- Once when the admin are ready to submit the e-ballot form (for the student to
click at the MPPUTP vote button), the student should be ready to vote their
favorite candidates in the Election Day. Time is also important for the election

process.

Welcome,.
gt :;:4.1};!@5*3-"‘ Ey AR ot o oote

SEIVEN e mri:h.’ writd clhidics 1

v this Mt elaction, you, mist chivase §{ FIVE) cut of B{SIX) eancidates for pach constituition.

" Check all # Uncheck all

- EAFY SALWA BINTE ABDULL VM
‘andidate #1 . ... MachanicalEag. {4}

“Serve to Lead”

© FUHEMMAD FIRDAUS BIN AZIZI

Figure 4.1.10: The.e—ba.llbt {to cast the vote)
After click casting the vote, it will be a popup message telling the voter about the
confirmation of who they voting. The candidate’s name and id will finally
retrieving from the -database. In this election, there are 6 candidates to be

nominated into 5 chairs. So, the voter needs to vote those candidates with suitable

positions and put none for the one candidate to be out from the nomination.
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-HUSAM ELOEEN MOHAMMED [BRAHIM

Candidate #5 |E

C'andi;iaie_#é :

E.Electronics Eng. {3)

T LTEmCal Fg. (2]

Slease et of checkborest

b

"Born to be a Leadst”.

VOTE

_Candigate #6

HUSAM ELDEEN MOHAMMED BRAHIM

E.Elactconiés Eng. {3}

WLR T

“Barn to be a Leader”

Rl tocaligianet
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E A Yolng Sisien
Fe B8 ew Favortes * Tonk | Siehr

e >
o
EY
The.ca ELFY SALWA BINTI ABDULL YAMIN
Canchdate w1 " Machanical Eng. (%) Fresdent 4| H
Faerve to Lead’
* | MUHAMMAD FIRDAUS BIN AZIZE
Candidate #3 Machanical Eng. (4) =R
‘Quabty is betier than Quanhity” _'
MUHAMAD FARIZUDDIN ANWAR MANSOR.
Candrdate #2 Mechanical Eng. (2) Seoretargl vl )
o - - B e :
*Towards the perfectly improvement™  §|President
- R R ice President
Secratary 2 =
Treasurer

Cardigdate #1 -~ | . Prosident
Candidate #2 MUHAMMAD FIRDAUS BRT AZIZL Vice President
carduato ¥3 | MUHAMAD FARZUDDIN AWWAR BT MANSCR. |~ Secreray |
candidate 24 KHATRUM NIZAM BI MOHD SHO Secretary 2
Candidats 25 HUSAM ELDEEN MOHAMMED IBRAHRA Treasurer
Cantidate #5 __ MOHD FARMIZAM BIt MCHAMUD -nione-

Uonhanadion ) ) [ Cotfrmnvole |

Wi Lacal kit

Figure 4.1.13 & 4.1.14: The candidate selection
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From the previous page, after the student click “cast vote™ button, the next page
(post method) will show the selection from the voter and lastly, they need to

Candigate #2- . ST ‘. . Vice President
I gandidaté #3 BAURA . X Sewretay

‘Candidate 34 |- : i d Seeretwy2
Candidate ss | | ! . i Treaswer

L Candidate #g ; : et it L : -nond-

; i_rCu'rrﬁlm_\_r’uie'ﬁ o

Your yote is succassfully. casted? .

_ﬁank you
“nd; anda. adalah rahsia®

Your vobe s secret”
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Figure 4.1.16: The vote has stored into database

Student Represéntativé Couh.é_il'_U'fP

© COMESIVE BMPOWERMENT GENERATES SYNEREY:

‘Copyright €RODE FYP rezsini_aei@yahoc com. AN rights resenved,

Figure 4.1.17: The logout page

Finally, after log out, the student/voter usually have done voting for the Election
Day. If they want to log-in and vote again, the ballot page in previous does not
appear as which the session of the page would be time out. This would prevent the

student/voter to vote twice again in the same login id.
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4.2 For election admin

In the process, since the students’ view has now can vote through the website, 1
also have to concern about calculating the vote. In the admin views, there are
several things need to be develop. The UTP-SPR and the administrator of the
website need to update all the information and provide the results and display it

fair and squarely.

Basically, there were 2 respective SPR from the UTP Management and 1
administrator need to monitor the website. As for the calculating process and
displaying the results are in the next process different with student’s or voters’

view,

MPPUTP

Administrator/SPR: : L
TR COHESIVE EMPOW_ERMENT‘GENERA’TES SYNERGY

‘| Copyright 2006 FYP ruzaini_amirdyahso. com, A!'E rights raserved. - .

i

Figure 4.2.1: The login page for the admin (SPR) from UTP Management for
them to login into the system.
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it fobotivpler ogngte

You are suscessfuily lagindi

Figure 4.2.2: The lo'ﬁding f}agé after succeséﬁll Iogin

ViewiCurrent Election

P ooAdd Pogition:
:Lmloatﬁ._tandid{:te Prote

- Miaw Candigate shota -

| aga Capdigate
gt updats Candidate Form
' ! Defete tadﬂida"t_e.'r.omi_. o

* Niw Candidaté Form -

- Change Passveord

obegodt .

Figure 4.2.3: The main page for the administrator’s use providing menus for each
buttons.

32



E-voting System (Final Year Project 2006)
Final Report

For this page, usually for the SPR (Suruhanjaya Pilihanraya) manage to check the
election process and finally to calculate the votes based on the results table of the

votes tallies.

B MOHD mem Bm MOEAMUD
ELEYSALWA BINTUABDULL YAMIN
CHATRUN NIZAM BIN MOHD SHOIE

. HUSAM ELDEEN MOBAMBIED IBRAHIM: |
. KHAIRUN.NIZAM BIN MORD SHORE 70
5L |MUHAMAD FARIZUDDIN ANWIAR BN MANSOR| -
2} HIUSAM ELDEEN MOBAMMED BRAHIM. - |
EBATRUN NIZAM BN MOHD SHOTR " o
MOHD FARMIZAM B MOBAMID. -+ |27
HFSAM ELDEEN MOBAMSMED IBRAHEM - -
MOED FARMIZAM BIRTMOHAMUD:
S MUBAMMAD FIRDAUS BIN AZIZL © 1 -
Vice Precidedt|MUHAMAD FARIZUDDIN mwmsmmason B
":ﬁtePre:sdentT - MUHAMMAD FIRDAUS BIN AZIFL. . N

s o=t e bte o sfopal e kol &

Figure 4.2.4: The result page is ﬁnaily sorts the candidate’s name and their
positions with counted votes.

From the results, there are 48 votes been casted which means 8§ voters have vote 6
candidates with 5 current chairs (positions) in this election. The results are sorted
with number of positions and the number of candidates. The table should be in 6
positions X 6 candidates. This results table is important for admin to be informed
whose candidate is Ieading and whose not. The number of votes will increase

depending on the number of students of UTP who vote in the election.
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Add Position

Bukmit ]

viaw Eosiion New Gifered

Figure 4.2.6: View added position in the database
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calons

Figure 4.2.7 & 4.2.8: Uploading the candidate’s picture into the system
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File upl‘oad_

Congratulatons! vour fig upidbad was succassl

Figure 4.2.10: Displaying the pictures from uploaded folder
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Candidate Name :
_ Cangidate 1G:
Future £ Blighilé asition:
vedr;
ngra;m: - slion Sy's';-t

Motta: -

High achievement:

tormments:

Lozalintianet

Figure 4.2.11: The candidate form which the admin need to key-in the data to

provide information about the candidates.

In this e-voting system, from figure 4.2.7 unti! figure 4.2.10, there is an upload
image function where the admin need to upload the candidate’s photo into the
website, so that the students (voters) can easily know their election candidate and
know who they want to vote. As for figure 4.2.11 & 4.2.12, all candidate’s details
like candidate’s name, candidate’s id number, candidate’s year of studies,
candidate’s program, their motto (which also known as self-believer in order to
attract votes from student; usually to show different from others) , their high

achievements in life, and some comments from the candidates for the students.

The information have been stored in the database

Figure 4.2.12: The candidate form successfully saved
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Figure 4.2.13: In the update form, admin should put the candidate’s id to search
the form.

Search 3737 sacceds. Now you tan update the candidate’s forra.

. Gandidate's Information {ID No: 3737)
tlp.dale c.imdidqte
Date !
T
) Cangdidate 10:
Future-? Eiig'lbﬁl? Position:
Year:

Program:

#Mokto:
High' achieversent:

vYoue He! Update This

Figure 4.2.14: From the séarch, the candidate’s data can be retrieve from
database.
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The information have been UPDATED.in the database 3737

Yiew Updated Candidate's Information (i0:3737)

usir'ne'ss Infnr'm;s:'r-un' System

pp Ce:ner{s;ﬁg.eerﬁifan_q,1éihila!|g

W ocatwaraned

in this page.

H ;
Candidate Name ! {Ms Elyanee’
Cancidate 1D: J3737

.1 CFulré / Eligible Position: {President

Yaar g4

Program: §Bisiness. Information Sjstem

Motto: [MPP Cemerlang, Gemilang, Terbilang

High achigvament: G000 in Sports, active in ol -
‘Camments: fVote Mel ‘Update

Figure 42.16: To check whether data been update or 'not; the admin can view
candidate (button) and the data is retrieved from database.
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#iboe ! : ; ; i LT ; s S Localibanet - - -
Figure 4.2.17: To delete the candidate, admin need to key-in the candidate’s id to
be deleted.

Search candicate success. Now you can delete the candidate.

Candidate's Information

Candidate 1D 3737
Future./ Eligitie Position: President
Year 4 :
Program: Business Infermation System
Motto: MPR Ceme_r!ang.G_eniil'ang.Terhilani;
High achievemant: Good in Sparts, active'in clhibs
. . . . . Comments: Yote Me! Update. Thist
are Yuu Sire You Want To Delete This Recusd # This ;

action Wil permaneitly delete the record . ) [ DEIEE'WG Candidste: -}

These candidate's Information hag been deletadiit

Figure 4.2.19: The successfully delete candidate action.
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Eater éunﬂidal‘!_ o R _i-Secrch }

Eritar Condidate 10 ; |

Figure 4.2.21: The candidate’s data émmof be found in thé databa:se ince if has
been deleted before.
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v Passwgrd
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Ysemame Dassword

adrmin 12345

= MPPUTP

P ﬂﬁminiéna_rurfSDE:

COMESIVE EMPOWERMENT GENERATEY SYNERGY

Passwardi

()

; opyright 2006 FYP ruzain_amirdyahmo.com. Al Aghits resarved,

Figure 4.2.25: The logout page
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Figure 4.2.26: The tables and fields in the database

Basad on tha results and votes performance;

Khairun Nizam bin Mohd Shoib
Muhammad Firdaus bin Azzi
Husam Eldsen Mohammed Tbrahim
Mohd Farmizam bin Mohamud
Muhamad Fariznrdin Amwar bin Mz
Elfy Salwe binti Abdul Yamin _ -40%

The winner who éiigible ta be the President of MPP UTP is Khairun Nizam bin Mchd Shoih. follpwed by Muhammad Firdaus
bin Azizi to be Vice Prasident, Husam Eldesn Mohammed Ibrahim as the Secretary 1, Mohd Fammizam bin Mohamud as the
Secretary 2, anhd fastly the Treasurer chalr is elfigible to Muhamad Farizzudin anwar bin Mansor,

Thank Yau For Yoting If

Figure 4.2.27: The results for the whole statistic which being posted by the admin

at the end of the election day to be announce for the students.
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43 Findings

For this moment, the system have achieve aﬂ the objectives of the project, but the
system have lack to be improve which is for the future recommendation and the
future enhancement. The system has completely finished with the working
functions.

The author finds that there are some difficulties in managing the database which
involved in tables of the voter, the candidate, the candidate id, the voter id and the
results (which is the counting vote), As for the results part, the graph should be
plotted in the website based on the voting performance in the election events.
- Based from the results, or current results, the author can’t create the bar graph or

the chart bar to show the results performance.

There is also need to concentrate for the authentication part which allowed only
one vote comes from one student/voter. This statement -méans_ that once the
student lbgin into the system, he/she only get one chance to vote. After
successfully cast the votes, if the student wants to vote again, the system won’t

allowed them to do so since the ballot page would not appear again in the website.
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" 4.4 Discussion

We have the technology today to perform computerized elections. In fact, some
companies, universities and unions already use e-voting to elect their officials.
There are some benefits when using e-voting system, which are:-

a) Better fit between electoral practice and modern lifestyles

b) Cheaper, more effective electoral administration

c) Faster election results

d)  Empowerment of citizens

€) Streamlining the voting process.

f) PreVenting ballot errors and confusion.

g)  Increasing natlonai voter turnout.

h) | Each machine (or website. apphcat:lon) can easily be progrannned to
display ballots in different languages. '

i) The system can be m_a_de fully accessible for persons with disabilities.

1) Flection manageniel_lt will be simplified, the risks of the procedure wili be

minimized and logistics and personnel involved in the process will be reduced.

In addition to the anticipated management advantages linked to the introduction
of electronic voting (instant analysis, lower costs etc.) there are arguments
relating to.greater simplicity and comfort for voters. A renewed enthusiasm for
citizenship is expected due to the introduction of information and communication
technologies and the new forms of direct debate, expression and consultation that

they make possible.

For all that, the introduction of electronic voting raises lots of questions. For
some, polling security, confidentiality and sincerity are principles which seem to
have been brought into question by electronic voting. Others stress the importance
of economic factors caused by these new markets, the importance of which should
not justify adoption without discussion of solutions adopted by other countries.
The speciﬁc nature of national cultures must be kept in mind since this may

translate into different relationships with voting and its principles.
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" For e-Government - Point of view

Voter 'in_térest in Internet voting is growing and will continue to grow.
Government’s job is to provide the convenience of an online voting system while
making no éom'promise of the democratic election system. Current systems have
the advantage of being based on commonly understood systems like the US Mail,
poll sites, and the telephone. The internet, whﬂe people are .l_eaming how 1o use it,

is largely unknown.

People do not understand all of the information that is moving in and out of their
computers while they are online. Nor do they understand the underlying
infrastructure or technology of the web. Recently it was revealed that some
software products and some computer bhips were - surreptitiously marking

| documents and files with serial numbers. This-pi‘Ocess'Was intended for internal

use by the chip. and software companies, but the function was accidentally left

active in the real world. In another case, "anonymous" e-mail transmissions to a

media website were idéntiﬁed through the display if their unique web identifier.

When a person is online, information about the person is being stored on their
computer and other identifying information is being read largely without the
user’s knowledge. Hackers have found ways to use "Trojan Horse" type software
to read and transmit an online user’s files without their knowledge. These issues
are all real and must be addressed. This sort of thing presents real barriers to
acceptance of the technology. |
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CHAPTER &:

- CONCLUSION AND RECOMMENDATION

5.1 Relevancy to the Objectives

In this voting system, I would like to recommend that besides the student
voting, the lecturers also can experience the election event held by UTP. This
election event automatically will create good relationship between the candidates
and the lecturers. The lecturers just need to vote who they think the éandidate is
eligible for the position since they know their students also. This will also show
that the student will excited to get involved into MPPUTP and encourage them to

work hard to win in the election.

Since the voting event is .a seasonal event, this website can also be open for
student to do their polls activity li_ke”the Quizilla.com. Any interesting polls which
related to the studies, academics, the current issues, entertaimﬁent Or any campus
activities can be implemented. This website also can be link to the student portal
or Grapevine Forum, so that student would not be left behind any latest things
~ happening around them. More over, there would be any clubs or organizations to
use this website as the medium for their operations, for them to communicate with
the students.

Last but not least, since it finally successfully operates as the voting system in
University, I would like to propose the voting system as for our country elections,
since it cosf low money, save time and easy for people to operate. The Malaysian
Pilihanraya should implement the e-voting system and get involve in e-

government since it is political event.
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5.2 Suggested Future Work for Expansion and Continuation

It is suggested. that this voting system would be implemented for our campus
electioﬁ which is in the next year, the system is ready to be used for the MPPUTP
election. The system should be updated and be upgrade in term of the time. It is
important for the committee of MPPUTP to have their organization chart for

previous and the next committee, which is sorts year by year.

The database management should be updated year by year which is the seasoning
voting event should be continue rearranging by other candidates each time of the
election event. The website will be more like “fever” to vote the students and
keep on updating with new stuff and campus activities so not letting them to be
left behind from current activities.

There would be an addition for polls activities related to the campus life. For
example, polls about the prom king and queen for every batch, the best student,
polis and quizzes about career, personality, zodiac, and so on. So i:he website will
always be visited by the students, sounds like the forum but it is all about weli-
rounded campus activities to prevent the website become boring, isolated and not

only for certain event (seasoning election event).
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Conclusion

An electronic voting system for these kinds of elections gives these organiza’tioﬁs '
an opportunity to increase the efficiency, reliability and transparehcy of the
elections. The logistics and personnel involved in the election will be reduced and
it will mean a redﬁction in the costs of holding the election for the company,

thereby increasing the efficiency of the process.

Security is a very important aspect in developing e-voting website. E-voting will
always be limited in its integrity by factors beyond the e-voting algorithms. The
encryption can be an important part of an overall election system. The voter
authentication, vote 'integr_ity, voter anonymity, auditability, accountability,
recountability, and so on, are all involved, and many of these requirements
operate at cross-purpoées “with one another. 'T_he_ massive vulnerabilities of
standard personal-computer operating systems represent very serious concerns, in
terms of hidden viruses, worms, Trojan horses; and further surprises unknowingly
downloaded by the user with other packages, and wéiting to pounce on Election
Day.:_ One proposed solution would be to boot a fresh system from external media
in order to vote, but even such an approach does not adequately address these
potential vulnerabilities.

Deficient network protocols and the opportunities for insider fraud and accidental
misuse abound. Neither the client nor the server systems will be adequately
secure under foreseeable technology including Internet Service Providérs and
Web servers. As always in any election environment, there are many
opportunities for fraud, mischief, and manipulation, despite ostensible checks and
balances. These problems are exacerbated with e- voting, where the lack of any
physical ballots makes such manipulations impossible to detect and correct
because there is no meaningful recount capability. Extraordinary vigilance is

necessary, but never sufficient.
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