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ABSTRACT

This project is basically a block encryption to protect block of data. In this project
we will propose encryption algorithm which- offer less computational complexity and also
provide securing data not only during transmission but also during storage. For this
project, the studies focus on Advanced Encryption Standard (AES) and H-CES (Hybrid
Chaotic Encryption Scheme) algorithms which are to be used in order to implement this
project. The coding of encryption and decryption algorithms is created using C language.
The coding compilation is using Borland C++ program. This report is the documentation
about the work that has been carried out on the project. This report is divide into several
parts which is the introduction, literature review, methodology, result and discussion and

conclusion.
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LIST OF ABBREVIATIONS

Advanced Encryption Standard

A binary digit having a value of 0 or 1

Hybrid Chaotic Encryption Scheme

Initiai Condition

A set of numbers/parameters that determine the specific encryption

mechanism.

Piecewise Linear Chaotic Map

Non-finear substitution table used in several byte substitutions
transformations and in the Key Expansion routine to perform a one

for one substitution of a byte value.

The study of how to design good encryption algorithms for
converting information from its normal, comprehensible form into
an incomprehensible format, rendering it unreadable without secret

key.

In cryptography, encryption is the process of obscuring information

to make it unreadable format with secret key.

In cryptography, decryption is the process of converting back the

obscured information into a readable format with secret key.

In cryptography, cipher is an algorithm for performing
encryption/decryption. Accordingly, the encryption algorithm is
called encipher, while the decryption algorithm is called decipher.



- CHAPTER 1
INTRODUCTION

1.1 Background of Study

During the last decade, there has been an explosive growth of the using computers,
networks, communications and multimedia application [7]. In area of business, military or
politics, it is very important to make sure that all sensitive data being safely store and
protected. The data encryption has become an important and high profile issue because it is a
powerful technique for preventing unwanted interception and viewing of our valuable data. Tt
also can provide security and privacy needs in various applications to avoid any attack from

unauthorized parties [2].

Encryption is the process of changing data into a form that can be read only by the
intended receiver. To decipher the message, the receiver of the encrypted data must have the
proper decryption key (password). This is the basic process that been used to provide security

of any transmission data.

In the last decade many encryption schemes based on chaos have been proposed and
have attracted due attention for encrypting the information. Chaos and cryptography have
some common features — the most prominent being sensitivity to small changes in variables
and parameters [ 1]. However, an important difference between chaos and cryptography lies in
the fact that systems used in a chaos are defined on real numbers, while cryptography deals

with systems defined on finite sets of integers [1].



1.2 Problem Statement

A look at most chaos based cryptosystems suggests that the apparently random-like
chaotic sequence masking the plain data can not hide the data very well. The data can be
easily recovered with relatively low computational load by the master of cryptography.
Chaos-based cryptographic schemes using chaotic masking is still in its infancy with many

algorithms and cryptanalysis methodologies still under development [1].

It is seen that the security of the chaotic ciphers proposed by various researchers is
suspect against the standard techniques of cryptanalysis [6]. Most of the chaotic ciphers prove
weak against the current prevailing cryptanalytic techniques and do not possess the S-box

equivalent security that the traditional ciphers can provide {1].

1.3  Objective and Scope of Study

The objective of this project is to entails securing block of data not only during
transmission but also during storage. The scope of study includes two encryption schemes —
Advanced Encryption Standard (AES) and Hybrid Chaotic Encryption Scheme (H-CES). The
H-CES scheme that been proposed in this project use AES S-box as one of the method in the

encryption techniques.



CHAPTER 2
LITERATURE REVIEW

In this chapter, some introduction about AES is described to understand about how
the standard data encryption is done. This chapter is dividing into 3 part; first part:
description about AES, second part: AES cipher operation and last part: AES inverse cipher

operation.

2.1 Advanced Encryption Standard (AES)

AES stands for Advanced Encryption Standard. AES is a symmetric key encryption
technique which will replace the commonly used Data Encryption Standard (DES). It was
developed by two Belgian cryptologists, Vincent Rijmen and Joan Daemen who win a
worldwide call for the submissions of encryption algorithms issued by the US Government’s
National Institute of Standards and Technology (NIST) in 1997 and completed in 2000. AES
provides strong encryption and secure enough to protect information that disclosed to the
public [2].

The AES algorithm uses one of three cipher key strengths: a 128, 192 or 256-bits
encryption key (password) to encrypt blocks with a length of 128, 192 or 256-bits [3]. Both
block length and key length can be extended very easily to multiples of 32-bits. Each
encryption key size causes the algorithm to behave slightly differently, so the increasing key
sizes not only offer a larger number of bits with which you can scramble the data, but also

increase the complexity of the cipher algorithm [2].



2.2 AES Cipher

For encryption, AES cipher consists of the following transformations which are

applied repeatedly [2]:
e Substitution Bytes Transformation
¢ Shift Rows Transformation
e Mix Columns Transformation

* Add Round Key Transformation

Plaintext

No

Figure 2.1: Flow of encryption process



2.2.1 Substitution Byte Transformation (SubBytes)

Use S-box 16 x 16 matrixes that contain a permutation of all possible 256 8-bit
values. Each individual byte is mapped into a new byte by the leftmost 4-bit of the

byte are used as a row value and the rightmost 4-bit are used as a column value [2].
The pseudo-C looks like this:

a (i, j) = SBox [a (i, j)]

30| 01| Q2| Qs Boo | Lo | Po2| Bos
SubBytes

Figure 2.2: Illustration of substitution byte transformation [3]



Table 2.1: AES S-Box Data [2]

Column

Row

ECY

6 |7

38 {9

63

Tc

77

7b

6b

6f )¢5

30 01

67 | 2b

fe

d7

ab

76

ca

82

c9

7d

fa

59

47 | 10

ad | d4

a2 | af

9¢

ad

72

c0

b7

fd

93

26

36

3f

f7 lcc

34 | a5

e5 | fl

71

ds

31

15

04

c7

23

c3

18

96

059

07 (12

80 | e2

eb

27

b2

75

09

83

2c

la

ib

oe

5a | a0

52 |3b

dé | b3

29

e3

2f

34

53

d!

00

ed

20

fc

bl | 5b

6a | cb

be | 39

4a

4¢

58

cf

do

ef

43

4d

33| 85

45119

02 | 7f

50

3c

9f

al

51

a3

40

8f

92

od

38|15

bc | b6

da | 21

10

d2

ed

Oc

13

€c

5f

97

44 | 17

c4 | a7

7e [ 3d

64

3d

19

73

Wi e s | | e W N

60

81

4f

de

22

2a

90 | 88

46 | ec

b8 | 14

de

Se

0b

db

el

32

3a

Da

49

06

24 | 5¢

c2 | d3

ac | 62

91

95

ed

79

L= -]

e7

c8

37

6d

8d

ds

4e | a9

6c | 56

4 {ea

65

7a

ac

08

[¢]

ba

78

25

2e

Ic

a6

b4 | c6

e8 | dd

74 | If

b

bd

8b

8a

[=

70

3e

b5

66

48

03

16 | Oe

61 | 35

57 1 b9

86

¢l

Id

9¢

el

98

11

69

d9

8e | 94

9b | le

87 1 ¢9

ce

55

28

df

8¢

al

89

0d

bf

eh

42 | 68

41|99

2d | Of

b0

54

bb

16

Table 2.2: Example of substitution byte transformation

Input Data

Substitution Bytes Transformation

EA

04

65

85

87

F2

4D

97

83

45

5D

96

EC

6E

4C

90

5C

33

98

BO

4A

C3

46

E7

F0

2D

AD

C5

3C

D8

95

A6




2.2.2 Shift Rows Transformation (ShiftRows)

It has pattern to shift the rows. The first row of state is not altered. For the second
row, a 1-byte circular left shift is performed. For the third row, a 2-byte circular left shift is
performed. For the fourth row, a 3-byte circular left shift is performed [2].

No |
change |

ShiftRows

shitt1 | @, 4|

Shift2 |
«

Sniﬁii :

Figure 2.3: Illustration of shift rows transformation [3]

2.2.3 Mix Columns Transformation (MixColumns)

This transformation operates on each column individually. Each byte of a column is
mapped into a new value that is function of all four byte in the column. The input data will be

XOR with fixed polynomial matrix, c(x) to get the mix columns values.

02 03 01 01
01 02 03 01
01 01 02 03
03 01 01 02

Figure 2.4: Fix polynomial matrix c(x) values [2]



A 4 2| Q3 By 2| Pos
a l MixColumns

a,d " Bi2|a; b, 4 b2 | Bia

L4 A, 2| A3 2| Pss

a; g 2| A3 ho| Paa
a;,

) ()

Figure 2.5: lllustration of mix columns transformation [3]

2.2.4 Add Round Key Transformation

The key schedule is responsible for expending a short key into a larger key, whose

parts are used during the different iterations. Each key size is expanded to a different size [2]:

A 128 bit key is expanded to a 176 byte key.
A 192 bit key is expanded to a 208 byte key.

A 256 bit key is expanded to a 240 byte key.

There is a relation between the cipher key size, the number of rounds and the
expanded key size. For a 128 bit key, there is one initial AddRoundKey operation plus there
are 10 rounds and each round need a new 16 byte key, therefore it require 10+1 RoundKey of

16 byte, which equals 176 byte.
The general formula is [2]:

ExpandedKeySize = (numberRound+1) * BlockSize

The 128bits of state are bitwise XORed with the 128bits of the round key.

The first matrix is State and the second matrix is the round key.



2.3 AES Inverse Cipher

For decryption, the inverse cipher consists of the following individual transformations

[2]):

Inverse Shift Row Transformation

Inverse Substitution Bytes Transformation

Inverse Mix Columns Transformation

Add Round Key Transformation

Plaintext

BT CTE
e S ]
[t |

Yes
Round

No

Add 1to
round

it

Ciphertext

Figure 2.6: Flow of decryption process



2.3.1 Inverse Shift Rows Transformation

This transformation performs the circular shifts in the opposite direction from the

forward shift rows transformation of AES cipher of each last three rows.

2.3.2 Inverse Substitution Bytes Transformation

The process is similar to forward substitution but using different table which called

inverse S-box.

Q0| 8p1| 32| By Boo | Bo.1 | Poz| B
o iy, b,,|b,,|b,,| D

%0 B2 &2 Pos b, b2.1| b, [Pas
Q0| 81| 32N Dy | DA Dy [ Dy 5

Inverse
$-Box

a a1 8 141 13

Figure 2.7: Illustration of inverse substitution byte transformation [3]



Table 2.3: Inverse AES S-Box Data {2]

Column

Row

6

7

3 19

<

52

09

6a

d5

30

36

as

38

bf | 40

a3

Qe

81

d7

[

7c

e3

39

32

9b

2f

ff

87

34| 8¢

43

44

cd

de

e9

cb

54

7b

94

32

ab

c2

23

3d

ee | ¢

95

0b

42

fa

c3

de

08

2e

al

66

28

d9

24

b2

76 | 5b

a2

49

6d

8b

di

25

72

f6

64

86

68

98

16

d4 | a4

5¢

ce

5d

65

b6

92

6c

70

48

50

fd

ed

b9

da

S5e | 15

46

57

a7

8d

9d

84

%0

d8

ab

00

&

be

d3

0a

7 |ed

58

05

b8

b3

45

06

do

2c

le

8f

ca

3f

of

02

cl |af

bd

03

01

13

8a

6b

3a

91

11

41

4f

67

dc

c€a

97 | £2

ef

ce

b4

eb

73

o| eo] =a| o w| & Wi

96

ac

74

22

e7

ad

35

85

e2 | 19

37

ed

1c

75

df

Ge

47

fl

la

71

1d

29

c5

89

6f | b7

62

De

aa

18

be

Ib

o ™

fc

56

3e

4b

ch

d2

79

20

9a | db

c0

fe

78

cd

S5a

f4

1f

dd

a8

33

38

07

c7

31

bl | 12

10

59

27

80

(=¥

5f

el o

60

51

7f

a9

19

b5

4a

0d

2d | e5

7a

of

93

c9

9¢

ef

(4]

a0

el

3b

4d

ac

2a

£5

b0

c8 | eb

bb

3¢

83

53

99

61

[

17

2b

04

Te

ba

77

dé

26

el | 69

14

63

55

21

Oc

7d

Table 2.4: Example of inverse substitution byte transformation

Input Data Inverse Substitution Bytes

Yransformation

F2 4D 97 EA 04 65 85

6E 4C 90 33 45 5D 96

C3 46 E7 5C 33 98 BO

D8 95 A6 FO 2D AD C5

11




2.3.3 Inverse Mix Columns Transformation

This is reverse process of forward mix column. Fixed polynomial for inverse mix

column is different from forward mix column.

0E 0B 0D 09
09 OE 0B OD
0D 09 OE 0B
0B 0D 09 OE

Figure 2.9: Inverse fix polynomial matrix ¢’(x) values [2]

Inverse Mix
Colums

X c'(x)

Figure 2.10: Illustration of inverse mix columns transformation [3]

2.3.4 Add Round Key Transformation

This formation is identical to the forward add round key transformation because the

XOR operation is its own inverse.



CHAPTER 3
IMPLEMENTATION H-CES

In this chapter, the proposed encryption technique hybrid - Hybrid Chaotic Encryption
Scheme (H-CES) is described. H-CES works as a 128 bit block cipher similar to AES. H-
CES is a cryptosystem that employs multiple PLCMs, a generalized logistic map, an AES S-
box and ciphertext feedback [1]. However, before going into detailed discussion of H-CES,

some introduction about PLCM and generalized logistic map is described.

3.1 Piecewise Linear Chaotic Map (PLCM)

PLCM is a I-D chaotic map that has been widely explored and used. As we have
already mentioned, chaotic systems operate on real numbers. Generally, given a real interval,

X=[a, B] € R, apiecewise linear chaotic map F: X — X is a multi-segmented map such that

for. -
fori=1tom, C;= Fi(x) = a;x + b;. Any i }H constitutes a partition of X, and Uit Ci=X.
Also CiNCj =@, ¥i#j. Such a map has the following statistical properties [1]:

» It is chaotic since its Lyapunov exponent is positive

« It is exact

» It has the property of mixing

» It is ergodic

» It has uniform invariant density function f{x} = 1/ —a } . The uniform
invariant density function means that uniform density input will generate
uniform density output, and the chaotic orbit from almost every initia}

condition will lead to the same uniform distribution /' (x) = I/(f —a ).

13



3.2 Generalized Chaotic Logistic Map

Generalized logistic map is a discrete map, suitably modified from its continuous
counterpart popularly known as logistic map. The modification is made so as to obtain

integer values ranging from 0 to 255 [1].

1y (256—-y) {1
i) = H o 3, <256
255 3, =256

3.1)

Here f( 3) is the output of logistic map, y; is the input to the logistic map given by [1]

5 :F y;—(zw—y,-}“i |

o 64

(3.2)

3.3 AES S-Box

The proposed encryption technique H-CES, wiil use the substitution bytes
transformation as one of the implementation methods. Each individual byte is mapped into a
new byte by the leftmost 4-bit of the byte are used as a row value and the rightmost 4-bit are
used as a column value by referring to the AES S-box table [2]. In the proposed decryption
technigue also will used the inverse substitution bytes transformation using inverse $-box

table to get back the original plaintext.

14



3.4 H-CES Encryption Algorithm

There are 4 steps for the encryption part. Firstly, a unique initial condition is been
extract from the external 16 bits of secret key. Secondly, 16 chaotic key stream is generated
by using piccewise linear chaotic map (PLCM), Thirdly, substitution bytes transformation is
done using AES S-Box values. Lastly, masking and mixing operation is done based on
generalized logistic map and ciphertext feedback to produce encryption data. Below is the

brief explanation about each step that involved in encryption algorithms.

3.4.1 Extracting a unique Initial Condition from External Secret Key

First step, the initial condition is derived from the external secret key of 16 characters. The

secret key is denoted by [1]:

K=K; K; K; Kis 3.1)

The K, is denotes as the 8-bit block of secret key. By using K, the i™ initial condition IC; is
calculated [1]:

IC;-K;/256 (3.2)

3.4.2 Generating Chaotic Key Stream using Piecewise Linear Chaotic Map (PLCM)

Second step, the initial condition IC is derived using PLCM condition. Where p is

refer to control parameter lies between 0 < p < 1/ 2, and x serves as the initial condition [5].

xi p Dextp
CM(x.p) = (’J‘f%,z_p) pex<lizh,

A 19 re
CM{l-x,p) 1/2«xZ£l 33)

The values of 16 control parameters p; that are used in this analysis are:

15



pl p2 p3 p4 Q.15 017 0.188 0199

P> p6 p7 pB = 0.222 0.444 0.143 0.23
p9 plO pil pl2 0.235 0444 048 03222
pl2 pl4 pl5 plé 0123 0456 0933 035

(3.4)

This will result 16 PLCMs for masking the input plain block of 16 bytes as shown below [1]:

CM | =CM,{IC.py), - M y5 = CM 15 (IC, py) 3.5)

The chaotic key stream is form based on the m-PLCMs that have been generated earlier. The

o; is represented in 8-bits as the key stream from i" PLCM [1].

¢ (8 =|ca, + (107 )|(mod 256) where =123, --,16 56)

All together 128-bit chaotic key stream denoted by & that is represented in the matrix form as

shown below [1]:

sk =lpty o) - glk)]
(3.7)

3.4.3 Substitution by AES S-Box

Third step, each byte in the 128 bit input plain block is substituted by S-box, similar
to AES. Let the input to CES cipher be donated as x where xj represents an 8-bit block in the
input 128 bit plain block. The output of the substitution S-box transformation is denoted as sx

[1]-

x =[xy, x9, X3, 16
(3.8)

sx = [ 8x;, 8X3,8%3, .....,8%75] (3.9

16



} & 3 2 2 4 5 & 7 8 7T a bk v 4 8 T
bt Retng Bt Btod. Datul Bt Ruhnl st Baded Budel Balnel Budnd Batalt Batad Bodud Recult Buef
B0 163 o FIT Th £Z 6B 6L o8 30 01 67 Ep e daV & T
A0 jfwé B2 25 T fa 50 47 20 ad 44 a4l &r 9 o4 T2 20
£0 17 a 83 IL 36 32 L7 g 34 ak &5 £1) 7L a8 31 15
3D 109 £7 T3 £F 18 ©e GF Pa 07 17 B0 82 o L7 B 75
40 109 B2 2o 1a 1B Se Sa a0 52 Ib 46 b1 25 &3 2r 4G9
50 133 di o0 ed 20 fo ki 3b éa b be 2% 48 4c¢ BB of
§0 {40 ef an £ 43 4d 3D G5 4% 29 02 7L 50 3o @9 ad
70 {E1 al a0 B8 93 Pd 38 IS o b6 dm 21 19 XX IF Az
8D jod O 13 £ 5L 97 49 17 09 At Te 34 &4 Na 1% 73
Q0 | &G BL AT dc 22 Za 90 88 44 22 pf 14 d&= Se Ob db
wl jel) 3 3a Da 49 04 34 B¢ o 43 ac 65 BE S8 ed 7D
bBO je7 o 37 6d 8 A5 de af S E€ f4 ems &5 Te me Q8
<R tha 78 IS ¥e 1l ad B4 of of dd 74 iX 4k bd 8o 8Ba
db 170 3« b5 66 48 03 6 On 61 35 57 pY BE <1 1ad S&
=0 jel £B 95 i1 6% A9 2e 94 B im BT a9 ce S5 EH df
£O {8 &l &5 O BE 6 4% 680 41 95 Id OF BT 54 Wb 16

Figure 3.1: AES Forward S-Box Values [2]

3.4.4 Masking and Mixing: based on generalized logistic map and ciphertext Feedback

This is the final step for H-CES encryption. The output of the generalized logistic
map is XORed with the output of substituted by the S-box. The input to the generalized
logistic map is chaotic key XORed with ciphertext feedback [1].

s © f{¢() & %6)- sty &SP D oy )5my © f($(3) @ EOY R
! n "
sty @ f(P16)) D xis).

15

(3.10)
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3.5 H-CES Decryption Algorithm

For the decryption part, there are 2 steps involved. Firstly, do the inverse masking and
mixing operation. Then, do the inverse substitution by AES S-Box. Below are the detail

explanations on each step in decryption algorithms.

3.5.1 H-CES Inverse Cipher

First step, let the input to H-CES inverse cipher be denoted as x; where it represents

8-bit block in the input 128 bit cipher block [1].

x;'=lx;’, X2, X3 enns X165} 3.1D

3.5.2 Inverse of Masking and Mixing

Second step, reverse the order of key stream where the ¢ * is used in the first round of
decryption, then @ *and ¢ !is used in the last round of decryption. A is represent the reverse

order of extracted key streams from 16-PLCM [1].

A=[eg" p™! 82 p1] (3.12)

During decryption process, each byte in the input matrix is XORed with the output of
the generalized logistic map and then inverse substituted by the inverse S-box, The inverse of

masking and mixing transformation is denoted as [1]:

5 @ f($" DO xy), 7 & f(@" (@ ). x5 © f(P" (DO K)o

S."L'i 33'2 51'3

Xy @ f{§"(16)+ D@ xy ),
K16

(3.13)
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3.5.3 Inverse of substitution by S-box

The final step is the inverse of the byte substitution by S-box. The inverse S-box is

shown as below:

1 O i 2 3 g 5 & 7 a1 o & B o [ ] - ¥
e e | e f m— e [ | e f e e | e e | e f e e f—— | —— ]
00 S22 0% 6o 45 30 I& a5 38 b 40 &3 9
10 |7« &3 39 G2 9 Z¥ FEFF¥ 87 T4 8& 43 34 ¢4 dde &5 o
20 1584 Y 94 32 at cZ 23 3Ad ee q4c 95 Ob 42 e 3 de
F0 J0D8 Ze ml S5 28 AP 49 REZ V6 5p a 49 64 Sh dl zE
40 |78 B 6 64 86 68 98 16 d4 ad Sc oo 58 65 e 92
E0 {dc 7O 48 R0 £d ad DY da Se 15 46 57 a? 8d Sg a4
60 {30 A8 akr 00 8C o A2 D& 7 24 58 05 BB B3I 45 06
70 140 E2¢ 1= 8 os 3T OF 02 ¢l & Bg O3 D1 13 Ba Sh
B0 (YA 21 11 41 4f 87 do &a 97 £2 of e £5 ba ed T3
PO 196 & V4 Z2 a7 ald 25 85 a2 TP 27 &8 ¢ M5 &L &¢
ald {47 1 1. 71 1d 29 5 59 6 b7 62 O as 18 e 1k

b0 1P 56 de 4b od A2 7% 20 9a db &0 fe TH aod Sa 24
0 18 &Gl el 33 BE OV &7 ) bl 12 10 59 7 E0 &¢ ST
do 60 51 7F A9 19 b5 e QiU Zd &5 7a 9 93 &9 Do ef
el jab =20 35 4d as 2a £8 5O B b Bh 3 83 B3 99 §1
O IV 2 09 T4 Lo TV A6 26 el 5% 14 E3 55 21 Do 4

Figure 3.2: AES Inverse S-Box Values [2]
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CHAPTER 4
METHODOLOGY

In this chapter, the flow of coding implementation will be discussed. Start with H-
CES encryption coding, followed by H-CES decryption coding and lastly H-CES coding

implementation.

4.1 H-CES Encryption Coding

For the H-CES encryption part, firstly, user is required to enter 16-bits integers as
original input (plaindata). If the program detect complete 16 bits integer, than the program
will read the define values such as external key, P control value and S-box value. Next,
program will read the define function such as generalized logistic map and piecewise linear
chaotic map (PLCM). Based on PLCM function, chaotic key streams will be generated. The
final encryption steps is masking and mixing operation to produce encryption data and the

encryption result will be display. Refer figure 4.1 for the flow of encryption coding.

4.2 H-CES Decryption Coding

For the H-CES decryption part, the program will read encryption data as input. If the
data is readable then the program will read the define values such as inverse S-box and
chaotic key streams. Next, the program will read the define function generalized logistic map
and get inverse S-box value. The final operation is inverse masking and mixing to get back
the original data. This program also will display the decryption data. Refer figure 4.2 for the
flow of decryption coding.

20



User enter data
(plaindata)

F 3

No

l Yes

Define value:

1) External key
2) P control vaiue
3) §-Box

Define function:
1) Generalized Logistic Map
2} Piecewise Linear Chaotic Map (PLCM)

y

Generate chaotic key using
PLCM

Masking and mixing operation

Y

Display encryption data

Figure 4.1: Flow of encryption coding
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Read encryption data

as input

Define value:
1) Inverse 8-Box
2) Chaotic key

Define function:

1} Generalized Logistic Map

2) Get inverse S-Box value

h

Inverse masking and

mixing operation

A

Display decryption data

Figure 4.2: Flow of decryption coding

4.3 H-CES Coding Implementation

In this project, all the operation involved in encryption and decryption parts are
created using C-language programming. Compilation for the complete coding that has been

created is using Borland C++ program. Refer at Appendix A for complete project coding.

_B-.:‘»_'r."l.é.t.'ld ::«H-
Figure 4.3: Symbol Borland C++ program
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CHAPTER 5

RESULTS AND DISCUSSION

In the previous chapter, each and every step of the proposed H-CES has been

described in detail. The methodology that been chosen can provide enough security

protection for our original data not only during transmission but also during storage. In this

chapter, the result that been obtain from the coding compilation will be show and discuss.

5.1 Results

If the coding compilation has no error, then result window will shown as figure 5.1

that is asking user to enter set of data. After user finished key in the set of data, result window

will change the original data into encryption data and then back to the original data. We have

test the coding with 16, 20 and 24 sets of plaintext. For cach set we do 4, 5, 6, and 7 iterations

of encryption/decryption techniques.

. [l C:\Documents and SettingsiFarhanal My Documents\My Piciures \H~CES F¥P21185 bit\H._..

o

y————

CHAOS BA
16 BI

Juf-Juf- ol kIt

SEP BLOCK ENCRYPTOR
IS - 4 ITERATIONS

JPlease enter 16 set plaintext:

Figure 5.1: Result 1
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A) 16 SET OF PLAINTEXT

B C:\Documents and Settings\Farhana\My Documents\My Pictures\H-CES FYPZ\ 16 bit\HCES_ENCRYPT 16bit... -

Pﬁﬂﬁ*ﬁ““ 23 33 M 2% DI IR M2 MM SENENEIE I IE ‘E

CHAGS BASED BLOCK ENCRYPTIOR
16 BITE . 4 ITERRTIONS

IPlease enter 16 set pladntext: 1 B O B AR A OB AHBHA 16

i ——>PLAINTERT{—-
i 8 B 6 9 8 @ 8 8 A 8 A @ B B 16

] ——>CIPHERTERT{—
71 218 254 92 1@8% 227 178 15 19?7 83 14% 229 21 191 115 13

1 ~~-~3DECRYPTED CIPHERTEXT{--
L 8B @8 @ 6 0 8 8 P GO A 0 0 16

Figure 5.2: 16 bits, 4 iterations

il C:\Documents and Setings\FarhanayMy Documents\My Pictures\H-CES FYP2\ 16 bit\HCES_ENCRYPT 16bit.. _ [T X

CHROS BASED BLOCK ENCRYPTOR
16 BITS . 5 ITERATIONS

Please enter 16 set plaintext: 1 B A B9 P OB BVNOBAO B 16

———>PLAINTERT<———
it 2 8 a9 e @ 8 B a @ 8 48 8 16

: ——>CTPHERTEXT{ ——
fﬁia'? 99 122 81 221 245 69 241 81 188 13 198 166 115 162 119

] ——>DECRYFIED CIPHERTERI<-——
-r 8 f 6 B B B 8§ 68 84 80 B 6 68 8 16 _

Figure 5.3: 16 bits, § iterations
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'l C:\Documents and Settings\Farhana\My Docuriients\My Pictures\H-CES FYP2\16 bit\HCES_ENCRYP.. ') X
00 - M Do 00 0 o T -0 NE S-S0 - M-S0 o000 o o - oo -0 - DE- -3 33 i

CHAOS BASED BLOCK ENCRYPTOR
16 BITS . 6 ITERARTIONS

[T o030 0 e M-I -0 0TS0 -0 N0 e -0 e o N o -0 - - N e -

Lﬂgase enter 16 set plaintext: 1 O A B A A S GBBOAAB 16

——*PLATNTERTS—
L ? 86 8 8 8 89 8 8 B BP0 8 A A 16

——>CIPHERTEXT{—-
?hSS 34 41 252 173 1@ 82 %7 92 5 245 227 159 113 283 234

; -~ DECRYPTED G1PHERTEXT(———
li » 2 2 9 9 86 8 8 a6 88 a6 16

Figure 5.4: 16 bits, 6 iterations

Tl C:\Documents and Settings\Farhana\My DotumentsiMy Pictures\H-CES FYP2\16 bit\HCES_ENCRYPT 16.. _ [T X'

I Y ali

CHAOS BASED BLOCK ENCRYPIOR
16 BITS , ? ITERATIONS

X

IPlease enter 16 set plaintext: 1 @ 0 ] S 0809 a8 16

e PPEAINTER T { -
i B 8 @ 8 08 B 8 @8 @ p 8 B & B 16

——>CIPHERTEXT (—
H@6 157 68 87 191 23 227 134 35 76 237 283 194 229 230 62

: ——>DEGRYPTED CIPHERTERT<(—
i # 8 0@ B B 8 8 @ B @4 @ @ B A 16

Figure 5.5: 16 bits, 7 iterations
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B) 20 SET OF PLAINTEXT

| C:\Documents and Settings\Farhana\My Documents\My Pictures\H-CES FYP2\ 20 bit\HCES_ENCRYPT_20bi... [, X!

-

CHAOS BASED BLOCK ENCRYPTCGR
28 EITS , 4 ITERATIONS

’Pl&aseentePEﬂSBtpl&iﬂtext:13&333383333ﬂﬁiﬁEGZB

——>PLAINTERT{~——
i 8 8 8 & B B 8 9 & @ B ¥ 6B B 16 B B B 20

——>CITPHERTERT{—

ggE 1%%8 28 38 125 248 151 97 3 161 216 141 142 7 1 138 8 152 2

——>DECRYPTED CIPHERTEXT<{-—
r @ 8 8 8B a A 8 86 8 9 8 0 8 B 1s 8@ & B 28

Figure 5.6: 20 bits, 4 iterations

; C:\Documents and Settings\FarhanalMy Documents\My Pictures\H-CES FYP2\20 bit\HCES_ENCRYPT_20bi... [

P 263605636 96 00 DI MM DEINE 96 3506 3B D DR NI 3 3 3 336 *

CHAOS BASED BLOCK ENCRYPTOR
28 BITE . 5 ITERATIONS

x
K
X
K

3

fPleace enter 20 set plaintext: 1 0 AN O OO S AAPONO0O 16 6GOG 20

‘ —~=>PLAINTERT<~—
f 8 8 @ » 0B 8 0@ A @ 0@ 8 B B 16 B A B 28

——>CIPHERTERT{——

ng 632813 g 218 182 32 18 167 174 48 201 228 52 168 164 281 178

———>DECRYPTED CIPHERTERT——
8 8 8 8 B 16 6

r B 8 B 6 B @ 8 6 6 4 8 a8 24

Figure 5.7: 20 bits, 5 iterations
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. [l C\Documents and Settings\Farhana\My Documents\My Pictures{H-CES FYP2120 bit\HCES_ENCRYPT_20bi... - 1 X/
B I FEve: INRIINI * 3N I ST

CHAOS BASED BLOCK ENCRYPTOR
2@ BITS, 6 ITERATIONS

blease enter 200 set plaintext: 1 6 D G B O B8 VAOAAGR 166040829

———>PLAINTEXT{——
69 a8 B8 8 B B 8 8 9 8 0 16 8@ 8 @ 20

~—=>CIPHERTEXT{—~

211 56 162 254 211 75 189 218 118 27 228 96 168 219 183 168 148
242 131 32

wH*)DECR':'PTEB GIPHERTERT (-
r 6 # A 8 9 @ 8 8 & 8 B A B 8 16 @ B B 28

Figure 5.8: 20 bits, 6 iterations

| c:\Documents and Settings\Farhana\My Documents\My Pictures\H~CES FYP2\20 bit\HCES_ENCRYPT_20bi... - ‘[T X!

64 33 I T T 3+ 33 N all
CHACS EBASED BLOCK ENCRYPIOR
28 BITS . 7 TTERATIONS
-0 -0 -0 3o - o 00 a0 -0 o0 N0 00 o 0 M- - 1o M- - -0 - M- 0o 03
JPlease enter 2@ set plaintext: 1 B AP A B A S NG BB RGO 16 AAD 2R
] ———>PLAINTE&T{~——
ﬁ 8 B B @ A B8 § &£ 8 2 8 06 9 9 16 8 B 8 28
—=2GT PHERTERT -
-132 §i4 158 67 68 65 55 253 196 91 214 45 185 2 128 46 138 118
———>DECRYPTED CIPHERTEKT{-—
=F 8 @ 8 8 8 B 8 8 8 8 0 0 8B B 16 B @ O 28
: !

Figure 5.9: 20 bits, 7 iterations
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C) 24 SET OF PLAINTEXT

. C: \Documents and Semngs\Farhana\My Documents\Mv PICYUI’ESEH-CES FYP2\24 b1t\HCES ENCRYFT 24h| =

CHAOS BASED BLOGCK ENCRYPTOR
24 BITS. 4 ITERATIONS

Please enter 24 set plaintext: 1 0 3 O DO BB A PAPABOBI16EB0006BGO0 24

———*PLAINTE4T{—
H @ 8 8 B B @ 8 OB B B B B B O 16 B B & B B8 8 8 24

e rGCIPHERTERT {~—

E? 1b6 14 29 283 31

] ———}DEGR?PTEB CIPHERTEXT<———
:F 8 8 B 8 7 B 8§ 8 8 8@ B 8 @ 16 8 B @ 6 B8 B 8 24

Flgure 5.10: 24 bits, 4 iterations

-0

CHACS BASED BLOCK ENCRYPTOR
24 BITS . 5 ITERATIONS

Py P V- I PrErEvIel 33 DI 3.

;Elease enter 24 set plaintext: 1 B B BB OB EABONBAIBOBOEAEA 24‘

; ———3>PLAINTERT<——
L o8 8 8 8 B 8@ 8 @ @8 A B @ @ @ 16 @ B @ @ @ B A 24

———>CIPHERTERT{——

bo 84 245 34 144 1% 9?4 197 254 156 P% 115 34 245 175 143 7 126
151 115 98 13% 1 134

——>DECRYFTED CIPHERTERT{-—~
8 8 g @ 8 @ 8B 8 @ @ 8 @ @ B 16 A O B 8 B8 @ O 24

Figure 5.11: 24 bits, 5 iterations

28

176 58 163 281 1556 - 16% 223 93 9 17 236 241 236 57 112 36 136 1}
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E C:\Decuments and Settings\Farhana\My Documents\My Pictures\H-CES FYP2\ 24 bit\HCES_ENCRYPT_24bi... - ‘o
""""" 2 33 63630 PEIEN K3 363 364 3%

CHAQS BASED BLOCK ENCRYPTOR
24 BITS ., 6 ITERATIONS

Pleaée enter 24 set plaidntext: 1 P B O PV B OROEHDOAiI0BARBADD 29

——=}PLAINTERT{—
L 6 A 8 8@ 8 8B B @ P B B @ B 8 16 &8 6 8B 6 68 & & 24

———>CIPHERTEXT{——

p2e 247 27 32 217 244 108 1682 187 42 115 1i? 114 21 1318 159 18%
16 53 238 173 209 47 187

——>DECRYPTED CIPHERTERT{--- :
Il G 6 8 8 @ @ 8 0 B B B @ @ 8 16 8B B @ B O 8 B 24 0

Figure 5.12: 24 bits, 6 iterations

l C:\Bocuments and Settings\Farhana\My Documenis\My Pictures\H-CES FYPZ\24 bit\HCES_ENCRYPT_24bi... w D X(

DEFEIEMEEPEPE RN .l

CHAQS BASED BLOCK ENCRYPIOR
24 BITS . 7 ITERATIONS

3 36358 23 s s HE 262 WA 96N

Please enter 24 set plaintext: 1 A P A B O BB VRGO OEO1cAAOERBA 24

: -——>PLAINTERT<-—
it 8 @ @@ B8 @ 8@ A O O O O 16 8 @ 8 B @ D B 24

e SCTPHERT ERT -

M 414 7@ 94 &8 75 114 287 4191 149 244 121 194 238 111 14 55 2} .
B 21 172 161 57 234 185

=3 DEGRYPTED CIPHERTE{T{—
6 8 8 B B 16 8 8 B B B B 8 24 _

H @8 apaBs o p

- Figure 5.13: 24 bits, 7 iterations
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5.2 Discussion

Based on the result of compilation, the input plaintext are been successfully pass the
encryption and decryption process to get back the original plaintext data. The encryption
produces ciphertext that is difference from one to another although the input plaintext is
same. But there are some ciphertext values that been repeated and the frequency of

occurrence is not more than 2 times.

Table 5.1: Result 16 bits for all iterations.

olojo|o|o|o|a|o|oa|o|0|e

- | -
au

16 bits, 4 iterations

No 13(15) 21| 71| 83| 92| 109|115)|145| 170| 191]| 197| 218| 227| 229| 254

Freq 4] 1] 91 4] 9] 4 9 1 1 1] 1 9N 9 1 9% 1
16 bits, 5 iterations |

No 13| 69| 81| 99| 107] 108 115]| 119] 122 162| 166] 198| 211| 221| 245

\Freq 1] 1 = 1 11 4] 1 11 3 | T | S
16 bits, 6 iterations -

No 9|10|31|41| 75| 82| 97|113|155]| 159| 173| 203| 227| 243| 245| 252

Freq 1 8l 91 9 1 1 1 1 1 5 % 1 fl 3B "%
16 bits, 7 iterations

No 23|35/ 62| 68| 76| 87|104|106] 134] 157] 191] 203] 227] 229] 230] 237

Freq 1. 91 31 % 91 1 1 ;[ 1 ; ) [ | B | (. | |
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Table 5.3: Result 20 bits for all iterations.

1
0
]
0
0
0
Q
8
0
0
0
0
0
0
0
16
0
0
0
20

20 bits, 4 iterations |
 [Ne 1| 3] 7] 8] 20] 38[ 97]118]125[130] 141] 142] 151] 152] 161] 189[ 216] 230] 235
|Freq AL a o oo o) o o] o] of of o] o] o] 9] 1] 11
20 bits, 5 iterations .
~ [No 9110{19] 32| 40[ 52| 67| 84]102] 128] 164] 167] 168] 174] 178] 201] 210] 228
g [t 0] o[ 1[ 1] o] o[ of 1] o] 1] ff 12 1] 1]
20 bits, § iterations | | | |
 [No 27[32]56] 75] 96]103] 109] 118] 131] 148] 162] 168[ 211] 218] 219[ 220[ 242[ 254
Freq 11 4] ] 1] 1] of of 1f 2 2 1 1] 4] 1] 1
20 bits, 7 iterations

g
-
&
&
b
s
&K
2
-

118{ 120{138] 150] 185] 195] 196| 214] 253( 254
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Table 5.5: Result 24 bits for all iterations.

i
(1]
o
o
[1]
0
3]
8
o
[1]
o
8]
o
[v]
(]
16
2]
5]
1]
a
[}
[1]
[*]
24

Table 5.6: Analysis result 24 bits for all iterations.

93] 112] 117] 136 155] 156] 163] 164] 171] 176] 201] 203 223 230 236 241]
EEEEEEEEEEEE R

bits, diterations
[No EEEEEE)
[Freq [ a[ a0 A 2 [ [ [ 1

Mbits, 5iterations ' S - - ) -

e IR EEEDEEEEEELE EEEE
[Freq [ A A2 A A ] 9 o] o a7 o[ o[ 9 9] 9 9] 9 1 ,

24 bits, § ierations
Tho w|n[zi[32] 42| a7] &3] 102[ 10| 108] 110 11a] 115] 117] 120] 159] 173 187 188[ 208] 217] 230 242 247
IR EE

EEEEEEEEREEEEEEE N

4 bits, T iterations
Ho 14] 1] 55] 57 58[ 70] 75] sa[111[114[121]149] 161] 172] 185[191] 207] 210] 231] 234] 238 244
Freq | 1| 1) 1] 1 I I I (EEE EEEEEK

-

L
-
—

Based on the round of iterations been tested, all of the plaintext data can be recovered

back to its original plaintext without having any error. So the system is reliable for encryption
and decryption process.
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CHAPTER 6
CONCLUSION AND RECOMMENDATION

6.1 Conclusion

Based on the method use in proposed encryption technique, Hybrid Chaotic Encryption
Scheme (H-CES) is easier to implement and offer less computational complexity compare to
Advanced Encryption Standard (AES). At the same time, H-CES also can provide protection

for the user data from any unwanted viewer.

As a conclusion, this project is very interesting and very useful in daily life especially
for those who need to transmit sensitive data and need very high security level to protect it

from unauthorized peopie.

6.2 Recommendation

For the recommendation purpose, the way of writing the C-language coding can be
improve in order to make it more easier to understand and can offer much less computational

complexity.

In the reality cases, the proposed encryption technique also can be implemented for

image encryption to hide any image type such as JPEG and BMP types of images.
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APPENDIX A
H-CES CODING (16 BITS, 4 ITERATIONS)

J e S L e

CHAOS BASED BLOCK ENCRYPTOR 16 BITS, 4 ITERATIONS,
FARHANA BT SARIN 5728

T T T L

#include <conio.h>
#include <stdio.h>

#include <math.h>
#include <sidhib.h>

JERREK KRR R AR EEFEEFRERFEFFFFRR KRR ERREEREETFF N RAF R

Here the declamation of the functions starts
****\!*#t***’F’F*****************************‘P#***********I
void plem_init(int);
float plem(float ic,float p);
unsigned short int gen_log_map(unsigned short int yi);
unsigned short int getSBox Value(int num};
unsigned short int getSBoxInvert(int num},
void init¢void),
void start_encrypt(void);
void start_decrypt(void);

J8 SRR AR R TR R AR SRR BRI EERETRITERTIRR IR R A b RN HRE
Here the declaration of the Global Variables starts

B e e R e e s E LT

,'k*#*t**t*****#****t**#t**t*t**IHK***M**i***kttt*****t****’l**‘k!*

This is the 128bit key

FEEEERERREFIFEFRRREERERREREREF ¥ FEEEEEEE]

static ungigned short int key[16}={0,1,2,3,4,5,6,7,8,9.10,11,12,13,14,15};

/ kxkRkkkkkkkkEk * * R EE AR RSk

The 16 initial conditions extracted from the 128 bit key
********t*****lﬂt*k******!Hlk*****##*t*******3#****************!‘l‘j

static float IC{16]={0.0.0.0.0,6.0,0,0,0,0.0.6,0,0.0}:

/******4#****************l***#****t*#*****t*t*#****#***********1
The extracted 8-bit values from 16-PLCMs

****1****#*#*****#*#****#******#*##H**#*#*#********#****#***#*[

fthe following variable stores 64 8-bit extracted vaiues form the plem, used for masking ( or key).

static unsignied short int
out{64}={0,0,0,0,0.0,0,.0.0.0,0,9,0,0,0.0,0,0,0,0,0,0,0,0.6,0,0,0,0,0,6,0,6,0,0,0,0,0,0.0,6,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,6,0.6.0,0};

Fea L T L L L e L L L s P
The 16 control parameters for a bank of 16-PLCMs

Aok A N AR R K FEE R RRAERER R it

static float p_control[16}={0.15,0.17,0.188,0.199,0.222 0.444,0.143,0.23,0.235,0.444,0.48,0.222,0.123,0.456,0,33,0.35};

Fhhd il * REEERERERRE TR R R RET RN LR

The 128-bit plaintexts and ciphertexts
t**t**tlﬂt*IIIHHIUI****t#t***##*****‘*l******ttt****#*****#***t*i**/
unsigned short int plaimext{16]={0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0};
unsigned short int ciphertext[16]={0,0,0,0,0,0,0,0,0.0.0,0,0,0,0,0};
unsigned short int dec_ciphertext[!16}={0,0,0,0,0,0,0,0,0,0,0,0,0.0,0,0}; // this array is for to store the decrypted ciphertext

void main(void)
int k=0,

// Here request user to enter data
printﬂ‘l*r****k***t***t**!*t****t*i**************#*8*#********kt**********");
printf("n");
printf{"\n");
priotf{" CHAOS BASED BLOCK ENCRYPTOR"Y;
printf{"n");
printf{" 16 BITS , 4 ITERATIONS"),
printf{"n");
printi("\]l“)‘,

printﬁ"**#********************************t***t*******#**************t***")-
>

LTS



printf{"a"Y;

printf{"n"};

pl'intﬂ l!\nll);

printf{"Please enter 16 set plaintext: ");

scanf{"%d Yod %d %d %ed %d Yed Y%d %d %d Y%d Yed Y%d %d Y%d %d",

&plaintext[0] ,&plaintext1] ,&plaintext[2] &plaintext|3] ,&plaintexif4], &plaintext{5] ,&plaintexi{6] ,&plaintext{7] ,&plaintexi[8],
&plaintext[9] ,&plaintext[10],&plaintext[11], &plaintext] [2], &plaintextf13], &plaintext[14], &plaintext[15]);

#Clear the screen */
Helrser();
/* Initialization function®/
init();
/* After initialization start encryption*/
start_encrypt(};
/* Start decryption*/
start_decrypi();
printR"n";
p]’i]’ltﬁ"\l'l");
printf{"n");
pl'ii'ltf(“\l'l");
printf(" —>PLAINTEXT<—\n'n"),
for(k=0;k<16:k++)
{

}

printf("n");

Pﬂntf("\ll“ );

printf{"n");

printi{"n");

printf("n";

printf{(" —>CIPHERTEXT<—'n'n"};
for(k=0;k<16:k++)

printf{*%d ”,plaintext[k]);

print"%d " ciphertext[k]);

printf("\n"),

print("\n");

prinﬂ'(ll\]]!l);

printf"a");

pﬁnﬁtﬂ\nlr);

printf{" —~>DECRYPTED CIPHERTEXT<—\n");
for(k=0k<16;k++)

{
printf{"%d " dec_ciphertext{k]);

}
geteh(),
}

void init(void)

1* Maping the 8-bit key value to a teal number in the interval (0,1 )%/
int =0,
for (i=0;i<16;i++H)

ICliJ=key[1]/256;

void start_encrypi(void)

{

/* This is the counter for the nwnber of rounds of HCES */
int counter=0,

int 3=0;

it k=0;

int index;

int m;

unsigned short int temp[16]-{0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0};

e

unsigned short int roundkeyf16}={0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,6};

/* The following Joop assigns plaintext to temp*/
for (k=0;k<16k++)
{

temp[k]=plaintext[k];
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}
m=4; /* Extract 4%128 bit values*/
plem_init(m}, /#* Function call inorder to extract 4*128 bit key stream®/
index=0;
for {counter=0;counter<4;couniert+)
for (k=:k<16:k+)
{
roundkeylk]=out[index];
index=index+1;
¥
for(i=0;j<16;j++)
{
if (7=0})
{
templjl=getSBox Value(templj1};

else

temp(j=getSBox Vatuc(templjl)*gen_log_map(roundkey(ji*temp{j-11);
}

tempfO}—tempf0]*zen_log map(temp| I 5] roundkeyj0});

}

{* The following loop assigns the final round output to the ciphertext array*/
for (k=0:k<16k++)

{

ciphertext{k]=templk};
i
void start_decrypt(void)
{
/* This is the counter for the nurnber of rounds of HCES */
int counter=0;
int =0,
int k=0;
int index;
unsigned short int temp{161={0,0,0,0,0,0,0,0,0,0,0,0,0,0,0.0};
unsigned short im R_temp[16}={0,0,0,0,0,0,0,0,0,0.0.0,0,0,0,0};
unsigned short int roundkey[16]={0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0};

* The foltowing loop assigns plaintext to temp*/
for (k=0;k<16;k++}

tempfk F=eiphertext[k];

index=63;/* for decryption, index will start from 63, while for encryption it will start fiom 0%/
for {counter=0;ceunter<4;counter+)

for (k=15k>=0.k--)

roundkey[ki=out{index];
index=index-1;
}
for(j=0;j<16;++)
{
if (j==0)
R_tempfj[=(tempfj]y*gen_Jog_map(roundkey[j]™temp]15]); / produces sx0
h
else
{
if (j==1)
{ .
R_templjl=getSBoxInvert(temp[j}*gen_log_map(roundkey[j1"R _temp[0]});
/fproduces x1
h
else
i

R_temp{jj=getSBoxInvert(temp[j}*gen_lop,_map{roundkeyij}™empfj-1 1),
Hproduces xj, except x0 & x1
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}
R _temp[0}=getSBoxinvert(R_temp[0]); //produces x0

#Re inttialize the temp array, it serves as ciphertext for the next round of decryption*/

for (k=0k<16;k++)
{
tempfk]=R_tempik};
}
/* The following loop assigns the final round ousput to the dec_ciphertext amay*/
for (k=0;k<16;k++)
dec_ciphertext{ki=templk};
H
}
void plem_init(int m)
int i=0;
unsigned short int femp=0;
int k=0;
int couni=0;
for (k=0; k<m; k++}
{
for (i=0; i<i6; i++)
IC[i}=plem(iC{il,p_control[i]);
temp=IC[i}*100000;
temp=temp % 256;
out[count}=temp; /* This is 8-bit Extracted Value */
count=count+1;
H
}
¥
float plem(float ic, float p}
int flag=0;
float temp=0;
while(flag=0)
{
if (0<=ic <=p)
{
temp=ic/p;
flag=t;
}
else if{ p<=ic<=0.5)
{
temp=(ic-p)(0.5-p);
flag=1;
}
else
{
ic=l4c;
}
}
retum temyp;

}
unsigned short int gen_log_map(unsigned shott int vi)

{

/*The following function implements the Generalized Logistic Map */
unsigned short int resuft=0;

float t_result=0;

char c;

t_result= floor ((yi * ( 256-vyi} /64));
ifit_result < 256)

result=t_result;

}

20



else
result=255,

return result;

j

unsigned shori int getSBox Value(int num)

{
unsigned short int sbox{256] = {
/i 1 2 3 &4 5 6 7 8 9 A B C D E F
0x63, 0x7c, 0x77, Ox7b, Oxf2, Ox6b, 0x6f, Oxc5, 0x30, 0x01, 0x67, Ox2b, Oxfe, Oxd7, Oxab, 0x76, /1O
Oxca, Bx82, e, Ox7d, Oxfa, 0x59, Oxd7, 0xf0, Oxad, Oxdd, Oxa2, Oxaf, 0xS¢, Oxad, 0x72, Uxcl, /1
0xb7, Oxfd, 0x93, 0x26, 0x36, 0x3f, Oxf7, Oxcc, 0x34, Oxa5, OxeS, 0xf1, Ox71, Oxd8, 0x31, Ox15, /2
0x04, 0xc7, 0x23, Oxc3, 0x18, 0%96, Ox03, 0x9a, 0x07, Ox12, (x80, Oxe2, Oxeb, 0x27, 0xb2, 0x75, /3
0x09, 0x83, 0x2c, Oxla, Ux1b, Oxbe, Ux5a, Oxad, 0x52, 0x3b, Oxd6, 0xb3, 0x29, Oxe3, Ox2f, Ox84, /4
0%53, Oxd1, 0x00, Oxed, 0x20, Oxf, Oxbl, 0x5b, Ox6a, Oxcb, Oxbe, 0x39, Ox4a, Oxdc, 0x58, Oxcf, /5
0xd0, Oxef, Oxan, Oxfb, 0x43, Oxdd, 0x33, 0x85, 0xd5, Oxf%, 0x02, O0x7{, 0x50, Ox3c, 0x9f, Oxa8, /6
0x51, 0xa3, 0x40, 0x8f, 0x92, 0x9d, Ox38, Oxf5, Oxbce, 0xb6, Oxda, 0x21, 0x10, Oxdf, Oxf3, Oxd2, /17
Oxed, 0xOc, 0x13, Oxec, Ox51, 0x97, Oxd4, Ox17, Oxed, Oxa7, OxTe, Ox3d, Ox64, 0x5d, 0x19, 0x73, /18
0x60, 0x81, Ox4f, Oxdc, 0x22, Ox2a, 0x90, 0x88, 0x46, Oxee, Oxb8, Ox14, Oxde, 0x5e, 0x0b, Oxdb, /9
Oxe0, 0x32, Ox3u, 0x0a, 0x49, 0x06, Ox24, Ox5¢, Oxc2, Oxd3, Oxac, 0x62, 0x91, 0x95, Oxed, 0x79, /1A
Oxe7, Oxcl, 0x37, Ox6d, Ox8d, Oxd3, Oxde, Oxa9, Ox6c, 0x56, Oxfd, Oxea, Ux65, 0x7a, Oxae, Ox08, /B
Oxba, 0x78, 0x25, 0x2e, Ox1¢, Oxab, 0xbd, Oxcé, Oxe8, Oxdd, 0x74, Ox1£, Dxdb, Oxbd, 0x8b, 0x8a, //C
0x70, 0x3e, Oxb3, 0x66, 0x48, 0x03, 0xib, OxO¢, 0x61, 0x35, 0x57, Oxb2, 0x86, Oxcl, Oxid, 0x9¢, /D
0xel, 0xIB8, 0x98, 0x11, Ox69, Oxd9, Ox8e, 0x94, 0x9b, Ox1e, Dx87, 0xe9, Uxce, 0x55, 0x28, Uxdf, //E
Ox8c, Oxal, 0x89, Ox0d, Oxbf, Oxe6, 0x42, 0x68, Ox41, 0x99, 0x2d, O0x0f, Oxb0, (x54, Oxbb, 0x16 }; /F
return sbox[num];

¥

unsigried short int getSBoxInvert(int num)

{

unsigned short int rsbox{256] =

{ 0x52, 0x09, (x6a, Oxd5, 0x30, 0x36, Oxas, 0x38, Oxbf, 0x40, Oxa3, (x9e, Ox81, 0xf3, Oxd7, Oxfb
, Ox7c, Oxe3, 0x39, 0x82, 0x9b, 0x2f, Ox{T, 0x87, Ox34, Ox8c, 0x43, Ox44, Uxc4, Oxde, Oxe9, Oxcb

, Ux54, 0x7b, 0x94, 0x32, Oxab, Oxc2, 0x23, 0x3d, Oxee, Oxdc, 0x95, Ox0b, 0x42, Oxfa, Oxc3, Oxde
, 008, (x2e, tial, 0x66, 0x28, 0xd9, 0x24, Oxb2, 0x76, 0x5b, Oxa2, 0x49, Ox6d, 0x8b, Oxdl, Ox25
, OX72, 0x{8, Oxf5, 0x64, 0x86, 0x68, 0x98, 0x16, Oxd4, Oxad, OxSc, Oxce, 0x5d, 0x65, 0xb6, 0x92
, O%6c, 0x70, 0x48, 0x50, Oxfd, Oxed, OxbS, Oxda, Ox5e, 0x15, O0x46, 0x57, Oxa7, 0x8d, Ox9d, 0x84
, 0x90, Oxd8, Oxab, 0x00, 0x8e, Uxbe, Uxd3, 0x0a, 0x{7, Oxed, 0x58, Ox05, 0xbB, Oxb3, 0x43, (0x06
, 0xd0, Ox2c, Oxle, Ox8f, Oxca, Ox3f, 0x0f, 0x02, Oxcl, Oxaf, Oxbd, 0x03, 0x01, 0x13, Ox8a, 0x6b

, 0x3a, 0x91, Ox11, 0x41, Ox4f, 0x67, Oxde, Oxea, 0x97, 0xf£2, Oxcf, Oxce, O0xf0, 0xb4, Oxeb, 0x73

, 0x96, Oxac, 0x74, 0x22, Oxe7, Oxad, 0x35, 0x85, Oxe2, 0x%, 0x37, Oxe8, Oxic, 0x75, Oxdf, Ox6e

, 0x47, 011, Oxla, 0x71, Ox1d, 0x29, Oxc5, 0x89, 0x6f, 0xb7, 0x62, Ox0e, Oxaa, Ox18, Oxbe, 0x1b

, Oxfc, 0x56, 0x3e, Ox4db, Oxch, Oxd2, 0x79, 0x20, 0x9a, Oxdb, Oxcl, Oxie, 0x78, Oxcd, Ox5a, Oxf4

, Ox1f Oxdd, Oxa8, 0x33, 088, 0x07, Oxc7, 0x31, Oxbl, 0x12, 0x10, 0x59, 0x27, 0x80, Oxec, OxST
, Dx60, 0x51, Ox7f, Oxa9, 0x19, Oxb5, Oxda, Ox0d, 0x2d, Oxe5, Ox7a, 0x91, 0x93, Oxc9, Ox9¢c, Oxef

, 0xa0, Oxe0, 0x3b, Ox4d, Oxae, Ox2a, OxI3, Oxbl), 0xc8, Oxeb, Oxbb, Ox3¢, 0x83, 033, 0x99, 0x61

, Ox17, 0x2b, 0x04, Ox7e, Oxba, Ox77, 0xd6, 0%26, Oxel, 0x69, 0x14, 0x63, 0x35, 0x21, OxOc, 0x7d };
return rshox[num}];

!
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APPENDIX B
H-CES CODING (16 BITS, 5 ITERATIONS)

Fidd EEZ AL S 2] ek kR R kR R ROk d kAR AR Aok Aok R kR

CHAOS BASED BLOCK ENCRYPTOR 16 BITS, 5 ITERATIONS.

FARHANA BT SARIN 5728
**#****#**t***k***k*t***#****#*****k**##lk*8*tll'********#**t***t****#t**#/
#include <conioh>

#include <stdio.i>

#include <math.h>

#include <stdiib.h>

I‘*#’F#***#*** Sk ok EF R R R Rk ok R KRR SRR R E kRS

Here the declaration of the fanctions starts
FREkrERFERERERrEREorkEskk Rk bk Fiviﬂlill
void plem_init(int);
float plemifloat ic,float p);
unsigned short int gen_log_map(unsigned short int yi},
unsigned shert int getSBox Value(int num},
unsigned short int getSBoxInvert(int num);
void mit(void);
void start_encrypi(void);
void start decrypt(void),

/* sexdekiiekdor ook ik kil R kEkr Rk EbkEionk kbR kRl Er Rk R FE R Rk
Here the dectaration of the Global Variables starts

* AL /

JEEREHOECRORE R SRR O OO R EE R ROy

This is the 128bit key

R i)

static unsigned shost int key[16]={0,1,2,3,4.5.6,7,8,9,10,11,12,13,14,15};

/********S#*****t***t**#*****#*#’F***t**#t#**t**********?***t*t*#

The 16 initial conditions extracted from the 128 bit key

AR ERAERFR R EFREERIRERIEREROREFER R F R RO E R kLR Rk Rk R F Rk |

static float IC[16}{0,0,0,0,00,0.0,0,0.0.00.0.00};

JEEERRREERORR R EE R R F R ER R R R R R R R R ER Rk

The extracted 8-bit values from 16-PLCMs
FEREEERSEEBAFEFRFEF LR TR EEFEFEFFFEFE "*f’*****/
/#the following variable stores 80 8-bit extracted values form the plem, used for masking ( or key).
static unsigned short int owt[80];

R R e Ok R R R R R R R R R R R R R RO E R R ok ok

The 16 control parameters for a bank of 16-PLCMs

Aok kR /

static float p_control[16]={0.15,0.17,0.188,0.199,0.222,0.444,0.143,0.23 0.235,0.444,0.48,0.222,0.123 0 456 0.33,0.35};

i e s et T FEERE P

The 128-bit plaintexis and ciphertexts
***t******tt*******Ilt***t*****#*****##*t#*t*i*t****t******tt*t*/
unsigned short int plaimext[16]={0,0,0,0,0,0,0,0,0,0,0.,0,0,0.0.03;
unsigned short int ciphertext[16]={0,0,0,0.,6,0,0,0,0,0,0,0,0,0,0,03;
unsigned short int dec_ciphertext{16]={0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0}; // this array is for to store the decrypled ciphertext

void main(veid)

iﬁt k=0;
/f Here request user to enter data
e e bkl o e Y
print{"n"),
printf{™a");
printf{" CHAOS BASED BLOCK ENCRYPTOR");
print{ "),
printf* 16 BITS , 5 ITERATIONS"};
printf{"\n");
printf(*n"y,
pﬂn Li2 222222222t 22 22 2l ] & n);
printf{"0"y,
prind{"n");
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printfl"a";

printf{"Please enter 16 set plaintext: "),

scanf{"%%d %d %d %d %d %d %d Y%d Y%ed %d %d %d %d %d %d %d”,

&plaintexi[0] ,&plaintext[1] ,&plaintext{?] ,&plaintext[3] ,&plaintext[4], &plaintext]5] &plaintext[6] &plaintext[7] . &plaintext{8],
&plaintext[9), &plaintext{10], &pkaintext{11], &plaintextf1 2] &plaintext[13], &plaintext[14], &plaintext{15]);

/*Clear the screen ¥/
Helsser();
/* Initiatization function®/

init();,

/* After initialization start encryption®/
start_encrypt();

{* Start decryption®/

start_dectypi();

printi{"n"});

printf"a");

printf("n’);

printi("n");

printf(" ~->PLAINTEXT<—\n\n"};
for(k=0rk<16:k++)

printil"%d " plaintextfk]);

}
printf("a");
et
print("n"),
print{*\n");
pnnﬁ(“\n " );
Jujiiiie —->CIPHERTEXT<---\n\n"),
for(k=0:k<16;k++)
{
prirtf("%d " ciphertext{k]),

H
printf(*n")
print("\n");
printi("n");
printf("n");
printi( "y,
printi{" -->DECRYPTED CIPHERTEXT<---\n"});
for{k=0;k<16;k++)
{
printf{"%d ",dec_ciphertext[k}};

'
getch(),
}

void init(void)

/¥ Maping the 8-bit key value to a real number ir the interval (0,1
int i=0;
for (IF0;i<16;i++)

Clij=key[i}256;

void start_encrypt{void)

{

7% This is the counter for the number of rounds of HCES ¥/

int counter=0;

int j=0;

int k=0,

int index;

it m;

unsigned short int temp{16}{0,0,0,0,0,0,0,0.0,0,0,0,0,0,0,0};
unsigned short int roundkey]163={0,0,0,0,6,0,0,0,0,0,0,0,0,0.0,0};

/* The following loop assigns plaintexi to temp*/
for (k=0;k<16;k++)

temp{k}=plaimextik];
}

m=5; /* Exttract 5*128 bit values*/
plem_init{m); /* Function call inorder o extract 5*128 bit key stream*/
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index=0;

for {counier=0;counter<S;counter++)
for (k=0:k<16;k4+)
{

roundkey[k=out]index];
index=index+1-,

n}“nr(i=0;i<l 64+)

{ if =0}
{ templij=getSBoxValue(temp(j]);
else

temp[j=getSBoxValue(iempfj]) gen_log_map{roundkey{j}™emp(j-11);

temp{0]=temp{0}*gen_log_map(temp{15]*roundkey[0]);

/* The following leop assigns the final reund output te the cipheriext array*/
for (k=0;k<16;k++)
{

ciphertext[k]Fternp[k];

}

void start_dectypt{void)
{
* This is the counter for the number of rounds of HCES */
inl counter=0;
int =0;
int k=0;
int index;
unsigned short int temp[16]={0,0,0,0,0,0,0,0,0,0,0,0,0.0,0,0};
ungigned short int R_temp|16]={0,0,0,0,0,0,0,0.0,0,0,0,0,0,0,0};
unsigned shott int roundkey[161={0.0.0,0,0,0,0,0,0.0,0,0,0,0.0,0};

/* The following Joop assigns plaintext to femp*/
for (k=0:k<16:k+t)

temp{k]=ciphertexifk];
H

index=79;/* for decryption, index will start from 79, while for gncryption it will start fiom 0%/
for {counter=0;counter<3;counter++)

for (k=15;k>=0;k--)
{

roundkeyfki=out{index};
index=index-1;
}
for(=0;j<16,7++)
{
if (j==0)
{
R_templfl=(templily*gen_log_map(roundkey[j}*temp[15]); // produces sx0
H
eise
{
if (=1}
{
R_templjj=getSBoxInvert(templj]"gen_log map(roundkey[j|*R_temp[CT}},
// produces x!
}
else
{
R_temp(jl=getSBoxinvert(iemp[j}*gen_log_map(roundkey[jJMemp[-11));
Hproduces xj, except x0 & x1
}
}
H

R_temp[Gl=getSBoxInvert(R_temp[0]); /produces x0
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/*Re initialize the temp array, it serves as ciphertext for the next round of decryption*/
for (k=0;k<16:k+)

templk}=R_templk];

}
/* The following loop assigns the final round output to the dec_cipheriext array®/
for (k=0;k<16:k++)
{
dec_ciphertext[k]=temp{k];
t
}
void plem_init(int m)
{
ing i=0;
unsigned short int temp=0;
int k=0;
int count=0;
tor (k=0; k<m; k++)
{
for (iF0; i<16; i++)
{
IC[i]=plem{IC[i],p_controlfi]),
temp=ICHT*100060;
temp=temp % 256;
out{countf=temp;  /* This is 8-bit Extracted Value ¥/
couni=count+1;
}
i
}
#loat plemy(float ic, float p)
{
int flag=0;
float temp=0;
while(flag==0)
{
if {0<=i¢c <=p}
{
femp=ic/p;
flag=1;
}
else if] p<=ic<=).5)
{
temp=(ic-p)/(0.5-p);
flag=1;
}
else
{
te=1-ig;
}
}
seturn temp;
}

unsigned short int gen._log_map(unsigned shoit int yi)

{

/*The following function implements the Generalized Logistic Map */
unsigned short ing result=0;

float t_result=0;

charc;

t_result= floor ({yi * ( 256- yi) /64));
if (t_result < 256)

result=t_result;

}
else
result=253;
}
return result;
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APPENDIX C
H-CES CODING (16 BITS, 6 ITERATIONS)

FEREEERER RO R EEER R E R R SRR kR R R R Rk R Rk

CHAOS BASED BLOCK ENCRYPTOR 16 BITS, 6 ITERATIONS.

FARHANA BT SARIN 5728
*********#*******t***#***Jl#**t****l****t*******#*t*****#****#**********I‘
#include <conio.h>

#include <stdio.h>

#include <math.h>

#include <stdlib.h>

/* AR AR R T A R R R R NOR R RO A A e e

Here the declaration of the functions starts
el S S T L L L Ty
void plem_infi(int),
float plem(float ic,float p);
unsigned short int gen_log_map{unsigned short int yi);
unsigned short it getSBox Value(ini num);
unsigned short int getSBoxInvert(int num),
void init{void),
void start_encrypt{veid),
void start_decrypt(void);

/ * T SR
Here the declaration of the Global Variables starts

T e P P T ey 1 T T e e )

[EEEEEEEE R LR R RNk RN bbb Rk bRk A

This is the 128bit key

t**k*#*****t****#***********t#***k**#t#t********t*****t***kt**t/

static unsigned short int key[161={0,1,2,34,5,6,7,8,9.10,11,12,13,14,15};

]****#***4‘****#*******’HUHI*#***************t********t********t**

The 16 initial conditions extracted from the 128 bit key

L e T ey Py

static float IC[16]={0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0);

/*******lt*#lk****-*#****#t#*#************#*i***t*tti**#***t******
The extracted 8-bit values from 16-PLCMs

R e L S L e Y
#the Tollowing variable stores 96 8-bit extracted values form the plem, used for masking ( or key).
static unsigned short int out{96);

e T e R e e AR R

The 16 conirol parameters for a bank of 16-PLCMs

******it**#****i*******!#***l***i****t***tt***t***#***#***#****/

static float p_control{16]={0.15,0.17,0.188,0.199,0.222 0,444 0.143,0.23,0.235,0.444,0.48,0.222.0.123,0.456,0.33 0.35};

SEEEERE R R REEREE R RE R R R ROk kR R R R AOR RS Ak R doR

The 128-bit plaintexts and ciphertexis
o kR TR EERFHREE AR
unsigred short int plaintext{16}={0,0,0,0,0,0,0,0,6,0,0,0,0,0.0,0};
unsigned short int ciphertext[16]={0.0,0,0,0,0,0,0,0,0,0,0,0,0,0,0};
unsigned short imt dec_ciphertext{161={0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0}; // this array is for to store the decrypted ciphertext

void main(void)
t
int k=0,
// Here request user to enter data

primﬂ"utu***ﬂw**n*******nu*#*utuun*uuuw*u*ﬂ***n***nn");
printf{ "n"),

printf("a");

intf" CHAOS BASED BLOCK ENCRYPTOR"),

pﬁntﬂll\nll);

printf{" 16 BITS , 6 ITERATIONS"Y,

primtf{"a")

printi("\n"),
pﬂnﬂ{"a#*ttt#t**#tt*#*t*t**tt**#t*ttt***t*******t***tt***#****#****:*t#*");
printl{"n"};

printf("n");

printf{"\n");
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printf{"Please enter 16 set plaintext; ");

scanf("ed %od %d %%d %ed %d Yad Yd Y%d %d %d %6d %6d %d Yed %d"”,
&plaintext{0] &plaintext[1] &plaintext{2] &plaintext[3] ,&plaintext[4],
&plaintext5] &plaintext{t] ,&plaintexi[7] ,&plaintext[8] ,&plaintext[9],
&plaintext[10), &plaintextf11],&plaintext[12] &plaintext[13],&plaintext[14],
&plaintext{15]);

FAClear the screen */
Helrser();
/* Inatialization function*/
mit(),
/* After initialization start encryption®/
start_encrypif);
/* Start decryption*/
start_decrypt();

print"n";
printf{"\n";
print{"n";
printf{"n");
printi{" ~—>PLAINTEXT<—\n\n"),
for(k=0:k<16:k++)
{
print{"%d " plaintext[k});

printf("n’");
printf("n");
print{"n"},
primti{™n"};
printf{"n");

prin
for(k=0;k<16;k-++}
{

—>CIPHERTEXT<---w'wi");
printf{("%d ".ciphertext{k]),

printi{"\n");

printf("\n"};

printf(™n");

print("\n");

printf( Il\n Il);

printf{® —>DECRYPTED CIPHERTEXT<-—\n");
for(k=0;k<16;k++)

{

printf{("%d ".dec_ciphertext{k]);

getchg);
}

void init{void)

#* Maping the 8-bit key value to a real number in the interval (0,1)%/
int =0;
for (i=0;1<16;i++)

IC[i]=key[i]/256;

'
veid start_encrypt(void)

{
/* This is the counter for the number of rounds of HCES */
int counter=0;
int j=0;
int k=0
int index;
int m;
unsigned short int temp[16}=£0,0,0.0,0,0,0.0,0,0,0,0.0,0,0 0},
unsigned short int roundkey[161={0,0.0,0,0,0.0,0,0,0,0,0,0.0,0.0};
* The following loop assigns piaintext to temp*/
for 0= k<16:k++)
{
templk]=plaintext[k];

m=5; /* Extract 6*128 bit values*/

plem_init(my); /* Function call inorder to extract 6*128 bit key stream®/
idex=0,
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for (counter=0;counter<é;counter++)
tor (k=0:k<16:k+)

roundkey[k]=out[index],
index=index+1;

lior(i=0;i<15;j"+)
if (=0)
¢ templjj=getSBox Value(tempfi]);
else

templjl=getSBox Value(temp[il)*gen_log_map(roundkeyfj] temp[j-1]);

temp{0]=temp[0]*gen_log_map{temp{15] roundkey[0]),

i

/* The foltowing loop assigns the final round output to the ciphertext armay*/
for (k=0k<16:k4+)

£

ciphertext{k}=temp[k];

}
void start_decrypt{veid)

/* This is the counter for the number of rounds of HCES */

int counter=0;

int 7=0;

int k=0,

int index;

unsigned shert int temp[161={0,0,0,0,0,0,0,0,0,0,0.0,0,0,0.0};
unsigned shorl int R_temp[16}={0,6,0,0,0,0,0,0,0,0.0,0,0,0.0,0};
unsigned short int roundkey]16]+{0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0};

* The tollowing loop assigns plaintexi to temp*/
for (k=0;k<16;k++}

tempikj=ciphertext{k};

index=95;/* for decryption, index will start from 95, while for encryption it will start from 0%/
for {counter=0;counter<6;counter++)

{
for (k=15 k>=0;k—}
{
roundkey[k]=out[index];
index=index-1;
}
for(7=0;j<164++)
it ==0)
R_temp{i=(temp{jly*gen_log_map(roundkey[j] temp( 151y, // produces sxd
}
sise
{
if ==1)
R_tempjjI=getSBoxInvert{temp{i]“gen_log_map(roundkeylj}"R_temp{0]}};
// produces x1
'
else
{
R_templj}=getSBoxInvert(temp[jl*gen_log_map{roundkey[;] temp(j-11})
fproduces xj, except x0 & x1
}
¥

R_temp[0]=getSBoxInvert(R_temp[0]); //produces x0

f*Re mitialize the temp array, it serves as ciphertext for the next round of decryption*/
for (k=0;k<16:k++)
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tempfk}=R_temp[k];

}
}
/* The following loop assigns the final round output to the dec_cipherext array*/
for (k=0;k<16;k++)
{
dec_ciphertextfki=tempik];
¥
}
void plem_init{int m)
{
int i=0;
unsigned shert int temp=0;
int k=0);
int count=0);
for (k=0; k<m; k-++)
{
for (i=0; i<16; i++)
IClif=plem{IC{i],p_controifi});
temp=IC[i}*100000;
temp=temp % 256;
outfcount]=temp; /* This is 8-bil Extracted Value */
coutit=court+1;
H
}
}
float plem(ficat ic, float p)
int Aag=0;
float ternp={;
while(flag=0)
{
i {0<=ic <=p}
{
temp=ic/p;
flag=1;
}
else iff p<=ic<=0.5}
{
temp={ic-p)(0.5-p);
flag=1;
}
else
{
iC=1-ic;
}
}
returmn lemp;
¥

unsigned shori int gen_log_map(unsigned shor int yi)
i
/*The following function implements the Generalized Logistic Map */
wasigned short int resul=0;
float t_result=0;
char ¢,
t_resuit=floor ((yi * { 256-yi) /64)},
ifft_result < 256)

{
result=t_result;

}

else
resuit=255;

retusn result;

}
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unsigned short int getSBoxValue(int num)

{

unsigned short int sbox[256] = {

10 1 2 3 4 5 6 7 8 9 A B C D E F

0x63, O0x7c, 0x77, Ox7b, 0xf2, 0x8b, 0x6f, Oxc5, On30, 0501, 0x67, 0x2b, Oxfe, Oxd7, (hab, 0x76, /10
Oxca, 0x82, OxcS, 0x7d, Oxfa, 0x59, 0x47, 0x10, Oxad, Oxd4, Oxa2, Oxaf, 0x9¢, Oxad, 0x72, Oxc, /71
Oxb7, Oxfd, 0%93, 0x26, 0x36, 0x3f, Oxf7, Oxee, 0x34, Oxa5, OxeS, Oxfl, 0x71, Oxd8, O0x31, 0x15, /2
Ox04, Oxe7, 0x23, Oxe3, 0x18, 0x96, 0x03, Ox9a, 0x07, 0x12, Ox80, Oxe?, Oxeb, 0x27, Oxb2, 0x73, /13
000, Gx83, Ox2c, Oxta, Oxib, Oxbe, GrcSa, Oxa0, 0xS52, 0x3b, Oxd6, 0xb3, 0x20, Oxe3, Ox2f, Ox84, /4
0x53, Oxd1, 0x00, Oxed, 0x20, Oxfe, Oxbl, 0x5b, O0x6a, Oxcb, Oxbe, 0x3%, Oxda, Oxde, 0x58, Oxef, /5
0xd0, Oxef, Oxaa, Oxfb, 0x43, Oxdd, 0x33, 0x85, 0x45, 0xf, 0x02, Ox7£, 0x50, 0x3c, OxOf, Oxa8, /6
0x51, Oxa3, 0x40, OxBF, 0x92, 0x9d, 0x38, Oxf5, Oxbe, Oxbé, Ouds, (21, Oxk0, OxfY, Oxcf3, Oxd2, 117
Oxed, 0x0c, 0x13, Oxee, Ox5f, 0x97, Oxd4, OxE7, Oxed, Oxa7, OxTe, 0x3d, Ox64, Ox5d, 0x19, 0x73, /8
0x60, 0x81, Ox4f, Oxde, 0x22, 0x2a, 0x90, 0x88, Ox45, Oxee, Oxb8, 0x14, Oxde, 0x5e, 0x0b, Oxdb, /0
Oxed, 0x32, Ix3a, Oxla, 0x49, Ox06, (x24, OxSc, Oxc2, Oxd3, Oxac, 0x62, 0x91, Ox95, Oxed, 079, //A
Oxe7, OxcB, 0x37, Ox6d, 0x8d, 0xd5, Oxde, Oxa9, Ox6e, 0x56, 0xf4, Oxea, 0x65, 0x74, Oxae, 0x08, /B
Oxba, 0x78, 0x25, Ox2e, Ox1¢, Oxab, Oxb4, Oxcé, Oxe8, Oxdd, 0%74, Ox1f, Ox4b, Oxbd, 0x8b, 0x8a, //C
070, Ux3e, 0xbS, 066, 0x48, (03, 0xf6, Ox0e, Ox61, 0x35, 0x57, Oxb, 0x86, Oxcl, 0x1d, Ox9e, /D
Oxel, Oxf®, 0x08, Ox11, 0x69, Oxdh, UxBe, 0x94, 0xOb, Uxle, Ux87, Uxe9, Gxce, 053, 0x28, Oxdf, //E
0x8c, Oxal, 0x89, Ox(d, Oxbf, Oxeh, Oxd2, 0x68, Ox41, (x99, 0x2d, Ox0f, 0xb0, 0x54, Oxbb, 0x16 }; //F
return sbox{num];

unsigned short int getSBoxnvert(int num}
{

unsigned short int rsbox{236] =

£ 0x52, 0x09, Ox6a, Oxd5, 0x30, 0x36, Oxa5, 0x38, Oxbf, 0x40, 0xa3, 0x9¢, 0x81, Oxf3, Oxd7, Oxib
, Ox7c, Oxe3, 0x39, 0x82, Ox9%, Ux2f, OxfE, 0x87, 0x34, Ox8e, 0xd3, 0x44, Oxcd, Oxde, Oxed, Oxch
, 054, 0Th, 094, 0x32, Oxab, Oxe2, 0x23, Cx3d, Oxec, Oxde, 0X95, 0x0b, Oxd2, Oxfa, Oxc3, Oxde

, 008, OxZe, Oxal, 0x66, 0x28, 0xd9, 0x24, (xb2, 0x76, Ox5b, Oxa2, 0x49, 0x6d, O0x8b, Oxdl, 0x25

, 0x72, 0xf8, Oxf6, Ox64, 0x86, 0x68, 0x98, 0x16, 0xd4, Oxad, 0x3¢, Oxce, 0x5d, Ox63, Oxb6, 0x92
, Uxbe, 0x70, 0x48, 0x50, Oxid, Oxed, 0xb9, Oxda, Ox3e, 0x15, 0x46, 0x57, Uxa7, Ux8d, 0x9d, 0xR4
, 0x90, Oxd8, Oxab, 0x00, Ox8c, Oxbc, Oxd3, Ox0a, Oxf7, Oxed, 0x58, 0x05, OxbB, 0xb3, 0x45, 0x06
, Ond0, Ox2c, Oxle, Ox8F, Oxca, 0x3F, 0xOF, 0x02, Oxel, Oxaf, Oxbd, 0x03, 0x01, 0x13, Ox8a, 0x6b

, O0x3a, 0x91, Ox11, Ox41, Ox4f, 0x67, Oxdc, Oxea, 0x97, 0xf2, Oxcf, Oxce, Oxf0, Oxbd, Oxed, 0x73

, 0x96, Oxac, 0x74, 0x22, Uxe7, Oxad, 0x35, Ox&3, Oxe2, 0xf9, 0x37, Oxe8, Ox1c, 0x75, Oxdf, Oxbe
, 0x47, 0xf1, Ox1a, 0x71, Ox1d, 0x29, Oxc5, 0x89, (x6f, 0xb7, 0x62, Ox0e, Oxaa, 0x18, Oxbe, 0x1b
, Oxfe, (256, Ox3e, Oxdb, Oxc6, Oxd2, 0xT79, 0x20, 0x9a, Oxdb, Oxc0, Oxfe, 0x78, Oxcd, Ox5a, Oxfd

, Ox1f Oxdd, Oxa8, 0x33, 0x88, 0x07, Oxc7, 0x31, Oxbl, 0x12, 0x10, 0x59, 0x27, 0x80, Oxec, Ox5f
, 0x60, (51, O0x7f, 0xa9, 0x19, Oxb3, Ox4a, Ox0d, Ox2d, OxeS, UxTa, 0xO, 0x93, Oxc9, Ox9c, Oxef
, 0xa0, Oxe0, 0x3b, Ox4d, Oxae, Ox2a, 0I5, 0xb, Oxc8, Oxeb, Oxbb, Gx3c, 0x83, 0x53, 0x99, (x61
, 0x17, 0x2b, 0x04, Ox7e, Oxba, Ox77, Oxd6, 0x26, Oxel, 0x69, 0x14, 0x63, 0x35, 0x21, Ox0c¢, 0x7d };
return tsbox{num];

H
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APPENDIX D
H-CES CODING (16 BITS, 7 ITERATIONS)

[EEEEEXREEERREEFEREEF R ERREERFRRFER TR R R FRd bRk kSRR o RSO Oek ok

CHAOS BASED BLOCK ENCRYPTOR 16 BITS, 7 ITERATIONS.

FARHANA BT SARIN 5728

LR L R ERERR FEEFF ****t****t*#*t***}
#include <conio.h>

#include <stdio.h>

#include <math.h>

#include <stdlib,h>>

ﬁ***t*****************************#*#*****4****t*******

Here the declaration of the functions staris
************************#*t***t********k*#*****#k*#*h*%/
void plem_inmit{int);
float plem(float ic,float p);
unsigned short int gen_log_map(unsigned short ink yi);
unsigned short int getSBoxValue{ini num);
unsigned short int getSBoxInvert(int num);
void init{void);
void start_encrypt(void),
void start_decrypt{void),

F LS S T R P B P

Here the declamation of the Global Variables starts

BEEEEREEE R R EEREE * -

f FERAEF AR R EEF

This is the 128bit key

**#**************#***#***#********4***t****#*t*t*s********#****f

static unsigned short int key[16}={0,1,2,3,.4,56,7,8,9,10,11,12,13,14,15};
(32222 s 222222223 2242 22422222 P2 b2t L]

The 16 initial conditions extracted from the 128 bit key
ks /

static float IC[16]={0,0.0.0,0,0,0,0,0,0,0,0,0.0,0,0};
]******#*#**********t*#**********##*********#***t********#***#**

The extracted 8-bit values from 16-PLCMs
**********t*********tt*****t*t*#**tt*t##**:****t****t***t**t**#/
/ithe following variable stores 112 8-bit extracted valyes form the plem, vsed for masking { or key).
static unsigned short int out[112};
[*****#***#***********it***#*******#************#***************

The 16 control parameters for a bank of 16-PLCMs
FRFFEFFHFREEEH IR EFREANRR RFFREREREFR IR F AR AR ARAA Ik dokk

static float p_control{ 161={0.15,0.17,0.188,0.199,0.222,0.444,0.143,0.23,0.235,0.444,0.48,0.222 0.123,0.456,0.33,0.35};

JEEERRERREERRRE R RR R R KRR R RRE SRR R R R R R R R R R

The 128-bit plaintexts and cipheriexts
AR R R KRR IR A R KRR R AR R R R KRR
unsigned shert int plaintext[16}={0,0,0,0,0.0,0,0,0,0,0,0,0,0,0,0};
unsigned short int ciphertext{163={0.0,0,0,0,0,0,0.0,0,0,0,0,0.0.0};
unsigned short int dec_ciphertext]163={0,0,0,0,0,0,0,0,0,0,0.0,0,0,0,0}; // this array is for to store the decrypted ciphenexi

I

void main(void)

int kK=0;
/1 Here tequest user to enter data
PHDL{ R EE R R EER R £ Rk L] EEEE oENY,
printf("\n");
printf{™n"),
printfi{" CHAOS BASED BLOCK ENCRYPTOR™);
printf("a")
printf(* 16 BITS , 7 ITERATIONS"),
printf{™\n");
printf{"n");
printfl ")
printf{™n"),
printf(™n");
printf("\n");
printf{ "Please enter 16 set plaintext; ");
scanf{"%d Yod %d %d %oed %d %d %d Yed %od %od ¥ed Yed %ed Yoed Yod",
&plainitext[0] , &plaintext[1]  &plaintext[2] ,&plaimtext]3] ,&plaintexi{4],
&plaintext[3] &plaintext[6] ,&plaintext[7] & plaintext[8] &plaintext[S],
&plaintext{10],&plaintext[11].&plaintext[12].&plaintext[13),&plaintext[14], &plaintext[15]);
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f*Clear the screen ¥/

Helrser()y,

#* Initialization fnction*/

init(};

/* After initialization start encryption®/
start_entcrypt(),

/* Start decryption*/

start_decrypt();

prin"n’);

printi{"\n");

printf(\n");

printf{"n");

printf{" ~->PLAINTEXT<---\n\n"},
for(k=0k<16:k++)

{

Prnti{"%d *plaintextfk]);

printf{"\n");

printf{"\n");

printi"n");

printf("\n");

printf("n");

intf{" ~>CIPHERTEXT<--\n\n");

for{k=0:;k<16k+H)

{

H

prinifi"n”);
printf("\s");
printf("\n"),
printi{"\n");
printi{"\n"};
primti" ~>DECRYPTED CIPHERTEXT<-—\n");

printf{("%d "ciphertext[k]}),

for(k=0:k<16:k++)
{
printf("%d ",dec_ciphertextfk]};
}
getch();
¥
void mit(veid)
{
/* Maping the 8-bit key value to a real number in the intervai (0,1)%/
int =0,
for (i=0;i<16;i++)

IC[ij=key[iF256;

void start_encrypt(void)

1

/* This is the counter for the number of rounds of HCES */
nt counter=0;

int =0,

int k=0;

int index;

int o,

unsigned short int tempf161£0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0};
unsigned short int roundkeyf161-{0,0,0,0,0,0,0,0,0,0,0,0,0,0,0.0};

/* The following loop assigns plaintext to temp*/
for (k=0:k<16;k++)

temp{k]=plaintext[k];
m=7; * Bxtract 7128 bit values*/
plem_init(m); /* Function call inorder to extract 7¥128 bit key stream®*/
index=0;

for {counter=0;counter<7;counter++)
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for (k=0:k<16;k++)
{

roundkeyfk]=out[index];

index=index+1:
H
for(j=0;j<16j+)

if (=0

templjfgetSBoxValue{temp([ji};
else
{

temp[j]=gelSBox Value(temp[jl}*gen_log_map{roundkey{j] tempfj-1]};

temp[0]=temp[G}*gen_log_map(temp[1 5} roundkey[0]);

}
* The Tollowing lvop assigns the final round output to the cipheriext army*/

for (l=0k<16;k++)
{

ciphertexifki=tempik];
}

¥
void start_deciypt(void)

* This 1s the counter for the number of rounds of HCES #/
int counter=0;

int =0;

it k=0);

int index;

unsigned short int temp{161={0,0,0,0,0,0,0,0,0,0,0.0,0,0.,0,0};

unsigned shott int R_temp{161={0,0,0,0.0,0,0,0,0,0,0,0,0,0,0,0},
unsigned short int roundkey[161={0,0,0,0,0,0,0,0,0,0,0,0,0.0.0,0};

#* The follewing loop assigns plaintext o temp*/
for (k=0k<t6:k++)

templk]=ciphertexi{k];

index=111;/* for decryption, index will start from 111, while for encryption it wili start from 0%/
for {counter=0;counter<7;counter++)

{
for (k=15:k>=0;k--)
{
reundkeyfk=outfindex];
index=index-1;
}
for=0;j<16.j++)
{
if =0}
{
R_templjHtemp]j]y*gen_log_map(roundkey[j}*temp[15]}; / produces sx0
H
else
{
i (=1}
{
R_temp[il=petSBoxInveri(temp[i} gen_log. map(roundkey[jI*R_temp[OD);
{/ produces x1
}
else
{
R_templ[j}=getSBoxInvert(temp(j}*gen_log_map(roundkey[j] temp{j-1]});
Hproduces xj, except x0 & x1
H
¥
}

R_temp[0j=getSBoxinvert(R_ternpfO]y; //produces x0
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/*Re initialize the temp array, it serves as ciphertext for the next round of decryption*®/

for (Ic0k<16k+t)
{
temp[k]=R_temp{k];
}
/* The following loop assigns the final round output io the dec_ciphettext amray*/
fior {he=0;kc<1 6k )
{
dec_ciphertext{k=temp{k];
}
void plem_init{int m)
{
int i=0);
unsigned shott int temp=0,
int k=0;
int count=0;
for (=0; k<m; k++)
{
for (i=0; i<16; i++)
IClifplem(FC{i},p_control{i]);
temp=IC[i*100000;
temp=temp % 256;
outfcountf=temp; /* This is 8-bit Extracted Vaiue */
count=gouni+l;
H
}
}
float plem(fioat ic, float p)
int flag=0;
tloat temp=0;
while(flag=0)
{
if (0<=ic <)
{
temp=ic/p,
flag=1,
}
else iff p<ic<=0.5)
{
temp={ic-p}/(0.5-p);
flag=1;
}
else
{
ic=1-ic;
¥
}
return temp;
}

unsigned short int gen log_map(unsigned short int yi)
#The following function implements the Generatized Logistic Map */
unsigned short int result=0;
float t_resul=0;
char ¢;

t_resuli= foor {{yi * (256-yi) /64));

ifit_result < 256)

resuli=t_result;
H

else
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resublt=2535;

return result;

unsigned shert int getSBoxValue(int num)

{
unsigned short int sbox[256]= {
) 1 2 3 4 5 6 7 8 9 A B C D E F
0x63, OxTc, Ox77, Ox7b, Oxf2, Oxbb, Ox6f, Oxe3, 0x30, 0x01, 0x67, 0x2b, Dufe, Oxd?, Oxab, 0x76, /0
Oxca, 0x82, 0xc9, 0x7d, Oxfa, 0x59, 0x47, 0xf0, Oxad, Oxdd, OxaZ, Oxaf, 0x9¢, Oxad, OX72, Oxc0, /71
0xb7, 0xfd, 0x93, 0x26, 0x36, Ox31, Oxf7, Oxce, 0x34, Oxas, Oxe3, Ox{1, 071, Oxd8, 0x31, 0x15, /12
Ox04, Oxc7, 0x23, Oxc3, 0x18, 0x96, 0x03, 0x9a, 0x07, 0x12, 0x80, Oxe2, Oxeb, 0x27, 0xb2, 0x75, /13
Ox09, 0x83, UxZc, Oxla, 0x1b, Oxbe, Ox5a, 0xal, 0x52, 0x3b, Oxd6, Oxb3, Ux29, Oxe3, Ox2f, Ox84, //4
0x53, OxdI, 0x00, Oxed, 0x20, Oxfc, Oxbl, 0x5b, Ox6a, Oxcb, Oxbe, 0x39, Oxda, Oxdc, 0x58, Oxcf, /5
Oxd0, Oxef, Oxaa, Oxib, Ox43, Uxdd, 0x33, 0x85, 0x45, 0xf9, 0x02, 0x71, 0x50, 0x3c, 0x9f, Oxa8, /6
%51, Oxa3, 0x40, Ox8f, 0x92, 0x9d, 0x38, OxfS, Oxbe, 0xb6, Uxda, 0x21, 0x10, OxfY, Oxt3, Oxd2, /17
Gxcd, Ox0c, 0x13, Dxec, Ox5T, 0x97, Ox44, 0x17, Oxed, Oxa7, 0x7e, 0x3d, Ox64, 0x5d, 0x19, 0x73, //8
0x60, 0x81, 0x4f, Oxde, 0x22, Ox2a, 0x90, 0x88, Oxd6, Oxee, Uxb], 0x14, Uxde, Ox5e, Ox0b, Uxdb, /4
Oxed, 0x32, Ox3a, Ox0a, 0x49, 0x06, O0x24, Ox5¢, Gxc2, Oxd3, Oxac, 0x62, 0x91, 0x95, Oxed, 0x79, /A
0xe7, OxcR, 0x37, Ox6d, 0xBd, Oxd5, Oxde, 0xa?, 0x6¢, 056, 0xf4, Oxea, 0x65, 0x7a, Oxae, 0x08, /B
Oxba, 0x78, 0x25, Ox2e, Oxle, Oxab, Oxbd, Oxc6, Oxe8, Oxdd, 0x74, Ox1£, Oxdb, Cxbd, Ox8b, 0x8a, //C
0x70, 0x3e, Oxb3, Ox66, 0x48, 0x03, 0xfd, (x0e, 0x61, 0x35, 0x57, Oxb9, 0x86, Oxcl, Ox1d, Ox9e, /D
Oxel, Oxf8, 0x98, Ox11, 0x69, Uxd9, Ox8e, 0x94, 0x8b, Oxle, 0x87, Oxe9, Oxce, Ox53, 0x28, Oxdf, //E
0x8c, Oxal, 0x89, OxUd, Oxbf, Oxe6, 0x42, 0x68, 0x41, 0x99, 0x2d, 0x0f, 0xb0, 0x54, Oxbb, 0x16 }; #F
wtumn sbox{num];

unsigned short int geiSBoxInvert(int num)

{

unsigned short int rsbox{256] =

{ 0x52, 0x09, Dx6a, 0xd5, 0x30, 0x36, Oxa5, 0x38, Oxbf, Ox4D, Oxa3, OxSe, 0x81, 0xf3, Oxd7, Oxfb
, 0x7c, Oxe3, 0x39, 0x82, 0x9b, 021, OxfY, 0x87, 0x34, Ox8e, Ux43, 0x44, Uxcd, Oxde, 0xe9, Oxch

, 054, OxTh, 0x94, 0x32, Oxab, Oxc2, 0x23, (%34, Oxee, Oxdc, 0x93, 0xOb, 0x42, Oxfa, 0xc3, Oxde
, 0x08, Ox2e, Oxal, 0x66, 0x28, 0xd9, 0x24, Oxb2, 0x76, 0x5b, Uxa2, 0x49, 0x6d, Ox8b, Oxd1, 0x25
, 072, 0xf8, Oxfb, Ox64, Gx86, 0x68, 0x98, 0x16, Oxd4, Oxad, 0x5c, Oxce, 0x5d, 0x63, Onb6, 0x92
, Ox6e, 0x70, 0x48, 0x50, 0xfd, Oxed, 0xbO, Oxda, OxSe, 0x15, 0x46, 0x57, Oxa7, Ox8d, 0x0d, 0x84
, 0%90, 0xd8, Oxab, 0x00, 0x8c, Oxbe, Oxd3, Ox0a, Dxf7, Oxed, 0x58, 0x05, Oxb8, 0xb3, 0x45, 0x06
, Oxd0, Ox2c, Oxle, Ox8f, Oxca, 0x3f, 0x0f, 0x02, Oxcl, Oxaf, Oxbd, 0x03, 0x01, 0x13, 0x8a, Ox6b

, Ox3a, Ox91, 0x11, Ox41, Oxdf, 0x67, Oxdc, Oxea, 0x97, 0xt2, Oxcf, Oxce, 0xID, Uxbd, Oxeb, 0x73

, 0%96, Dxac, Ox74, Ox22, Oxe7, Oxad, 0x35, 0x85, Oxe2, 0xi¥, 0x37, Oxe8, Ox1c, 0x75, Oxdf, Ox6e
, 0x47, 0xfl, Oxla, Ox71, Oxld, 0x29, Oxc3, Ox89, Ox6f, Oxb7, 0x62, Ox0¢, Oxaa, 0x18, Oxbe, Ox1b
, Dxcfic, 0x56, 0x3e, Ox4b, Oxc6, Oxd2, Ox79, 0520, Ox94, Oxdb, Oxcd, Oxfe, 078, Oxed, 0x5a, Oxi4

, Ox11, Oxdd, Oxa8, 0x33, 0x88, 0xD7, Oxc7, Ox31, Oxbl, Ox12, 0x10, 0x59, 0x27, 0x80, Oxee, Ox5f
, 0x60, 0x51, Ox71, 0xa®, 0x19, Oxb5, Ox4a, 0x0d, Ox2d, OxeS, OxTa, 0x9f, (x93, Oxc9, 0x9¢, Oxefl
, OxaD, OxeD, Ox3b, Ox4d, Oxae, Ox2a, 0xf5, 0xb0, Oxc8, Oxeb, Oxbb, Ox3c, 0x83, 0xS53, 0x99, 0x61
, 017, 0x2b, 0x04, Ox7e, Oxba, 0x77, Oxds, 0x26, Oxel, 0x69, 0x14, 0x63, (%55, 0x21, Ox0c, 0x7d };

return 1sbox[num];

}
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APPENDIX E
H-CES CODING (20 BITS, 4 ITERATIONS)

/#*t*#**t*t#*#* (222332234 Ak Rk *
CHAOS BASED BLOCK ENCRYPTOR 20 BITS, 4 ITERATIONS.

FARHANA BT SARIN 5728
******l**************************#******t********l#********#**!******#l
#include <conio.h>

#mclude <stdio.h>

#include <math,h>

#include <stdlib.h>

f*#***#**********#****i*****""*" iRk

Here the declaration of the functions starts
****##******#***#*#*&*#****##*********t*#*****-ﬁ#*****#*/
void plem_init(int),
float plcm(float ic,float p);
unsigned short int gen_log mapfunsigned short int yi),
unsigned short int get$SBoxValue{int num);
unsigned short int getSBoxinvert(int num},
void init{void);
void start_encrypt{void);
void start_decrypt(void);
I3 % ErEREEEA *
Here the declasation of the Global Variables starts
*&******‘****‘*******‘************#***I******%*E*#******t*****t/
'{*********S*k****t*******#***********#****#****#***#*******#*3**
This is the 160bit key

L i a bl LEL L L Ll *E R FREREREFERTERERELE]

static unsigned short int key[201={0,1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19};

J L L L e e

The 16 initial conditions extracted from the 128 bit key
e e L Ly

static float IC[20§£0,0,0,0,0,0,0,0.6,0.0,0,0,0,0,0,0,0.0,0};

JFEEEREEEREEEERERE R R R R R R R AR R E R R R IR R ERRRE R R EF FF LR

The extracted 8-bit values from 16-PLCMs
****t**¥***¥*8*****3****#*8*#*%**********U****************i****’l
{fihe foillowing variable stores 80 8-bit extracted vafues form the plem, used for masking ( or key).
static unsigned short int out{80];

e * EEEF ik

The 16 control parameters for a bank of 16-PLCMs
*******************#****lk****t******#*****************t***i****,’
static float p_control{20]={
0.15,0.17,0.188,0.199,0.222.0.444,0.143,0.23,0.235,0.444,0.48,0.222.0.123,0.456,0.33,0.35,0.15,0.17,0.188,0.199} .

JEPEESXEREAREERREEFEFEFEREREEEEIRFERXFEEEFEEEREE TR LR REFEREHF

The 128-bit plaintexts and ciphertexis
*******t****************’b#***#****#************#**********tt***/
unsigned short int plaintext{201={0,0,0,0,0,0,0,0,0,0.0,0.,0.0,0,0,0,0,0,0,
unsigned short int ciphertext[20]={0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0.0,0,0.6};
unsigned shott int dec ciphertext[201={0,0,0,0,0,0,0,0,0,0,0,0,0,0.0,0,0,0,0,0}; // this array is for to store the decrypted ciphertext

void main{void)

{
int k=0,

// Here request user to enter data
pﬁnﬁt"**¥t****#**t***********#k*t********%***I**#**lllk*******##**#3**#**#"};
printﬂ!!ml!);
printf("n");
printf{" CHAOS BASED BLOCK ENCRYPTOR"),
printf{"n",
pringf{(" 20 BITS , 4 ITERATIONS"),
print("n");
printf("n");
pﬁnﬁ{"***l*******4****#***##***lﬂl*******t*****************t***t***#***#*")
printf{"n");
print{"a");
printf{("n");

s
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printf "Please enter 20 set plaintext: ™),

scandl "Yod Yod Yod %d %d Yod Yod Yod %d Yed Yod Yed Yed Yed Yad Yad Yod Yad Yed %",
&plainiext{0] ,&plaintextf1] &plaintextf2] &plaintexti3} &plaintext[4],
&plaintext[5] & plaintext[6] ,&plaintext[7] &plaintext[R] ,&plaintexif9],
&plaintext[10],&plaintexi[1 1] &plaintext]12] &plaintext[13] &plaintext[14],
&plaintext{15], &plaintext{16], &plaintext( 1 7], &plaintext{18], &plaintext{191);

f*Clear the screen */
Heleser();
#* Initialization function*/
init{);
* After initialization start encryption*/
start_encrypi(),
/* Start decryption*®/
start_dectypt();
primtf\n’)
print("n");
printf("n");
printf("n");
priatf{" —>PLAINTEXT<---\n\n");
for(k=0;k<20;k++)
{

printf{"d " plaintext[K]);,

prinifi"in”);

printf{"\n");

printf{"n");

printf{"n");

printf("\a");

printR" —>CIPHERTEXT<—-\nin");
for(l=0;k<20;k-++)

{

printf{"%d " ciphertextfk]);

printf{™n"};
printi{ ")
printf{*\n");
printf{"n");
printf("\n"},
printf{" —>DECRYPTED CIPHERTEXT<---\n");
for(k=0:k<20;k++)
{
printf{(*%d “,dec_ciphertext{k]);

geteh();
¥

void init{void)

{
#* Maping the 8-bit key value to a real mmnber in the interval (0,1)+/
int =0,

for (i=0;i<20;1++)

IC[ikey[i}/236;

¥
void start_encrypt(void)
{

* This is the counter for the number of rounds of HCES */

int counter=0;

int j=0;

int k={);

int index;

int In;

unsigned short int temp[20]={8,0,0,0.0,0.0,0,0,0,0.0,0,0.0.0,0.0.0,0;

unsigned short int reundkey[201={0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0};
f* The following loop assigns plaintext to temp*/
for (=0rk<20;k++)

temp{k]=plaintexi[k];

m=4; /* Exiract 4%160 bit values*/

plem_init{m}); /* Function call norder to extragt 4*160 bit key stream*/
index=0;

for (counter=0;counter<4;counter++)

{
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for (k=0;k<20:k+5)

roundkeyfkj=out{indexj;
index=index-+1,

}

for(j=0:j<20:4++)

{
if =0y

templfj]=getSBex Value(temp{j]);
else

temp{j]=getSBox Value(temp([j})*gen _log_mapfroundkey{j} temp[i-1]);

temp[0]=temp[0]"gen_log_map(temp[1 9] roundkey[0]);

}

/* The following foop assigns the final round output to the ciphertext array*/
for (k=0 k<20:k+4)

{

ciphertextfk]j=tempfk];

3
void start_decrypt(void)

/* This is the counter fot the number of rounds of BCES #/

int counter={;

int j=0;

int =0,

int index;

unsigned short int temp{20}={0,0,0,0.6.0,0,0,0,0.0,0,0.0,0,0,0,0,0.0};
unsigned short it R_tempf20}={0,0,0,0,0,0,0,0,0,0.0,0,0,0,6,0,0,0,0,0};
unsigned short int roundkey[20]={0,0,0,0,0,0,0,0,0,0,0,0.0,0,0,0.0,0,0,0};
f* The following loop assigns plaintext to temp*/

for (=0k<20;k )

tempfk]=ciphertexifk];
}

index=79;/* for decryption, index will start from 79, while for encryption it wilt start from 0%/
for {counter=0;counter<4;counter++)

{
for (k=19;k>=0:k—)
{
roundkey{ki=out{index];
index=index-1;
}
for(=0;j<205++)
it (=0}
{
R_tempfji=(temp{j]¥*gen_log_map(roundkey{j]*temp{19]}; // produces sx0
}
else
{
if (=1}
{
R_templj]=geiSBoxInvert{temp(j}*gen_log_map{roundkey[j}"K_temp[0T});,
#{ produces x1
¥
else
i
R_tempfjl=getSBoxInveri(temp]j]*gen_log_map(roundkeyfjj“tempfj-1 D),
/tproduces xj, except x0 & x1
1
'
}

R_temp[0}=gctSBoxlavert(R_temp[0]); //produces x8

/*Re initialize the temp array, it serves as ciphertext for the next round of decryption*/
for (k=0:k<20;k++)

temp[k}=R_temp[k];
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}

7* The following loop assigns the final round output to the dec_ciphertext array*/
for (k=0;k<20;k++)

{

dec_ciphertext{kl=temp{k];
}

¥

void plem _init(int m)

{

int =0,
unsigned short int temp=0;
it k=0,
int count=9,
for (i&0; k<m; k++)
i

for (i=0; 1<20; i++)
{

ICfi}=plem(IC{i},p_controlfi]),
1emp=IC[i}*106000;

temp=temp % 256,

out{count]=temyp; /* This 15 8-bit Extracted Value */
count=countt};

}
float plemifloat ic, float p)
{

int flag=0;

floal temp=0;

while(flag=0)
{

if (0<=ie <=p)
{

temp=ic/p;
flag=1;

else iff p<=ic<=0.5)

{
temp=(ic-p)/(0.5-p);
flag=1;

fc=1-ic;

unsigned short int gen_log_map(unsigned short int vi)

/*The following fonction implements the Generalized Logistic Map */
unsigned short int resuli=0;
float t_result=0;
char ¢,
t_resutt= floor ((yi ¥ ( 256-yi} /64));
if (t_result < 256)
{
resuft=t_result;

}
else

result=255;

return result;

}
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unsigned short int getSBoxValue(int num}

{

unsigned short int sbox{256] = {

0 1 2 3 4 5 & 7 8 9 A B C D E F
0x63, 0x7c, 0x77, 0x7b, 0xf2, Bx6b, Ox6f, Oxcs, Ox30, 0x01, Ox67, 0x2b, Oxfe, Oxd7, Oxab, 0x76, /1
Oxca, 0xB2, Oxe9, Ox7d, Oxfa, 0x59, 0x47, 0xfD, Oxad, Oxdd, Oxa2, Gxaf, Ox9c, Oxa4, 0x72, 0xcl, /11
Oxb7, Oxfd, 0x93, 0x26, 0x36, 0x3€ 0xf7, Oxce, 0x34, Oxas, Oxes3, Oxfl, 0x71, Oxd8, 0x31, 0x15, /2
0x04, O0xc7, 0x23, Oxe3, 0x18, 0x96, 0x05, 0x%, 0x07, 0x12, Gx80, Oxe2, Oxeb, 0x27, Oxb2, 0x75, /13
0x09, 0x83, 0x2c, Oxla, 0x1b, Oxée, 0x5a, Oxa0, 0x52, 0x3b, Oxd6, Oxb3, 0x29, Oxe3, Ox2f, Ox84, /4
0x%53, Oxd1, 0x00, Oxed, 0x20, Oxfe, Oxbl, 0x5b, Ox6a, Oxcb, Oxbe, 0x39, Ox4a, Oxdc, 0x58, Oxcf, /5
Oxd0, Oxef, Oxaa, Oxfb, 0x43, Oxdd, 0x33, 0x85, 0x45, 0xf9, Ox02, Ox71, 0x50, 0x3c, Ox9t, Oxa8, /fo
Ox51, Oxa3, 0x40, Ox8f, 0x92, 0x9d, 0x38, Oxf5, Oxbe, Uxb6, Oxda, 0x21, Ux10, OxfY, Oxf3, Oxd2, /7
Oxed, OxOc, 0x13, Oxec, 0x5£, 0x97, Oxd4, Ox17, Oxed, Oxa7, 0x7e, 0x3d, Ox64, Ox5d, 0x19, 0x73, //8
0x60, 0x81, 0x4f, Oxde, 022, 0%2a, 0x90, 0x88, 0x46, Oxee, Oxb8, 0x14, Oxde, Ox5e, 0x0b, Oxdb, /9
Oxel), 0x32, Ox3a, 0x0a, 0x49, 0x06, 0x24, 0x5¢, Oxc2, Oxd3, Oxac, 0x62, 0x91, 0x95, Oxed, 0x79, /A
Oxe7, Oxc8, 0x37, Ox6d, 0x8d, Oxd5, Oxde, O0xa%, Oxbe, 0x56, 0xf4, Oxea, 0x65, 0x7a, Oxae, 0x08, /B
Oxba, 0x78, 0x25, 0x2¢, Oxlc, Oxab, Oxbd, Oxc6, Oxe8, Oxdd, 0x74, Ox1f, Ox4b, Oxbd, Ox8b, Ox8a, //C
0x70, 0x3e, 0xb5, 0x66, 0x48, 003, 0x16, Oxle, 0x61, 0x35, 0x57, 0xb9, 0x86, Oxci, Ox1d, 0x%e, /D
Oxel, Oxi8, 0x98, 0x11, 0x69, 0xd9, Ox8e, 094, 0x9b, Ox1e, Ox87, OxeB, Oxce, 0x55, 0x28, Oxdf, /E
0x8c, Oxal, 0x89, Ox0d, Oxbf, Oxeb, Ox42, 0x68, Gx41, 0x99, 0x2d, 0x0f, 0xb0, 0x54, Oxbb, 0x16 }; //F
return shoxfrumy,

unsigned short int getSBoxinvert(int aum)

unsigned short int rsbox[256] =

{ 0x52, 009, Ox6a, 0xdS, 0x30, 0x36, Oxa5, 0x38, Oxbf, 0x40, Oxa3, Oxe, OxR1, 0xf3, 0xd7, Oxfb
, OxTc, Oxe3, 0x39, 0x82, 0x9b_ Ox21, OxTF, 0x87, 0x34, Ox8e, 0x43, Oxd4, Oxcd, Oxde, Oxe9, Oxch

, 054, 0xTh, 0x94, 0x32, Oxab, Oxc2, 0x23, 0x3d, Oxee, Oxdc, 0x95, 0x0b, 0x42, Oxfa, Oxc3, Oxde
. OXO8, 0xZe, Oxal, 0x66, Ux28, 0xd9, 0x24, 0xb2, 0x76, Ux3b, Oxa2, 0x49, Ox6d. Ox8b, Oxd1, 0x25
, 0x72, Oxf8, Oxf6, Ox64, 0x86, Ox68, 0x98, Ox16, Oxd4, Oxad, 0x5¢c, Oxce, Ox5d, Ox65, Oxb6, 0x92
, Db, Ox70, Ox48, 0x50, Oxfd, Oxed, Oxb?, Oxda, 0x5e, 0x15, 0x46, 0x57, Oxa7, Ox8d, 0x9d, x84
, 0x90, Oxd8, Uxab, 0x00, Ox8c, Oxbe, Oxd3, Ox0a, 0xf7, Oxed, 0x58, 0x03, OxbS, 0xb3, Ox45, 0x06
, 0xd0, 0x2¢, Ox1e, Ox8f, Oxca, Ox3f, OxOf, 0x02, Oxcl, Oxaf, Oxbd, 0x03, 0x01, Ox13, Ox8a, Ox6b

, Ox3a, 0x91, 0x11, Ox41, Ox4f, 0x67, Oxde, Oxea, 0397, OxL2, Oxcf, Oxce, Ox{0, 0xb4, Oxeb, Ox73

, 0x96, Oxac, 0x74, 0x22, Oxe7, Oxad, 0x35, 0x85, Oxe2, 0xf9, 0x37, te8, OxIc, 0x75, Oxdf, Ox6e

, 0x47, 0xfl, Oxla, 0x71, Ox1d, 0x29, Oxc5, 0x89, 0x6f, 0xb7, 0x62, Ox0c, Oxaa, 0x18, Oxbe, Ox1b
 Oxfc, 0%56, Ox3e, Oxdb, Oxch, Oxdd2, 0x79, Gx20, 0x9a, Oxdb, Oxc0, Oxfe, 0x78, Oxed, OxSn, Oxf
0x1£, Oxdd, Oxa, 0%33, 0x88, 0x07, Oxc7, 0x31, Oxbi, Ox12, 0x10, 0x59, 0x27, 0xB0, Oxec, 0x5¢
, 0x60, 051, 0x7F, 0xa9, 0x19, 0xb5, Oxda, (x0d, Ox2d, Oxe5, 0x7a, (x0f, 0x93, 0xc%, Ox9¢, Oxef

, Oxal, Oxed, Ox3b, Ox4d, Oxae, 0x2a, 0xf5, 0xb0, 0xc8, Oxeb, Uxbb, 0x3¢, 0x83, 0x53, (0x92, Ox61

, Ox17, 0x2b, 004, Ox7¢, Oxba, 0x77, Oxd6, 0x26, Oxel, 0x69, Ox14, 0x63, 0x35, 0x21, Ox0c, 0x7d };

return rsbox{num],

¥

AN



APPENDIX F
H-CES CODING (24 BITS, 4 ITERATIONS)

JEERREEEF R EREF ERR R R RER LR RO R R R R RN R E R R R R R R R R R ER R RR o E S

CHAOS BASED BLOCK ENCRYPTOR 24 BITS, 4 ITERATIONS.

FARHANA BT SARIN 5728
*****%‘***#**#*******#***#********#***#********************************/
#include <conio.h>

#include <stdio h>

#include <math h>

#mclude <stdlib.h>>

e e R

Here the declaration of the functions starts
t*****t*t****#****#*******#***#*#******k************t**/
void plem_init{int),
float plem({loat ic,float p);
unsigned short int gen_log_map(unsigned short int yi);
unsigaed short int getSBox Value(int num},
unsigned short int getSBoxInvert(int num};
void init{void);
void start_encrypi{void);
void start_decrypt(void),
/********t*t* ke R R R R R R R R R R R R R R
Here the declaration of the Global Variables starts
*t******#***##8*#***********************#**************i*******/
ﬁ*t*%**t********t**t*t*tt*********t*********#*************t*#*r

This is the 192bit key

g e L e S et ey

static unsigned short int key[24}={0,1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,21,22,23};

) S op i doR ookl OR R R AOORRORF R R R R kR

The 16 initial conditions extracted from the 128 bit key
*****¥****¥¥#*¢¥*¢**#**tt*******************#****t***t*#******#]

static float IC[24];

SRRk Aok el ke ok B o e R ok

The exiracted 8-bit values from 16-PLCMs
*********&*******#*#****t***********************t************#*[
/ithe following variable stores 96 8-bit extracted values form the plem, used for masking ( or key).
static unsigned short int out[$6];

#***#*#*#**!*#***t**#*************#***#*8#***#*#******#*******#

The 16 control parameters for a bank of 16-PLCMs
Foofab ks s R SR O aRObRcoRORR ok Aok Rk o kR R R R R Rk R kR
static float p_conirel{24]=40.15,0.17,0.188,0.199,0.222,0.444,0,143,0.23,0.235.0.444,0 48,0.222 0.123,0.456 0.33,0.35,
0.15,0.17,0.188,0.199,0.222,0 444,0.143,0.23};

J e ]

The 128-bit plaintexts and ciphertexts
***#*******&****#***#t***************#*************#**#********/
unsigned short int plaintext[24];
unsigned short int ciphertext[24];
unsigned short int dec_ciphetiext[24]; // this amay is for 1o store the decrypted cipheriext

void main{void}

int k=0;
/f Here request user to enter data
pﬂﬂ oo e e e o o o o AR S Rk Rk RO t***tt**tt*t*t***t***"x
printf{"\n");
printf("n")
printf{* CHAOS BASED BLOCK ENCRYPTOR"});
pfi.ﬂtﬁ"\n");
printf(" 24 BITS, 4 ITERATIONS");
printf{"n");
printf{"\n");
prinﬁ'(ﬂn-r*#n*#u**w FKE KRR RS RO RO R BRSO )
printf{(*a"),
printf"n"),
prinif{"n")

Al



printft "Please enter 24 set plaintext: *);

scanf("¥ed %d Yod %ad %d %d Yod Yed Yd Yod Yoed Yod Yod %od Yod %d Yod Yod Yed Yad Yod Yed Yhd Yod",
&plaintext}0] . &plainiextf1] ,&plaintext{2] ,&plaintext{3] ,&plaintext{4],

&plaintext[5] ,&plaintexi{6] & plaintext[7] &plaintext[8] .&plaintext[9],

&plaintext] 107, &plaintext[ 1 1], &plaintext[12], &plaintext(13],& plaintext[1 4],
&plaintext{15),&plaintexi 16),&plaintext[17],&plaintext[1 8] &plaintext{1 9],

&plaintext[20], &plaintext[21], &plainextf22] &plaintext[23]);

MClear the screen */

Helrser(),

/* Initialization function*/

nit();

/* After mitialization start encryption*/
start_encrypt();

* Start decryption*/

start_decrypi(),

printf("a"};

pn'nl{["\n");

printf{("\n");

printf{"\n*);

printf(" —->PLAINTEXT<--\n\n");
for(k=0;k<24; k++}

{

printf{"%d " paintext{k]);

printf{™n");
printf("n");
printi{"n"),
printf("\n";
printi{™n”};
printf{(" —>CIPHERTEXT<—\n\n"};
for{k=0.k<24:;k++)
{
printf{"%d " ciphertext[k]);

¥
printf{"n");
printf{"n");
primtf{"n"),
printf("n "),
printf"\n");
printf{" —>DECRYPTED CIPHERTEXT<-—\n"};
for(k=0.k<24 k++)
{
printf{"%d *dec_ciphertext{k]),

¥
getch(),
}

void init{void})

/% Maping the 8-bit key value 1o a real number in the interval {0, 1Y%/
int i=0;

for (=05i<24,0+ )

i

KC[ifkey[il/256;

}
void start_encrypt(void)

{

7* This is the counter for the number of Tounds of HCES */

int counter=0;

int j=0;

int k=0;

int index;

int m;

unsigned short int temp{247];

unsigned short int roundkevi24];
/% The following loop assigns plaintext 1o temp*/
for (e=0;k<24;kt+)

temp[k]=plaintext[k];
3
m=4; /* Extract 4192 bit values*/

plcrr;__init(m); /* Fynction call inerder to extract 4*192 bit key stream*/
index=0;

&?



for (counter=0;counter<d;counter+)
{

for (k=0:k<24:k++)

{

roundkey[k]=out]index];
ndex=index+1;

Eor{j=0;j<24;ji+)
if (j==0)
templij=getSBoxValue(ternp{j]),
eise

temp[j]=getSBoxValue{temp[j])"gen_log_map(roundkey(j1*temp[j-1]);

temp[0]=temp[0}"gen_log_map(temp[23 | roundkey[0]);

}
/* The following loop assigns the final round output to the cipheriext array*/

for (k=0;k<24:k++)
{

ciphertext{k=temp{k];
}

3
void start decrypt(void)

* This is the counter for the number of rounds of HCES */
inf counter=0;

int =0,

it k=0;

int index;

unsigned short int temp[24];

unsigned short int R_temp[247;

unsigned short int roundkey[24];

/* The following loop assigns plaintext to temp*/

for (k=0;k<24;k++)

tempfk]=ciphertext[k];

}
index=95;/* for decryption, index will start from 95, while for encryption it will start from 0*/
for (counter=0;counter<4;counter-++)

{
for (k=23 k>=0:k--)
{
toundkey{kjroutfindex];
index=index-1;
}
for(j=0;j<24;j++)
{
if (==0)
{
R_temp{i}=(templj]y*gen_log_map(roundkey[j]emp]23]); // produces sx0
H
else
{
(=t}
R_templjl=getSBoxInvert{tempj}*gen_log map(roundkey[i]*R_templ[C)};,
{{ produces x1
}
else
{ - .
R_temp[jl=getSBoxInvert(tempfj}*gen_log map{reundkey[j}* temp{j-1]);
{fproduces %), except x0 & x1
}
'
¥

R_tempf0i=getSBoxinvert(R_temp(0]), //produces x0

/*Re imitialize the temp array, it serves as ciphertext for the nexd round of decryption®/
for (k=0;k<24;k++)

A2



tempfk}=R_templk],

H
#* The following loop assigns the final round output to the dec_ciphertext arcay*/
for (k=0;k<24;k++)
{
dec_ciphertext{kj=temp[kl,
+
¥
void plom_init{int m)
{
it i=0;
unsigned short int temp=0;
int k=0,
mt couni=0;
for (k=0; k<m; k++)
for (i=0; i<24; i++)
ICli}=plem(IC[i],p_control[i]);
temp=IC[i]* 100000,
temp=temp % 256;
outfeount}=temp; /* This is 8-bit Extracted Value */
count=ctountt};
}
}
¥
float plem(float ic, float p)
int flag=0;
float femp=0;
while(flag==0)
{
if (0<=ic <=p)
{
termp=tc/p;
flag=1;
}
else ifi p<=ic<=0.5)
{
temp=(ic-p)/(9.5-p),
flag=1;
}
clse
{ L
ic=1-ig;
H
return temp;

}

unsigned short int gen_log_map(unsigned short int yi)

{
F*The following functien implements the Generalized Logistic Map */
unsigned short int result=0;

float t_resuit=0;
charc;

t_result= floor ((yi * { 256- yi) /64}),

if{t_result < 236)
{

result=t_result;

t

clse

Tesuli=255;
¥

return result;

[9:1



unsigned shost int getSBoxValue(int nwn)

{
unsigned short int sbox[256]= {
0 1 2 3 4 5 6 7 8 9 A B C b E F
0x63, Ox7c, 0x77, O0xTb, 0xf2, Ox6b, Ox6f, Oxc5, 0x30, 0x01, 0267, 0x2b, Oxfe, Oxd7, Oxab, 0x76, /O
Oxca, 0x82, 0xc9, 0x7d, Oxfa, %59, 0x47, 0xf0, Oxad, Oxd4, Oxa2, Oxaf, 0x9¢, Oxad, 0x72, Oxc0, /1
Oxb7, Oxid, 0x93, 0x26, 0x36, 0x3f, 0x{7, Oxce, 034, Oxas, OxeS, Oxf1, 0x71, Oxd8, 0x31, 0x15, /12
0x04, 0xc?, 0x23, Oxc3, 0x18, 0x96, 005, 0x9a, 0x07, 0x12, 0x80, Oxe2, Oxeb, 0x27, 0xb2, 0x73, /13
0x09, 0x83, Ox2c, Ox1a, Ox1b, Ox6e, Ux5a, Oxa0, 0x52, 0x3b, Oxd6, Oxb3, 0x29, Oxe3, Ux2f, 0x84, /4
0%53, Oxd1, 0x00, Oxed, 0x20, Oxfc, Oxbl, 0x5b, Ox6a, Oxcb, Oxbe, 0x39, Oxda, Oxdc, 0x58, Oxcf, /5
Oxd0, Oxef, Oxaa, Oxfb, 0x43, Ox4d, 0x33, 0x85, O0x45, 0xf9, 0x02, 0x7f, 0x50, 0x3c, 0x9f, Oxa8, //6
0x51, (a3, Ond0, Ox8f, 0x92, 0x9d, 0x38, Oxf5, Oxbe, Oxbb, Oxda, 0x21, 0x10, Oxff, Oxd3, Oxd2, /7
Oxed, Ox0c, 0x13, Oxec, 0xSE, 0x97, 0x44, 0x17, Oxc4, Oxa7, 0xTe, Ox3d, Ox64, 0x5d, 0x19, 0x73, /18
0x60, 0x81, 0x4f, Oxdc, 0x22, 0x2a, 0x90, 0x88, 0x46, Oxee, 0xb8, Ux14, Oxde, OxSe, Ox0b, Oxdb, /S
Oxe0, 0x32, Ox3a, 0xDa, 0x49, 0x06, 0x24, 0x5¢, 0xc2, Oxd3, Oxac, 0x62, 0x91, x9S, Oxed, 0x79, /A
Oxe?, OxcB, 0x37, Ox6d, Ox8d, Oxd5, Uxde, 0xa%, Oxb6e, 0x56, Oxf4, Oxea, 0x65, 0x7a, Oxae, 0x08, /B
Oxba, 0x78, 0x25, 0x2e, Oxlc, 0xab, Oxbd, Oxch, Oxe8, Oxdd, 0x74, 0x1£, Oxdb, Oxbd, 0x8b, OxBa, //C
0x70, Ux3e, Oxb5, 0x66, 0x48, 0x03, Oxd6, Ox0e, Ox61, 0x35, 0x57, 0xb9, 0x86, Oxci, Ox1d, 0x9¢, /D
Oxel, Oxf8, 0x98, 0x11, 0x69, Oxd9, 0x8e, 0x94, 0x9b, Oxle, 0x87, Oxed, Oxce, (535, Ox28, Oxdf, //E
Ox8c, Oxal, 0xB9, 0x0d, 0xbf, Oxeb, Ox42, 0x68, Ox41, 0x99, Ox2d, Ox0f, 0xb0, Ox54, Oxbb, 0x16 }; #F
return shox{numj;

unsigned short int getSBoxInvert(int num)

{

unsigned short int rsbox(256] =

{ 0x52, 0x09, 0x6a, OxdS, 0%30, 0x36, 0xaS, 0x38, Oxbf, 0x40, Oxa3, 0x9¢, 0x81, DxI3, Oxd7, Oxfb
, Ox7e, Oxe3, 0x39, 0x32, 0x9b, Ox2f, Oxif, 0x87, Gx34, Ox8e, Ux43, Ox44, Uxcd, Oxde, Oxe?, Oxcb

, 0x54, 0xTb, 0x94, 0x32, Oxab, Oxc2, 0x23, 0x3d, Oxee, Oxdc, 0x95, 0x0b, 0x42, Oxfa, Oxc3, Oxde
, 0x08, Ox2e, Oxal, Ox66, 0x28, Oxd9, 0x24, 0xb2, 0x76, 0x5b, Oxa2, 0x49, 0x6d, Ox8b, Oxdl, 0x25
, 0x72, 0xf8, 0xf6, 0x64, 0x86, 0x68, 0x98, 0x16, Oxd4, Oxad, 0x5c¢, Gxee, GxSd, 0x65, Oxbo, 0x52
, Ox6c, 0x70, 0x48, 0x50, 0xfd, Oxed, 0xb%, Oxda, 0xS5e, 0x13, 0x46, 0x57, Oxa7, 0x8d, 0x0d, 0x84
, 0%90, 0xd8, Oxab, 0x00, Ox8c, Oxbe, 0xd3, 0x0a, 0xf7, Oxed, Ox58, Ox05, Oxb8, Oxb3, 0x45, 0x06
, Oxd0, 0x2¢, Oxle, Ox8f, Oxca, 0x31, 0xOf, 0x02, Oxcl, Oxaf, Oxbd, 0x03, 0x01, 0x13, 0x8a, Ox6b

, 0x3a, 0x91, Ox11, Ox41, Oxdf, 0x67, Oxde, Oxea, 0397, Oxf2, Oxcf, Oxce, 0xfU, Oxbd, Oxed, 0x73

, 0x96_ Oxac, 0x74, 0x22, Oxe7, Oxad, 0x35, 0x85, Oxe2, O0x19, 0x37, Oxe8, Oxle, Ux75, Oxdf, Oxbe

, 0x47, Oxf1, Ox1a, 0x71, Ox1d, 0x29, Oxc5, 0x89, 0x6f, 0xb7, 0x62, Ox0e, Oxaa, 0x18, Oxbe, 0x1b
, Oxft, 0x56, Ox3e, Oxdb, Oxc6, 0xd2, 0x79, 0x20, 0x%a, Oxdb, Oxc0, Oxte, 0x78, Oxcd, Ux5a, Oxf4
, Ox1f, Oxdd, Oxa8, 0x33, 0x88, 0x07, Oxc7, 0x31, Oxbl, 0x12, 0x10, 0x59, 0x27, 0x80, Oxec, Ox5F
, 0x60, 0x51, Ox7f, Oxa9, 0x19, 0xb5, Ox4a, 0x0d, 0x2d, Oxe5, 0x7a, OxOf, 0x93, OxcH, 0x9c, Oxef

, Oxa0, Oxe0, 0x3b, Ox4d, Oxae, Ox2a, 0xf5, Oxb0, Gxc8, Oxeb, Oxbb, Ox3¢, 0x83, 0x53, Oxd9, 0161
,0x17, 0x2b, 0x04, Ox7e, Oxba, 0x77, 0xd6, 0x26, Oxel, 0x69, Ox14, 0x63, 0x55, 0x21, Ox0c, 0x7d };
retumn rshox{num];

AS



